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Abstract

Application-aware Networking (APN) is a framework, where APN data
packets convey APN attribute (incl. APN ID and/or APN Paraneters) to
enabl e fine grained service provisioning. This docunment defines a
YANG nodul e for APN.

The YANG nodul es in this docunent conformto the Network Managenent
Dat astore Architecture (NVDA).

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 May 2026.
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1. Introduction

Application-aware Networking (APN) is introduced in

[I-D. li-apn-framework] and [I-D.li-apn-probl em statenent-usecases].
APN dat a packets convey the APN attribute (incl. APN ID and/or APN
Paranmeters). The APN ID is a structured value, treated as an opaque
object in the network, to which the network operator applies policies
in various nodes/service functions along the path so to provide
correspondi ng services. 1In an |IPv6 network, a design proposal of
such structured value can refer to [I-D.li-apn-header]. The APN
attribute can be encapsulated in various data plane adopted within a
Net wor k Operator controlled linited domain, e.g. |IPv6, MPLS, and

ot her tunnel technol ogies, which wait to be further specified.

Thi s docunent defines a data nodel for APN using the YANG data

nodel i ng | anguage [ RFC7950]. This YANG nodel supports the APN
Attribute options [I-D.li-apn-framework].
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3.

3.

The nodeling in this docunent conplies with the Network Managenent
Dat astore Architecture (NVDA) defined in [ RFC8342].

Ter m nol ogi es
APN: Appli cation-aware Networking
APN I D: APN ldentifier

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

Tree diagranms used in this docunment follow the notation defined in
[ RFC8340] .

APN Configuration data node
1. APN YANG Model Structure

The APN YANG nodel includes the data plane protocol indication, the
gl obal actions, the apn-id-tenplate configuration, the apn-id-
mar ki ng, and the mapping policies for APN. The structure of the APN
YANG nodel is shown in Figure 1.

The APN YANG nodel can cover several data plane protocols. |In this
nmodel , only I Pv6 is presented.

One gl obal action is defined currently, i.e., the apn-id-inherit,
which is used to configure the APN ID carried in the inner packet to
be inherited (copied and encapsul ated) into the outer tunnel header

The apn-id-tenpl ates configures the tenplates of the APN ID. More
than one tenpl ates can be confi gured.

The apn-id-marking configures the APN ID on the flow which is
identified by the selected filter

The mappi ng-policies configures the APN I D based on the sel ected
tenpl ate, and the to-be-nmapped-into policy based on the configured
APN I D. More than one policies can be confi gured.

nmodul e: ietf-apn

+--rw apn!
+--rw ipve
+--rw gl oba
| +--rw apn-id-inherit? apn-id-inherit-type
+--rw apn-id-tenpl at es
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+--rw apn-id-tenpl ate* [name]
+--rw name string
+--rw app-info-fields!
| +--rw app-fields
+--rw app-field* [index]

+--rw i ndex ui nt 32
+--rw name string
--rw user-info-fiel ds!

+--rw user-fields
+--rw user-field* [index]

+--rw i ndex ui nt 32

+--rw name string

+--rw |l engt h? ui nt 32
+--rw apn-i d- mar ki ng!
+--rw filter
| +--rwfilter-type? apn-filter-type
| +--rw ace-nane? -> [acl :acl s/ acl / aces/ ace/ nane
+--rw apn-i pv6-tenpl ate -> [apn/ipv6/apn-id-tenpl ates/ apn-id-tenpl at e/ nane
+--rw app-fields
| +--rw app-field* [nane]

I

I

|

I

I I
I I
I I
| | +--rw |l engt h? ui nt 32
| +
I

I

I

I

I

| +--rw nane -> [apn/ipv6/apn-id-tenpl ates/ apn-id-tenpl at e[ apn: nane=cu
rrent()/../../../lapn-ipv6-tenpl ate]/app-info-fields/app-fields/app-field/ nane
| +--rw val ue ui nt 32

I
| +--rwuser-fields

| +--rw user-field* [name]
I

+--rw name -> [apn/ipv6/apn-id-tenpl at es/ apn-id-tenpl at e[ apn: name=cu
rrent()/../../../lapn-ipv6-tenplate]/user-info-fields/user-fields/user-field/ nane
| +--rw val ue ui nt 32

+--rw mappi ng- pol i cys
+--rw mappi ng- pol i cy* [col or]

+--rw col or ui nt 32
+--rw name string
+--rw description? string

+--rw apn-id-tenpl ate? -> [apn/ipv6/apn-id-tenpl ates/ apn-id-tenpl at e/ nane
+--rw apn-i pv6- maps
+--rw apn-i pv6- map* [index]
+--rw i ndex ui nt 32
+--rw app-fields
| +--rw app-field* [nane]
+--rw nane -> [apn/ipv6/apn-id-tenpl ates/apn-id-tenpl ate[ap
n: nane=current()/../../../../..lapn-id-tenplate]/app-info-fields/app-fields/app-field nam
e
| +--rw val ue ui nt 32
+--rw user-fields
| +--rwuser-field* [nane]
| +--rw nane -> [apn/ipv6/apn-id-tenpl ates/apn-id-tenpl ate[ap
n: name=current()/../../../../../lapn-id-tenplate]/user-info-fields/user-fields/user-field/
name
| +--rw val ue ui nt 32
+--rw (match-tunnel)
+--:(sr-policy)
| +--rwcolor? ui nt 32
+--:(ip)
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+--rw native-ip? enpty

Figure 1. APN YANG Model Structure

3.2. APN ID Tenpl ate

The APN ID tenplate can be configured with the defined fields,
including the app-info-fields and the user-info-fields, each of which
can have several fields with their nane and | ength confi gurable.

+--rw apn-id-tenpl ates
+--rw apn-id-tenpl ate* [ nane]
+--rw nane string
+--rw app-info-fields!
| +--rw app-fields
+--rw app-field* [index]

I

| +--rw i ndex ui nt 32
| +--rw name string
| +--rw |l engt h? ui nt 32
+--rw user-info-fields!

+--rw user-fields
+--rw user-field* [index]
+--rw i ndex ui nt 32
+--rw nane string
+--rw |l engt h? ui nt 32

3.3. APN I D Marking

The APN I D Marking uses the selected filter to identify the flow on
which APN is applied. Miltiple filter types exist. ACL [RFC8519] is
a conmon way to specify a flow

Upon the identified flow, the APN tenplate is used to configure the
APN ID with the defined fields, including the app-info-fields and the
user-info-fields, each of which can have several fields with their
name and | ength confi gurable.
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+--rw apn-i d- mar ki ng!
+--rwfilter
| +--rwfilter-type? apn-filter-type
| +--rw ace-nane? -> [acl : acl s/ acl / aces/ ace/ nane
+--rw apn-i pv6-tenpl ate -> [apn/ipv6/apn-id-tenpl ates/apn-i
+--rw app-fields
| +--rw app-field* [nane]

+--rw name -> [apn/ipv6/apn-id-tenpl ates/apn-id-tenpn-ipv6-tenpl ate]
[app-info-fields/app-fields/app-field/ nane
+--rw val ue ui nt 32

+--rw user-fields
+--rw user-field* [name]

+--rw name -> [apn/ipv6/apn-id-tenpl ates/apn-id-tenpn-ipv6-tenpl ate]
/fuser-info-fields/user-fields/user-field/ name
+--rw val ue ui nt 32

3.4. APN Policy Mpping

The APN policy mapping is for mapping to correspondi ng policies based
on the APN ID being structured with the configured fields. The
mapping into SR policy is presented in the nodel bel ow.

+--rw mappi ng- pol i cys
+--rw mappi ng- pol i cy* [col or]

+--rw col or ui nt 32
+--rw nane string
+--rw description? string

+--rw apn-id-tenpl ate? -> [apn/ipv6/apn-id-tenpl ates/ apn-id-tenpl at e/ nane
+--rw apn-i pv6- maps
+--rw apn-i pv6- map* [i ndex]
+--rw i ndex ui nt 32
+--rw app-fields
| +--rw app-field* [nane]
| +--rw name -> [apn/ipv6/apn-id-tenpl ates/apn-id-tenpl ate[ap
n: nane=current()/../../../../../lapn-id-tenpl ate]/app-info-fields/app-fields/app-field nam
e
| +--rw val ue ui nt 32
+--rw user-fields
|  +--rw user-field* [nane]
| +--rw name -> [apn/ipv6/apn-id-tenpl ates/apn-id-tenpl ate[ap
n: nane=current()/../../../../../lapn-id-tenplate]/user-info-fields/user-fields/user-field/
name
| +--rw val ue ui nt 32
+--rw (match-tunnel)
+--:(sr-policy)
| +--rwecolor? ui nt 32
+--:(ip) o
+--rw native-ip? enpty
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4. APN YANG Mbdul e

nmodul e ietf-apn {
namespace "urn:ietf:params: xm:ns:yang:ietf-apn";
prefix apn;

inmport ietf-access-control-list {
prefix "acl";
ref erence
"RFC 8519: YANG Data Mddel for Network Access Contro
Lists (ACLs)";
}

organi zati on
" APN';

cont act
"Web: <https://datatracker.ietf.org/wgy/apn/about/>
WG List: <apn@etf.org>
Edi t or: pengshupi ng@uawei . com

description
"Thi s YANG nodul e specifies a vendor-independent data
model for the Application-aware Networking (APN)

Copyright (c) 2020 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD Li cense
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revision 2021-10-20 {
description "lInitial revision.";
reference "draft-peng-apn-yang";

}

/*
* | DENTI TI ES
*/
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identity base-filter {
description
"Base identity to represent a filter. Afilter is used to

specify the flowto mark the APN ID. ";
}

identity acl-filter {
base base-filter
description
"Apply ACL rules to specify the flow";
}

/*
* TYPE DEFI NI TI ONS
*/

typedef apn-id-inherit-type {
type enuneration {
enum "enabl e" {
val ue 1;
description
"Inherit the APN ID.";

enum "di sabl e" {
val ue 2;
description
"Not inherit the APN ID.";
}

}

description
"APN I D inherit type.";

}

typedef tenplate-state-type {
type enuneration {
enum "unavai |l abl e" {
val ue 0;
description
"The APN ID tenplate is unavailable.";
}

enum "anvai |l abl e" {
val ue 1;
description
"The APN ID tenplate is available.";
}

}

description
"APN | D tenplate state type.";
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}

typedef apn-filter-type {
type identityref {
base base-filter
}
description
"Specifies a known type of filter.";
}

/*
* GROUP DEFI NI TI ONS
*/

groupi ng apn-filter {
description "A grouping for APN filter definition";

leaf filter-type {
type apn-filter-type;
description "filter type";

}

| eaf ace-nane {
when "../filter-type = "apn:acl-filter'";
type leafref {

path "/acl:acl s/acl:acl/acl:aces/acl:acelacl:name";

}
description "Access Control Entry name.";

}

}

cont ai ner apn {
presence "Enter apn view ";
description
"Application-aware Networking.";
container ipv6é {
presence "Enter apn-ipv6 view";
description
"Application-aware Networking |Pv6.";
cont ai ner gl obal {
description
"Configure APN6 gl obal config.";
| eaf apn-id-inherit {
type apn-id-inherit-type;
description
"Enabl e/ di sable APN ID inherit.";
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contai ner apn-id-tenplates {
description
"List of APNID tenplates.";
list apn-id-tenplate {
key "nane";
description
"Configure an APN ID tenpl ate.";
| eaf nane {
type string {
length "1..31";
pattern "[~ \?]*";

description
"APN | D tenpl ate nane.";

}

contai ner app-info-fields {
presence "Enter app-info-fields view";
description
"APP information fields.";
cont ai ner app-fields {
description
"List of APP fields.";
list app-field {
key "index";
uni que "name";
max- el enents "4";
description
"Configure an APP field.";
| eaf index {
type uint32 {
range "1..255";
}
description
"APP field index.";

| eaf nane {
type string {
length "1..15";

pattern "[~ \?]*";

must "not(../../../..luser-info-fields/user-fields/user-field[nane=curr

ent()])";

mandat ory true;
description
"APP field nane.";

}
| eaf length {
type uint32 {
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range "1..32";
}
default "16";
description
"APP field length.";
}

}
}
}

contai ner user-info-fields {
presence "Enter user-info-fields view";
description
"User information fields.";
contai ner user-fields {
description
"List of user fields."
list user-field {
key "index";
uni que "name";
max- el enents "4";
description
"Configure an user field.";
| eaf index {
type uint32 {
range "1..255";
}
description
"User field index.";

| eaf nane {
type string {
length "1..15";
pattern "[~ \?]*";

must "not(../../../../lapp-info-fields/app-fields/app-field[name=current

On";
mandat ory true;
description
"User field nane.";

}
| eaf length {
type uint32 {
range "1..32";

}
default "16";

description
"APP field length.";
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}
}

}
} ///apn-id-tenpl ates

cont ai ner apn-id-nmarking {
presence "Enter user-info-fields view";
description

"Configure apn id marking.";

container filter {
uses apn-filter;
description

Novenber 2025

"The filter which is used to indicate the flowto apply

APN. ";

| eaf apn-ipv6-tenplate {
type leafref {

pat h "/apn:apn/apn:ipv6/apn: apn-id-tenpl at es/ apn: apn-i d-t enpl at e/ apn: nane";

mandat ory true;
description
"APN | Pv6 tenpl ate.";
}

cont ai ner app-fields {
description
"List of APP fields.";
list app-field {
key "nane";
max-el enents "4";
description
"Configure an APP field.";
| eaf nane {
type leafref {

pat h "/apn:apn/ apn:ipv6/ apn: apn-id-tenpl at es/ apn: apn-i d-tenpl at e[ apn: nane=c
urrent()/../../../apn:apn-ipv6-tenpl ate]/apn: app-info-fiel ds/apn: app-fiel ds/apn:app-field

[ apn: nanme";
}
description
"APP field nane.";
}
| eaf val ue {
type uint32 {
range "1..4294967295";
}
mandat ory true;
description
"APP field value.";
}
Geng, et al. Expires 14 May 2026
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}
}

contai ner user-fields {
description
"List of user fields."
list user-field {
key "nane";
max- el enents "4";
description
"Configure an user field.";
| eaf nane {
type leafref {
pat h "/apn:apn/apn:ipv6/ apn: apn-id-tenpl at es/ apn: apn-i d-tenpl at e[ apn: nanme=c
urrent()/../../../apn:apn-ipv6-tenpl ate]/apn: user-info-fields/apn:user-fields/apn:user-fi
el d/ apn: name";
}
description
"User field nane.";

| eaf val ue {
type uint32 {
range "1..4294967295";

mandat ory true;
description
"User field value.";
}

}
}
} /11 apn-id-marking

cont ai ner mappi ng-policys {
description
"Li st of mapping policys.";
l'ist mapping-policy {
key "color";
uni que "nane";
description
"Configure a mapping policy.";
| eaf color {
type uint32 {
range "0..4294967295";
}

description
"Col or of a mapping policy.";
}

| eaf nane {

type string {
length "1..31";

pattern '[~ \?]*";
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mandat ory true;
description
"Mappi ng policy nane.";

| eaf description {

type string {
length "1..242";
}

description
"Description of a mapping policy.";
}

| eaf apn-id-tenplate {
1] when "../match-type="apn-ipv6 ";
type leafref {
pat h "/apn:apn/ apn:ipv6/ apn: apn-id-tenpl at es/ apn: apn-i d-t enpl at e/ apn: nane

must " (count (/apn: apn/ apn:i pv6/ apn: apn-i d-tenpl at es/ apn: apn-i d-t enpl at e[ apn
:name=current ()] /apn: app-info-fiel ds/apn: app-fields/apn:app-field) + count(/apn:apn/apn:
pv6/ apn: apn-i d-t enpl at es/ apn: apn-i d-t enpl at e[ apn: nane=current ()] /apn: user-info-fiel ds/apn
;user-fields/apn:user-field) >= 1)";
description
"APN I D tenpl ate.";
}

cont ai ner apn-i pv6-maps {
/1] when "../match-type="apn-ipv6 ";
description
"List of APN | Pv6 maps.";
list apn-ipv6-map {
key "index";
description
"Configure an APN | Pv6 map.";
| eaf index {
type uint32 {
range "1..4294967295",

}
must "((../index = 4294967295 and (count(../app-fields/app-field) + cou
nt(../user-fields/user-field)) = 0) or (../index != 4294967295 and (count(../app-fields/a
pp-field) + count(../user-fields/user-field)) > 0))";
description
"1 ndex.";
}

contai ner app-fields {
when "../index != 4294967295";
description
"List of APP fields.";
list app-field {
key "nane";
max-el enents "4";
description
"Configure an APP field.";
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| eaf nane {
type leafref {
pat h "/apn:apn/apn:ipv6/apn: apn-id-tenpl at es/ apn: apn-i d-tenpl at e[
apn: nanme=current()/../../../../..lapn-id-tenpl ate]/apn: app-info-fiel ds/apn:app-fields/apn
:app-field/apn: nane";
}

description
"APP field nane.";

| eaf val ue {
type uint32 {
range "1..4294967295";
}
mandat ory true;
description
"APP field value.";
}

}
}

contai ner user-fields {
when "../index != 4294967295";
description
"List of user fields."
list user-field {
key "nane";
max- el enents "4";
description
"Configure an user field.";
| eaf nane {
type leafref {
path "/apn:apn/apn:ipv6/ apn: apn-i d-tenpl at es/ apn: apn-i d-t enpl at e[
apn: nane=current()/../../../../..lapn-id-tenpl ate]/apn:user-info-fields/apn:user-fields/a
pn: user-fiel d/ apn: nane";
}
description
"User field nane.";

| eaf val ue {
type uint32 {
range "1..4294967295";

mandat ory true;
description
"User field value.";
}
}

choi ce match-tunnel {
mandat ory true;
description
"Match tunnel .";
case sr-policy {
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description
"Fl ow match sr-policy.";
| eaf color {
type uint32 {
range "0..4294967295";
}
must "not(../../apn-ipv6-map[color=current()][index!=current()/../i
ndex])";
description
"Col or of an SR Policy.";
}
}

case ip {
description
"Fl ow match native-ip.";
| eaf native-ip {
type enpty;
must "not(../../apn-ipv6-map[index!=current()/../index]/native-ip)"

description
"Native-ip configured."”;

}
} /11 mapping-policys

5. | ANA Consi derati ons

RFC Ed.: In this section, replace all occurrences of 'XXXX wth the
actual RFC nunber (and renove this note).

I ANA is requested to assign a new URI fromthe I ETF XM. Registry
[ RFC3688]. The following URI is suggested:

URI: urn:ietf:parans: xm:ns:yang:ietf-apn
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace.

Thi s docunent al so requests a new YANG nodul e nane in the YANG Mdul e
Nanmes registry [ RFC7950] with the foll owi ng suggestion
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name: ietf-apn
nanespace: urn:ietf:parans: xn:ns:yang:ietf-apn
prefix: apn
reference: RFC XXXX
6. Security Considerations

The NETCONF access control nodel [RFC6536] provides the neans to
restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.
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