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Abstract

Many source address validation (SAV) nmechani sns have been proposed
for preventing source address spoofing. However, existing SAV
mechani sns are faced with the probl ens of inaccurate validation or
hi gh operational overhead in some scenarios. This document proposes
BGP SAVNET by extendi ng BGP protocol for SAV. This protocol can
propagate SAV-rel ated information through BGP nessages. The
propagated information will hel p edge/ border routers automatically
generate accurate SAV rules. These rules construct a validation
boundary for the network and hel p check the validity of source
addresses of arrival data packets.
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1.

I nt roducti on

Source address validation (SAV) is essential for preventing source
address spoofing attacks ([RFC6959]) and hel ps trace back network
attackers. For a network, SAV nechani sns can be depl oyed on edge
routers or border routers for validating the packets fromthe
connect ed subnets or nei ghboring ASes [manrs-antispoofing].

ACL-based ingress filtering ([ RFC2827], [RFC3704]) and Source-based
RTBH ([ RFC5635]) can be used for source address filtering. However,
the two nechani sns are not specific for SAV. High operationa
overhead nmay be induced if they are managed nostly by manual
configurations [I-D.ietf-savnet-intra-donain-problemstatenent][I-D.i
etf-savnet-inter-domai n-probl emstatenent]. Mny SAV nechani sms,
such as strict uRPF, |oose uRPF, FP-uRPF, VRF-uRPF, and EFP-uRPF

([ RFC3704], [RFC8704]), leverage local routing information (FIB/RIB)
to automatically generate SAV rules. The rules indicate the wanted
incom ng interfaces of source addresses and deny source addresses
com ng fromunwanted interfaces [I-D. huang-savnet-sav-table]. The
uRPF mechani sms can achi eve good automati on but may have inaccurate
val i dation problenms under asynmetric routing [I-D.ietf-savnet-intra-d
omai n-probl emstatenent][1-D.ietf-savnet-inter-donai n-probl em statene
nt]. This is because these uRPF nechani sns are "single-point”
designs. They leverage the local FIB or local RIB table to determne
the valid inconmng interfaces for source addresses, which nay not
match the real incoming interfaces. That is, purely relying on |oca
routing information for SAV is not enough for achieving both good

aut omati on and hi gh accuracy

Thi s docunent proposes extensions of BGP protocol for SAV networks,
named as BGP SAVNET. Unlike existing "single-point" mechanisnms, BGP
SAVNET al | ows coordi nati on between the routers within a network or in
different ASes by propagati ng SAV-specific information through

ext ended BGP nessages [|-D.li-savnet-intra-domain-architecture][l-D. w
u-savnet-inter-domai n-architecture]. SAV-specific information

suppl enents the missing part of the local route infornmation and
assists routers to generate accurate SAV rules. The follow ng figure
shows a compari son of existing uRPF mechani sms and BGP SAVNET.
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e + Normal BGP +------------ + (Good aut ommtion
| Routing |-------------- > uRPF | but inaccurate
| I'nformation |\ | Mechanisns | under asymmetric
A +\ A + routing)
\'" Normal BGP
S +
I

R + SR e + (Accurate SAV
| SAV-specific| Extended BGP | BGP | rules and adaptive to
| I'nformation |-------------- > SAVNET | various scenari 0s)
Fom e o - + Fom ek +

The BGP SAVNET protocol is suitable to generating SAV rules for both
I Pv4 and | Pv6 addresses. The SAV rul es can be used for validating
any native | P packets or |P-encapsul ated packets.

1.1. Term nol ogy

SAV: Source address validation, an approach to preventing source
addr ess spoofi ng.

SAV Rule: The rule that indicates the valid incomng interfaces for a
specific source prefix.

SAV Tabl e: The table or data structure that inplenents the SAV rul es
and is used for source address validation in the data pl ane.

Internal (or Local) Source Address: The source addresses owned by the
subnets of |ocal AS. The source addresses of the connection |ink

bet ween subnets and | ocal AS can al so be considered as interna

source addresses.

External (or Renote) Source Address: The source addresses owned by
other ASes. Sone source addresses |ike anycast addresses can be both
i nternal and external source addresses.

Local Routing Information: The information in a router’s local RI B or
FI B that can be used to infer SAV rules.

SAV-specific Information: The information specialized for SAV rule
generation, which is exchanged anong routers.

Edge Router: An intra-domain router for an AS that is directly
connected to a subnet of the AS.
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1.

3.

Border Router: An intra-domain router for an AS that is connected to
other ASes. A router in an AS can be both an edge router and a
border router, if it is connected to both the AS s subnets and ot her
ASes.

Source AS: The AS whose source prefixes need to be validated at
Val i dati on AS.

Validation AS: The AS that conducts SAV for the source prefixes of
Source AS.

SPA: Source prefix advertisenent, i.e., the process for advertising
the origin source addresses/prefixes of a router or an AS.

SPD: Source path discovery, i.e., the process for discovering the
real incomng directions of particular source addresses/ prefixes.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

BGP Protocol Relationship

The BGP extensions for BGP SAVNET foll ow a backward conpati bl e manner
wi t hout inpacting existing BGP functions. New BGP SAVNET subsequent
address famlies will be introduced under the | Pv4 address famly and
the 1 Pv6 address fanily, respectively. The BGP UPDATE nessage
(specifically the MP_REACH NLRI and the MP_UNREACH NLRI attri butes)
and the BGP Refresh nmessage will be extended. AFI and SAFl wll be
used for distinguishing the BGP SAVNET nessages from ot her nessages.

A few existing path attributes such as Originator _ID and dister |ist
or newWy defined path attributes MAY be used for BGP SAVNET.

Actual ly, nost existing path attributes are not necessarily required
for BGP SAVNET. However, if the unnecessary path attributes are
carried in BGP updates, they will be accepted, validated, and
propagat ed consistent with the BGP protocol.

BGP SAVNET Sol ution
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3.1. Coals

For an AS, the goal of BGP SAVNET is to construct a validation
boundary for the AS. SAV-specific information propagated by extended
BGP nessages can assi st edge and border routers on the network
boundary to generate SAV rules. Edge routers connected to subnets
generate rules for validating packets fromusers, while border
routers connected to other ASes generate rules for validating packets
fromother ASes. Figure 1 shows the exanple of validation boundary
for an AS

S R + S R +

| AS3 | | AS4 |

+--m - - + +--m - - +

\ /

R [ R +
| AS2 +- #- -+ +- - #-+ |
I | R7 |---] R8 | I
| +----+ +----+ |
I I I I
| +----+ +----+ |
IR | RS |---| R6 |------ |
| | booook k| |
I I I I I I
| +----+ +----+ +----+ +----+
I | R1| | R |---] R3 | | R4 | I
| +--F o+ +-*o -+ +- - H-+ +-H- -+ |
e \----- T R \----- [------- +

S R + +--mna +

| Subnet 1| | AS1

- + +----- +

Figure 1: An exanple of validation boundary for an AS

From a perspective of an AS, source addresses can be largely
classified into two categories: internal (or |ocal) source address
and external (or renote) source address. The BGP SAVNET sol ution
consists two parts: intra-domain BGP SAVNET and inter-domain BGP
SAVNET. The parts of solution focus on the validation of interna
and external source address, respectively.

* Intra-domain BGP SAVNET: SAV for protecting internal source
addresses. In Figure 1, it can be deployed at '*’ or '# to
restrict a subnet to use only its own internal source addresses
and to bl ock external packets fromother ASes with any interna
source addresses. SAV rules are generated wi thout any cooperation
or interactions (such as prefix advertisenents) between the |oca
AS and subnet s/ ot her ASes.
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3.

2

* Inter-donmain BGP SAVNET: SAV for protecting external source
addresses. In Figure 1, it can be deployed at '# for blocking
the source addresses of packets com ng fromunwanted directions
(i.e., comng fromunwanted nei ghbor ASes). Cooperation or
i nteracti ons between the |ocal AS and other ASes are required.

I ntra-domai n BGP SAVNET

Figure 2 shows an exanpl e of intra-domain BGP SAVNET. Router 1 and
Router 2 are edge routers that enable SAV at the interfaces connected
to subnets. Router 3 is a border router that conducts SAV at the
interfaces connected to other ASes.

In general, there are four types of interfaces:

* Single-homng interface. When a subnet has only one uplink
connected to the upper-layer network, the connected interface at
the edge router of upper-layer network can be defined as a "Sigle-
homing interface", e.g., Intf.1 in Figure 2

* Conplete multi-homng interface. Wen a subnet has dual or
mul tiple uplinks that connect to a single upper-layer network wth
BGP SAVNET depl oyed, the connected interfaces at the edge routers
of upper-layer network are called "Conplete multi-hom ng
interfaces", which corresponds to Intf.2 and Intf.3 in Figure 2

* Inconplete nmulti-homng interface. When a subnet has dual or
mul tiple uplinks that are connected to nultiple upper-I|ayer
networks, the interfaces at the edge routers of upper-|ayer
network are called the "Inconplete nulti-hom ng interfaces", which
corresponds to Intf.4 in Figure 2.

* Internet interface. It’s the external interfaces that are
connected to the Internet on border routers. Typically, a network
usually has nmultiple Internet interfaces for |oad bal ancing or
backup, which corresponds to Intf.5 and Intf.6 in Figure 2
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I I I

MECREEEEEEEEE |------ [EREEEEEEEEEREEES |-
| AS I |
| Intf.5| [ Intf.6 | |
| MRS ot |
| | Router 3 | | |
| R + |
I / \ |
I / \ |
I / \ |
| S + S + | |
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| gy - H-+ +-Ho-- - - o4 | |
[ Intf.2]Intf.2\ Intf.3/ \Iintf.4 | |
I I \ / \ |
I I Vo \ (.
| Subnet 1 Subnet 2 Subnet 3 |
SRS USRI .

Intf '# enables prefix allowist
Intf '*’ enables prefix blocklist

Figure 2: An exanple of intra-domain BGP SAVNET

The goal of intra-domain BGP SAVNET is to generate source prefix
allowist or blocklist for the interfaces on edge or border routers.
For the "Single-hom ng interface" and "Conplete multi-hom ng
interface", prefix allowist is applied (i.e., "Interface-based
prefix allowist"” nmode in [I-D. huang-savnet-sav-table]). The prefix
allowist of an interface should only include all the source prefixes
of the connected subnet and denys any source addresses not covered by
the prefixes in the list. |In Figure 2, the prefix allowist of Intf.
1 should only include all the source prefixes of Subnetl, and the
prefix allowists of Intf. 2 and Intf. 3 should only include all the
source prefixes of Subnet 2.

For "lInconmplete nulti-hom ng interface" and "Internet interface",

prefix blocklist is enabled (i.e., "Interface-based prefix bl ocklist"
mode in [I-D. huang-savnet-sav-table]). For a specific interface, its
prefix bl ocklist should include the internal prefixes that are owned
by the subnets connected to "Single-homng interfaces" and "Conpl ete
mul ti-homing interfaces". |In Figure 2, the prefix blocklist of Intf.
4, Intf. 5, and Intf. 6 should include all the source prefixes of
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Subnet1 and Subnet2. The reason why "Inconplete multi-hom ng
interface" like Intf. 4 not using prefix allowist is that the |oca
AS itself can hardly |learn the conplete set of source prefixes of
Subnet3 if the subnet advertises asymmetric prefixes to the nulti-
honed up-1layer networks (i.e., the local AS is one of the up-Iayer
net wor ks) .

The above goal should be achi eved while neeting two requirements of
hi gh accuracy (even under asymretric routing) and good automation

To this end, Source Prefix Advertisenent (SPA) process is designed in
i ntra-domai n BGP SAVNET solution. During the SPA process, edge
routers will proactively announce all the source prefixes |earned by
| ocal "Single-homing interfaces" and | ocal "Conplete nulti-hom ng
interfaces" fromthe connected subnets via SPA nmessages. Some
related i nformati on of each announced source prefix will also be
propagat ed together with the source prefix. The related infornmation
of each announced source prefix can be:

* Milti-homing Interface G oup Type (MI1G Type): It indicates the
type of the interface that learns the prefix. MIG Type MIST be
one of the four types nentioned above.

* Milti-homing Interface Goup Tag (MIG Tag): It is to identify the
subnet of the prefix. The prefixes belonging to the same subnet
MJUST have the identical MIG Tag value. Different subnets MJST
have different MIGtag val ues.

* (Only) Source Flag: It indicates whether the prefix is owned by
one subnet. By default, the flag is set because npbst of the
prefixes are owned by one network. For anycast addresses/prefixes
or direct server return (DSR) addresses/prefixes
[I-D.ietf-savnet-inter-domain-problemstatenent], the flag shoul d
be unset (possibly manually).

It can be seen that the SPA nessage of a source prefix includes four
parts: source prefix, MIG Type, MIG Tag, and Source Flag. Next,
how to use the SPA messages to generate SAV rules will be introduced.

* In the case of "Single-homng interface", the prefix allowist can
be generated only through local routing information (i.e., loca
RIB), w thout the engagenent of SPA nessages. The nethod buil ding
the allowist is, each Dest Prefix in RIB that records this
interface as an outgoing interface will be added to the prefix
allowist.

* |In the case of "Conplete multi-homng interface", in addition to

collecting prefixes of the target interface itself in local R B
routers al so need nerge prefixes fromthe recei ved SPA nessages
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and other local interfaces into the allowist to construct a
complete list. First, the prefixes in received SPA, which take
the sanme "M 1 G Type" and "M |G Tag" val ues as the target

interface, are added to the allowist. Second, if there are |oca
interfaces having the sanme "M I G Type" and "M |G Tag" val ues, they
will share prefixes collected fromlocal RIBinto each other’s
allowist.

* Routers with "Inconplete multi-homng interface" or "Internet
interface" will generate prefix blocklist for the target
interface. First, the prefixes of local "Single-homng
interfaces" or "Conplete Miulti-hom ng interfaces" on the |oca
router will be put into the blocklist. Second, the prefixes in
the recei ved SPA messages which have the M1 G Types of either
"Single-homng interface" or "Conplete Milti-hom ng interface” but
with Source Flag being set, will also be added into the bl ocklist.
The prefix with Source Flag being unset will not be included into
the bl ocklist because the prefix is multi-source and the
"Inconpl ete nulti-honing interface"” or "Internet interface" may be
the legitimate inconmng interface of the multi-source prefix.

Note that, intra-domain BGP SAVNET sol ution can also work if the
subnet is a stub AS (e.g., the subnets are replaced with stub ASes in
Figure 2). The source prefixes of the stub AS can be considered as
the internal prefixes of the local AS when conducting the solution

3. 3. I nter-domai n BGP SAVNET

As described previously, inter-domain BGP SAVNET is for protecting
external source addresses that are owned by other ASes (usually
renote ASes). Cooperation or interactions between the |ocal AS and
ot her ASes are required.

The local AS that deploys inter-domai n BGP SAVNET and conducts
validation on the external source addresses is defined as Validation
AS. Source AS is defined as the AS whose source prefixes need to be
validated at Validation AS. For any AS, it can be configured as
Source AS or Validation AS, or it can also act as both Source AS and
Val i dation AS.

The goal of inter-domain BGP SAVNET is to help Validation AS generate
prefix bl ocklist for the source prefixes of Source AS at the proper
external interfaces of Validation AS. Wich source prefixes that
need to be validated and which external interfaces should bl ock these
prefi xes depend on the indication of Source AS. |Inter-domain BGP
SAVNET provi des the comruni cati on channel for Source AS and

Val i dation AS.
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Fi gure 3 shows an example of inter-domain BGP SAVNET. AS 1 and AS 4
have depl oyed SAVNET on the border routers (i.e., ASBRs) connected to
other ASes. Suppose AS 1 is configured as Source AS and AS 4 acts as
Validation AS. In the exanple, AS 4 can help block P1 of AS 1 at the
interfaces connected to specific nei ghbor ASes.

To P5, preferred AS_PATH
To P6, preferred AS_PATH

[AS 3, AS 4, AS 5]
[AS 3, AS 4, AS 6]

T + T +
| AS 5 (P5) | | AS 6 (P6) |
Fomm - - - +/\ +-+ -+ \F-mm - - +/\ ++
\ / |
\ / |
\ / |
\ / |
S + |
| AS 4 (P4) | |
| SAVNET depl oyed| |
[\ - - - oo\ ++ |
/ n \ |
/ n \ |
/ n \ |
/ n \ |
S + N S +
| AS 2 (P2) | n | AS 3 (P3) |
R +/\ +--+ N R ¥ AL T P +
\ n /
\ n /
\ n /
\ n /
S S S S +
| AS 1 (P1) |
| SAVNET depl oyed|
oo o - +
RIBin AS 1:
To P2, preferred AS PATH = [ AS 2]
To P3, preferred AS PATH = [ AS 3]
To P4, preferred AS PATH = [AS 2, AS 4]

Figure 3: An exanple of inter-domain BGP SAVNET

When Source AS and Validation AS enabl e BGP SAVNET, a BGP SAVNET
session between the two ASes will be established. Figure 3 shows the
session between AS 1 and AS 4 by ">>>>>". The solution of inter-
domai n BGP SAVNET consists of two processes: SPA and Source Path

Di scovery (SPD).
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* SPA process: Source AS advertises its own AS nunber and its own
source prefixes to Validation AS through SPA nessages. SPA
messages contain the conplete set of source prefixes of Source AS
or only the source prefixes that want to be protected. Sone
hi dden source prefixes that do not appear can al so be adverti sed
to Validation AS through SPA nessages. The advertised source
prefixes MJST be authorized to Source AS by RPKI ROAs. Wen
Val i dation AS receives the nessages, it MJST conduct ROV on the
messages and only stores the target source prefixes with the
"valid" ROV state. The "Unknown" and "lnvalid" target source
prefixes will be ignored. |In Figure 3, Pl MJST be authorized to
AS 1, and then AS 1 advertises its own AS nunber and Pl to AS 4
t hrough an SPA nessage.

- Validation AS can also obtain the target source prefixes
directly from RPKI ROAs or other RPKI data.

* SPD process: After SPA process, Source AS can send SPD nessages to
Validation AS for notifying the wanted incomni ng directions of
target source prefixes. That is, Source AS can specify from which
nei ghbor ASes of Validation AS the target source prefixes wll
arrive. Validation AS will learn the specified incomng
directions of target source prefixes and will use prefix blocklist
for denying the target source prefixes coming from unwant ed
directions (neighbor ASes). The wanted incomning directions of
target source prefixes can be obtained via the follow ng nmethods
for different purposes:

- Automatically obtained fromthe RIB of Source AS. 1In Figure 3,
AS 1 can specify that AS 2 and AS 3 are the wanted i ncom ng
directions of P1. AS 4 will block the packets with source
addresses of Pl comi ng from nei ghbor ASes of AS 5 and AS 6.

The use cases can be 1) proactive SAV for custoner’s prefixes
or 2) key source address’s forwarding path protection (i.e.,
keepi ng control plane path and data plane path consistent).

- (Obtained fromsecurity center of Source AS or Validation AS.
Security center can detect source address-spoofed DDoS attacks
and di ssem nates rul es through BGP SAVNET to reactively filter
source address at specific interfaces for mitigating DDoS
suffered by custoners.

- (Obtained from RPKI ASPA records or other RPKI data.

4. BGP SAVNET Peering Model s
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4.1. Full-mesh | BGP Peering

This peering nodel is for both intra- and inter-domain BGP SAVNET.

In this nodel, Edge or border routers enabling BGP SAVNET MJST
establish full-mesh i BGP sessions either through direct i BGP sessions
or route-reflectors. SAVNET nessages within an AS can be adverti sed
through the full-mesh BGP SAVNET sessions. The extensions of BGP
messages for carrying SAVNET nessages will be introduced in

Section 5.

4.2. EBCGP Peering between ASes

I nter-domain BGP SAVNET requires eBGP sessions which can be single-
hop or multi-hop. |In this peering nodel, for the AS enabling BGP
SAVNET, at |east one border router in Source AS MIST establish the
BGP SAVNET sessions with the border routers in Validation AS. SAVNET
messages between ASes will be advertised through these sessions. The
ext ensions of BGP nessages for carrying SAVNET nmessages will be

i ntroduced in Section 5

5. BGP SAVNET Protocol Extension
5.1. BGP SAVNET SAFI

To make good isolation with existing BGP services, this section
defines BGP SAVNET SAFIs under the | Pv4 address family and the | Pv6
address famly, respectively. The values require | ANA registration
as specified in Section 11. Two BGP SAVNET speakers MUST establish a
BGP SAVNET peer and MJUST exchange the Miltiprotocol Extensions

Capabi lity [RFC5492] to ensure that they are both capabl e of
processi ng BGP SAVNET nessages properly.

5.2. BGP SAVNET NLRI

The BGP SAVNET NLRI is used to transmt SPA nessages (either |Pv4 or

| Pv6). The BGP SAVNET NLRI TLVs are carried in BGP UPDATE nessages
as (1) route advertisenent carried within Miltiprotocol Reachable
NLRI (MP_REACH NLRI) [RFC4760], and (2) route withdraw carried within
Mul tiprotocol Unreachable NLRI (MP_UNREACH NLRI).

Wi | e encoding an MP_REACH NLRI attribute containing BGP SAVNET NLRI
TLVs, the "Length of Next Hop Network Address" field SHOULD be set to
0 upon the sender. The "Network Address of Next Hop" field SHOULD
not be encoded upon the sender, because it has a 0 | ength and MJST be
i gnored upon the receiver.
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5.2.1. SPA TLVs for Intra-domain BG SAVNET

The BGP SAVNET NLRI TLV each carries a SPA nessage including a source
prefix and related information. Therefore, the NLRI TLV is called
SPA TLV. This type of TLVs are used in SPA process within an AS.

The format is shown bel ow

0 1 2 3

01234567890123456789012345678901

R o i o e R o o i N e

Rout eType (1) | Length (1) |

i e s e e i il st S SRR R SR S
Oiginrouter-id (4) |

B s S S T sl i s ST I S S S S S S T S S T S S S e

MaskLen (1) | IP Prefix (variable) |

i T S S S T i T i I S I S S

MIG Type (1) | Flags (1) | S|

S e S e e i i o S S S e s

M1 G Tag (4)
i T o T T i T A S S S T

+-
I
+-
I
+-+
I
+-

I
+-

I
+-

Figure 4: SPA TLV format
The neaning of these fields are as foll ows:

* RouteType (key): Type of the BGP SAVNET NLRI TLV, the value is 1
for SPA TLV within an AS.

* Length: The length of the BGP SAVNET NLRI val ue, the RouteType and
Length fields are excl uded.

* Oigin router-id (key): The router 1D of the originating node of
the source prefix in the depl oynent domai n.

* MaskLen (key): The nmask length in bits, which also indicates the
valid bits of the IP Prefix field.

* |IP Prefix (key): IP address. The length ranges from1l to 4 bytes
for 1Pv4 and ranges from1l to 16 bytes for IPv6. Format is
consistent with BGP | Pv4/ | Pv6 uni cast address.

* MIG Type (non-key): Milti-hom ng Ingress Interface Group Type.

-  Type value 0: Unknown. Indicates that this prefix does not

come fromany subnets. It can be a local prefix or a |ocal
domai n prefix.

Geng, et al. Expires 22 March 2026 [ Page 14]



Internet-Draft BGP Ext ensi ons for SAVNET

5.

2.

2.

Fl ags (non-key): Bitmap,

Sept enber 2025

Type value 1: Single-homing interface. |Indicates that this
prefix comes froma subnet that is single-honmed to the | ocal
domai n.

Type value 2: Conplete nmulti-honming interface. |Indicates that
this prefix comes froma subnet that is nulti-honed to the
| ocal domain, and is connected only to the |ocal donmain

Type value 3: Inconplete nmulti-homng interface. Indicates
that this prefix cones froma subnet that is nulti-honed to the
| ocal domain and ot her domai ns.

Type value 4: Internet interface. |Indicates that this prefix
comes froma interface that is connected to the |Internet.

Type val ue 5~255: Reserved for future use.

Not es: The type values of 3 and 4 are pre-defined for future
use, and they should not appear in SPA TLVs (i.e., no need to
advertise the prefixes fromthe interfaces of Type 3 and Type
4) .

ndicating the attribute flag of the SPA

prefix, currently taken:

bit O (S bit) : Source Flag. The value of 1 indicates that the
SPA prefix is owned by one subnet. The value of 0 indicates
that the SPA prefix is not owned by only one subnet.

M| G Tag (non-key): Milti-hom ng Ingress Interface Group Tag. The
val ue ranges from1l to OxFFFFFFFE. The value 0 is invalid and the
val ue OxFFFFFFFF i s reserved.

SPA TLVs for Inter-domai n BGP SAVNET

This type of TLVs are used in SPA process between ASes.

0

1 2 3

01234567890123456789012345678901

+-
I
+-
I
+-
I
+-
I
+-

Ceng,

B i T i S T
Rout eType (1) | Length (1) |
R s i o e i ol S e S e T ik ik T S e T S T S

Source AS Nunber (4) |

I i S S i o S S e e e e S e T -

MaskLen (1) | IP Prefix (variable) |

I i S T i S S e i S S S S R S S

Flags (1) |

L
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Fi gure 5: SPA TLV format
The neaning of these fields are as foll ows:

*  RouteType (key): Type of the BGP SAVNET NLRI TLV, the value is 2
for SPA TLV between ASes.

* Length: The length of the BGP SAVNET NLRI val ue, the RouteType and
Length fields are excl uded.

* Source AS Nunber (key): The AS nunber of the originating AS of
this advertised source prefix.

* MaskLen (key): The mask length in bits, which also indicates the
valid bits of the IP Prefix field.

* |P Prefix (key): IP address. The length ranges from1l to 4 bytes
for IPv4 and ranges from1l to 16 bytes for IPv6. Format is
consistent with BGP | Pv4/1Pv6 uni cast address.

* Flags (non-key): Reserved for future use.
BGP SAVNET Refresh

Two BGP SAVNET speakers MUST exchange Route Refresh Capability
[ RFC2918] to ensure that they are both capabl e of processing the SPD
message carried in the BGP Refresh nessage.

The SPD TLV is carried in a BGP Refresh nessage after the BGP Refresh
message body, as foll ows:

0 1 2 3

01234567890123456789012345678901
I i S T i i S e e S i e o
| AFl (2) | Subtype (1) | SAFI (1) |
I i i I e S S i SR S S g
| SPD TLV (vari abl e) |

i S S T i S S e e i S S S S

Figure 6: BGP-REFRESH with SPD TLV for mat
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The AFl field is either 1 (1Pv4) or 2 (IPv6). The SAFI field is the
new y defined SAVNET SAFlI. The Subtype field should be a new val ue
assigned to SAVNET [ RFC7313]. By carrying an SPD TLV, a BGP SAVNET
Ref resh message MJST NOT be processed as a Route-Refresh (as a re-
adverti senent request) and SHOULD only be used in the SPD process. A
BGP SAVNET Refresh message without an SPD TLV SHOULD be processed as
a Route-Refresh as defined in Route Refresh Capability [RFC2918].

5.3.1. The SPD TLVs for Inter-domain BGP SAVNET
This type of TLVs are used in SPD process between ASes.

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Type (1) | SubType (1) | Length (2) |
B S e S S i S S it S R
Sequence Numrber (4) |
T S T s e S i I S S S i M S
Oigin router-id (4) |
B S S e i S S T A S S S S S S i S S
Source AS Nunber (4) |
B T S i S S i N DR S S
Val i dati on AS Nunber (4) |
B S T s i S i I S el S (i SR SR

Optional Data Length (2) |

B S S e i S S T A S S S S S S i S S
Optional Data (variabl e) |

B S i ks e S S i i i S S S S e e e e
Nei ghbor AS Number List (variable) |

1l + I+t +— +— +— +— +

B S s s i i T S S Y Y T S S S S S S S S St S S S S
Figure 7: SPD TLV format

The neaning of these fields are as foll ows:

*  Type: TLV Type, the value is 2 for SPD TLV.

*  SubType: TLV Sub-Type, value is 2 for SPD TLV between an AS.

* Length: The length of the SPD TLV val ue, the Type, SubType and
Length fields are excl uded.

* Sequence Nunber: Indicates the sequence of Source Path Di scovery

process. The initial value is 0 and the val ue increases
nmonot oni cal | y.
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* Oigin router-id: The router ID of the originating node of the
Source Path Di scovery process.

* Source AS Nunber (key): The AS nunber of the source AS whose
source prefixes need to be validated in the validation AS.

* Validation AS Nunber (key): The AS nunber of the validation AS who
conducts validation for the source prefixes of source AS.

* (Optional Data Length: The length of the optional data field in
bytes. The value can be 0 when there is no optional data.

* (Optional Data: Reserved for future use

* Nei ghbor AS Nunber List: List of neighbor AS, from which the
validation AS will receive the data packets with the source
prefixes of the source AS.

6. Decision Process with BGP SAVNET

The Deci sion Process described in [RFC4271] works to determ nes a
degree of preference anbng routes with the sane prefix. The Decision
Process involves many BGP Path attributes, which are not necessary
for BGP SAVNET SPA and SPD process, such as next-hop attributes and
IGP-netric attributes. Therefore, this docunent introduces a
simplified Decision Process for SAVNET SAFI

The purpose of SPAis to maintain a uniform Source Prefix |ist, which
is the mapping fromoriginal router-id to | P addresses, across al
routers in the deploy donmain. To ensure this, it is RECOWENDED t hat
all routers deploy no ingress or egress route-policies for BGP
SAVNET.

6.1. BGP SAVNET NLRI Sel ection

The Deci sion Process described in [RFC4271] no | onger apply, and the
Deci sion Process for BGP SAVNET NLRI are as foll ows:

1. The locally inported route is preferred over the route received
froma peer.

2. The route received froma peer with the nunerically |arger
originator is preferred.

3. The route received froma peer with the nunerically |arger Peer
I P Address is preferred.
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6.1.1. Self-Oiginated NLRI

BGP SAVNET NLRI with origin router-id matching the local router-id is
considered self-originated. All locally inmported routes should be
consi dered self-originated by default.

Since the origin router-id is part of the NLRI key, it is very
unlikely that a self-originated NLRI woul d be received froma peer.
Unless a router-id conflict occurs due to incorrect configuration.
In this case, the self-originated NLRI MJUST be di scarded upon the
recei ver, and appropriate error |ogging i s RECOMVENDED.

On the other hand, besides the route learn frompeers, a BGP SAVNET
speaker MJUST NOT advertise NLRI which is not self-originated.

7. FError Handling
7.1. Process of BGP SAVNET NLRIs

When a BGP SAVNET speaker receives a BGP Update containing a

mal f ormed MP_REACH NLRI or MP_UNREACH NLRI, it MJST ignore the
received TLV and MUST NOT pass it to other BGP peers. Wen
discarding a mal forned TLV, a BGP SAVNET speaker MAY | og a specific
error.

If duplicate NLRIs exist in a MP_REACH NLRI or MP_UNREACH NLRI
attribute, only the | ast one SHOULD be used.

7.2. Process of BGP SAVNET SPA TLVs

When a BGP SAVNET speaker receives an SPA TLV with an undefined type,
it SHOULD be ignored or stored w thout parsing.

When a BGP SAVNET speaker receives an SPA TLV with a 0 origin router-
id, or the origin router-id is the same as the local router-id, it
MJUST be consi dered nal f or nmed.

When a BGP SAVNET speaker receives an SPA TLV with an invalid MaskLen
field, which is out of the range 1~32 for IPv4 and 1~128 for 1Pv6, it
MJUST be consi dered mal f or ned.

When a BGP SAVNET speaker receives an SPA TLV with an address field,
whose length in bytes do not match with the remaining data, it MJST
be consi dered mal f or ned.

When a BGP SAVNET speaker receives an SPA TLV with an unsupported
MI G Type, it SHOULD be ignored or stored wi thout parsing.
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When a BGP SAVNET speaker receives an SPA TLV with a M1 G Type 0
(Unkonwn), its MIG Tag MJST al so be 0, vice versa. QOherw se this
SPA TLV MJST be consi dered mal f or ned.

When a BGP SAVNET speaker receives a nal formed SPA TLV, it MJST
i gnore the received TLV and MJUST NOT pass it to other BGP peers.
When discarding a mal forned TLV, a BGP SAVNET speaker MAY |log a
specific error.

When a BGP SAVNET speaker processes Flags in an SPA TLV, the defined
bits MJST be processed and the undefined bits MJST be ignored.

7. 3. Process of BGP SAVNET Refresh

Each BGP Refresh nmessage MJUST contain at nost one SPD TLV. \Wen a
BGP SAVNET speaker receives a BGP Refresh packet with nultiple SPD
TLVs, only the first one SHOULD be processed.

7. 4. Process of BGP SAVNET SPD TLVs

When a BGP SAVNET speaker receives an SPD TLV with an undefined type
or subtype, it SHOULD be ignored.

When a BGP SAVNET speaker receives an SPD TLV with a O origin router-
id, or the origin router-id is the same as the local router-id, it
MUST be consi dered nal f or med.

When a BGP SAVNET speaker receives an SPD TLV with a validation AS
nunber, 0 source AS nunber, AS TRANS nunber (23456), or the source AS
nunber equal s the validation AS nunber, it MJST be considered

mal f or ned.

VWhen a BGP SAVNET speaker receives an SPD TLV with an optional data
sub-TLV that is an undefined type, it SHOULD be ignored.

When a BGP SAVNET speaker receives an SPD TLV with a DestList field
that is not a multiple of 4 in length, it MJST be considered
mal f or med.

When a BGP SAVNET speaker receives a Refresh nmessage with a nal f or med
SPD TLV, it MJST ignore the received nessage. Wen discarding a
mal f or med nmessage, a BGP SAVNET speaker MAY | og a specific error.

When a BGP SAVNET speaker receives an SPD TLV with a sequence number
that does not match the | ocal recorded sequence nunber:
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8.

10.

11.

* |f the newWy received sequence nunber is nunerically larger, the
| ocal recorded sequence number SHOULD be updated to the newy
recei ved sequence nunber.

* |f the newy received sequence nunber is nunerically smaller, the
| ocal recorded sequence nunmber SHOULD NOT be updated, and the BGP
SAVNET speaker SHOULD | og a specific error.

Conver gence Consi derations

The convergence process of BGP SAVNET is relatively sinple. First,
the convergence process is nainly the nessage propagati on process.
BGP SAVNET nessages shoul d have sinilar propagati on speed to normnal
routes. Second, BGP SAVNET supports independent and incrementa
update. Routers enabl e SAVNET can update | ocal SAV rules inmmediately
and there is no need to wait for conplete informati on updates.

Depl oynment Consi derati ons

Both intra- and inter-domain BGP SAVNET have good depl oyability. For
i ntra-domai n BGP SAVNET, upgrading part of routers can al so work
well. For exanple, only upgrade the routers (two or nore) nulti-
honed by the sane subnet, or upgrade one edge router and one border
router. Wth nore routers getting deployed, the network can get nore
protection. For inter-domain BGP SAVNET, any pair of ASes can
upgrade and work well. There is no dependence on other ASes.

Security Considerations
Security problens are mainly in inter-domain scenarios
* For communication security, inter-domain BGP SAVNET takes a point-
to- poi nt conmuni cati on nodel and thus has a sinple trust nodel
The communi cation between source AS and validation AS can be
protected by TLS
* For content security, the advertised source prefixes of Source AS
MJUST be authorized to Source AS by RPKI ROAs. \Wen Validation AS
recei ves the messages, it MJST conduct ROV on the nmessages
I ANA Consi derations

The BGP SAVNET SAFIs under the | Pv4 address family and the |1 Pv6
address famly need to be allocated by | ANA
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