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Abst r act

A BGP Flow Specification is an n-tuple consisting of several matching
criteria that can be applied to IP traffic. Application-aware

Net wor ki ng (APN) is a framework, where APN data packets convey APN
attribute including APN ID and/or APN Paraneters. The dynanic Fl ow
Spec mechani sm for APN is designed for the new applications of
traffic filtering in an APN donmain as well as the traffic control and
actions at the policy enforcenment points in this domain. These
applications require coordination anong the ASes within a service
provi der.

Thi s docunent specifies a new BGP Fl ow Spec Conponent Type in order
to support APN traffic filtering. The match field is the APNID. It
al so specifies traffic filtering actions to enable the creation of
the APN ID in the outer tunnel encapsul ation when matched to the
correspondi ng Fl ow Spec rul es.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

A Fl ow Specification (Flow Spec) is an n-tuple consisting of severa
mat ching criteria that can be applied to IP traffic [RFC8955]. The
Fl ow Spec conveys match conditions (each may include severa
conponents) which are encoded usi ng MP_REACH NLRI and MP_UNREACH NLRI
attributes [ RFC4760], while the associated actions such as redirect
and traffic marking are encoded in BGP Ext ended Communities

[ RFC4360] [ RFC5701] . The 1 Pv4 NLRI conponent types and traffic
filtering actions sub-types are described in [ RFC8955], while the

I Pv6 related are described in [ RFC8956].
[I-D.ietf-idr-flowspec-12vpn] extends the flow spec rules and actions
for Ethernet Layer 2 and L2VPN. The corresponding (AFl, SAFI) pairs
are defined by I ANA, respectively. [I-D. hares-idr-flowspec-v2]

speci fies BGP Fl ow Specification Version 2

Application-aware Networking (APN) is introduced in
[1-D.li-apn-framework] and [I-D.Ili-apn-probl emstatenent-usecases].
APN dat a packets convey the APN attribute (incl. APN ID and/or APN
Parameters). The APN ID is a structured value, treated as an opaque
object in the network, to which the network operator applies policies
in various nodes/service functions along the path so to provide
correspondi ng services. For an |IPv6 network, a design proposal of
such structured value is provided by
[1-D.li-apn-header][I-D.li-apn-ipv6-encap]. The APN attribute can be
encapsul ated in various data planes adopted within a Network Operator
controlled limted domain, e.g. |Pv6, MPLS, and other tunne
technol ogi es, which wait to be further specified.

Wth APN, it beconmes possible to apply various policies in different
nodes along a network path onto a traffic flow overall in a nore
efficient way, that is, at the headend to steer into correspondi ng
path, at the m dpoint to collect correspondi ng performance

measur enent data, and at the service function to execute particul ar
policies. Prior to APN, there was no efficient way to realize this
conposite network service provisioning along the path.

Thi s docunent specifies a new BGP Fl ow Spec Conponent Type to support
APN traffic filtering. The match field is the APN APN ID

[I-D. li-apn-framework]. It also specifies traffic filtering actions
to enable the creation of the APN ID in the outer tunne
encapsul ati on when matched to the correspondi ng Fl ow Spec rul es

Depends upon specific depl oynment requirements, the functions
specified in this draft can al so be applied on BGP Fl ow Specification
Version 2, which will be specified in the future versions.
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2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. Term nol ogi es
APN: Application-aware Networking
APN I D: APN | dentifier
AS: Aut ononpbus System
Fl ow Spec: Flow Specification
BGP- FS: Border CGateway Protocol (BGP) Fl ow Specification (FS)

4. Flow Specifications for APN
The APN framework is introduced in [I-D.li-apn-framework]. The Fl ow

Spec for APN is shown in Figure 1, that is, the Controller is used to
set up BGP connection with the policy enforcenent points in an APN

domai n.
. +
f----- | Controller |----- \
/ R + \
+----- + FS / | \ FS +----- +
| App x| -\ / FS FS FS \ /-] App X|
+----- + | A LY . [------- (R S SR ) I S +
\-]APN | | APN Net wor k | | APN |-/
| - | --]Policy Enforcenent Points|--|- |
/-] Edge| | incl. multi-domains | | Edge] -\
+----- +| B s T T TR iU U + +----+| +----- +
| App yl -/ | | \-1App |
+o---- + | <--- Network Operator Controlled --->| +o---- +

Li m ted Domai n

Figure 1. Flow Spec for APN
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5. Conponent Type for APN

The 1 Pv4 NLRI conponent types are defined in [ RFC8955], while the
IPv6 related are specified in [RFC8956]. This docunent defines a new
conponent type for APN.

5.1. APN ID - Type TBDL

Encodi ng: <type (1 octet), length (1 octet), mask (variable), APN ID
(vari abl e) >

Defines the APN ID to match. The mask is used to indicate the bits
of the APN ID carried in the packet which are used to match agai nst
the APN ID value in this Fl ow Spec conponent.

type (1 octet): This indicates the new conponent type TBDI1.

length (1 octet): This indicates the length of the nask and the
I ength of the APN ID. The nask and the APN I D have the sanme |ength.

mask (variable): This indicates the bits of the APN ID carried in the
data packet which are used to natch.

APN I D (variable): This indicates the APN ID that is used for the
mat ch.

5.2. Encodi ng Exampl e

Since the APN IDis a structured value, the mask in the Flow Spec is
used to enable flexible matching of the particular parts of the APN
| D.

As an example, shown in Figure 2, the APN ID in the data packet
contains two parts, the APP Group I D (0x300A) and User Group ID
(0x0C08). In the Flow Spec, the nmask is OxFFFFO000 and the APN ID is
0x300A0000. Processing the match of the APN I D conponent is done by
usi ng the mask (OxFFFFO000) to indicate the bits of the APN ID
carried in the packet to be matched against the one carried in the

Fl ow Spec (0x300A0000). The result of this exanple is a successfu
mat ch.

Geng, et al. Expires 14 May 2026 [ Page 5]
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i n packet
T T
APN | APP GROUP ID | User Goup ID |\
1D T S L e e o
S
in Fl owSpec | |
e T e e i IS S Ay /
mask | 2] 1] 2...2] 0] O] O...0]/ /
B T I S S I TR /
& /
R T Sy S R S
APN | APP GROUP ID]| O| O] O...0]|/_
I D T e S e

Figure 2. The match exanple of the APN I D conponent
6. Traffic Filtering

Traffic filtering policies have been traditionally considered to be
relatively static. The dynam c Fl ow Spec mechanismfor APN is
designed for the new applications of traffic filtering in an APN
domain as well as the traffic control and actions on the policy
enforcenment points in this domain. These applications require
coordi nati on anong the ASes within a service provider. The new
component and encoding are defined in Section 4. The actions are
defined in this section.

6.1. Odering of Flow Specifications

More than one Flow Specification rule may nmatch a particular traffic
flow at a node. The co-existing rules are nixed and need to be
effectively organi zed. However, there is still no efficient way to
achi eve such classification. Thus, it is necessary to specify the
groupi ng nechani smfor the Fl ow Specification rules to be matched in
a desired order as well as the actions being applied to a particular
traffic flow This ordering function is such that it does not depend
on the arrival order of the Flow Specification via BGP and thus is
consi stent in the network [RFC8955].

The definition of this ordering is very inportant to the Fl ow Spec
for APN because of the follow ng reasons.

1. There can be other co-existing Flow Spec rules (e.g. based on
5-tuple) rather than only APN Fl ow Spec rules (i.e. based on APN I D).

2. The different parts of the APN ID can be determ ned by the
different Flow Spec rules

Geng, et al. Expires 14 May 2026 [ Page 6]
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Therefore, the ordering of the Flow Spec rules for APN needs to be
clearly specified.

6. 2.

Encoding format of the G ouping ldentifier Extend Community Sub-
Type TBD2

We define a Grouping Identifier Opaque Extend Community [ RFC4360]
(Sub- Type = TBD2) carrying both Goup ID (2 octets) and Sub-group ID
(2 octets) and indicating the grouping of the Flow Spec rules it
acconpani es.

The encoding format of the G ouping ldentifier Opaque Extend
Conmunity is as follows.

6. 3.

0 1
0123456789012345
T S T Al S S S S
| 0x03 or 0x43 | Sub-Type = TBD2|
T S T T S e S Y S
| Goup ID |
T i S ks i e
| Sub- Group I D |
T S T Al S S S S

Figure 3: Encoding of the Grouping ldentifier Extend Conmunity

Usage Principles

The following principles are defined.

1.

Wthin a sub-group, the order is the same as the previously

def i ned.

*

Ceng,

If the traffic-action Extended Comunity is carried and the
Terminal Action (T, bit 47) [RFC8955] is not set, when one
condition in this sub-group is matched, the evaluation of any
subsequent flow specifications within this sub-group stops; if T
is set, then the eval uation continues;

If the traffic-action Extended Community is not carried, when one

condition in this sub-group is matched, the eval uation of any
subsequent flow specifications within this sub-group stops;

et al. Expires 14 May 2026 [ Page 7]
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2. Between sub-groups, the sub-group is ordered by increasing Sub-
group I D, when the evaluation in one sub-group stops or finishes, it
will start the evaluation in the follow ng sub-group if there are any
sub- gr oups.

3. Between groups, the group is ordered by increasing Goup ID, if
at least one condition in this group is matched, when the eval uation
of the flow specifications within the group reaches the end, the

eval uati on stops so the evaluation of the follow ng group(s) wll not
start.

6.4. Usage exanple

At the APN Edge where the APN ID is created based on the Fl ow
Speci fications and encapsul ated in the outer tunnel header
[I-D.li-apn-framework], nore than one Flow Specification rule
condition may match a particular traffic flow The different parts
of the APN ID can be deternined by the different Flow Spec rules.
For exanple, as shown in Figure 4, the App Goup IDis created by
mat chi ng the 5-tuple conponents (e.g. destination |IP address and
transport layer ports), the User Goup IDis created by matching the
access ports, and the Reserved (R) Goup IDis created by matching
the 5-tupl e conponents.

Moreover, there are also other co-existing Flow Spec rules m xed at
the node rather than only APN Fl ow Spec rules (i.e. based on APN I D).
Al the rules need to be effectively organized and applied to the
particular traffic flowin a desired order.

In Figure 4, the Flow Specification rules for APN and ot her existing
rules are categorized into two groups, and given Goup ID =1 and 2,
respectively. The Flow Specification rules for creating different
parts of the APN ID are categorized into three sub-groups, and given
Sub-Group ID =1, 2, and 3, respectively.

Based on the usage principles described in the above section, for the
case of APN as shown in Figure 4, the usage principles are as
fol l ows,

1. Wthin a sub-group, the order is the sane as the previously
def i ned.

Geng, et al. Expires 14 May 2026 [ Page 8]
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* |If the traffic-action Extended Community is carried and the
Terminal Action (T, bit 47) [RFC8955] is not set, when one
condition in this sub-group is matched, the eval uation of any
subsequent flow specifications within this sub-group stops and the
App Group IDis created; if T is set, then the evaluation
continues and the App Goup IDw Il be created if there is a match
within this sub-group;

* If the traffic-action Extended Community is not carried, when one
condition in this sub-group is matched, the eval uation of any
subsequent flow specifications within this sub-group stops and the
App Group IDis created;

2. Between sub-groups, the sub-group is ordered with Sub-group ID,
when the evaluation in the Sub-group ID = 1 stops or finishes, it
will start the evaluation in the follow ng Sub-group ID = 2 and
create the User Goup IDif matched, and then the Sub-group ID =3 to
create the R Goup IDif matched.

3. Between groups, the group is ordered with Goup ID, if at |east
one condition in this Goup ID =1 is matched, when the eval uati on of
the flow specifications within the group reaches the end, the

eval uation stops and the APN ID is created. The evaluation of the
followi ng group(s) will not start, that is, the Goup ID=0 will not
be eval uat ed.

Goup ID =1, Sub-Goup ID=1

B Tk i i i S B i S S ik s S N S S
| Rule (5-tuple)] | App Group ID |
O S i S e S N SR S
R S M S S i I S S S s o i e
| Rule (5-tuple)] | App Goup ID |
N S S S B il s S S S S I S i
R N R SR i S S N i W SR S
| Rule (5-tuple)] | App Goup ID

S S N S S i S ik (i DR SR S
Goup ID =1, Sub-Goup ID =2

B Tk i i i S B i S S ik s S N S S
| Rule ( ports )| | User Group ID |
I S S S i S i S W SR S
R S M S S i I S S S s o i e
| Rule ( ports )| | User Group ID |
N S S S B il s S S S S I S i

R i i i i i i S I S S
| Rule ( ports )| User Group ID

Geng, et al. Expires 14 May 2026 [ Page 9]
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| Community Oxttss | action | encodi ng |
| Sub-Type | | |
[} gt ———————— L p—p—p—————————————————— e p—p——
| | traffic-marking-apn |4/16-octet APN I D |
| TBD3 | (Section 7.1) | 1-octet 1 Pv6 (ExH) Type

| | | 1-octet Reserved |
Fom e e e oo Tt o e e e e e a oo +
| TBD4 | traffic-marking-apn-|4/16-octet Bitmask |
| | partial | 4/ 16-octet APN I D |
| | (Section 7.2) | 1-octet 1 Pv6 (ExH) Type

| | | 1-oct et Reserved |
Fom e e e oo S o +
| TBD5 | inherit-apn | 4/ 16-oct et Bitnmask

| | (Section 7.3) | 1-octet 1 Pv6 (ExH) Type

| | | 1- oct et Reserved |
o e e e oo Fom e e e e e oo s Fom e e e e a e e oo +
| TBD6 | stitch-apn | 4/ 16-oct et Bitnask |
| | (Section 7.2) | 4/ 16-octet APN I D |
| | | 1-octet 1Pv6 (ExH) Type |
| | | 1- oct et Reserved |
o e e e e oo oo o e e e e m oo oo o e e e e e e oo oo oo +

7.1. Traffic Marking (traffic-marking-apn) Sub-Type TBD3

The traffic-marki ng-apn Extended Conmunity instructs a systemto
create the APN I D and encapsulate it in the indicated outer tunne
header of a transiting |IP packet.

In this case, the tunnel encapsul ati on header is |Pv6, possibly
foll owed by an extension header (ExH). The correspondi ng Extended
Conmunity [ RFC5701] is encoded as follows:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
/ /
| APN | D |
/ /
I S i o T s S S S e s s T
| Pv6e (ExH) | reserved |

il s ST I S S I S T T S

+-

Geng, et al. Expires 14 May 2026 [ Page 11]
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APN I D: 4/16 octets, APN ID value to be created and encapsul ated in
the indicated outer tunnel header of the transiting |IP packet.

IPv6 (ExH): 1 octet, the type of each | Pv6 extension header
[ RFC8200] [ RFC2780] [ RFC5871] is directly reused to indicate the outer
tunnel to be used to encapsul ate the APN | D.

reserved: 1 octet, MJIST be set to O on encodi ng and MJST be ignored
during decodi ng.

7.2. Traffic Marking (traffic-marki ng-apn-partial) Sub-Type TBD4

The traffic-marking-apn-partial Extended Conmunity instructs a system
to use the bitmask indicating the bits of the APNID to be

encapsul ated in the indicated outer tunnel header of a transiting IP
packet. The ultimately constructed APN I D may conprise of severa
parts obtained by the matches of different rules, and it is

encapsul ated in the indicated outer tunnel header

In this case, the tunnel encapsul ati on header is |Pv6, possibly
foll owed by an extension header (ExH). The correspondi ng Extended
Conmunity [ RFC5701] is encoded as follows:

0 1 2 3
01234567890123456789012345678901
I i S S i o S S e e e e i S i S S

Bi t mask

/
I
/
R s i o e i ol S e S e T ik ik T S e T S T S
/
APN I D |
/
i T S S S T i T i I S I S S
| Pv6 (ExH) | reserved |

+-
/
I
/
+-
/
I
/
+-
I
T T

Bi t mask: 4/16 octets, the sane |length as the APN ID, indicating the
bits of the APN ID to be encapsulated in the indicated outer tunne
header .

APN I D: 4/16 octets, the APN ID value to be created and encapsul ated
in the indicated outer tunnel header of the transiting |IP packet.

Geng, et al. Expires 14 May 2026 [ Page 12]
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IPv6 (ExH): 1 octet, the type of each | Pv6 extension header
[ RFC8200] [ RFC2780] [ RFC5871] is directly reused to indicate the outer
tunnel to be used to encapsul ate the APN I D

reserved: 1 octet, MJIST be set to 0 on encodi ng and MJST be i gnored
during decodi ng.

7.3. Inherit (inherit-apn) Sub-Type TBD5

The inherit-apn Extended Community instructs a systemto use the
Bitmask to "and" operate on the existing APN ID of a transiting IP
packet and encapsulate the inherited APN ID in the indicated outer
tunnel header.

In this case, the tunnel encapsul ati on header is |Pv6, possibly
foll owed by an extension header (ExH). The correspondi ng Extended
Conmunity [ RFC5701] is encoded as foll ows:

-II-H
-II-I\)
-II-UO
-Il-b
-II-U'I
-II-CD
-Il-\l
-II-CD
-II-KJ
-II-OI—‘
-II-H
-II-I\)
-II-UO
-Il-b
-II-U'I
-II-CD
-Il-\l
-II-CD
-II-KJ
-II-OI\)
-II-H
-II-I\)
-II-UO
-Il-b
-II-U'I
-II-CD
-Il-\l
-II-CD
+ O W

+ ©

+
/
Bi t mask |
/
+

1
+
1
+
1

Ft
+
e

1
+

o o
| reserved |
B Tk s I S

+—+>~—>=t+00

-+ +

2
+ 0 +

]
+
]
+
]

+-+

Bi t mask: 4/16 octets, the sane length as the APN ID, to "and" operate
on the existing APN ID of a transiting |IP packet.

IPv6 (ExH): 1 octet, the type of each | Pv6 extension header
[ RFC8200] [ RFC2780] [ RFC5871] is directly reused to indicate the outer
tunnel to be used to encapsul ate the APN | D.

reserved: 1 octet, MJIST be set to 0 on encodi ng and MJST be ignored
during decodi ng.

7.4. Stitch (stitch-apn) Sub-Type TBD6

The stitch-apn Extended Comunity instructs a systemto "and" the
Bitmask with the existing APN ID of a transiting | P packet to get the
part to be further encapsul ated, and "and" the negation of the
Bitmask with the APN ID in the Fl ow Spec and get the other part to be
further encapsulated. The stitched APN ID is encapsulated in the

i ndi cated outer tunnel header. That is to say, the Bitmask specifies

Geng, et al. Expires 14 May 2026 [ Page 13]
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8.

8.

the bits of the received APN ID to be replaced by the correspondi ng
bits fromthe APN ID in the action sub-TLV value to produce a new

outer APN ID. The other bits of the received APN ID are copied to
the new outer AP ID.

In this case, the tunnel encapsul ati on header is |Pv6, possibly
foll owed by an extension header (ExH). The correspondi ng Extended
Conmunity [ RFC5701] is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
i e S S e T ik i o T S S S e e
/
Bi t mask |

/

I T S i e S e e S A S S R SR S
/

APN | D |

/

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
| Pv6 (ExH) | reserved |

+-
/
I
/
+-
/
I
/
+-
|
i S i S S S S S

Bi t mask: 4/16 octets, the sane length as the APN ID, used to operate
on the APN ID (both carried in the transiting |IP packet and in the
Fl ow Spec).

APN I D: 4/16 octets, the APN ID value to be created and encapsul ated
in the indicated outer tunnel header of the transiting |P packet.

IPv6 (ExH): 1 octet, the type of each | Pv6 extension header
[ RFC8200] [ RFC2780] [ RFC5871] is directly reused to indicate the outer
tunnel to be used to encapsul ate the APN | D.

reserved: 1 octet, MJIST be set to 0 on encodi ng and MJST be i gnored
during decodi ng.

I ANA Consi derati ons
1. Flow Spec Conponent - APN ID

I ANA is requested to assign a value in the Flow Specification
Conponent Types Registry as foll ows:
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[ ool oo ool e o)
| Value | Name | Reference |
B el ool s e
| TBDL | APN ID | This docunent |
+------- T T R I I i +

8.2. (Opaque Extended Comunity - Gouping ldentifier

The Grouping ldentifier Opaque Extended Comunity is defined in this
docunent and it is requested that a Sub-Type = TBD2 be assigned as

fol |l ows.
[ el oo oo s s s sl oo ]
| Value | Nanme | Reference |
[ Rl e ey s et
| TBD2 | Gouping ldentifier | This docunent |
+------- I i I I I I T +

8.3. Extended Conmunity Fl ow Specification Actions

The Extended Community Fl ow Specification Actions are defined in this
docunent and it is requested that correspondi ng Sub- Types as shown in
the followi ng table be assigned.

[§ pemesfomsbumsbemsos e esoe s es oy Ses ey e
| Sub-Type | Nane | Reference |
| Val ue | | |
| TBD3 | traffic-marking-apn | This document |
Fomm e oo - o e e e e e e e e m e e o m e e e oo - +
| TBD4 | traffic-marking-apn-partial | This docunent |
R o e e e e e e e e e S +
| TBD5 | inherit-apn | This docunent |
Fom e e o - o e e e e e e e i e o +
| TBD6 | stitch-apn | This document |
Fomm e oo - o e e e e e e e e m e e o m e e e oo - +
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