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Abst ract

The BGP Monitoring Protocol (BMP) is a widely depl oyed operationa
tool that allows BMP collectors to obtain per-address-famly BGP
Routing Informati on Base (RIB) entries, runtime statistics, events,
and other critical BGP state data from BMP sender routers, enabling
full visibility into BGP routing status and supporting core network
operations such as troubl eshooting, security nonitoring, and traffic
auditing. However, two key linitations exist in the current BWP
specification during practical deployment. First, transient faults,
message | oss, or session interruptions may cause inconsistencies
between the RIB views of the BMP sender and collector, and the

exi sting protocol |acks a non-disruptive mechanismto resolve such
m smat ches.  Second, there is no standardi zed notification nechani sm
for senders to informcollectors of nodified or updated nonitoring
reporting options, |leading collectors to store stale or invalid BGP
informati on as reporting configurations change.

Thi s docunent defines two new backwar d-conpati bl e BMP nessage types
to address these issues: a Route-Refresh nessage for non-disruptive
RI B vi ew synchroni zati on between senders and collectors, and a
Monitoring Options (MJ) message to notify collectors of active and
di sabl ed reporting parameters. These extensions enhance the
reliability and accuracy of BMP-based BGP nonitoring wthout

di srupting existing depl oyment workfl ows.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Septenber 2026.
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1. Introduction

The BGP Monitoring Protocol (BWMP), defined primarily in [ RFC7854] and
ext ended by subsequent specifications, enables a BMWP coll ector
(rmonitoring station) to retrieve a conprehensive set of BGP-rel ated
data froma BMP sender (typically a BGP-enabled router). This data

i ncludes per-address-fam |y Routing Infornation Base (RIB) entries
(covering Loc-RI B [ RFC9069], Adj-RIB-1n [RFC7854], and Adj-RI B-CQut

[ RFC8671]), runtime BGP statistics, events, and peer session state
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information. By ingesting this real-tine and historical data, the
BMP coll ector gains full visibility into the BGP routing state and
operational status of the nonitored router, supporting use cases such
as routing troubl eshooting, traffic engineering, security nonitoring,
and network state auditing. BMP has been wi dely depl oyed in
production networks, serving as a critical tool for |arge-scale BGP
net wor k operati ons.

Despite its w despread adoption and proven utility, existing BW

i npl ementations and the base protocol specification face two notable
limtations in practical deploynment scenarios, which hinder reliable
and consistent nmonitoring of BGP state. These gaps are detail ed

bel ow

* RIB View I nconsistency Wthout Non-Disruptive Resolution: In
production networks, nessage |oss, router process restarts, or
tenporary session interruptions between the BWP sender and
collector can lead to a nmismatch between the BGP RI B view
mai nt ai ned by the sender and the correspondi ng data set stored by
the collector. The current BMP protocol |acks a standardized
mechanismto performtargeted, non-disruptive R B synchronization
bet ween the sender and collector. Existing recovery approaches
often require full re-synchronization or nmanual intervention,
whi ch introduces unnecessary overhead, disrupts ongoi ng nonitoring
flows, and del ays the resolution of state inconsistencies.

* Lack of Mnitoring Options Notification Mechanism Operators
commonly configure the BVMP sender to adjust the set of infornmation
types reported to the coll ector based on network requirenents,
resource constraints, or operational policies — for exanple,
enabling or disabling specific RIB type reporting or statistic
collection. The current BMP specification does not define a
dedi cat ed nmessage type for the sender to explicitly notify the
collector of active, disabled, or nodified nonitoring
configuration options. As a result, the collector has no
standardi zed way to identify which data types are currently being
transmtted, which previously reported data types have been
ceased, and which entries in its |ocal database are now stale or
invalid. This msmatch can lead to the collector retaining
obsol ete BGP routing information, conprom sing the accuracy and
reliability of nonitoring and anal ysis workfl ows.

To address these two critical operational gaps, this docunment defines
two new, backward-conpatible BGP Mnitoring Protocol nessage types.
These extensions are designed to integrate seam essly with existing
BMP depl oynents and resolve the identified limtations wthout

di srupting normal BMP traffic flows or requiring invasive changes to
depl oyed router and col |l ector systens.
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First, this docunent defines a new BMP Rout e- Refresh nessage type
(assigned type code TBDl). This nessage type is intended to enable
control |l ed, non-disruptive synchronization of the full or targeted
BG° RIB view fromthe BMP sender to the BMP collector. It
facilitates on-demand correction of BGP RIB inconsistencies, allow ng
the collector to reconcile its local state with the authoritative RIB
data on the sender without interrupting ongoing peer nonitoring or
route reporting functions.

Second, this docunent defines a new BMP Monitoring Options (M)
nmessage type (assigned type code TBD2). This nessage type serves as
a standardi zed notification and synchronizati on mechani sm f or

moni toring configurati on between the sender and collector. The BW
sender transnmits the MO nessage to informthe collector of the exact
set of enabled monitoring options currently active on the sender. By
recei ving and processi ng MO nessages, the BMP collector can clearly
identify which BGP information types are expected to be received,
whi ch active reporting streams remain valid, and which previously
stored data entries are no | onger updated and shoul d be nmarked as
stale or purged. This ensures the collector maintains an accurate,
up-to-date view of the nonitored data set and elimnates the
retention of invalid or obsolete BGP infornation.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. BMP Rout e-Refresh nessage
Thi s docunent defines a new BVMP Rout e- Refresh nessage type (TBD1)
that is used to synchronize the RIB view fromthe BMP sender to the
BMP collector. Followi ng the coomon BVMP header and per-peer header
is a Route-Refresh PDU. The Route-Refresh PDU is a ROUTE- REFRESH
message defined in [ RFC2918] and updated by [RFC7313], and its format
is as foll ows:
* Type: 5 - ROUTE- REFRESH

*  Message Format: One <AFl, Sub-Type, SAFI> tupl e encoded as:
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0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| AFI | Sub- Type | SAFI |
B S T i s T S S S R S i ik Tk I I N R S S S i e

Fi gure 1: ROUTE- REFRESH Message

The neani ng, usage, and encodi ng of this <AFl, Sub-Type, SAFI> tuple
are defined in [RFC2918] and updated by [ RFC7313] as foll ows:

* AFl - Address Family ldentifier (2 octets)
*  Sub- Type - Message Subtype (1 octet):

- 0 - Normal route refresh request [RFC2918] with/wi thout
Qut bound Route Filtering (ORF) [ RFC5291]

- 1 - Denarcation of the beginning of a route refresh (BoRR)
operati on

- 2 - Denmarcation of the ending of a route refresh (EoRR)
operation

- 255 - Reserved
*  SAFI - Subsequent Address Family ldentifier (1 octet).
2.1. Exanple of using BMP Route-Refresh nessages

The sequences of BMP nmessage transm ssion are shown as foll ows:
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3.

3.

BMP Sender BMP Col | ect or
Sender notifies BoRR operation

Col  ector marks the routes of
the specific RIB view as
stal e/ historical or purges
themdirectly

| ------- BMP RM Msg. ------- > | Sender sends zero or nore

[ LR > Rout e Monitoring Messages for
the specific RIB view

| Col I ector uses the new routes

| to update the stal e/ historical

| routes

| ------- BWP EORR --------- > | Sender notifies EoORR operation

Col I ector purges the routes
remai ni ng the stal e/ historical
state

(93]
3
Py,
<
&
@
v
e |

Fi gure 2: An exanple of using BMP Route-Refresh nessages
BMP Monitoring Options nessage

Thi s docunent defines a new Monitoring Options (M) nessage type
(TBD2) that is used to synchronize the nonitoring options fromthe
BMP sender to BMP collector. Follow ng the coomon BMP header and
per - peer header is a BMP Mnitoring Options PDU. Four types of BMP
Monitoring Options PDUs are defined for Adj-RIB-1n, Adj-RI B-Qut, Loc-
RI B, and Stats, respectively.

1. BMP Mnitoring Options of RIBs

The BMP Monitoring Options PDU is defined as foll ows:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | SubType |
R e s T o T S R El ok i R e e S S e o o s
| Fl ags | Lengt h |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| AFI 1 | Res. | SAFI 1 |
B i s T T i i o S o T Ji I
| AFI 2 | Res. | SAFI 2 |

T T S s SH S SEp S S S AR T S e

i e e R e o o e i ol S N B S
| AFIl n | Res. | SAFI n |
B i s T T i i o S o T Ji I

Figure 3: The BMP Monitoring Options PDU

Wher e:

* Type - 2 octets, It indicates as foll ows:
- 1- Adj-RIB-In
- 2 - Adj-RB-Qut
- 3 - Loc-RIB

*  SubType - 2 octets, It indicates as foll ows:
- 1 - pre-policy
- 2 - post-policy

* Flags - 2 octets, the least significant bit of Flags Indicates
whet her the options are enabl ed or disabled, and other bits are
reserved.

* Length - 2 octets

* The list of (AFl, SAFlI) follows the Length field.
- AFl - Address Family ldentifier (2 octets)
-  SAFl - Subsequent Address Family ldentifier (1 octet)

- Res. - Reserved field that will be set Zero (1 octet)
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3.2. BMP Monitoring Option of Stats

0 1 2

March 2026

3

01234567890123456789012345678901

R i ik ol b I R T e i e
I Type I

R T S S e e e U S S S R SR e S

| Fl ags | Lengt h

T S T S S S St I Sl Sl SER S S S

| Stat Type 1 | Stat Type 2

T I T S S S e I T S S S S S E

I T S S S e S S S S S Sup S Sup S S S

| Stat Type n-1 | Stat Type n

T S T S S S St it Sl S SER S S S

Figure 4. The BMP Monitoring Options PDU
Wher e:
* Type - 2 octets, It indicates as foll ows:

- 4 - Stats

* Flags - 2 octets, the least significant bit of Flags Indicates

whet her the options are enabl ed or disabled, and other
reserved.

* Length - 2 octets

* The list of Stat Types follows the Length field.

bits are

- Stat Type - Defines the type of the statistic [RFC7854]. (2

octets)

3.3. Exanple of using BMP Mnitoring Options nessage

In the foll owi ng scenario, a BGP session is established between
Router1l and Router2, and | Pv4 unicast, |IPv4 multicast, and | Pv4
| abel ed uni cast address famlies are enabl ed on both the BGP

speakers. The two BGP speakers exchange | Pv4 unicast, |Pv4

mul ticast, and | Pv4 | abel ed uni cast address fam |y routes.
as the BWMP Sender sends BMP nmessages to the BMP Col | ector.
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BMP Col | ect or
I

I
BGP Session
Router 1(BMP Sender)---------------- Rout er 2

Figure 5: BGP Monitoring Exanple

Sender initiates the BMP protocol with the Coll ector:
BMP Sender BMP Col | ect or

|------ Initial Export ------- > | Sender Sends Route Monitoring
| messages for |Pv4 unicast,
| 1Pv4d nulticast and | Pv4
| labeled unicast address
| famlies
| Collector stores the RIB info
| for the Sender

Figure 6: Sender sends Initial Export to Collector
Sender di sabled the nonitoring on IPv4 nulticast address famly:

BMP Sender BMP Col | ect or
| -MO wi th(AFI 1/ SAFI 2) disable-| Sender sends an MO nessage
| | to Collector
| | Collector purges the |Pv4
| | multicast RIB view of the
| | specific BGP peer

Figure 7: Sender disabled the nmonitoring on I Pv4 nulticast
address famly

Sender di sabled the nonitoring on | Pv4 | abel ed uni cast address
fam |y:

BMP Sender BMP Col | ect or
| -MO wi th(AFI 1/ SAFI 4) disable-| Sender sends an MO nmessage
| | to Collector
| | Collector purges the |Pv4
| | labeled unicast R B view
| | of the specific BGP peer
I I
Figure 8: Sender disabled the nmonitoring on |IPv4 | abel ed uni cast
address fanmly
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Sender enabl ed the nonitoring on I Pv4 multicast address famly:

BMP Sender BMP Col | ect or

4.

| -MO wi th(AFI 1/ SAFI 2) enabl ed-| Sender sends an MO message
| to Collector

|------- BMP RM AFlI 1/ SAFI 2)--> | Sender sends zero or nore

| Route Mnitoring Messages

| for thelPv4 nulticast

| address famly of the

| specific BGP peer

| Collector stores the RIB

| info for I Pv4 multicast

| address family of the

I

I
I
|
I
I
I
I
| speci fic BGP peer

Figure 9: Sender enabled the nonitoring on I Pv4 nulticast address

famly

| ANA Consi der ati ons

Thi s docunent requests 1ANA to allocate two new, unused type codes
fromthe BVWP Message Type registry for the extensions defined herein,
with the following formal registration details:

1. Message Type Codel: TBD1

*

Message Nane: BMP Rout e- Ref resh Message
Ref erence: This docunent

Description: A non-disruptive nmessage type used to synchroni ze BGP
Rl B vi ews between a BWMP sender (router) and BMP col |l ector,
enabling resolution of RIB state inconsistencies w thout

i nterrupting ongoi ng BMP nonitoring sessions.

2. Message Type Code2: TBD2

*

Message Nane: BMP Mnitoring Options (MJ) Message
Ref erence: This document

Description: A notification nessage type used by a BWMP sender to
explicitly informa BMP collector of active, disabled, or nodified
moni toring reporting paraneters, ensuring the collector maintains
accurate and up-to-date awareness of valid BMP data streans.
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5. Security Considerations of Inter-domain SPD

The sane considerations as in Section 11 of [RFC7854] apply to this

docunent. Inplenentations of this protocol SHOULD require that
sessions only be established with authorized and trusted nonitoring
devices. It is also believed that this docunent does not introduce

any additional security considerations.
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