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Abst r act

Thi s docunent proposes nethods to facilitate correction of BGP
Routing Information Base inconsistencies in a non-disruptive manner
fromthe BWP Sender to the BMP Col |l ector.
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Copyri ght Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

The generation of BGP Adj-RIB-1n, Loc-RI B and Adj-RIB-Qut comes from
BGP route exchange and route policy processing. BGP Mnitoring
Protocol (BMP) provides the nonitoring of BGP Adj-RIB-In [ RFC7854],
BGP Loc-RI B [ RFC9069] and BGP Adj-RIB-Qut [ RFC8671]. The RIB view

i nconsi stency may occur between the BMP sender and BMP col | ector due
to nessage | oss, network flapping, instability, and faults. 1In this
docunent, we define methods to facilitate correction of BGP Routing

I nformati on Base (RIB) inconsistencies in a non-disruptive manner
fromthe BMP Sender to the BMP Col | ector.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. BMP Rout e-Refresh nessage

Thi s docunent defines a new BVMP Rout e- Refresh nessage type (TBD1)
that is used to synchronize the RIB view fromthe BMP sender to the
BMP collector. Followi ng the coomon BVMP header and per-peer header
is a Route-Refresh PDU. The Route-Refresh PDU is a ROUTE- REFRESH
message defined in [RFC2918] and updated by [ RFC7313], and its format
is as foll ows:

Type: 5 - ROUTE- REFRESH
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Message Format: One <AFl, Sub-Type, SAFI> tuple encoded as:
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| AFI | Sub- Type | SAFI |
R et e s i o e s i i
Figure 1: ROUTE- REFRESH Message

The neani ng, usage, and encoding of this <AFl, Sub-Type, SAFI> tuple
are defined in [ RFC2918] and updated by [ RFC7313] as fol |l ows:

* AFl - Address Fanmily ldentifier (2 octets)
*  Sub-Type - Message Subtype (1 octet):

- 0 - Normal route refresh request [RFC2918] with/w thout
Qut bound Route Filtering (ORF) [ RFC5291]

- 1 - Denmarcation of the beginning of a route refresh (BoRR)
operation

- 2 - Denarcation of the ending of a route refresh (EoRR)
operati on

- 255 - Reserved
* SAFl - Subsequent Address Fanmily ldentifier (1 octet).
2.1. Exanple of using BMP Route-Refresh nessages

The sequences of BMP nmessages transmi ssions shown as foll ows:
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BMP Sender BMP Col | ect or
Sender notifies BoRR operation

Col  ector marks the routes of
the specific RIB view as
stal e/ historical or purges
themdirectly

| ------- BMP RM Msg. ------- > | Sender sends zero or nore

[ LR > Rout e Monitoring Messages for
the specific RIB view

| Col I ector uses the new routes

| to update the stal e/ historical

| routes

| ------- BWP EORR --------- > | Sender notifies EoORR operation

Col I ector purges the routes
remai ni ng the stal e/ historical
state

(93]
3
Py,
<
G
@
v
e |

Fi gure 2: An exanple of using BMP Route-Refresh nessages
3. BMP Monitoring Options nessage

Thi s docunent defines a new Monitoring Options (M) nessage type
(TBD2) that is used to synchronize the nonitoring options fromthe
BMP sender to BMP collector. Follow ng the coomon BMP header and
per - peer header is a BVMP Mnitoring Options PDU. The BMP Monitoring
Options PDU is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | SubType |
i T s i o S i i S R I S I S S S M
| Fl ags | Lengt h |
B T S i T s i i e e SEI S
| AFI 1 | Res. | SAFI 1 |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| AFI 2 | Res. | SAFI 2

T S i T o B S e S S S S

B T S i T s i i e e SEI S
| AFI n Res. SAFI n |
R i T I e T S S e S TR S T e i I S e S e e e e o o
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Figure 3: The BMP Mnitoring Options PDU

2 octets, It indicates as foll ows:

*
_|
<
©
(0]
1

1
=
1

Adj - R B- 1 n

- 2 - Adj-RI B Qut

|
w
|

Loc-RI B

*  SubType - 2 octets, It indicates as foll ows:
- 1 - pre-policy
- 2 - post-policy

* Flags - 2 octets, the least significant bit of Flags Indicates
whet her the options are enabl ed or disabled, and other bits are
reserved.

* Length - 2 octets

* The list of (AFlI, SAFI) follows the Length field.
- AFl - Address Family ldentifier (2 octets)
- SAFl - Subsequent Address Fanmily ldentifier (1 octet)
- Res. - Reserved field that will be set Zero (1 octet)

0 1 2 3
01234567890123456789012345678901
e T e R e E e R R o

I Type I
i e e i o e e
| Fl ags | Lengt h |
B i s T T i i o S o T Ji I
| Stat Type 1 | Stat Type 2 |
e e o e R e i e i e e e s
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| Stat Type n-1 | Stat Type n |
B i s T T i i o S o T Ji I

Figure 4. The BMP Monitoring Options PDU
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Wher e:
* Type - 2 octets, It indicates as foll ows:
- 4 - Stats

* Flags - 2 octets, the least significant bit of Flags Indicates
whet her the options are enabl ed or disabled, and other bits are
reserved.

* Length - 2 octets
* The list of Stat Types follows the Length field.

- Stat Type - Defines the type of the statistic [RFC7854]. (2
octets)

3.1. Exanple of using BMP Mnitoring Options nessage

In the foll owi ng scenario, a BGP session is established between
Router1l and Router2, and |IPv4 unicast, IPv4 nulticast, and |Pv4

| abel ed uni cast address fanilies are enabled on both the BGP
speakers. The two BGP speakers exchange | Pv4 unicast, |Pv4

mul ticast, and | Pv4 | abel ed unicast address fanmily routes. Routerl
as the BMP Sender sends BMP nmessages to the BMP Col | ector.

BMP Col | ect or
I

I
BGP Sessi on
Router 1(BMP Sender)---------------- Rout er 2

Figure 5: BGP Monitoring Exanple

Sender initiates the BMP protocol with the Coll ector:
BMP Sender BMP Col | ect or

|------ Initial Export ------- > | Sender Sends Route Monitoring
| nmessages for |Pv4 unicast,
| 1Pv4d nulticast and | Pv4
| Iabel ed unicast address
| famlies
| Collector stores the RIB info
| for the Sender

Figure 6: Sender sends Initial Export to Collector
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Sender di sabled the nmonitoring on IPv4 nulticast address famly:

BMP Sender BMP Col | ect or
| -MO wi th(AFI 1/ SAFI 2) disable-| Sender sends an MO message
| | to Collector
| | Collector purges the |Pv4
| | multicast RIB view of the
| | specific BGP peer

Figure 7: Sender disabled the nmonitoring on I Pv4 nulticast
address famly

Sender di sabled the nonitoring on | Pv4 | abel ed uni cast address
famly:

BMP Sender BMP Col | ect or
| -MO wi th(AFI 1/ SAFI 4) disable-| Sender sends an MO nessage
| | to Collector
| | Collector purges the |Pv4
| | |abeled unicast RIB view
| | of the specific BGP peer

I I

Fi gure 8: Sender disabled the nonitoring on | Pv4 | abel ed uni cast
address fam ly

Sender enabled the nmonitoring on I Pv4 nulticast address famly:

BMP Sender BMP Col | ect or
| -MO wi th(AFI 1/ SAFI 2) enabl ed-| Sender sends an MO nessage
| | to Collector
[------- BMP RM AFlI 1/ SAFI 2)--> | Sender sends zero or nore
| | Route Monitoring Messages
| | for thelPv4 multicast
| | address famly of the
| | specific BGP peer
| | Collector stores the RIB
| | info for IPv4 multicast
| | address famly of the
| | specific BGP peer

Fi gure 9: Sender enabled the nmonitoring on | Pv4 nulticast address
famly

4, | ANA Consi der ations

TBD
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5.

8.

8.

Security Considerations of Inter-domain SPD
The sane considerations as in Section 11 of [RFC7854] apply to this
docunent. Inplenentations of this protocol SHOULD require that
sessions only be established with authorized and trusted nonitoring
devices. It is also believed that this document does not introduce
any additional security considerations.
Contri butors
The foll owi ng peopl e made significant contributions to this docunent:
To be added.
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