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Abst ract

Appli cation-aware Networking (APN) ains to convey Application-aware
Information (APN attribute) including APN ID and APN paraneters

i ndi cating application group-level and user group-Ilevel requirenents
along with the data packets into the network and enabl e the network
to provide corresponding fine-granular network services.

There have been chal |l enges of the privacy and security issues that
could potentially be introduced by conveying the APN attribute into
the network. This docunent describes the security and privacy

consi derations of APN in various possible scenarios wherein APN wil |
be depl oyed.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Application-aware Networking (APN) is introduced in
[1-D.li-apn-framework] and [I-D.Ili-apn-probl em statenent-usecases].
APN conveys Application-aware Information (APN attribute) along with
data packets into network and nake the network aware of applications
requirenents in order to provide correspondi ng network services. The
ever-energi ng network services such as network slicing and i OAM can
be further enhanced with the applicati on awareness in the network
enabl ed by APN.

Si nce APN conveys an APN attribute along with the data packets into

net wor k, APN has been challenged that it nay potentially inpose
privacy and security issues.
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Thi s docunent describes the privacy and security considerations of
APN.

2. Term nol ogi es
Al: Artificial Intelligence
APN: Appli cation-aware Networking
BNG Broadband Network Gateway
CPE: Custoner Prem se Equi prent
DPI: Deep Packet |nspection
0S: (Qperating System
RG Residential Gateway
UPF: User Pl ane Function
5CGC. 5G Core

3.  APN Franmewor k

The APN framework is introduced in [I-D.li-apn-franmework], as shown
in the Figure 1.

. + . +
| App x| -\ -1 App X]|
+----- + +----- + Fem e e e e e + +----- + | +----- +
\-| APN | | Appl i cati on-aware | | APN |-/
RN L e
/- | Edge | | Service Provisioning | | Edge | -\
+--mna + +--mna + T + +--mna + | +----- +
| App y| -/ I I \-| App Y|
A + | <--- Network Operator Controlled --->| A +

Figure 1: APN6 Franmework

Wth APN, the APN attribute is acquired based on the existing
information in the packet header such as 5-tuple and/or Q nQ (S-VLAN
and C-VLAN) at the edge devices of the APN donain (i.e. APN Edge in
the Figure 1), added to the data packets in the tunnel encapsulation,
and delivered to the network, wherein, according to the carried APN
attribute, the fine-granular network services are provisioned.
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The APN attribute is added by the edge device of an APN donain
according to the local policy at the network edge device (i.e. APN
Edge), which is under the control of the network operator.

4. Privacy Considerations

The APN attribute is only used within the network operator’s
controlled limted domain. A limted domain is intended as a portion
of the operator infrastructure where APN is depl oyed. When a packet
reaches the boundary of the limted domain, an APN attribute is added
to the packet, used in order to steer the packet within the linmted
domai n and then renoved when the packet |eaves the |imted donain.

Wthin the APN network domain, the APN attribute is added at the

i ngress node and renoved fromthe egress node. In the APN network
domain, the APN attribute only serves for the fine-granular network
service provisioning, and there is no harmfor the outside of the APN
net wor k domai n

5. Security Considerations

There are two typical scenarios besides the SD-WAN scenari o descri bed
in the draft [I|-D.yang-apn-sd-wan-usecase]: the hone broadband
scenario and the nobil e broadband scenari o.

In the home broadband scenario, generally a home broadband user is
aut horized by the BNG If the validation is passed and the access
control is released, so the user group can start enjoying the val ue-
added service. Wth APN, when the traffic traverses the netro
network, the traffic flow can be indicated by the APN attribute that
i s added/renoved at the edge devices of the Metro Network (APN
domai n) based on the mapping fromthe existing information (e.g. the
Q nQ which is conmposed of C VLAN and S-VLAN) in the packet header and
then carried in the tunnel encapsul ation header. The APN attribute
will facilitate the fine-granular service in the APN domain. Once

t he packets | eave the APN donmin, the APN attribute will be renoved
together with the tunnel encapsul ati on header
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Figure 2: Home Broadband Scenario

In the nobil e broadband scenario, a UE is authorized by the 5GC
function, and the traffic steering and QS policy are enforced by the
UPF (User Pl ane Function) node. |If the validation is passed and the
access control is released, so the user can start enjoying the val ue-
added service. Wth APN, when the traffic traverses the nobile
transport network, the traffic flow can be indicated by the APN
attribute that is added at the edge devices of the nobile transport
networ k (APN donai n) based on mapping fromthe existing information
(e.g. GIP-u tunnel encapsulation information) in the packet header
and then carried in the tunnel encapsul ati on header. The APN

attribute will facilitate the fine-granular service in the APN
domai n. Once the packets |eave the APN domain, the APN attribute
will be renoved together with the tunnel encapsul ati on header. In

fact, the APN attribute can also be acquired at the gNB based on the
mappi ng of the existing informati on of the packet header (e.gqg.
5-tuple information) and carried along with the GIP-u tunne
encapsul ati on. The nobile transport network can provide the
correspondi ng service according to the APN attribute. When the
packet | eaves the UPF, the APN attribute can be renoved together wth
the GIP-u tunnel encapsul ation

| - - APN Domain ---|
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Figure 3: Mbil e Broadband Scenario

In the typical APN scenarios |ike the home broadband scenario and the
mobi | e broadband scenario, before the traffic is delivered to the
networ k domain, the end user must be authenticated and authorized
firstly to guarantee the security of the network domain. Wen the
traffic traverses the APN domain, the APN attribute is added and
renoved at the edge of the APN domain along with the tunne

encapsul ation. That is, the APN attribute is only used locally in
the APN domain and will not introduce the extra security issues.

6. | ANA Consi der ati ons
There are no | ANA considerations in this docunent.
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