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Abst ract

The APN work in I ETF is focused on devel oping a framework and set of
mechani sms to derive, convey and use an attribute allow ng the

i npl ementation of fine-grain user group-level and application group-
| evel requirements in the network |layer. APN ainms to apply various
policies in different nodes along a network path onto a traffic flow
al together, for example, at the headend to steer into correspondi ng
path, at the mdpoint to collect correspondi ng performance

measur enent data, and at the service function to execute particul ar
policies. Currently there is still no way to efficiently realize
this conposite network service provisioning along the path. This
docunent further clarifies the scope of the APN work and descri bes
the sol ution gap anal ysis.
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1. Introduction

Application-aware Networking (APN) is introduced in
[I-D.li-apn-framework] and [I-D.li-apn-probl em statenent-usecases].
APN conveys an attribute along with data packets into network and
makes the network aware about data flow requirenents at different
granularity |levels.

Such an attribute is acquired, constructed in a structured val ue, and
then encapsul ated in the packet. Such structured value is treated as
an opaque object in the network to which the network operator applies
policies in various nodes/service functions along the path and

provi des correspondi ng services.
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This structured attribute can be encapsul ated in various data pl anes
adopted within a Network Operator controlled limted domain, e.g.
MPLS, VXLAN, SR/ SRv6 and ot her tunnel technol ogies, which waits to be
further specified.

Wth APN, it beconmes possible to apply various policies in different
nodes along a network path onto a traffic flow altogether in a nore
efficient way, e.g., at the headend to steer into correspondi ng path,
at the mdpoint to collect correspondi ng performance neasurenent
data, and at the service function to execute particular policies.
Currently there is still no way to realize this conposite network
service provisioning along the path very efficiently. It may be
possible to stack those various policies in a list of TLVs at the
headend. However, this approach would introduce great conplexities
and i npose bi g chall enges on the hardware processing and forwardi ng.

The exanpl e use-case presented in this draft further expands on the
rationale for such an attribute and how it can be derived and used in
that specific context.

Thi s docunent further clarifies the scope of the APN work and
descri bes the sol ution gap anal ysis.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. Term nol ogi es
APN: Application-aware Networking
CPE: Custoner Prem ses Equi pnent
DPI: Deep Packet |nspection
0S: (Qperating System

4. APN Franmewor k and Scope

The APN framework is introduced in [I-D.li-apn-franmework], as shown
in the Figure 1.
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Fom e e e oo +
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Figure 1. APN Framework and Scope

APN is only applied to an edge-to-edge tunnel encapsulation within a
limted trusted domain. It means that the source and destination
addresses of the packet are the endpoints of the tunnel (i.e. the
domai n edges), and not hi ng about the payl oad source and destination
can be deduced, which substantially reduces the privacy concerns.
Typically, an APN domain is defined as a Network Operator controlled
limted domain (see Figure 1), in which MPLS, VXLAN, SR/ SRv6 and

ot her tunnel technol ogies are adopted to provide network services.

Wth APN, the attribute is acquired based on the existing infornation
in the packet header (i.e. source and destination addresses, incomnng
L2 (or) MPLS encapsul ation, incom ng physical/virtual port
information, the other fields of the 5-tuple if they are not
encrypted) at the edge devices of the APN donmain, added to the data
packets along with the tunnel encapsulation, and delivered to the

net wor k, wherein, according to this attribute, correspondi ng network
services are provisioned. Wen the packets |eave the APN domain, the
attribute is removed together with the tunnel encapsul ati on header.
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5.

Exanpl e Use Case and Existing |ssues

To be nore specific and nore concrete, here we use SD-WAN as an
exanpl e use case to further expand on the rationale for such
attribute and how it can be derived and used in that specific
cont ext .

In the case of SD-WAN, an enterprise obtains WAN services froman SD
WAN provider so that its enpl oyees have access to the applications in
the Coud, and then the SD-WAN provider nmay buy WAN lines froma

Net work Operator. The enterprise nay know what applications will use
the SD-WAN services, but it will only provide the 5 tuples (i.e
source | P address, source port, destination |IP address, destination
port, transport protocol) of those applications to the SD WAN
provider. So, the SD WAN provi der does not know what applications it
is serving, and will only provide 5 tuples to the Network Operator
and the service perfornmance requirenents for steering their
customer’s traffic. In this way, the Network Operator does not know
anything el se about the traffic except the 5 tuples and requirenents.
Nowadays, SD-WAN is usually using 5-tuple to steer the traffic into
corresponding WAN |ines across the Network Operator’s network

[ SD-VWAN] .

However, there are two main issues in the current SD-WAN depl oynments.

1) It is complicated to resolve the 5 tuples. Even worse, as the
traffic is encrypted, it becones inpossible to obtain any transport
| ayer information. Mreover, in the |Pv6 data plane, with the

ext ensi on headers bei ng added before the upper layer, in sone

i mpl ementations it becones very difficult and even inpossible to
obtain transport layer information because that information is

| ocated deep in the packet. So, there is no 5 tuples anynore, and
maybe only 2 tuples are avail abl e.

2) Currently there is still no way to apply various policies in
different nodes along the network path onto a traffic fl ow

al together, that is, at the headend to steer into correspondi ng path,
at the mdpoint to collect correspondi ng performance neasurenent

data, and at the service function to execute particular policies. It
may be possible to stack those various policies in a list of TLVs at
the headend. However, this approach would introduce great

conpl exities and i npose big chall enges on the hardware processi ng and
f or war di ng.
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6. Basic Solution and Benefits

Wth APN, at the edge node, i.e. CPE, of the SD-WAN (see Figure 2),
the 5-tuple, plus information related to user or application group-

| evel requirements is constructed into a structured value, called APN
attribute. This attribute is only neaningful for the network
operators to apply various policies in different nodes/service
functions, which can be enforced fromthe Controllers

o e e e e oo +
AT | SD-WAN Controller|--------- +
| e EEREEEEE + |
I I I
I Ho- oo [------- + I
| | SDN Controll er| |
I Ho-eo--- [------- + I
+--mna + | | | +--mna +
| App x| -\ I I I [ App x|
+----- + +--]--+ e [----------- + -] -+ | - +
\ - | | Appl i cati on-aware | | | -/
| CPE 1] ---| Net wor k | ---] CPE 2]
/-] | | Service Provisioning | | | -\
+--mna + | +--mna + T + +--mna + | +----- +
| App y| -/ I I \-| App Y|
A + | <--- Network Operator Controlled --->| A +

Li mted Domai n

Figure 2. SD-WAN usi ng the APN Franework

Wth such an attribute in the network, we can easily solve the two

i ssues above-nmentioned. For exanple, when the packet is sent from
the CPE1 and the attribute is added along with the tunne

encapsul ation, then it is not necessary to resolve the 5-tuple and
performthe deep inspection in every node along the path. This
attribute is encapsulated in the network | ayer and can be easily read
by the routers and service functions. |If the tunnel is based on the
| Pv6 data pl ane, for example, such an attribute can be encapsul ated
in an option of |1Pv6 hop-by-hop options header

Since this attribute is taken as an object to the network, the
network operators will sinply place the policies in the nodes/service
functions where this indicated traffic will go through, and the
correspondi ng node/ service function will just apply policies for this
object. This can be easily done by utilizing this attribute, which
is not possible with any current existing nmechani sm

Such attribute will also bring other benefits, for exanple,
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* |nprove the forwardi ng performance since it will only use 1 field
inthe IP layer instead of resolving 5 tuples, which will also
i nprove the scalability.

* Very flexible policy enforcenent in various nodes and service
functions along the network path.

Furthernpre, with such attribute, nore new services could be enabl ed,
for exanpl e,

* Even nore fine-granularity performance neasurenent could be
achi eved and the granularity to be nmonitored and visualized can be
controllable, which is able to relieve the processing pressure on
the controller when it is facing the nassive nonitoring data.

* The policy execution on the service function can be based only on
this value and not based on 5-tuple, which can elimnate the need
of deep packet inspection

* The underlay performance guarantee coul d be achieved for SD WAN
overlay services, such as explicit traffic engineering path
satisfying SLA and sel ective visualized accurate performance
neasur enent .

7. Solution Gap Anal ysis

There are already sonme solutions specified in | ETF, which use
identifier to performtraffic steering and service provisioning.
However, the existing solutions are specific to a particular scenario
or data plane. None of themis the sane as APN and able to achieve
the same effects.

7.1. |1Pv6/ MPLS Fl ow Labe

[ RFC6437] specifies the I1Pv6 flow | abel which enables the IPv6 flow
classification. However, the IPv6 flow |abel is mainly used for
Equal Cost Multipath Routing (ECMP) and Link Aggregation [ RFC6438].

Simlarly, [RFC6391] describes a nethod of adding an additional Labe
Stack Entry (LSE) at the bottom of the stack in order to facilitate
the | oad bal ancing of the flows within a pseudowire (PW over the
avail able ECVMPs. A sinilar design for general MPLS use has al so been
proposed in [ RFC6790] using the concept of Entropy Label
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7.2. Subscriber Identifier and Performance Policy Identifier in NSH

Subscriber ldentifier and Performance Policy ldentifier are specified
in [RFC8979]. These identifiers are carried only in the Network
Servi ce Header (NSH) [RFC8300] Context Header, as shown in Figure 3,
while the APN attribute can be carried in various data pl ane
encapsul ati ons.

01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Met adata Cl ass | Type | Y Lengt h
R e o T T e S S T ol S i T S s ik i I S I S S R S R

I
I
+

Subscri ber ldentifier

=

+
+ N
+ W

Performance Policy ldentifier

+— 17+~ +0
+
1
+
1
+
1
+
1
+
1

T S S i Sl S S S S T wi S S S e S A

Fi gure 3. Subscriber ldentifier and Performance Policy Identifier

In this draft [RFC8979], the Subscriber ldentifier carries an opaque
|l ocal identifier that is assigned to a subscriber by a network
operator, and the Performance Policy ldentifier represents an opaque
val ue pointing to specific performance policy to be enforced. In
this way, in order to apply various policies in different nodes al ong
the network path onto a traffic flow altogether, e.g., at the headend
to steer into corresponding path, at the midpoint to collect
correspondi ng performance neasurement data, and at the service
function to execute particular policies, those various policies would
have to be stacked in a list of TLVs at the headend, introducing
great conplexities and big challenges on the hardware processing and
f or war di ng.

The APN attribute is treated as an opaque object in the network, to

whi ch the network operator applies policies in various nodes/service
functions along the path and provi de correspondi ng services.

Geng, et al. Expires 14 May 2026 [ Page 8]



I nternet-Draft APN Scope and Gap Anal ysis Noverber 2025

7.3. IOAMFlow ID

A 32-bit Flow ID is specified in [I-D.ietf-ippmioamdirect-export],
which is used to correlate the exported data of the sane flow from
mul tiple nodes and fromnultiple packets, while the APN attribute can
serve nore various purposes.

7.4. Binding SID

The Binding SID (BSID) [RFC8402] is bound to an SR Poli cy,
instantiation of which nay involve a list of SIDs. Any packets
received with an active segnment equal to BSID are steered onto the
bound SR Policy. A BSID nmay be either a |ocal or a global SID.
VWhile the APN attribute is not bound to SR only, and it can be
carried in various data plane encapsul ati ons.

7.5. Fl owSpec Label

The fl ow specification (FlowSpec) [RFC5575] is actually an n-tuple
consi sting of several matching criteria that can be applied to IP
traffic, which include el enents such as source and destination
address prefixes, |P protocol, and transport protocol port nunbers.
In BGP VPN MPLS networ ks, BGP Fl owSpec can be extended to identify
and change (push/swap/pop) the label (s) for traffic that nmatches a
particular FlowSpec rule in [I-D.ietf-idr-flowspec-npls-mtch] and
[I-D.ietf-idr-bgp-flowspec-label]. In
[1-D.liang-idr-bgp-flowspec-route], BGP is used to distribute the
Fl owSpec rul e bound with label(s). Wile the APN attribute is not
bound to MPLS only, and it can be carried in various data pl ane
encapsul ati ons.

7.6. Goup Policy ID

The capabilities of the VXLAN-GPE protocol can be extended by
defining next protocol "shini' headers that are used to inplenent new
data plane functions. For exanple, Goup Policy IDis carried in the
Group-Based Policy (GBP) Shim header [I-D.lenon-vxlan-1isp-gpe-gbp].
GENEVE has simlar ability as VXLAN-GPE to carry netadat a.

7.7. Detnet Flow ldentification

Identification and Specification of DetNet Flows is specified in

[ RFCO016]. DetNet MPLS flows can be identified and specified by the
SLabel and the FLabel Stack. The IP 6-tuple is used for DetNet |IP
flow identification, which consists of Sourcel pAddress,

Desti nati onl pAddress, Dscp, Protocol, SourcePort, and
DestinationPort. |Pv6Fl owLabel and | PSecSpi are additional
attributes that can be used for DetNet flow identification in
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addition to the 6-tuple. Therefore, the Detnet IP Flow ID is |ogica
and there is no such Flow ID carried for Detnet, but only the 6-tuple
is directly used to identify the Detnet fl ows.

Only one exceptional case, in
[1-D.ietf-spring-sr-redundancy-protection], the 32-bit flow
identification (FID) identifies one specific Detnet flow of
redundancy protection. This FIDis usually allocated from
centralized controller to the SR ingress node or redundancy node in
SR net wor k.

7.8. Network Slicing Resource ID

In [I-D.ietf-6man-enhanced-vpn-vtn-id], VIN Resource IDis a 4-octet

identifier which uniquely identifies the set of network resources

all ocated to a VIN. For network slicing, the IDis used to indicate

the network resources to be allocated to the network slices and it is
not bound to any traffic flow

APN is for traffic steering, while network slicing is about resource
partition [I-D.ietf-teas-rfc3272bis].

7.9. Service Path IDin NSH

In [ RFC8300], the Service Path Identifier (SPI) in the NSH uniquely
identifies a Service Function Path (SFP). Participating nodes MJST
use this identifier for SFP selection. The initial Cassifier MJST
set the appropriate SPI for a given classification result. For SFC
the IDis used to indicate a SF path and it is not bound to any
traffic fl ow

7.10. DSCP

DSCP [ RFC4594] is mainly used for per hop QS handling inside the
network. It has 6 bits to set.

7.11. Sunmmary

The conparison of the identifiers for the typical network services
(incl. iOAM Detnet, Network Slicing (NS), and Service Function
Chaining (SFC)) is shown in the followi ng Table fromdifferent
aspects (incl. |ID, ldentification Object, Source (for generating the
I D), Configuration (Conf.) node, and Size).
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+-
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10.

e e e L i s S o S e Sl o ok R SRR o
| I D | Identification Object | Source | Conf. node| Size |
B i i i i s S i S S T st sk s I I S SN
APN | APN ID | The flow that needs | 5-tuple|Controller|32bits|
| | fine-granular services| Layer 2| | 128b |
B S R i e i i T e e i s S &
iOAM| Flow ID | The flow that needs | - | Controller|32bits|
| | performance nonitoring| | I'ngress | |
B i S i S S T s I i S S i S

Detnet| Flow ID | The flow that needs | - | Controller| - |

| (6-tuple) | Det net services | | | |
B e e i i e e e R e e o i St SH SR SR
t] Flow ID | The redundant | - | Detnet |32bits|
| | protection flow | | Controller| |
B T s i i i T s ai (T S S o S S S S
NS | Resource I D The network resources | | Controller|32bits|
| | that are allocated to | - | | |

| | network slices | | | |

B s e R i i s S e e m o i o S SRR N S
NSH | SPI | The SF Path | - | Controller]|24bits|
B i S i S S T s I i S S i S
SFC | Performance| The performance policy]| - | Controller| - |
| Policy ID | | | | |
T R e L e e T e e ik ik Sl h S SN e S
| Per - hop Behavi or | - | | 6bits|
B i aT T e e o S o S S S I T et sl o ST S S S S S S

+
CP
- 4=

Table 1. Conparison of the Identifiers

As driven by ever-energi ng new 5G services, fine-granularity service
provi si oni ng becones urgent. The existing solutions are either
specific to a particular scenario or data plane. While APN ains to
define a generalized attribute used for fine-granularity service
provi sioning, and can be carried in various data pl ane
encapsul ati ons.

I ANA Consi derati ons
There are no | ANA considerations in this docunent.
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