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Abstract

The current ACME protocol [RFC8555] requires applicants to subnmt a
PKCS#10 Certificate Signing Request (CSR) during the finalization
phase. The construction, ASN. 1 encodi ng, and transm ssion of the CSR
i npose additional inplenentation burdens on both the client
(especially resource-constrai ned devices) and the server. Mreover,
the CSR cannot prevent a public key from being replaced by an
intermediary at the protocol |evel

Thi s docunent introduces the "pk-01" chal |l enge extension based on the
ACME protocol. |Its core nechanismis as follows: the applicant

decl ares the public key to be authenticated during the "newO der"
phase and conpl etes the Proof of Possession (PoP) by signing with the
private key during the challenge phase. Since the public key is

decl ared when the order is created and verified during the challenge
phase, there is no need to submit a CSR during the finalization
phase; the ACME server can issue the certificate directly based on
the verified public key, thereby elimnating the CSR at the protoco

| evel

The "pk-01" chall enge supports two verification nodes via the
pop_node fi el d:

1. *Asynchronous Mde (Async)*: The applicant pre-deploys a
signature proof to a designated |ocation (such as a DNS TXT
record, HTTP path, or email reply). The ACME server then
performs the verification query asynchronously, thereby
conpl eting dual verification of both control over the identifier
and proof of private key ownership.
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2. *Synchronous Mde (Sync)*: The ACME server issues a random nunber
(nonce) in the challenge object and perfornms dual verification of
identifier control and proof of private key possession through
real -tinme protocol interactions with the applicant (simlar to
TLS- ALPN handshake). The applicant nust renain online during the
verification process.

The chal | enge object declares the available delivery nethods via the
supported_delivery field, and the client selects one of themto
choose an aut hentication nethod and resource depl oynent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

1.1. Background and Motivation

In the current ACME process, applicants nust separately generate and
submit a PKCS#10 CSR during the "finalize" phase, which presents the
foll owi ng issues:

*  *|npl enentation Burden*: CSR requires clients to inplement ASN. 1
encodi ng, DER format construction, and PKCS#10 encapsul ati on. For
standard Domain Validation (DV) certificates and resource-
constrai ned devices, this introduces unnecessary conplexity.

* *Semantic Redundancy*: In the ACMVE certificate scenario, the
certificate’ s subject information can be provided through existing
met hods; the CSR serves solely as a carrier for transmtting the
public key, and other fields (such as the Subject DN) are
typically ignored by the CA

*  *Post-Quantum M gration*: The signature sizes of post-quantum
signature algorithnms (such as M.-DSA and SLH DSA) are
significantly larger than those of traditional algorithms, and
ASN. 1 tool chains do not yet fully support the identifiers for
these algorithns; as a result, CSR-based processes face higher
compatibility risks in post-quantum scenarios. This extension
provides a nore streamined migration path for the introduction of
post - quant um crypt ography by noving the public key declaration to
newOrder, transmitting it in the original SPKI format, and using
the declared key directly to conplete the PoP signature.
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The solution proposed in this docunent is to nove the public key
declaration to the "newOrder" phase and perform ownership
verification during the chall enge phase using methods such as private
key signatures. As a result, the "finalize" phase does not require a
CSR, instead, the ACME server issues the certificate directly using
the verified public key and the identifiers in the order

Thi s extension mnimzes changes to the existing ACME infrastructure,

adding only three top-level fields — public_key, pop_node, and
csr_less — to the "newOrder"” request and introducing a new chall enge
type, "pk-01". No nodifications are required to the behavior during

the finalization phase.
2. Conventions and Definitions
The key terns used in this docunent are defined as foll ows:

* *End Entity (EE, Applicant)*: The entity that initiates the ACME
certificate request and holds the private key to be verified.

* *ACME Server (AS)*: A Certificate Authority (CA) or its del egated
service that inplenents the ACVE protocol

* *Claimed Public Key*: The public key to be authenticated, declared
by the applicant in the public_key field of the "newO der"
request, in Base64URL-encoded Subject Public Key Information
(SPKI') format [RFC5480]. The claimed public key *MJST* correspond
to the private key actually held by the applicant; the ACME server
*MUST* perform signature verification using the clainmed public key
and *MJST* perform a byte-by-byte conparison with the public key
in the final certificate before issuing it.

*  *Proof of Possession (PoP)*: A nechani sm whereby an applicant
denonstrates, through cryptographic signature operations, that
they actually possess the private key corresponding to the
decl ared public key.

* *Extended Key Authorization Value (keyAuthorization)*: An extended
versi on of the challenge-response val ue defined in this docunent.
It builds upon the standard ACME keyAut horization ( token + "." +
base64ur|l (JWK Thunbprint (accountKey) )). It incorporates a
domain identifier to defend agai nst UKS attacks and is signed with
the declared private key to simultaneously verify both resource
control and private key ownership (see Section 4 for details).

* *public_key*: A new top-level extension field added to the

"newOr der" request, containing the declared public key (SPKI
encoded in Base64URL).
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*  *pop_node*: A top-level field added to the newOrder request in
this document, used by the client to specify the sel ected PoP
val i dati on node (async or sync, or other extensible node strings).

* *csr_less*: A new top-level boolean field added to the "newOr der"
request, the default value is false. Controls whether the CSR
submission is omtted during the finalization phase: "true"
indicates that the certificate is issued directly using the
decl ared public key; "false" indicates that a standard PKCS#10 CSR
must still be submitted during the finalize phase, and the "pk-01"
chal l enge is executed as an additional public key pre-check step

* *ysage context*: A fixed ASCI| string "ACME-pk-01" followed by a
null byte (\x00) serves as a fixed prefix for all "pk-01" signed
messages, providing cryptographic domain separation fromthe
si gni ng operations of other protocols.

* *gupported delivery*: Alist (array of strings) of avail able
delivery nmethods declared by the AS in the challenge object. In
asynchronous node, this may include "dns", "http", and "email"; in
synchronous node, it may include "tls-al pn”

* *delivery*: Afield included by the client in the body of the
chal | enge-response POST request, specifying the selected delivery
met hod.

*  *acme-pk/1*: A TLS Application Layer Protocol Negotiation (ALPN
[ RFC7301]) identifier defined in this docunent, intended
exclusively for TLS-ALPN delivery in the "pk-01" chall enge-
synchroni zation node. In TLS sessions using this identifier, the
requesting server returns the raw proof bytes directly as TLS
application data after the handshake is established, w thout
constructing an X. 509 certificate or enbedding the proof in
certificate extension fields. "acnme-pk/1" and "acne-tls/ 1", as
defined in [ RFC8737], are two distinct application-layer protocols
(they have different formats and cannot be used interchangeably):
"acme-tls/1" requires the construction of a self-signed
certificate containing OD extensions, whereas "acne-pk/ 1"
directly transmts the raw signature bytes

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOMVENDED*", "*NOT
RECOMMVENDED* ", "*MAY*", and "*OPTI ONAL*" in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [RFC8174] when, and only
when, they appear in all capitals, as shown here.
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3.

.1

Pr ot ocol Extension: newOrder Fields

Thi s docunent introduces nmininmal extensions to the "newCOrder”
request: the identifiers field retains its standard ACVE senantics
and carries the certificate subject information; a new top-Ievel
field, public_key, is added to carry the declared public key; a new
top-level field, pop_node, is added for the client to declare the
sel ected validation node; and a new top-|evel boolean field,
csr_less, is added to control whether the CSR subnission is omtted
during the finalization phase.

After the ACME server receives a "newOrder" request containing the
public_key field, it will issue a "pk-01" challenge for each
identifier. Wen csr less is set to "true", the server issues the
certificate directly during the finalize phase based on the verified
decl ared public key and the identifiers; when csr _less is set to
"fal se" (default), the applicant nust still submit a CSR during the
finalize phase, and the "pk-01" challenge is executed as an

addi tional public key pre-check step.

If the public_key field does not exist, the ACME server *SHOULD*
process the request according to the standard ACVE procedure; this
ext ensi on does not apply.

The pk-01 authorization is bound to the public_key in the order

[ RFC8555] pernmits the reuse of valid authorizations, but this
extension inposes a restriction: if the public_key declared in the
new order does not match byte-for-byte with the public key recorded
in the original valid authorization, the ACME server *MJST* reject
the reuse of that authorization and issue a new "pk-01" challenge for
the new order. Wen storing authorizations, the server *MJST* bind
the raw bytes of the public_key field to the authorization record.

Description of New Fields
| Field nane | Type Exi st ence Descri ption |
public_key | String OPTI ONAL Cl ai ned public key, SPKI

|
[ RFC5480] encoded in |
Base64URL. |f present, |
triggers the "pk-01" |
chal l enge and the CSR-1|ess |
i ssuance process. |

| PoP verification node |
| declared by the client: |
| "async" (the applicant pre- |
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| | | deploys the proof, and the

| | | AS verifies it

| | | independently) or "sync"

| | | (requires online interaction
| | | with the applicant). This

| | | can be extended to other

| | | third-party nodes

| Whether to skip the CSR

| subm ssion during the

| finalization phase. "true":

| I'ssue directly using the

| declared public key; "fal se"
| (default): A CSR must stil

| be submitted, with "pk-01"

| serving as a pre-check step

Table 1

The rules for the pop_node field are as foll ows:

*

3. 2.

3. 2.

1.

Ceng,

"async" (Asynchronous node): The applicant pre-deploys the PoP
signature proof to a specified resource |ocation, and the AS

i ndependently queries and verifies it at any tine; the applicant
does not need to be online during verification. Supported
delivery nethods are declared by the supported_delivery field of
the chal l enge target and can be "dns", "http", or "email".

"sync" (Synchronous node): AS perfornms authentication by
interacting directly with the applicant’s server via a real-tine
protocol ; the applicant *MJST* remain online during

aut hentication. Supported delivery methods are specified by the
supported _delivery declaration; a typical inplenmentation is a
simplified "tls-al pn" handshake.

If pop_node is omtted, CA *SHOULD* use the "async" by default.

If the CA does not support the schenme declared by the client, it
*SHOULD* return an error in the response.

newOQr der Request Exanpl e

Asynchr onous Mbde—DNS I dentifier
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o,
"identifiers": [
{ "type": "dns", "value": "example.conl }
"bublic_key": "<Cl ai med Public Key, Base64URL-encoded SPKI>",
"pop_node": "async",
"csr_less": true
}
2. Synchronization Mode — DNS ldentifier
o
"identifiers": [
{ "type": "dns", "value": "example.conl }
"bublic_key": "<C ai med Public Key, Base64URL-encoded SPKI>",
"pop_node": "sync",
"csr_less": true
}
3. Asynchronous Mode — Emmil Certificate Scenario
o,
"identifiers": [

{ "type": "rfc822nane", "value": "user @xanple.com' }
"bublic_key": "<C ai med Public Key, Base64URL-encoded SPKI>",
"pop_node": "async",

"csr_less": true
}

4.

4.

keyAut hori zati on = token |

1.

Ext ended KeyAut hori zation

The "pk-01" extends the standard ACME certificate format by

i ntroduci ng dormain identifier binding and private key signature
verification, thereby validating both control over the resource and

ownership of the private key.

Base KeyAut horization Val ue

The base keyAuthorization value is consistent with [ RFC8555]:

Geng, et al. Expires 3 Cctober 2026
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4.2. Signature Construction in Asynchronous Mde

I n asynchronous node, signed nessages (to_sign) append a usage
context prefix and an identifier string to keyAuthorization. The
usage context prefix (ACME-pk-01\x00) provides cryptographic donain
separation fromother protocols (see §7.5), while the identifier
serves as a defense against UKS attacks (see 8§7.2):

to_sign_async = "ACME-pk-01\x00" || keyAuthorization || "." || identifier
Proof of Possession Val ue:
proof = base64url (Sign(cl ai nedPrivat eKey, to_sign_async))
Here, identifier is the string value of the identifier associated
with the current authorization (such as "exanple.cont or
"user @xanpl e.com'). For the semantics of Sign(key, nessage), see
§4. 4.

Depl oyment | ocations for proofs of each identifier type:

[ s s sy sty ooy e p—p—_— L
| Identifier Types | Delivery | Deploynment Location | Search
| | type | | Method |
| dns | dns | DNS TXT record _acrme- | DNS |
| | | chal | enge. <donai n> | Query
o e e e e oo oo TS o e m e e e e e oo R +
| dns | http | HTTP path /.well-known/ | HITP |
| | | acrne-chal | enge/ <t oken> | Query
Fom e S oo S +
| rfc822nane | email | Body of the SIMME email | Email |
| | | reply | Receipt |
o e e e e oo oo TS o e m e e e e e oo R +
Tabl e 2

4.3. Signhature Construction in Synchronous Mde
I n synchronous node, the token in a signed nessage is replaced with a
new random nunber (nonce) issued by the CAto ensure the tineliness
of the signature, and the nessage is sinmilarly appended with a usage
context prefix and identifier

keyAut hori zati on_sync = nonce || "." || base64url (JWK Thunbpri nt (account Key))
to_sign_sync = "ACME- pk- 01\ x00" || keyAuthorization_sync || "." || identifier

Proof of Possession Val ue:
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proof = base64url (Sign(cl ai nedPrivateKey, to_sign_sync))

The nonce is issued by the CAin the challenge object (see §5.4.1)
and has at |least 128 bits of entropy. The semantics of Sign(key,
nmessage) are described in §4. 4.

A typical inplenmentation of the synchronous node is the TLS- ALPN
handshake: the CAinitiates a TLS connection to the applicant’ s
domai n (using the ALPN protocol identifier "acme-pk/1"), and the
applicant’ s server returns a proof during the handshake. The CA
simul taneously verifies both domain reachability (control) and the
signature (proof of private key possession). The tinme-sensitive
nature of the nonce ensures that the signature cannot be preconputed.

4.4. Signature Al gorithm Convention

In this docunment, Sign(key, nessage) denotes performing a conplete
signi ng operation on the raw bytes of nessage (the al gorithm handl es
the hashing internally; the caller nust not perform any additiona
hashi ng on message beforehand). The specific algorithmis determ ned
by the key type of the declared public key:

B s s e e s
| Key type | Signature Al gorithm |
| EC P-256 | ECDSA with SHA-256 |
TS o e e e e e e e e e e aa o - +
| EC P-384 | ECDSA with SHA-384 |
S o m e e e e e e e aaao o +
| Ed25519 | Ed25519 (PureEdDSA, RFC 8032) |
S o m e e e e e e aaa oo +
| RSA | RSASSA-PSS with SHA- 256 |
TS o e e e e e e e e e e aa o - +
Tabl e 3

The server *SHOULD* reject signature algorithns that are not included
in the table above or do not conply with the current security
baseline requirenments, and explicitly declare the set of supported
algorithms in the netadata of the Directory resource. dients *MJST*
use algorithns that correspond to the declared public key types;
algorithm m smatches will result in signature verification failure.
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4.4.1. Explanation of Post-Quantum Al gorithns

The set of algorithns currently specified in this document consists
primarily of traditional cryptographic algorithnms. For post-quantum
m gration scenarios, inplementers may refer to N ST post-quantum
standardi zed al gorithms (such as M.- DSA/ CRYSTALS-Di | it hi um [ FI PS- 204]
and SLH DSA/ SPHI NCS+ [ FI PS-205]), whose algorithmidentifiers and
SPKI formats have been defined by relevant standards. Servers may
negoti ate the set of supported post-quantum al gorithns through
Directory netadat a.

The signature sizes of post-quantum signature algorithns are
significantly larger than those of traditional algorithms (for
exanpl e, an M.--DSA-44 signature is approximtely 2,420 bytes, an M-
DSA- 65 signature is approxi mately 3,309 bytes, and an SLH DSA-

SHA2- 128s signature is approximtely 7,856 bytes), all of which
significantly exceed the 255-byte linmt for a single DNS TXT record.
Even when using nulti-string concatenation (see §5.1.1), signature
data as |l arge as several kilobytes places a practical burden on DNS
infrastructure, rendering asynchronous DNS delivery inpractical in
post - quant um scenari 0s

For post-quantum al gorithnms, *RECOVMMENDED* using synchronous node
(TLS- ALPN delivery, pop_node: "sync"): TLS 1.3 [ RFC8446] provides
native support for post-quantum key exchange and aut henti cati on
algorithms; there are no artificial nmessage size limts at the
handshake | ayer; the nonce mechani sm provides built-in tineliness
guar ant ees; The TLS handshake itself serves as a post-quantum
friendly authentication channel, requiring no additional protocol -
| evel adaptation for post-quantum al gorithns.

5. The pk-01 Chall enge

The "pk-01" chal | enge di stingui shes between asynchronous and
synchronous nodes via the pop _node field in "newOrder”. The
chal I enge object declares the list of delivery nmethods supported by
the AS via the supported_delivery field, and the client specifies the
sel ected nethod via the delivery field in the POST response. Al
chal | enge objects adhere to the structure defined in [ RFC8555] 8§38,
and the semantics of the standard fields (url, status, validated,
error) renmai n unchanged.

5.1. Asynchronous node of DNS
5.1.1. Chall enge Object

* *type*: llpk_ 01"
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* *token*: Unpredictable random chal | enge token (Base64URL-encoded,
with an entropy of at least 128 bits) [RFC4086].

{
"type": "pk-01",
"url": "https://acne. exanpl e. conf acne/ chal | /abc123",
"status": "pending",
"token": "evaGxf ADs6pSRb2LAvIIl Zf 17Dt 3] uxGJ- PCt 92wr - oA,
"supported_delivery": ["dns", "http"]

}

*Note (DNS TXT Record Length)*: The maxi mum |l ength of a single DNS
TXT record is 255 bytes ([ RFC1035]). The length of the Base64URL-
encoded signature val ue varies depending on the key type: EC P-256/
Ed25519 is approximately 86 characters (well belowthe imt);

RSA- 2048 is approxi mately 342 characters, and RSA-4096 is

approxi mately 683 characters (both exceed the single-string linmit).
If the signature val ue exceeds 255 bytes, the client *MJST* split it
into nultiple strings, each no longer than 255 bytes, and wite them
into the same TXT resource record ( [ RFC4408] 8§3.1.3), and the server
*MUST* concatenate the multiple strings in order to reconstruct the
original string before perform ng signature verification. Servers
*SHOULD* decl are the supported key types and correspondi ng signature
lengths in the Directory netadata to guide clients in selecting the
appropri ate key type. For post-quantum al gorithns, DNS TXT delivery
is not feasible in practice; *SHOULD* instead use the synchronous
mode (TLS-ALPN delivery). For details, see §4.4.

5.1.2. dient Preparation Steps

1) Construct the base keyAuthorization using the standard ACVE
format:

keyAut horization = token || "." || base64url| (JWK_Thunbpri nt (account Key))
2) Construct the signed nessage (see 84.4 for the Sign semantics):
to_sign = "ACME- pk- 01\ x00" || keyAuthorization || "." || identifier

Here, identifier is a string representing the order association
domain (e.g., "exanple.con').

3) Calculate the proof using the clainmed private key:
proof = base64url (Sign(clai medPrivateKey, to_sign))

4) Wite proof to the _acne-chall enge. <donmai n> DNS TXT record for the
domai n:
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_acne-chal | enge. exanmpl e.com 120 IN TXT "<proof>"

5) Send a POST request to "url”™ with the payl oad {"delivery": "dns"}
to notify the server that the allocation is conplete and specify that
DNS delivery is selected.

5.1.3. Server Validation Steps

1) Look up the _acne-chall enge. <domai n> TXT resource record to
retrieve the proof.

2) Rebuild local signature nessage:

keyAut hori zation = token || "." || base64url (JWK _Thunbpri nt (account Key))
to_sign = "ACME- pk-01\x00" || keyAuthorization || "." || identifier

3) Verify the signature of proof using public_key (the declared
public key) (see §4.4 for the semantics of Sign).

4) |If validation passes, set the challenge status to "valid"; if
validation fails, set it to "invalid".

The DNS query itself confirns the applicant’s control over the
domai n’s DNS zone, while the signature verification verifies
ownership of the private key; both verifications are conpl eted
simul taneously in a single operation

5.2. Asynchronous node of HTTP

The asynchronous node supports depl oyi ng PoP proofs to an HTTP path
on a dommin, which the AS retrieves independently via a GET request.
Unli ke DNS delivery, this nethod does not require DNS wite

perm ssions, but the applicant’ s HTTP server *MJST* be accessible
fromthe outside. The applicant does not need to remain online while
the AS perforns verification.

5.2.1. Challenge hject

{
"type": "pk-01",
"url": "https://acne. exanpl e. conf acne/ chal | / def 456",
"status": "pending",
"t oken": "DGyRej nCef e7v4Nf DGDKf A",
"supported_delivery": ["dns", "http"]

}

Geng, et al. Expires 3 Cctober 2026 [ Page 14]



I nternet-Draft ACME PK Chal | enge April 2026

5.2.2. dient Preparation Steps

1) Construct a base keyAuthorization value using the standard ACME
met hod (using token):

keyAut hori zation = token || "." || base64url (JWK Thunbprint (account Key))

2) Construct a signed nmessage (sane as the asynchronous DNS node,
usi ng token):

keyAut hori zation = token || "." || base64url (JWK Thunbpri nt (account Key))
to_sign = "ACME- pk- 01\ x00" || keyAuthorization || "." || identifier

3) Calculate the proof using the clainmed private key:
proof = base64url (Si gn(clai medPrivateKey, to_sign))

4) Deploy proof to the follow ng HTTP path (using token as part of
the path):

htt p: // <domai n>/ . wel | - known/ acre- chal | enge/ <t oken>

5) Send a POST request to "url" with {"delivery": "http"} in the
request body to notify the server that it can proceed with
verification.

5.2.3. Server Validation Steps

1) Send an HTTP GET request to http://<domai n>/.well-known/acmne-

chal | enge/ <t oken> and retrieve the response body as proof. A
successful HTTP GET request confirms the applicant’s control over the
domai n’s HTTP service

2) Reconstruct the signed nmessage using the locally stored token
(using the token, as in the asynchronous DNS verification fornula):

keyAut hori zation = token || "." || base64url (JWK _Thunbpri nt (account Key))
to_sign = "ACME- pk- 01\ x00" || keyAuthorization [| "." || identifier

3) Verify the signature of proof using public_key (the clainmed public
key) (see 84.4 for the semantics of Sign).

4) |f validation passes, set the challenge status to "valid"; if
validation fails, set it to "invalid".

The HTTP GET request verifies domain ownership (HTTP reachability),

and the signature verification confirnms possession of the private
key.
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5. 3. Emani |l Scenario

The "pk-01" erail scenario is based on the "email-reply-00" chall enge
mechani sm defined in [RFC8823] and is suitable for emnil certificate
application scenarios such as S/MME (using the rfc822nane type
identifier); it always uses the asynchronous node.

5.3.1. Challenge Object
* *type* llpk_ 01"

* *token*: Unpredictabl e random chal |l enge token (Base64URL-encoded,
with an entropy of at least 128 bits) [RFC4086].

5.3.2. dient Preparation Steps

1) The ACME server sends a challenge email containing a token to the
emai | address associated with the order

2) The applicant constructs a signed nmessage in accordance with §84.2
(including the prefix “ACME-pk-01\x00" , where identifier is a string
representing an email address, such as "user @xanpl e.cont) and
conput es proof .

3) Send the proof as the body of a reply to the server’s specified
address in an S/M ME emmi | .

4) Send a POST request to "url" with the payload { “delivery” :
“email” } to notify the server that the email has been sent.

5.3.3. Server Validation Steps

The server receives the applicant’s reply email, extracts the proof
fromthe emai|l body, and perforns signature verification using the
same logic as in §85.1.3 (using the identifier as the email address).
If the verification passes, the challenge status is set to "valid".

5.4. Synchronous node of TLS-ALPN

I n synchronous node, the AS perforns real-tine verification through a
direct TLS handshake with the applicant’ s server; the applicant
*MJUST* remain online during the verification process. This docunent
defines a new ALPN protocol identifier, "acnme-pk/1" (see §2 and
§8.3), for this handshake negotiation, using a sinplified

i npl ementation: The client uses a signature message containing a
nonce signed with the claimed private key pair to conplete the PoP
signature, and transmts the proof to the AS via the TLS handshake
usi ng the ALPN protocol identifier "acne-pk/1", without enbedding the
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proof in the X 509 certificate extension fields.

"acme-pk/ 1" is a different application-layer protocol from "acme-
tls/1" as defined in [ RFC8737]: "acme-tls/ 1" requires the
construction of a self-signed X 509 certificate containing QD
extensions; in the "acne-pk/ 1" handshake, the server directly returns
the raw proof bytes in the TLS application data, resulting in a
simpler inplenmentation with no additional restrictions on post-
quantum | arge-si ze signatures

5.4.1. Challenge hject

The sync node chal | enge object includes the nonce and
supported_delivery fields:

* *type* llpk_ Olu

* *ponce*: A new random nunber generated by CA specifically for this
chal | enge (Base64URL-encoded, with an entropy of at |east 128
bits).

* *gypported delivery* : ["tls-al pn"]

{
"type": "pk-01",
"url": "https://acme. exanpl e. comf acne/ chal | / sync789",
"status": "pending",
"nonce": "Kz3mVpQeRd9f LwYbN5hXuT60Jsl cOvAg2nEplyM FgqzZ",
"supported delivery": ["tls-alpn"]

}

5.4.2. dient Preparation Steps

1) Retrieve the nonce fromthe challenge source. |If it is mssing,
the client *MJST* term nate and report an error

2) Construct a synchronous signed nessage (see §84.4 for the Sign
semanti cs):

to_sign = "ACME- pk- 01\ x00" || keyAuthorization_sync || "." || identifier
3) Calculate the proof using the clainmed private key:
proof = base64url (Sign(clai medPrivateKey, to_sign))
4) Configure a TLS |listener on port 443 of the dommin. Wen an AS

initiates a connection using the ALPN protocol identifier “acme-
pk/1” , return proof as the handshake response dat a.
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5) Send a POST request to "url" with { “delivery” : “tls-alpn” } in the
request body to notify the server that it can proceed with
verification.

5.4.3. Server Validation Steps
1) Initiate a TLS connection to <donai n>:443 (using the ALPN
identifier "acme-pk/1") and retrieve the proof returned by the
applicant’s server. A successful TLS connection confirns the
applicant’s control over the TLS service for that donmin.

2) Reconstruct the signed nessage using the locally stored nonce
(*MUST NOT* trust any nonce val ue provided by the client):

keyAut hori zati on_sync = nonce || "." || base64url (JWK Thunbpri nt (account Key))
to_sign = "ACME- pk- 01\ x00" || keyAuthorization_sync || "." || identifier

3) Verify the signature of proof using public_key (the clained public
key) (see 84.4 for the semantics of Sign).

4) |If validation passes, set the challenge status to "valid"; if
validation fails, set it to "invalid".

A TLS connection verifies domain ownership (TLS reachability), and
signature verification confirms possession of the private key.

5.5. Protocol Interaction Process

5.5.1. Asynchronous node (DNS identifier, csr_less: true)
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EE (Applicant) AS (ACME Server) DNS Server
I

I
[------- 1. newOrder--------- >

|
identifiers, |
public_key: PK, |
pop_node: "async" |

I

I

I

|

| <------ 2. pk-01 (token)----- |
|

| [ proof =Si gn(SK, to_si gn)]

I

I 3. DNS TXT record--------------- >
| _acme-chal | enge. exanmpl e. com = pr oof

[------- 4. POST {"delivery": |
---- "dns"}------ >|
I

I

|

I

I

I

I

I

| |

[ keyAuth, to_sign] | |
I I

I I

I

I

|

I

I

I

I

| <------ TXT: proof------ |

I

I

I

I

|

| [6. Reconstruct to_sign,

| verify the signature using the PK]
I I

| <---7. Challenge valid------ |

I
|
I
I
I
I

I
----8. finalizeOrder------- >|
(wi thout CSR) |

I

I

I

<--9. Certificate(PK, SAN)--

Figure 1: Asynchronous node (DNS identifier, csr_less: true)

5.5.2. Synchronous node (TLS-ALPN delivery, csr_less: true)

Geng, et al. Expires 3 Cctober 2026 [ Page 19]



Internet-Draft

EE (Applicant)
I

6. Finalization

ACME PK Chal | enge April 2026

AS (ACME Server)
I

[-----mmm e - 1. newOder--------------------- >

R 2. pk-01 (nonce: N)--------------

|
identifiers, |
public_key: PK, |
pop_node: "sync" |

I

[ keyAut h_sync,to_sign, proof]
[ Configure TLS Listener,

---3. POST {"delivery": "tls-alpn"}-------- >

[6. Reconstruct ‘to_sign’ using the local ‘N
verify the signature using the PK]

5. return proof-------------------- >

I
|
ALPN: "acme- pk/1"] |
I
I
I

4. TLS handshake-------------------- |
(donmi n: 443, ALPN. "acne-pk/1")

8. finalizeOrder------------------- >|

(wi thout CSR) |

Figure 2: Synchronous node (TLS-ALPN delivery, csr_less: true)

After the "pk-01" chall enge was validated, the ACME server has
confirned the foll ow ng:

*

Ceng,

*Resource Control *:
DNS), HTTP pat hs (asynchronous/HTTP), TLS handshakes (synchronous/

TLS- ALPN),

or emuil

Verified via DNS TXT records (asynchronous/

replies (email scenarios).

*Proof of Private Key Oanership*: Verified via the proof

si gnature.

*Cl ai med public key*: Already clainmed in the public_key field
during the "newOrder" phase and bound to the order.

et al.
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The behavior in the finalization phase is determned by the csr_Iless
field in "newOrder":

6.1. csr_less: true (No CSR)

"finalize" requests do not require a CSR, and the body rmay be an
enpty object. The server constructs and issues the certificate
directly based on the foll owi ng sources:

* *public Key*: Taken fromthe public_key field in "newOrder" (the
decl ared public key, verified via a challenge).

*  *Subject Alternative Nane (SAN)*: Taken fromthe identifiers field
in "newOrder"”.

PCST /acne/order/xyz/finalize HITP/ 1.1
Host: acne. exanpl e. com
Cont ent - Type: application/jose+json

{}

The server issues a certificate using the public_key (clained public
key) as the public key and the domain nane in identifiers as the SAN
and returns the certificate downl oad URL.

6.2. csr_less: false (Conpatibility node, default val ue)

"finalize" requests *MJST* still include a standard PKCS#10 CSR, the
process is consistent with the standard ACME [ RFC8555] procedure. At
this point, the "pk-01" challenge is perfornmed as an additiona

public key pre-validation step: after verifying the proof of
ownershi p of the claimed public key during the chall enge phase, the
server perfornms an additional byte-by-byte conparison during the
"finalize" phase to ensure that the public key in the CSR matches the

public_key field exactly before issuing the certificate. |If the two
do not match, the server *MJST* reject the request and return an
error.

POST /acne/order/xyz/finalize HITP/ 1.1
Host: acne. exanpl e. com
Cont ent - Type: application/jose+json

{

}

csr": "<DER-encoded PKCS#10 CSR, Base64URL-encoded>"
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6.3. Public Key Consistency Validation and Byte Normalization

7

7

7

Regardl ess of the value of csr_less, the server *MJST*:

1. Confirmthat the order status is "ready" (all challenges have
been passed).

2. Performa strict byte-by-byte conparison between the public key
to be witten to the certificate and the public_key declared in
"newOrder" to ensure they are exactly the sane.

To ensure the reliability of byte-level conparison, the server *MJST*
treat the raw bytes of the public_key received in the "newOrder”
request as the sole authoritative source and *MJUST NOT* perform any
form of DER nornmalization, re-encoding, or attribute pruning on it.

A single cryptographic key may have multiple valid DER encodi ngs (for
exanpl e, the ECParaneters field of an EC public key can be in QD
format or inplicit format). |If the server nornalizes the data during
storage or conparison, this can result in false negatives (valid
requests being rejected) or false positives (keys with different
encodi ngs being mstakenly identified as identical).

Security Considerations
1. Proof of Key Possession

"pk-01" requires applicants to possess the private key correspondi ng
to the public key they declare. The server *MJUST* verify the
signature using the public_key in "newOrder" and *MJST NOT* rely on
indirect nethods to infer ownership of the public key. Wen issuing
a certificate, the server *MJUST* conpare the public key bytes again
to ensure consi stency.

2. Unknown Key Share Attack Mtigation

An Unknown Key Sharing (UKS) attack is described as follows: An
attacker claims another person’ s public key and requests PoP
verification for a domain under their control, attenpting to bind the
other person’ s public key to their own domain.

Thi s docunent defends against this attack by including an identifier
field in the signed nessage:

to_sign = "ACME- pk- 01\ x00" || keyAuthorization || "." || identifier
identifier explicitly binds the current authorization to a specific

domai n or emani|l address, ensuring that signatures generated for
different identifiers cannot be used interchangeably.
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7.3. Replay Attack Prevention

I n asynchronous node, the token *MJST* neet the unpredictability
requirenent (entropy of at |least 128 hits) [RFC4086]. |n synchronous
node, the nonce *MJST* al so have an entropy of at |east 128 bits.

The server accepts each nonce only once; after use, it *MJST*
imediately mark it as consuned. Any subsequent authentication
requests carrying the same nonce *MJST* be rejected to prevent replay
att acks.

7.4. DNS Control Dependency

In asynchronous node (DNS identifier), security relies on the

appl i cant having actual control over the corresponding DNS zone. |If
DNS control is conpronmised (e.g., through DNS hijacking), an attacker
could wite a forged signature into the TXT record. |nplenmenters

*SHOULD* use this in conjunction with DNSSEC
7.5. Cross-Protocol Attack Mtigation

VWhen a single private key is used across multiple protocols (such as
TLS, CM5, and I KEv2), an attacker may trick the key into signing a
mal i ci ously crafted ACME chall enge within the context of one of these
protocol s, thereby passing PoP verification wthout actually
possessing the private key. This type of attack is known as a cross-
prot ocol attack.

Thi s docunent appends a fixed usage context prefix, "ACME-pk-01\x00"
(a fixed ASCI| string followed by a NUL byte), to the begi nning of
all "pk-01" signed messages. |Its function is identical to the

64- byt e paddi ng and context string mechanismused in the
CertificateVerify nmessage in TLS 1. 3:

to_sign = "ACME- pk- 01\ x00" || keyAuthorization || "." || identifier
pr oof = base64url (Si gn(cl ai nedPri vat eKey, to_sign))

This prefix ensures that the signature message for "pk-01" is
structurally distinct fromthe signature fields of other protocols.
Even if the same private key is used for signing by another protocol,
the resulting signature cannot be reused in the context of "pk-01".

I mpl enenters *MJUST* include this prefix when constructing and

verifying signed nessages; omitting the prefix is considered a
protocol violation.
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7

7

7

8.

8.

6

7

8.

1.

AlgorithmAgility

The type of the clainmed public key determ nes the range of signature
al gorithms that can be selected. The server *SHOULD* reject
signature algorithns that do not neet the current security baseline
requirenents and explicitly state the supported algorithnms in the
met adata of the Directory resource.

Aut hori zati on Reuse Bi ndi ng

RFC 8555 supports the reuse of valid, unexpired authorizations.
However, "pk-01" authorizations are bound to specific public_key: if
the public key associated with the reused authorization differs from
the public key clained in the new order, an attacker could exploit
this to request a certificate for an unverified public key.

The server *MJST* persistently store the original bytes of the
public_key fromthe successful "pk-01" challenge in the authorization
record, and perform a byte-by-byte conparison when reusing the

aut horization: if there is a msmtch, *MJST* reject the reuse and
trigger a new chall enge

Security Notes for csr_|ess Mde

After enabling csr_less: true, the finalization phase no | onger
passes the public key via the CSR;, the CArelies entirely on the
public_key declared in "newOrder” and validated by the "pk-01"
challenge. 1In this scenario, the proof of private key ownership from
the "pk-01" challenge is the sole cryptographic basis for the public
key’ s legitimacy. The server *MJST* perform byte-level |ocking on
the order’ s public key after the challenge verification passes to
prevent subsequent requests fromreplacing the public key.

| ANA Consi der ati ons
ACME Val i dati on Met hods

Thi s docunent requests that 1 ANA add the following entry to the ACME
Val i dation Methods registry.

[ el sy et
| Label | Note | Reference

| pk-01 | Public key challenge with async (DNS/HTTP/ | RFC XXX |
| | email) and sync (TLS- ALPN) PoP nodes | |
AR, oo m o e e e e e e e e e e e e e e e e e e meao— o S +

Table 4

Geng, et al. Expires 3 Cctober 2026 [ Page 24]



I nternet-Draft ACME PK Chal | enge April 2026

8.2. | ANA ACME Message Fi el ds

Thi s docunent requests that 1 ANA add the following entry to the ACMVE
Validation Fields registry.

newOr der request fields:

| Properties | Value |
B sl e s s e
| Field Nane | public_key |
S e +
| Message | newOrder Request |
| Type I I
S o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +
| Data Type | String |
Fom e o - o m m e e e e e e e e e e e e e e e e em e eeeao o +
| Presence | OPTIONAL (This must be included only when |
| | using the public key chall enge extension) |
o m e e e oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Description | A public key awaiting certification, encoded |
| | as a Base64URL-encoded SPKI [RFC5480]. |If |
| | present, triggers the pk-01 chall enge and |
| | the CSR-|ess issuance process. |
R o +
| Reference | RFC XXX |
S o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +

Table 5
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| Properties | Value |
[} i pp—p—p e p—p—p—p—p—p—_—(——————(—(——————————————————————————(———————r
| Field Name | pop_node |
Fom e o - e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| Message | newOrder Request |
| Type I I
o m e e e oo - Lt +
| Data Type | String |
S oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| Presence | OPTIONAL (Default value: "async") |
S e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| Description | PoP verification node declared by the client: |
| | async (the applicant pre-deploys the proof, and
| | the AS verifies it independently) or “sync” |
| | (requires real-time interaction). Extensible.
Fom e o - e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| Reference | RFC XXX |
R o m e e e e e e e e e e e e e e e e e e e e e m e mee—— oo o +
Table 6

[ sy st o}

| Properties | Value |

| Field Nane | csr_less |

S oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +

| Message | newOrder Request |

| Type I I

S o m m e e e e e e e e e e e e e e e e e e e e mee— o on +

| Data Type | Bool ean |

o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +

| Presence | OPTIONAL (Default value:false) |

S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +

| Description | Controls whether the CSR submssion is |

| | skipped during the finalization phase. true

| | indicates that the certificate is issued |

| | directly using the declared public key; false

| | indicates that a PKCS#10 CSR nust still be |

| | submitted, with the "pk-01" chal |l enge serving

| | as an additional pre-validation step. |

S o m m e e e e e e e e e e e e e e e e e e e e mee— o on +

| Reference | RFC XXX |

o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +

Chal | enge Target Field:
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| Properties | Value |
[S leemmsfommsbomsesos e esos s esos el —oe s ossesos s os s os s es s es s es s es s es e s ess s e s ps s g
| Field Name | supported_delivery |
Fom e o - e m m e e e e e e e e e e e e e e e e e e e e e e eeao o +
| Message | pk-01 Chall enge Object |
| Type I I
o m e e e oo - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Data Type | Array of String |
S o +
| Presence | OPTI ONAL |
S e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| Description | Alist of available delivery methods decl ared by |
| | AS. Asynchronous nmodes may include "dns", "http", |
| | and "email"; synchronous nodes may include "tls- |
| | alpn". The client selects one fromthis list and |
| | declares it in the challenge-response. |
S e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| Reference | RFC XXX |
o m e e e oo - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
Tabl e 8

| Properties |Value |

| Field Nane |delivery |

S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +

| Message | pk- 01 Chal | enge Response (POST body) |

| Type I I

R o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - +

| Data Type | String |

S oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +

| Presence | REQUI RED (when supported_delivery is present) |

Fom e o - o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon +

| Description | The client nust specify the selected delivery |

| | method in the POST body of the chall enge- |

| | response request; this must be one of the |

| | val ues in the supported_delivery |ist. |

S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +

| Reference | RFC XXX |

S o m m e e e e e e e e e e e e e e e e e e e e mee— o on +

Table 9
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8.3. TLS ALPN Protocol ldentifier Registration

Thi s docunent requests that 1 ANA add the following entry to the TLS
Application-Layer Protocol Negotiation (ALPN) Protocol IDs registry
[ RFC7301] with the I ETF as the Change Controll er

| Protocol | ldentification Sequence | Reference

[ e —— e ——————————————————_—————————— Ll p—p—p—(—_——r L
| acme-pk/1 | 0x61 0x63 0x6d 0x65 0x2d 0x70 | RFC XXX |
| | Ox6b Ox2f 0x31 ("acne-pk/1") | |
- ST - +

Tabl e 10

The "acme-pk/1" identifier is reserved for TLS-ALPN delivery in the
"pk-01" chal | enge synchroni zation node; its operational semantics
differ fromthose of [RFC8737]: In TLS sessions using "acne-pk/1",
the server returns the raw proof bytes directly in the TLS
application data after the handshake is conplete, without
constructing an X. 509 certificate or enbeddi ng any chall enge data in
the certificate extension fields.

9. Inplenentation Considerations
9.1. ACME Server

* \When processing a "newOrder" request, the server nust perform
strict format validation on the public _key field to verify that it
is a valid DER encoded SPKI; for unsupported key types, it
*SHOULD* return an error. The server *MJST* store public_key in
the raw bytes received and nust not perform any DER nornalization
or re-encoding (see §6.3).

* The server nust verify the uni queness of the token in asynchronous
nmode and the nonce in synchronous node to prevent token reuse.

* Before issuing the certificate, the server nust verify the public
key bytes once again to ensure they match exactly, byte-for-byte,
with the public key declared in "newOrder".

* The server *MJST* mark the nonce as used imrediately after it is
consunmed for the first tinme and reject any subsequent attenpts to
reuse it. The server should limt the validity w ndow of the
nonce (*RECOVMENDED* to be no | onger than the chall enge token' s
validity period).
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* \When executing an asynchronous HTTP CET request, the server *MJST
NOT* follow HTTP redirects that change the target domain to a
different domain (cross-domain redirects), as follow ng such
redirects would invalidate the domain control verification. The
server *SHOULD* all ow sane-domain redirects (such as HTTP — HITPS
redirects within the sane host) and adhere to the standard ACME
http-01 HTTP request specifications (tineouts, naxi mum nunber of
redirects, etc.) to prevent server-side request forgery (SSRF).

* The server *SHOULD* include a supported delivery field in the
chal | enge object to declare all supported delivery nethods for the
client to choose from

* After the server receives the Chall enge-Response POST request, it
must read the delivery field to determ ne which verification
met hod to use; if the delivery field is mssing or contains an
unsupported val ue, the server *SHOULD* return an error

9.2. ACME dient

* The client *MJST* ensure that the private key used for signing
strictly matches the public_key declared in "newOrder”; a msmatch
in key types will cause the server to fail the signature
verification.

* In synchronous node, the client *MJST* send a response to the
chal lenge URL only after the TLS listening configuration is
conplete, to ensure it is reachable when the server initiates the
TLS handshake.

* | n asynchronous node, the client *SHOULD* verify that the resource
(DNS TXT record or HTTP path) has taken effect before notifying
the server, taking into account DNS propagation del ays or HTTP
service availability.

* When csr_less: true, the body of the "finalize" request may be an
enpty object {}, the client does not need to construct a CSR when
csr_less: false (default), the client *MJST* still submt a
standard PKCS#10 CSR during the "finalize" phase, and the public
key in the CSR *MJST* match the public_key declared in "newOrder".

* \When sending a chal | enge-response POST request, the client *MJST*
include a delivery field in the request body, and its val ue nust
be one of the itens in the supported_delivery list of the
chal | enge obj ect.

10. Exanpl es
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10.1. Asynchronous Mdde: pk-01 (DNS) Conplete Interaction, Wthout
Ext ensi ons

*Prerequi sites*: The applicant *MJUST* have DNS control over the
domai n exanpl e.com and a P-256 key pair (private key d, public key Q
SPKI - encoded as pk_spki).

*Step 1: newOrder Request*
POST /acne/ new order HTTP/ 1.1

Host: acne. exanpl e. com
Cont ent - Type: application/jose+json

{
"identifiers": [
{ "type": "dns", "value": "exanple.conl }
"bublic_key": "pk_spki",
"pop_node": "async",
"csr_less": true
}
*Step 2: The server returns the pk-01 chal |l enge*
{
"type": "pk-01",
"url™: "https://acme. exanpl e. com acne/ chal | / abc123",
"status": "pending",
"token": "evaGxf ADs6pSRb2LAVII Zf 17Dt 3] uxGJ- PCt 92wr - 0A"
}

*Step 3: The client generates a signature and wites it to the DNS
TXT record*

keyAut hori zati on = "evaGxf ADs6pSRb2LAv9I Zf 17Dt 3j uxGJ- PCt 92w - 0A. pswg5_v_JaVFRXr ix& Jkg"
to_sign = "ACME- pk- 01\ x00" || keyAuthorization || "." || "exanple.cont

proof = base64url (Sign(d, to_sign)) — "<proof_val ue>"

# The Sign() function uses ECDSA-w t h- SHA256 (P-256 key) and internally signs the ‘to_sig
n' value after applying SHA-256 to it.

_acme-chal | enge. exanple.com 120 IN TXT "<proof val ue>"

*Step 4: The client notifies the server, and the server queries and
verifies*

POST /acne/chal | /abc123 HTTP/ 1.1
Cont ent - Type: application/jose+json

{"delivery": "dns"}
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10.

The server queries the TXT record for _acne-chall enge. exanpl e. com
reconstructs to_sign locally, verifies the signature using pk_spki
and sets the challenge status to valid upon successful verification.

*Step 5: finalizeOrder (without CSR)*

POST /acne/order/xyz/finalize HITP/ 1.1
Cont ent - Type: application/jose+json

{}

The server issues a certificate using pk_spki as the public key and
exanmpl e.com as the subject alternative nane (SAN)

2. Asynchronous Mde: pk-01 (HTTP) Complete Interaction, Wthout
Ext ensi ons

*Prerequi sites*: The applicant *MJST* have HTTP control over the
domai n exanpl e.com and a P-256 key pair.

*Step 1: newOrder Request*

POST /acne/ new order HTTP/ 1.1
Cont ent - Type: application/jose+json

{
"identifiers": [
{ "type": "dns", "value": "exanple.conl }
] i)
"public_key": "pk_spki",
"pop_node": "async",
"csr_less": true
}
*Step 2: The server returns the pk-01 chal |l enge*
{
"type": "pk-01",
"url": "https://acme. exanpl e. coml acne/ chal | / def 456",
"status": "pending",
"token": "DGyRej mCef e7v4Nf DGDKf A",
"supported delivery": ["dns", "http"]
}

*Step 3: The client generates a signature and deploys it to the HITP
pat h*
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keyAut hori zation = " DGyRej mCef e7v4Nf DGDKf A. pswg5_v_JaVFRXr ixGF Jkg"

to_sign = "ACME- pk- 01\ x00" || keyAuthorization || "." || "exanple.con

proof = base64url (Sign(d, to_sign))

# The Sign() function uses ECDSA-w t h- SHA256 (P-256 key) and internally signs the ‘to_sig
n' value after applying SHA-256 to it.

Depl oy to: http://exanple.conl.well-known/acne-chall enge/
DGy Rej nCef e7v4Nf DCDKf A

Content: <proof>

*Step 4. The client notifies the server, and the server initiates an
HTTP GET authentication request*

POST /acne/chal | / def 456 HTTP/ 1.1
Cont ent - Type: application/jose+json

{"delivery": "http"}

The server sends an HTTP GET request to http://exanple.com .well-
known/ acme- chal | enge/ DGyRej nCef e7v4Nf DGDKf A to verify domain
ownership. After validating the signature, it sets the challenge
status to "valid".

*Step 5: finalizeOrder (without CSR)*

The server issues a certificate using pk_spki as the public key and
exanpl e.com as the subject alternative name (SAN).
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