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Abst ract

Thi s docunent inplenents automated certificate provisioning through
"public key identity challenge + private key ownership verification"
by introducing the pk-01 challenge to the ACME protocol [RFC8555].

It serves as a val uable conplenent to existing external resource
verification chall enge types such as DNS/ HTTP, extending the ACVE
protocol’s applicability beyond Wb-PKI to other scenarios. This
enabl es automated certificate issuance for devices and accounts. The
core design objective of this docunent’s extension to ACVE s pk-01
challenge is to introduce a trusted identity provider (l1dP) during
the digital certificate application process. This provider verifies
the certificate applicant’s identity and obtains the correspondi ng
identity public key. It enables the ACME server to use public key
identity authentication protocols (e.g., WebAuthn and Opaque

[ RFC9807]) to verify whether the genuine application behind the ACME
client controls the public key. It ensures strong consistency

bet ween the public key used during the chall enge phase and the public
key ultimately used to sign the certificate, preventing tanpering
with the public key during the CSR submi ssion phase. This enhances
the security of the digital certificate issuance process. Simlar

rel ated work can be found in [ RFC9883].

Thi s docunent al so defines an optional process extension that allows
removal of the CSR under the pk-01 chal |l enge, enabling the ACME
server to issue a certificate directly after successful public key
verification.

Thi s docunent provides an exanple of practical application at the
end, illustrating the integration of the OPAQUE [ RFC9807], strong
asymetric password aut henticated key exchange (saPAKE) protocol with
t he pk-01 chal |l enge.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

The ACME protocol ensures the accuracy and security of autonmated
certificate issuance through various challenge types. Early externa
resource verification challenges such as DNS/ HTTP [ RFC8555] have
brought much-needed flexibility to Wb-PKI, enabling conprehensive
aut omati on of web certificates. This docunent proposes a nore
general public key identity challenge type for verifying an
applicant’s (especially an end-entity’'s or account’s) control over
certificate ownership. It supports autonmated certificate i ssuance
for devices and accounts based on public-key identity verification
chal | enges.

The chal | enge enabl es the ACME server to verify the control of the
identity of the certificate applicant behind the ACME client via the
public key authentication protocol (e.g., WbAuthn and Opaque

[ RFCO807]), truly realizing what the ACME WG Charter describes as
"The processing nmust also confirmthat the requesting party has
access to the private key that corresponds to the public key that
will appear in the certificate". On the other hand, the proposed
chal l enge nmitigates public key substitution attacks. 1In typica

depl oynents, the ACME client serves as the automated interface
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between the real applicant and the ACME server. During certificate

i ssuance, while the ACVE server verifies the applicant’ s control over
an identifier through the challenge process, it does not verify that
the public key contained in the CSRis actually controlled by the
applicant. It is observed that untrusted or conpronised ACVE clients
m ght replace the public key in the CSR after conpleting the
challenge. Particularly in PKI/CA reseller scenarios, the resellers
may submit CSR requests with replaced public key to the ACME server.
This results in a msmatch between the applicant’s identity and the
identity associated with the public key used to issue the
certificate. This ultimately allows certificates to be issued to
unrelated or malicious entities.

1.1. Documrent Contri buti ons

Thi s docunent proposes a new ACME chal | enge type pk-01 that verifies
the applicant’s control over their identity by neans of public key
aut hentication. The public key used in the chall enge phase nust
consistently match the public key in the CSR subnission, elimnating
the risk of public key substitution attacks. Considering the
complicated task of CSR parsing, this docunment supplenents a
sinmplified process of renoving CSR (see Section 7), which directly
issues a certificate after successful challenge phase, realizing the
consi stency of the public key in the chall enge phase and in the

i ssued certificate.

More critically, the challenge is designed for the ACME server to
work in coordination with a trusted identity provider (1dP), which
endorses the rel ationship between the applicant and its public key.
Thi s enabl es ACME server to recognize the real applicant behind

t hrough ACME client, and establishes a conplete chain of trust from
ACME server to applicant. This trust binding mechanismis
particularly inmportant in the scenario of issuing certificates for
end-entity, ensuring that the certificate clearly identifies the

| egitimacy of the holder of the identifier. It is precisely this
mechani sm enabl i ng the ACME server to collaborate with trusted
identity providers that supports automated certificate issuance for
devi ces and accounts based on public-key authentication verification
chal l enges. This extends ACME' s applicability beyond Web- PK
scenari os.
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1. 2. Sone not es

Note that this document requires an IdP that records public keys,
achi eved by supporting the correspondi ng public key authentication
protocols (e.g., WbAuthn and Opaque). The IdP is the trust center
for the automated certificate request process, which stores the
trusted user’s public key and possibly the identity informtion
corresponding to the public key. Specific identity information can
be sel ected based on the actual operations. Before the certificate
request process, the user’s public key should have been entered into
the 1dP in sone way, such as self-registration by the user or LDAP-
based inport.

It is worth noting that the existing external account binding (EAB)
in ACME [ RFC8555] is primarily used to authenticate ACME client
account identitie and is not the same as the validation of
certificate applicant identities proposed in this docunent; the two
do not conflict. EAB enables the ACME client to authenticate to ACME
server using an identifier and key val ue, which the server can verify
against its maintained repository. Through EAB, ACME servers can
filter which users can access their services, making it highly usefu
for commercial certificate authorities. This differs fromLet's
Encrypt’s nodel, which allows anyone to request certificates.

The main purpose of this document is to issue certificates to
"applicant who actually pass the challenge", ensuring that the public
key of the applicant who conpletes the chall enge and the public key
of the certificate issued are consistent. This docunent strictly
corresponds to the concept of “Prohibit the reuse of ACME client
public key to request certificate” in the standard ACME process. |f
the ACVE client’s public key is used to apply for a certificate, it
is equivalent to an identity inpersonation/injection attack by the
ACMVE client on the certificate applicant. The pk-01 chall enge
presented in this docunent avoids this very problemby allow ng the
ACME server to "see" the actual applicant behind the ACME client,
enhanci ng security.

2. Term nol ogy

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOMVENDED*", "*NOT
RECOMVENDED* ", "*MAY*", and "*OPTI ONAL*" in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals, as shown here.
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3. Modttivation and Threat Model
3. 1. Mot i vati on

The real world presents typical practical use cases that ACVE
currently struggles to adequately address. For instance: http-01
requires ports 80/443, yet many devi ces cannot open them dns-01
requires permssion to nodify DNS settings, which is unfeasible for
internal networks or 10T devices; tls-alpn-01 [RFC8737] has linited
support, and no ACME chal l enge currently supports “pure public-key
identity” . However, extending the pk-01 public key challenge can
perfectly address the certificate automati on needs in these real -
worl d scenarios, such as:

1. Automated Certification for |oT Devices/Industrial |Internet of
Thi ngs (10T)

These devices | ack dormai n names and public | P addresses, cannot
open ports 80/443, and cannot nodify DNS settings. However, each
devi ce possesses a unique identity public key. Through the pk-01
extension, it proves “I ama legitimate device” and “l possess
the private key” , device certificate are issued fully
automatically with zero configuration.

2. Automated Certification for 5G 6G Edge Nodes, Base Stations, and
Smal |l Cells

These nmassi ve edge nodes cannot be nmanual |y depl oyed or
configured with DNS, but they cone equipped with factory
certificates fromthe device supplier. Wth the pk-01 extension,
they can prove “I ama legitimte device” and “I possess a
factory certificate” , enabling certificate automation.

3. Autommted Certification for V2X/ TSP Pl atf orns

Automatic certificate renewal for vehicle conponents (ECU, T-Box,
IVI, etc.) cannot rely on DNS/HTTP. Renote vehicle control via
the owner’s app requires the verified account to request renote
control certificates fromthe TSP. The pk-01 chal |l enge proves “I
ama legitimate conponent” and “lI ama legitimte account” ,
enabling certificate autonation.

4. Automation Workload Certificate in Zero Trust Architecture (ZTA)
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The zero-trust architecture explicitly requires public keys as
the basis for identity, rather than | P/domain nanes. The pk-01
chal l enge can directly issue identity certificates to containers,
Pods, mcroservices, and virtual machines using the workl oad’s
public key.

5. Automated Certificate provisioning for Internal Network Devices
(Governnent and Enterprises)

Achi eve automated certificate managenent for internal network
devi ces through pk-01 chall enge based on an internal network |dP
conbined with a private CA

6. Anonynmous/ Pseudonymous ldentity Certificates (corresponding to
privacy-enhanced PKIl)

Wth pk-01, only public key identity and private key ownership
need to be verified, protecting users’ real identities. It can
be widely used in scenarios such as private comuni cati ons,
anonynous conferences, pseudonynous identities, and data
sovereignty.

3.2. Practical Risk Scenarios

The ACME protocol generally assunes by default that the ACME i ent
represents the real applicant and is capable of correctly submitting
a CSR containing the applicant’s public key. However, in nmany

depl oynent nodels, the ACVE client is not operated directly by the
end entity. Instead, it nmay be provided by a reseller, nanaged
security service, |oT platformoperator, or other internediary. In
such scenarios, the ACME server verifies control over the identifier
during the chall enge phase, but does not verify that the public key
contained in the CSRis actually controlled by the entity that

conpl eted the chal |l enge.

The core issue is the lack of strong cryptographic bindi ng between:
* The entity that conpletes the chall enge, and

* The hol der of the private key corresponding to the issued
certificate.

The ACME server relies on an assunption of trust in ACME client

wi t hout enforcing a strong cryptographi c bindi ng between the
chal l enging entity and the public key of the final certificate.
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3.2.1. Reseller-Based Certificate |ssuance

When issuing certificates for resources, the applicant is required to
denonstrate resource control (e.g., dns-01, http-01, etc.). The
applicant controls the resource and needs to grant ACME client
privileges to directly prove its ownership of the resource to

conmpl ete the chall enge, in exchange for ACME server’s trust, so as to
obtain the certificate.

In reseller-based PKI deploynent nodels, an internediary nmay operate
the ACME client and interact directly with the CA on behal f of
multiple end entities. Such internediaries often assune
responsibilities conparable to those of a Registration Authority
(RA), including key managenment or CSR subm ssion. In these
architectures, the CA validates control over an identifier during the
ACME chal | enge phase but does not independently verify that the
public key included in the CSRis controlled by the sane entity that
conpl eted the chal |l enge.

If the intermediary replaces or generates a different public key
after successful validati on—whether due to conprom se, operationa
error, or malicious intent—the resulting certificate may bind the
validated identifier to a key unrelated to the original applicant.
This architectural trust assunption introduces a potential public key
substitution risk.

3.2.2. | oT and Devi ce Enrol | ment

In 10T deploynent nodels, certificate issuance is often perforned at
| arge scal e through automated enrol |l nent systens. An 10T platform or
devi ce managenent service may operate as the ACME client on behal f of
thousands or mllions of devices. In such architectures, devices

typically:

* Possess hardware-bound key pairs (e.g., generated in a Secure
El ement or TPM, or

* Rely on a provisioning service to request certificates during
manuf act uri ng or onboardi ng.

Wiile ACME identifier validation ensures control over an identifier
(e.g., device domain nane or device identifier), it does not
guarantee that the public key included in the CSR corresponds to the
actual hardware device that conpleted the validation process. |If
private key ownership is not verified during the challenge phase, the
device's identity integrity cannot be enforced.

Device ldentity Hardware Private Key |Issued Certificate
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3.2.3. Cross-Donmain Vehicle Control with External |dP

In renote control of vehicles scenarios, it is necessary to apply for
a renote control certificate for the device in order to control the
autonobile. |n certain vehicle ecosystens, user authentication is
del egated to an external Identity Provider (1dP), such as a charging
service provider or mobility platform In this nodel: The I1dP

aut henticates the vehicle owner; The Original Equi pnent Manuf act urer
(CEM vehicle cloud relies on the IdP° s identity assertion; An ACME
client (operated by the CEM cl oud or the service provider) requests a
certificate froma CA, The vehicle ultimately trusts certificates

i ssued by the CA

This architecture spans nultiple trust domains:

* Trust Domain A: External 1dP and user-facing application
*  Trust Domain B: CEM vehicle cloud

*  Trust Domain C. CA/ ACME server

In such cross-donmain scenarios, the CA validates the certificate
request through the ACME client but does not directly verify that the
aut henti cated end user possesses the private key corresponding to the
public key included in the CSR. If the ACME client or an

i ntermedi ary conponent substitutes the public key after identity
validation, the issued certificate may bind the authenticated
identity to an attacker-controlled key. The vehicle, trusting the
CA, may accept renote control comands fromthe attacker. This risk
is anplified in cross-donmai n depl oynents because identity assertion,
certificate request, and certificate validation occur in different
trust domai ns.

The “pk-01" challenge is therefore necessary to ensure that the
aut henticated end entity denopnstrates proof-of-possession of the
certificate key, thereby enforcing strong identitykey binding across
trust boundari es.

3.3. Core Security |ssues
The core issue is the lack of strong cryptographic binding between:

* The entity that conpletes the challenge, and

* The hol der of the private key corresponding to the issued
certificate.
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Wil e ACME ensures identifier control, it does not inherently
guarantee that the validated entity and the certificate subject key
are cryptographically |inked beyond the trust assunption placed on
the ACVE client. This gap nay lead to identitykey inconsistency and
certificate m sbhinding.

Bi nding the public key to the challenge is val uabl e regardl ess of
whet her you trust the ACME client.

3.4. Threat Model
3.4.1. System Model

The following entities are involved in cross-domai n ACME depl oynent
scenari os:

* *End-Entity (EE)*: The ultinate certificate subject that generates
a key pair and intends to obtain a certificate (e.g., 10T device,
vehicle control application, custoner systenj.

* *Intermediary / ACME Client*: An entity that interacts directly
with the ACME server on behal f of the End-Entity.

* *ACME Server /| CA (AS)*: The certificate authority that validates
chal  enges and i ssues certificates.

* *|dentity Provider (1dP)* (optional): Provides identity assertions
to the internediary.

The ACME Server trusts the ACME Cient to conplete the chall enge
procedure, while the End-Entity relies on the internediary to request
a certificate corresponding to its key material. These entities may
reside in different trust domains. The ACME Server/CA (AS) needs to
establish trust with the identity provider.

3.4.2. Trust Assunptions

*  The ACME Server fully trusts the ACME Client to correctly
represent the End-Entity.

* The End-Entity does not necessarily trust the ACVE Client with its
private key.

* The ACME Server cannot directly observe the End-Entity behind the
ACME Cient.

* |dentity assertions (if any) are not cryptographically bound to
the certificate public key by default.
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3.4.3. Attack Capabilities and Core Threats

4.

The adversary is capable of:

*  Mbdifying or replacing the CSR public key.

* Subnmitting a substituted key for certificate issuance.

* Rebinding identity assertions to attacker-controlled key material .

The core threat lies in the fact that the Chall enge executor # CSR
private key holder, and the CA cannot prove their identity natches.

Trust Domain A Trust Domain B
o e e oo + o e oo +
| End-Entity | | ACME Server |
I (Devi cel App) I I (CA I
| Generates Key | | Validates |
| Holds Private | | Challenge |
T T + S T +

| N
| CSR I
v I
e + ACME Pr ot ocol |
| Intermediary / |---------------------- +

| ACME dient |

| (Reseller/TSP) |

o +
Figure 1: Threat WMbdel

Extensions - ldentifier Types

Thi s docunment introduces an extension that enables validation of end-
entity ownership of the public key included in the certificate
request. It ensures strong consistency between the identity
corresponding to the final certificate issued and the identity of the
certificate applicant. And the public key authentication protocol is
utilized to provide strong security for the authentication process.

Thi s extension does not replace existing identifier types. |nstead,
it augnments the ACME validation nodel by enabling cryptographic
bi ndi ng bet ween:

* The identifier being validated, and
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* The public key to be certified.
Thi s docunent defines a new identifier type:

"identifier": {

"type": "pk",

"val ue": "M G MAOGC* * * GbhQ DAQAB"
}
The “pk” identifier represents a public key to be certified. The
ACME server MJST ensure that the public key included in the final
certificate matches the value of the “pk” identifier. This
identifier type is intended for |ightweight key-binding scenarios,
such as device enroll ment or user-device association, where the
public key itself represents the certified subject.

4.1. Binding Mdel

In certain depl oynments, stronger binding between identity information
and key material may be required. This document defines optional
bi ndi ng nodes for the pk identifier:

4.1.1. Self-Signed Certificate Binding Mde
The client MAY provide a self-signed certificate containing the
public key and subject information. |If used, the ACME server MJST
verify that:
* The public key matches the “pk” identifier.

* The subject information in the final certificate matches the self-
signed certificate.

The self-signed certificate serves solely as a binding contai ner and
does not inply trust in its issuer.

4.1.2. CSR Bi ndi ng Mode

The client MAY include a base64url-encoded CSR in the order object.
If present, the ACME server MJUST ensure that:

* The public key in the final certificate matches the CSR

* The subject and extensions in the final certificate are consistent
with the CSR

Geng, et al. Expi res 3 Septenber 2026 [ Page 12]



I nternet-Draft ACME PK Chal | enge March 2026

When CSR bi nding node is used, the client is not required to resubnit
the CSR during the finalize step. This nechani sm prevents

nmodi fication of identity information between order creation and
certificate issuance

"identifiers": [
{ "type": "pk",
"val ue": "M G MAOGC. . ."
"bi ndi ngMode": { \n
"nmode": "none" | "csr" | "sel fsigned",
"val ue": "<base64 data if applicabl e>"

}
1.

5. Extensions -- pk-01 Chall enge Types
5.1. Challenge Definition

Thi s specification defines a new ACME chal | enge type pk-01. pk-01
chall enge is used to prove an applicant’s control over the private
key corresponding to a given public key. Unlike traditiona
identifiers (e.g., DNS, IP), the PKidentifier itself represents a
public key value. Therefore, the goal of the pk-01 challenge is:

To prove that the entity initiating the chall enge actually holds the
private key matching the public key specified in the identifier

5.2. Chall enge Object

The pk-01 chal l enge type requires the client to access the specified
“pk-url” to start the challenge and conplete the verification of the
correspondi ng private key control of the declared public key. A

chal  enge of this type MJUST include all required fields described in
section 8 of [RFC8555]. 1In addition, the following fields are

defined for this specific type of challenge:

* pk_url (required, string): The url to start the pk-01 chall enge
type process. The server nust include enough information in the
URL to allow the request to be associated with a specific
chal l enge and to be able to point to a specific PK provider or
public key server.

* pk_provider (optional, string): The dommi n of the PK provider

relied upon for this challenge. ACME server MAY rely upon any
nunber of PK providers and public key servers, however each MJST
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6

6

1.

be represented as a different entry in the challenge array. The
applicant can use this field to differentiate the list of

provi ders and sel ect the nost appropriate one. |If this field does
not exist, the ACME server’'s default identity provider is used.
The server MJUST NOT present nore than one pk-01 challenge with the
same pk_provider value in a single authorization, including values
for unprovided fields.

* standardization (optional, string): Indicate options for the ACVE
process. The Acne server provides a choice between the standard
ACME protocol flow (standard) or a renpved CSR file (sinplified).
If this field is not exist, the ACVE standard process is executed
by default.

The server MJIST sets the status of the challenge to processing after
receiving a response fromthe client within the validity period. |If
the client conpletes the proof of ownership of the private key
corresponding to public key and the generated identity assertion

val idates the declared identifier, then the status of the challenge
is set to "valid'. |If the server fails to validate the public key
against the private key control or fails to validate the declared
identifier, the status of the challenge will be set to "invalid".

{
ntypen: npk_ 01||1

"url": "https://exanple.org/acne/chall/abcl123_def g456",
"status": "pending",
"token": "LogXcYV8...uZg",
"pk_url": "https://exanple.org/acne/start-pk",
"pk_provider": "https://pk-identity-provider.org/",
"standardi zation": "standard" | "sinplified"
}
Identifier Validation Challenges
Prot ocol Overview

When the identifier type is "pk", the ACME server MJIST validate

pr oof - of - possessi on of the corresponding private key using the pk-01
chal | enge. The bi ndi ngMode paraneter associated with the identifier
defines additional validation requirenents that apply during order
finalization, but it does not alter the senmantics of the pk-01
chal | enge

The val i dation process consists of two logically distinct phases:

1. Challenge Validation Phase: Proves possession of the private key
corresponding to the identifier public key.
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2. Order Finalization Phase: Enforces consistency constraints
defined by the sel ected bi ndi nghbde.

The ACME server MJST ensure that the public key used to conplete the
challenge is identical to the public key bound to the issued
certificate.

6. 2. Protocol Details

The general process of the pk-01 challenge is illustrated by the
standard ACME certificate i ssuance sequence. For convenience, it is
divided into three phases: certificate application, public key

aut hentication and certificate issuance phase.

In the first phase, the client subnmts a newOrder request containing
one or nore identifiers, including public key information for the pk
identifier. The ACME server responds with a |list of authorizations,
each containing one or nore avail abl e chal |l enges for proving contro
of the identifier. The client selects a challenge it can conplete
and performs the required proof-of-possessi on operation.

In the second phase, the client selects a challenge fromthe |ist of
avai | abl e chal | enges provided by the ACME server, which nay be of the
pk-01 type. Selecting such a challenge triggers a public key

aut henti cati on protocol between the applicant and their corresponding
IdP. The ACME client and |IdP performthe authentication protocol
(e.g., aPAKE or Opaque [RFC9807]) to prove possession of the private
key corresponding to the identifier public key. The IdP may
optionally provide a signed assertion of the public key identity if
the ACME server nmintains a whitelist of trusted public keys. Upon
successful validation, the ACME server marks the associated chal |l enge
as valid. The applicant’ s private key is never disclosed to any

i ntermedi ate agent during this process.

After conpleting the challenge, the client proceeds to finalize the
order by submitting the CSR (if not submitted earlier). The ACME
server MJST verify that the public key in the CSR matches the public
key in the identifier that was validated during the chall enge phase.
Furt hernore, ACME server MJIST verify whether the bindi nghbde val ue
mat ches that specified in the CSR

This ensures that any tanpering with the public key is detected.

O her aspects of order finalization and certificate issuance follow
the standard ACME process.
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request newdrder (pk) --------cmmmmm i >
SR required authorizations
R R R il pk-01 chal | enge (token + URL)

| —================= Public Key Aut henti cati on :::::::::::::::::l
request pk-01 challenge response -------------------------- >

I
|
ACME Server invokes |dP / Provider API |
to perform public key authentication |

I

ACVE Server validates assertion and PoP

I
I
|
I
I
I
R signed identity assertion fromldP ----- |
I I
| |
| Records challenge as valid |
I I
I I

| —==—=—=—=—=—=—=—=—=—=—======== (Certificate | ssuance ::::::::::::::::::::l

I I

| request finalize (submit CSR) ----------------------------- > |

I I

| Verify CSR publicKey == identifier.publicKey |

| Enf orce bi ndi ngMbde consi st ency |

I I

| <eemme e finalize URL / certificate ---- |

Figure 2: Overview of the pk-01 Chall enge Fl ow
6.3. Public key authentication & Oder fulfill nent

Public key authentication is essentially authenticating the control
of the corresponding private key of a public key and pk_url allows
the client to initiate the public key authentication process. The
server must accept requests for pk_url
1. The ACME server receives the request and redirects it to the IdP

I dP instance holds the public key, e.g. IdP instances supporting
t he aPAKE/ Opaque protocol s.
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The 1dP requires the requesting party to perform authentication
to verify that it holds the private key c

public key.

The 1dP will include support

orresponding to the
ed public key

verification protocols in the verification request, protocols

t hat incl ude,

but are not limted to (1)

chal | enge public key

signature and verify signature (WbAuthn), (2) saPAKE (Opaque

[ RFC9807]) and (3) zero-know edge proof authentication (DLEQ or
zk- SNARKs), etc. The client selects one
performthe authentication process.

of the protocols to

After successfully authenticating the identity, the IdP returns
the user’s information and the | ogged-in device public key

information t
the request,

o the ACME server. Wen the
it checks whet her the device

Acne server receives
public key is

consistent with the public key in the order. Wen the ACME
server receives the request, it MJST chec
public key is consistent with the public key in the order. For
csr and sel fsign-cert bindi ngMde types,

checks are a
check passes.

1. Send pk-01 chall enge

(token + URL)

so required. The chall enge

Appl i cant

Provi der Authenticates dient

2. Request

k whet her the device

i dentity consistency
is successful if the

list of supported public

| > |
| _ |

| 4. Execute public key auth protoco
R e >|
o . | |
5. Receive signed assertion | |
fromldP | |
C | |
6. ACME Server validates PoP | |
and marks chal l enge valid | |
Qo m o ot o o o o e e e e e e e e e e e e e e e e e e e e e e e e e oo oo > |

Fi gure 3: Overview of the PK Authentication Flow
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When the ACME server receives a response fromldP, it nust validate
it and update the appropriate chall enge status. The server updates
the chal l enge status to "valid" if the provider validation is
successful, or to "invalid" if it is unsuccessful. The server needs
to validate the order against the identifier after receiving a
request fromthe client to conplete the order. The client’s request
for order fulfillment can only be continued under the condition that
al |l checks have been passed.

7. Certificate |Issuance w thout CSR

Since the ACME server has already obtained and validated the
applicant’ s public key during the pk-01 chall enge phase, submitting
CSR in the finalization phase is optional. |In cases where the CSR
does not contain any additional information beyond what is already
established in the ACME protocol (e.g., identifier and public key),
the final phase can proceed without transmitting a separate CSR file.

The process fromthe client subnmitting a new order to the ACME server
validating the chall enge remains consistent with Section 6. During
the final certificate issuance phase, the ACME server updates the
chal l enge status to valid (or invalid if verification fails) and
automatically issues a certificate bound to the verified public key.
There is no need to submt the CSR agai n.

I I
| request challenge --------------------““~--------------- > |
I e chal l enge valid |
I I
| finalize (no CSR needed) ----------------------------- > |
IR e i ssued certificate

Figure 4. Overview of the pk-01 Chall enge Flow (renmve CSR)
8. Integration with OPAQUE Protoco
8.1. Overview
This section specifies the integration of the OPAQUE asymetric
Passwor d- Aut henti cat ed Key Exchange (aPAKE) protocol with the pk-01
ACME chal | enge
The synergy between these two protocols addresses the "ldentity-to-

Key" binding problemin Zero Trust environnments. Wile OPAQUE
provi des a cryptographically strong, password-based mnutual
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aut henti cati on where the server never sees the plaintext password,
the pk-01 chal |l enge provides a nmechanismfor an ACME server to verify
that a Public Key (PK) is indeed owned by the authenticated entity.
By conbining them an IdP can issue an endorsenent for a transient
public key based on a successful OPAQUE exchange.

8.2. OPAQUE-based Public Key Authentication Flow

The following diagramillustrates the interaction between the ACVE
Client, the ACME Server, and the OPAQUE-enabl ed | dP.

6. Receive Signed Assertion |

I
7. Validate Assertion & Token |
(Chal | enge marked val i d) |

I

I

8. Finalize O der

ACVE Server Applicant (dient) | dP
I I
| 1. Send pk-01 chall enge | |
[=--mmmmmm e >| I
I I I
| | 2. Request supported protocols|
I | <-mmmmmmei e >|
| | (I'ncl udes OPAQUE) |
I I I
| | 3. Select OPAQUE |
I [--mmmm e >|
I I I
| | 4. Execute OPAQUE Fl ow |
| | <:::::::::::::::::::::::::::::>|
| | (Auth + Session Key Export) |
I I I
| | 5. Execute pk-01 PoP |
| | (Sign token with SK tenp) |
N R >|
I I
I I
I I
I I
I I
I I
I I
I I
I I

Fi gure 5: OPAQUE-based Public Key Authentication Fl ow
8.3. Step-by-Step Integration Details
1) Challenge Initiation: The ACME Server provides a token which MJST
be unique and a url pointing to the OPAQUE-enabled IdP. 1) Protocol

Sel ection and OPAQUE Execution: Upon contacting the 1dP, the
Applicant selects OPAQUE fromthe supported list.
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* The OPAQUE exchange provi des Mutual Authentication: The Applicant
verifies the IdP, and the IdP verifies the Applicant via their
password

* Key Export: Both parties derive a shared secret Kexport. This key
is used to secure the subsequent PoP verification

3) PoP Verification (The Key Binding): The Applicant generates a
transi ent key pair (PKtenp, SKtenp) and proves possession to the IdP

* The Applicant signs the ACMVE token using SKtenp.

* The entire request to the IdP is authenticated using the OPAQUE
session key (Kexport), binding the identity to the specific public
key and ACME session

4) Assertion Submi ssion: The |dP generates a Signed Assertion
cont ai ni ng:

* The validated Public Key (PKtenp).
* The ACME token.
* The Applicant’s identity nmetadata (e.g., alice@onpany-a.con
The 1dP sends this directly to the ACME Server (or via the
Applicant). The ACMVE Server verifies the IdP's signature and the
t oken freshness.

8.4. Inplenmentation Scenarios: Cross-Domain Trust
In a managed guest access scenario (e.g., Alice from Conpany A
joining Conpany B s session), cross-domain tenporary certificate
requests can be achi eved by conbi ning pk-01 and OPAQUE
* Qut-of-band Provisioning: An adm nistrator at Conpany B pre-

registers Alice in Conpany B's OPAQUE I dP and securely transmits a

tenmporary password to her.

* Chall enge Redirection: Wien Alice initiates the ACVME process with
Conpany B's Server, she is directed to Conpany B's IdP

* Local Trust: The ACME Server is configured to trust its |oca

OPAQUE I dP. The IdP acts as the "Validator" of the pk-01
chal | enge

Geng, et al. Expi res 3 Septenber 2026 [ Page 20]



I nternet-Draft ACME PK Chal | enge March 2026

* Credential Lifecycle: Since the password was pre-registered for a
specific neeting, the IdP can automatically expire the OPAQUE
record and the associ ated pk-01 validation status once the session
concl udes.

9. Further Use Cases
9.1. Various Public Key Authentication Protocols

The certificate applicant can pick a suitable public key

aut henti cation protocol according to the specific usage scenario. It
can be WebAut hn aut henti cation, OPAQUE, private key signature
checki ng, non-interactive zero-know edge (NI ZK) discrete |ogarithm
equality (DLEQ proof, and so on.

9.2. Revocation of Certificates

Wien a certificate is revoked, it is also necessary to prove whether
the user is authorized to revoke it. Thus, the PK-01 chall enge
proposed in this document can al so be used to prove that the user
appl ying for revocati on does have the ownership of the correspondi ng
private key of the certificate, so as to realize a nore reliable
revocati on.

10. Security Considerations

The security of the pk-01 chall enge depends on the integrity of the
tripartite trust nodel between the ACME Server, the Applicant, and
the lIdentity Provider (I1dP)

10.1. Trust in the Identity Provider (1dP)

In this nodel, the ACVE Server del egates the verification of public
key possession to an external [dP. Therefore, the ACME Server MJST
establish a strong trust relationship with the IdP. If an IdP is
conprom sed, an attacker could obtain fraudulent certificates by
generating malicious assertions for arbitrary public keys. ACME
Servers SHOULD Iimt the scope of certificates (e.g., specific
identifiers or short validity periods) issued based on assertions
fromany single IdP

10.2. Integrity of the Assertion

The assertion issued by the 1dP acts as the proof of validation. It
MJST be protected agai nst tanpering and replay attacks.

* Cryptographic Binding: The assertion MJUST be digitally signed by
the 1dP using a key verifiable by the ACVE Server
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10.

10.

11.

11.

* Freshness: The assertion MJST contain a tinestanp and the ACME
token to ensure it is bound to a specific, current chall enge and
cannot be re-used in a different context.

* Public Key Pinning: The IdP MJST include the exact subject public
key (PK) in the assertion to prevent "Public Key Substitution”
attacks, where an attacker intercepts a valid identity proof but
repl aces the public key with their own.

3. Credential Security and OPAQUE
When OPAQUE is used as the authentication protocol

* Password Hardeni ng: OPAQUE provi des protection against offline
dictionary attacks even if the 1dP s database is breached.
However, the initial provisioning of tenporary passwords (e.g., in
guest access scenarios) renmains a point of vulnerability. Such
passwords SHOULD be transmitted via out-of-band, encrypted
channel s.

* Session Binding: The IdP SHOULD ensure that the public key PoP
(Proof of Possession) is performed within the secure session
establ i shed by the OPAQUE handshake to prevent session hijacking.

4. Privacy Considerations
The 1dP SHOULD only share the mini mum necessary identity mnetadata
with the ACME Server. Wiile the ACVE Server needs to verify that the
applicant is authorized, it may not require the user’ s full profile.
I mpl ementi ng parties SHOULD adhere to the principle of |east
privilege regardi ng data disclosure in assertions.

I ANA Consi derati ons
1. ldentifier Types

The "ACME ldentifier Types" registry is to be updated to include the
followi ng entries:

S o e e e e oo oo +
| Label | Reference |
o a o o e e oo +
| pk | RFC XXXX |
oo o - Fom e e e oo +
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11.2. ACME Validation Method

The "ACME Val idation Methods" registry is to be updated to include
the followi ng entries:

N S o e e N S N S +
| Label | Identifier Type | ACME | Reference |
Fom e e e oo o e e e e e e oo Fomm e oo Fom e e e oo +
| pk-01 | pk | Y | RFC XXXX |
Fom e oo o m e e e e e aaoo o Fomm e e e Fom e oo +
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