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Abst ract

Thi s docunent defines an ldentity Control Validation (1CV) framework
for the ACME protocol [RFC8555], introducing a new ACMVE identifier
type "idp" and a new chall enge type "idp-01". The ICV franework

all ows ACME servers to delegate trusted Identity Providers (1dPs) to
verify certificate applicants’ control over the clained identities.

Thi s docunent al so defines an optional X 509 certificate extension,
the Trust-Donmin-Restricted Certificate Extension, which explicitly

i ndicates that certificates issued via the ICV framework are backed
by a specific IdP trust domai n and whose trustworthi ness depends on
the current status and policies of that 1dP, preventing trust |eakage
into contexts outside the IdP s trust dommin.

This extension is parallel to Domain Control Validation (DCV)

[ RFC8555]; either can independently verify an applicant’ s control
over identities/resources and request certificates.

Pr oof - of - Possessi on (PoP) [I-D.geng-acmne-public-key] serves as an
auxi | iary enhancenent framework. Based on this architecture, two
standardi zed certificate enroll ment nodels are fornmed: the Domain
Val i dati on nodel (DCV + optional PoP) and the ldentity Validation
nmodel (I CV + optional PoP). This docunent focuses on the latter.

Thi s docunent defines three depl oynment nodels: the |dP-Cperated
Certificate Model, the Intra-PKI Domain Mitual - Trust Mdel, and the
CA-Integrated IdP Model. It supports nultiple authentication
protocols via the extensible idp_nethod paraneter, covering both
devi ce and account identities.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1.1. Verification D nmensions in ACMVE

ACME [ RFC8555] nodel s certificate enroll nent as an "Order”, which
contains a set of "identifiers". Each identifier corresponds to an
"aut hori zation" holding a set of "challenges". Existing challenges
such as "dns-01" and "http-01" address Domain Control Validation
(DCV). However, business requirenments for certificate issuance also
i ncl ude Proof - of - Possessi on (PoP) and Identity Control Validation
(ICV). These three dinensions are nutually independent and shall be
standardi zed as separate frameworks to all ow fl exi bl e conbi nati on by
CAs.

I'n non-DCV scenarios such as S/M Mg, code signing, device
certificates, and cross-enterprise trust-donmain nutual recognition,
the core identifiers of certificates shift from domain nanes to enmai
addresses, accounts, device serial nunbers, or user identity IDs.
Accordingly, the security foundati on nust change from "control of

communi cation resources" to "control of the claimed identity". The
current ACME ecosystem | acks a general -purpose identity validation
framewor k under autonomous CA control. The ICV framework defined in
this docunment ains to fill this gap

Froma PKI architectural perspective, this gap also reflects a deeper
structural issue: the |ack of standardization of Registration
Authority (RA) functions. In traditional PKI deploynments, the RA
verifies the identity of certificate applicants and forwards their
requests to the CA; however, RA inplenentations across different CAs
are not interoperable with one another. By formalizing the role of
an | dP as "an entity holding an X 509 operational certificate with a
specific EKU' (see Sectiond4.1l for details), this docunent transforns
the RA process previously relying on proprietary interfaces or nanual
wor kfl ows into a standardi zed aut horized entity that can be

aut omati cal | y nmanaged via the standard ACME protocol and validated
through standard X. 509 path validation

1.2. Review of Prior Wrk and Scope of This Docunent
The ACME Working Group has undertaken several exploratory efforts in
the area of non-DCV identity validation. This section briefly
reviews the core contributions and renaining i ssues of these works to
clarify the scope and positioning of this docunent.

*(a) [!-D.biggs-acme-sso]* :
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This draft proposes the "sso-01" chall enge and introduces the concept
of involving third-party identity providers in ACME validation. This
docunent inherits the "third-party IdP integration” concept fromthat
draft, fully returns trust-anchor control to the CA (see Section7.6
for details), and extends it into a nore general |CV franmework.

*(b) [RFC8823]* :

This specification defines the "email" identifier type and the
"emui |l -repl y-00" challenge to support automated i ssuance of end-user
SIMME certificates. This docunment does not nodify the protoco
behavi or of [RFC8823]; "idp-01" and "enunil-reply-00" may coexi st and
are selected by the CA according to policy — idp-01 el evates the
security foundation to "proof of control over an identity".

*(c) [I-D.ietf-acne-client]* :

This draft pioneered the identification of automation requirenments
for end-user, device, and code-signing certificates, describing
appl i cabl e use cases for ACME in these scenarios. Building upon
those scenarios, this docunent further provides a standardized
identity validation nechani sm

*(d) [I-D.ietf-acne-tel ephone]* :

This draft explored validating tel ephone nunber identifiers via
external authorities, extending ACME s applicability to non-DNS
identifiers. This docunment further expands the validation scope to
nore general identity control scenarios.

*(e) [I-D.ietf-acne-device-attest]* :

This draft |everages hardware trust roots such as TPM and WebAuthn to
verify device identities, targeting device trust-root and hardware
attestation scenarios. Conplenentary to it, this docunent covers two
di nensi ons respectively: "what the device is" and "who controls the
devi ce".

*(f) [RFCO447] ("tkauth-01") and [I-D.ietf-acne-openid-federation]* :

The former establishes a general -purpose authoritative token
chal l enge framework, while the latter introduces the multi-Iayer
trust chain mechani smof Openl D Federation. Both provide inportant
references for the design of acneldpToken and cross-donmain trust
propagation in this docunent. [RFC9447] does not independently
address identity validation issues; the boundary between this
docunent and [RFC9447] is detailed in Section 7.8.
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1.

1.

3.

4.

In summary, existing efforts have advanced ACME adoption in non-DCV
scenarios from perspectives including identifier extension, challenge
mechani sms, and trust-chain collaboration. This docunment focuses on
defining a general - purpose, independently deployable identity contro
validation framework with CA-led trust anchors, formng a parallel,
conpl enentary, and extensible relationship with existing work.

Desi gn Principles

* Separation of Concerns: ICV solely validates identity control
DCV and PoP are handl ed by existing franmeworKks.

* Prioritize closed-loop trust within the PKI ecosystem Reuse the
exi sting X. 509 and ACME st andards st ack.

* CA Trust Anchor Supremacy over |dP: The CA proactively authorizes
IdPs and retains final decision-nmaking authority over the
certificate lifecycle.

* Pluggabl e Authentication Mechani sms: Different authentication
protocol s are adapted via the idp_method paraneter. This docunent
defines a unified ACME chal |l enge flow, while specific
aut hentication inplementations are selected by the 1dP according
to scenari os.

Sol ution Overvi ew

Thi s docunent defines the core conponents of the ICV framework: the
"idp" identifier type and the "idp-01" challenge type. |1CV and DCV
are peer-|level mechani snms; each can conplete validation independently
and request certificates via CSR  PoP serves as an auxiliary
enhancement framework and may be used in conbination with I CV

The t hree depl oynment nodes correspond to different rel ationships
between CAs and | dPs respectively. Mde 1 (I1dP Operationa
Certificate Model) applies to non-CA | dPs; Mdde 2 (Intra-PKI Domrain
Mut ual - Recogni ti on Model) applies to scenarios where both parties
operate private CAs; Mde 3 (CA-Integrated |dP Mddel) applies to
scenari os where the CA directly manages user/device identities
itself. The external protocol interactions remain consistent across
all three nodes, with differences only in interna
trust-establishment paths. See Section 4 for details.

The 1 CV framework involves two specialized variants of ACME clients:
* ACME-ICV Client: Deployed on end-user/device side, it is

responsible for registering identity certificates for users or
devi ces using the "idp-01" chall enge
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* ACME-IDP Cient: Deployed on the IdP side and used only in Mde 1
it encapsulates the logic for enrollnent, renewal, and revocation
of operational certificates.

The detail ed behaviors of the two types of clients are defined in
Sections 4.1 and 5.2, respectively.

Thi s docunent al so defines an optional X 509 certificate extension,
trust_domain_restriction (see Section 6.5). CAs *MAY* include this
ext ensi on when issuing certificates generated via the ICV path to
explicitly indicate that the trustworthi ness of such certificates
relies on a specific IdP trust domain. The extension is defined as
non-critical by default to ensure deploynment conpatibility with the
exi sting TLS/ S/M ME ecosystem CAs *MAY* optionally mark it as
critical based on deploynent context. Design rationale is provided
in Section 3.2, and relying-party validation logic is specified in
Section 7.10.

By default, the acneldpToken includes a bound_to_order claimthat
cryptographically binds the token to the byte-Ievel hash of the
current "newOrder", aligning with the order-binding semantics of the
"pk-01" chal |l enge defined in [|-D. geng-acne-public-key]. See
Sections 6.3 and 7.9 for details.

1.5. Relationship to Existing Wrk

The tabl e bel ow sumrmari zes the rel ati onship between this docunent and
exi sting ACME work; detailed conparisons are provided in Sections 7.6
t hrough 7. 8.

RFC 8555

RFC 8823 (emil -repl y-00)
draft-ietf-acne-client

draft - bi ggs-acne-sso ( Expired)

| Parall el (DCV vs. |ICV)
I

I

| RFC 9447 (tkauth-01)

|

I

I

I

Enhanced security, coexistent
Requirements vs. | nplenmentation

I nherited principles

Conpl emrentary: ldentity vs. Authorization
Hi erarchi cal Col | aborati on

Conpl erent ary: Hardware vs. Subject

Tenpl ate sel ection, conplenentary
Auxi | i ary PoP Enhancenent

draft-ietf-acme-openid-federation
draft-ietf-acne-device-attest
draft-ietf-acne-profiles

draft - geng- acre- publ i c- key (pk-01)

Thi s docunent has no overlap or conflict with existing work in terns
of notivation, security nodel, or protocol behavior
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Note: All references to [I-D.draft-geng-acne-public-key] within this
docunent refer to the unsubmtted version 07.

2. Term nology and Definitions

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOr*", "*SHOULD*", "*SHOULD NOT*", "*RECOMVENDED*", "*NOT
RECOMVENDED* ", "*NMAY*", and "*OPTIONAL*" in this document are to be
interpreted as described in BCP 14 [ RFC2119] [RFC8174] when, and only
when, they appear in all capitals, as shown here.

* ACME Server (AS): A CAthat inplenments the ACME protocol and
i ssues certificates.

* ldentity Provider (1dP): An independent service trusted by the AS
that verifies a requester’ s control over a clained identity. In
Mode3, the 1dP functionality is perfornmed by the CAitself. In
Model, the 1dP acts as a formally authorized RA of the CA by
hol di ng an operational certificate issued by the CA

* ACME-ICV Client: A variant of the ACME client deployed on the EE
side, responsible for registering identity certificates using the
"idp-01" chal |l enge

* ACME-IDP Client: A variant of the ACME client deployed on the I dP
side, responsible for automated full-1lifecycle managenent of |dP
operational certificates. Used only in Mdel

* |dP ldentifier: An identity identifier declared in "newOrder".
Its value field is a string that identifies the clained identity,
formatted as a URI to ensure namespace isolation across different
identity types (e.g., mailto:user@xanple.org
(https://milto:user@xanpl e.org), urn:vin: 1HGCVMB2633A123456,
ur n: sn: DEV- XYZ- 001).

* idp-01 Chall enge: An ACME chal |l enge type that del egates identity
control validation to the IdP

* acnel dpToken: A JWI [RFC7519] issued by the I1dP to prove

conpletion of identity authentication. It is transmtted under
the field nane "acnel dpToken" in the ACME chal | enge response
message. It may optionally include a bound to order claimto

cryptographically bind the token to the current newOrder (see
Sections 6.3 and 7.9).,

* idp_method: ldentifier of the authentication protocol used by the
| dP.

Geng, et al. Expi res 20 Novenber 2026 [ Page 9]



I nternet-Draft ACME PK Chal | enge May 2026

* | dP Operational Certificate: An X 509 certificate issued by the CA
to the I1dP, with its EKU contai ning id-kp-acnel dpTokenSi gning. It
serves as the core nechanismto formally authorize the IdP as a
CA-endorsed RA. This certificate is used only in Mdel; its
format and extension definitions are specified in Section6.?7.

The CA may require the 1dP to apply for operational certificates
of different validation levels (e.g., DV or OV) per security
polici es.

*  Trust-Domain-Restricted Certificate: An X 509 certificate
containing the trust_dommin_restriction extension defined in this
docunent (see Section6.5). This extension explicitly indicates
that the trustworthiness of the certificate relies on the
specified 1dP trust domain, and relying parties shall validate it
in conjunction with IdP status and policies.

* Certificate Public Key: The public key bound to the finally issued
certificate. In the ICV + PoP conbi ned branch, this public key is
derived fromthe value field of the "pk" identifier in newO der
(i.e., the base64url-encoded SubjectPublicKeylnfo [ RFC5480], in
accordance with [I-D. geng-acme-public-key]); in the standal one |ICV
trust-idp-PoP branch, it is taken fromthe confirmed _public_key
clai m of acneldpToken; in the standal one ICV + CSR branch, it
cones fromthe PKCS#10 CSR provided during the finalize phase.

3. |ICV Framework Architecture
3.1. Three Validation D nensions and Three Major Protocol Frameworks

The ACME protocol suite conprises three independent validation
di mensi ons, each corresponding to one protocol framework.

DCV and ICV are in a parallel relationship; both can i ndependently
conplete identity validation and request certificates. PoP is an
auxi | i ary enhancenent franeworKk.

o m m e e e e e e e e e e e eo oo s R o m e e e e e e e eee— oo +
| Di mension | Framework | Core Question |
o e e e e e e e e e e e e e o m o R o e e e e e e e e e e e e e e +
| Domain Control Validation (DCV) | RFC 8555 | Do you control this domain nane?|
| Identity Control Validation (ICV) | idp-01 | Do you control this identity? |
| Proof-of-Possessi on (PoP) | pk-01 | Do you possess this private key?

o m m e e e e e e e e e e e eo oo s R o m e e e e e e e eee— oo +

Figure 1: Three Validation D nmensions and Three Major Protoco
Fr amewor ks
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The rel ati onship between identifier types and frameworks is as

fol | ows:
ACME ldentifiers
I
Fom e e o - Fom e e o - +
I I I
dns pk idp
| | |
DCvV PoP I CV
| (auxiliary) |
Fom e e o - Fom e e o - +
| |
Domai n Val i dati on Mbde ldentity Validation Mde
DCV + (optional PoP) ICV + (optional PoP)

Figure 2: Relationship Between Identifier Types and Franeworks
3.2. Herarchical Trust Mde

The 1 CV framework introduces a hierarchical trust structure into
ACME. Unlike traditional ACME (where the CA perforns end-to-end
notarization directly for domain nanes), this nodel can be summuari zed
with three roles:

* |1dP: Performs substantive validation of an applicant’ s identity
within its trust domain and outputs signed identity assertions in
the formof "acnel dpToken"

* CA: Converts identity assertions fromthe IdP into fina
certificates complying with the X 509 specification and nanages
certificate lifecycle. The relationship between the CA and the
I dP varies by depl oynent node: Mdel establishes authorization by
i ssuing |dP operational certificates; Mde2 enabl es nutual trust
via pre-configured root certificates; Mde3 has the CA act as the
IdP itself.

* Relying Party: When using a certificate, in addition to performng
standard PKI path validation, it MAY recogni ze the
trust_domain_restriction extension (see Section6.5) to determ ne
whether to rely on the current status and policies of the IdP
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The core inplication of this nodel is: when a certificate includes
the trust_domain_restriction extension, trust is jointly underpinned
by the CA and the 1dP — the CA ensures compliance of the issuance
process, while the IdP guarantees the authenticity of identity
assertions. Failure of either party (e.g., revocation of the IdP s
operational certificate, disabling of an account via IdP policy)
*SHOULD* affect a relying party’ s acceptance of the certificate.

Thi s nodel does not require relying parties to perform|dP status
checks for all ICv-issued certificates. Wether such checks are
conducted is deternmined jointly by the presence of the

trust _domai n_restriction extension in the certificate and the relying
party’ s local policy. Detailed relying-party validation logic is
provided in Section7?.10.

The hierarchical trust described in this section does not conflict
with the design principle of "CA trust anchor takes precedence over
IdP" in Sectionl.3, as they operate at different |ayers:

*  Framework Layer (81.3): The CA acts as the trust anchor of the ICV

framework itself — it determ nes which IdPs may participate (by
i ssuing or refusing operational certificates), and governs fina
certificate issuance and revocation. |1dPs cannot obtain

aut hori zati on autonomously within the framework.

* Content Layer (this section): For identity attributes and the
assertion that "the applicant controls the clainmed identity", the
IdP is the substantive source. The CA converts the IdP s
assertions into X. 509 format without re-validating the identity
content itself.

The statenment in Section7.1 that "the CA trust anchor takes
precedence over the |dP" adopts the semantics of the franmework |ayer
and is not inconsistent with this section.

3.3. Two Standard Certificate Enroll nent Mdes

DCV and ICV verify the requester’ s control over domain names and
identities, respectively. Since a single certificate cannot be both
a domain-validated certificate and an identity-validated certificate,
DCV and ICV are nutually exclusive in practice. Based on this
orthogonality, two standard certificate enroll nment nodes exi st.

* *Domain Validation Modde*: DCV + optional PoP. Typica
combi nations: {dns-01} or {dns-01, pk-01}.
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*ldentity Validation Mbde*: |ICV + optional PoP. Typica

combi nations: {idp-01}, {idp-01, pk-01}, or the standal one

I CV-trusted idp-PoP branch (not conbined with pk-01, where the 1dP
al ready provides PoP for the certificate public key during

aut henti cation).

The identity validation node is subdivided into three branches, whose
differences are summari zed collectively in the synergy matrix in
Secti on3. 5.

3. 4.

3.

Ceng,

Identity ldentifier Types and Coverage Scope

Thi s docunent defines the "idp" identifier type, whose value field
identifies the claimed identity. The ICV framework covers two broad
categories of identities:

*

5

Physi cal Device ldentity: Device serial nunbers, vehicle VINs,

etc. Attestation protocols are typically provided by chip vendors
or device manufacturers. Such identity identifiers do not
inherently inply a public key. When the IdP establishes PoP of
the device private key during identity validation (e.g., TPM

endor senent signatures, WbAuthn assertions), the standal one

| CV-trusted idp-PoP branch applies (see Appendi x H); otherw se,

t he standal one I CV + CSR branch appli es.

Subj ect (Hurman or Al) Account ldentity: User enmil addresses,

enpl oyee 1 Ds, Al agent identifiers, and asserted identities
indirectly held by other subjects upon human authori zation
Attestation protocols are provided by the IdP, and any branch may
be used.

Synergy Matrix of |1CV and PoP

The identity validation node is subdivided into three branches, whose
di fferences are summari zed bel ow in a consol i dated manner.
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. . e T Y .
| Branch | newOrder | Certificate Public Key Source | finalize

| | identifiers | | body
S R T R
| Standalone I1CV | [{idp}] | SPKI fromthe CSR subnmitted | {"csr":...}

| + CSR| | during the finalize phase |
. . e .
| Standalone 1CV | [{idp}] | acrel dpToken. confirnmed_public_key| {} enpty

| (1 dP-PoP Trusted)| | | object
S R T R
| ICV + PoP | [{idp}, {pk}]| SPKI decoded fromthe val ue of | {} empty

| | | the "pk" identifier | object
. . e .

Figure 3: Synergy Matrix of the Three Branches of ldentity
Val i dati on Mde

Applicability Notes

* Standal one 1CV + CSR applies to scenarios where identity
aut hentication and certificate keys are decoupled, e.qg.,
mul ti pl e-purpose certificates associated with the sanme 1dP
identity (see Appendix A).

* Standalone I1CV with | dP-PoP trust applies to scenarios where the
identity key and certificate key are consolidated, or deployments
such as shared public devices where an additional pk-01 challenge
is inpractical (see Appendices G and H).

* | CV + PoP applies to high-security scenarios requiring direct CA
validation of certificate private-key ownership (acme-PoP), or
post - quant um KEM al gorithns for which CSRs are not feasible.

4. Depl oynent Modes

The external protocol interactions remain consistent across the three
depl oynent nodes; they differ only in how the CA establishes trust in
I dPs and how trust anchors are configured. This section describes
each node individually, followed by selection guidance provided in
Section4. 4.

4.1. Mde 1: IdP-Qperated Certificate Mdel

Thi s node applies to non-CA 1dPs, including enterprise internal LDAP/
QAut h services, content platformuser systens, social nedia identity
systens, and others. The CA establishes trust by issuing dedicated
operational certificates to the IdP, enabling the IdP to participate
in the ICV framework wi thout operating its own CA
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An | dP-operated certificate is a standardi zed RA credential for an
IdP to join the I1CV franmework; its EKU incl udes

i d- kp-acmel dpTokenSi gni ng (see Section6.7 for details). This

mechani smrepl aces vendor-specific RA-CA integration interfaces and
manual authori zation processes used in traditional PKI with a single
ACME certificate enrollnment. Any ACME-capable IdP only needs to
apply for one operational certificate to obtain RA qualification.

4.1.1. Trust Establishnment

The 1dP applies to the CA for a dedicated operational certificate
(EKU i d- kp- acrmel dpTokenSi gning). The CA verifies the I1dP s
eligibility per policy. Depending on the risk level, verification
may be categorized as foll ows:

* DV Level: Verifies the IdP’ s control over its domamin via the
"dns-01" or "http-01" challenge. Applicable to |owrisk
scenari os.

* OV/IEV Level: Requires the IdP to conmplete Organization Validation
(OV) or even Extended Validation (EV). OV-level validation can be
autonmated via the follow ng approaches:

(1) Pre-validation plus EAB mechanism The IdP first submits
organi zational identity materials to the CA via out-of-band nmeans
(or initial manual review). After the CA conpletes verification,
it issues an External Account Binding (EAB) credential for the

I dP. Subsequent ACME-1DP clients present the EAB when registering
accounts or requesting operational certificates, allowi ng the CA
to automatically associate the account with the pre-validated
organi zati on.

(2) Manual adm nistrator approval: For on-prem ses deploynents, CA
administrators may confirmthe 1dP’ s organizational identity
t hrough a manual approval workfl ow.

Upon successful validation, the CA issues the operational

certificate. It is RECOWENDED that the operational certificate have
a validity period of no nore than one year and support ACME renewal .
The CA *SHOULD* explicitly state the validation-level requirenents
for such operational certificates in its Certificate Practice

St at ement (CPS).
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4.1.2. ACME-IDP dient

The ACME-IDP client is a specialized variant of the ACME client
depl oyed on the IdP side. It encapsulates logic for requesting,
renewi ng, and revoking operational certificates on top of standard
ACME client behavior (per [RFC8555]).

The ACME-IDP client SHOULD support the follow ng functions:

* |nitial Enrollnent: Upon initial 1dP deploynent, automatically
create an ACME account (or use a pre-provisioned account key),
submit a "newOrder" (declaring the IdP identity identifier with
profile [I-D.ietf-acne-profiles]: "idp-op-cert"), conplete
CA-required validation challenges, submt a CSR and obtain the
operational certificate. The client *SHOULD* support the EAB
mechani smto enabl e automated i ssuance of OV certificates.

* Automat ed Renewal : Automatically renew the operational certificate
prior to its expiration. Renewal is *RECOMVENDED* to be triggered
when 30% of the certificate validity period remains.

* Automat ed Revocation: Automatically submit a revocation request to
the CA when the IdP no |onger acts as an | dP.

* Chal |l enge Handling: *SHOULD* support automated processing of the
"dns-01" or "http-01" chall enges.

The private key of the operational certificate for the ACMVE-I|DP
client *MJUST NOT* be persistently stored in plaintext. Use of an
HSM TEE, or OS-level secure key storage nechanismis RECOMVENDED.
In case of private-key conpronise or suspected conproni se, the
current operational certificate *MJST* be revoked i mmedi ately and a
new one re-enrolled.

The ACME-IDP client does not participate in online interactions for

end-user identity authentication; it only nanages operational
certificates on the |IdP side.
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Fom oo e o oo +
| dient Type | Deploynent Location | Certificate Type | Core Functionality |
o e e e o e e e e e oo - o e e e e oo oo o e e e e +
| Standard ACME Cient| EE-side | Domain Certificate| DCV + Certificate |
| | (Domain Scenarios) |Certificate Type | Enroll ment |
I I I I I
| ACME-IDP dient | I'dP-side | I'dP Operational | Operational Certificate|
| | | Certificate | Li fecycl e Managenent |
| | | | |
| ACME-ICV dient | EE-side | Identity |ICV + ldentity |
| | (Identity Scenarios) | Certificate | Certificate Enroll nment |
Fom oo oo Fom e Fom e +

Figure 4: Cdient Roles in the I CV Franmework
4.1.3. Subsequent Identity Validation

After the I dP obtains an operational certificate, it uses the
corresponding certificate private key to sign the acneldpToken in
subsequent "idp-01" challenges. Wen validating the token, the CA
verifies the operational certificate via standard X 509 certificate
path validation. The validation level (DV/ OV / EV) of the
operational certificate determines the CA s trust in the IdP, which
further constrains the permtted types of end-entity certificates

i ssued.

4. 2. Mode 2: PKI I ntra-Domain Mitual - Trust Model

This node is used when both the CA and the |dP operate private CAs.
Depl oying private CAs is standard practice in enterprise IT
environments (e.g., Wndows Server AD CS, EJBCA). When end-to-end
secure conmuni cation is required between two organi zati ons, each
party nost likely runs its own private CA

In this node, participants exchange root certificates based on a

bil ateral nutual -trust agreenent, and the ACME server directly
configures the peer CA" s root or subordinate CA certificate as a
trust anchor. The peer CA directly signs the acmel dpToken using its
existing CA certificate. The issuing CAretains final authority over
the lifecycle of end-entity certificates. This node can be
cross-domai n (where both parties belong to separate organi zati ons) or
i ntra-domain (between CAs of different departnments or tiers within a
si ngl e organi zation).
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In cross-donai n depl oynents, the CA *SHOULD* include the

trust _donmmin_restriction extension in issued certificates, where the
idpldentifier points to the peer-organization IdP participating in
mutual trust, enabling relying parties to correctly interpret the
certificate’ s trust scope.

4.3. Mdde 3: CA-Integrated |IdP Mdel

Thi s node applies when the CAitself directly manages identity
enrol | ment and authentication for users or devices. The CA
concurrently acts as the IdP—performng identity registration and
control validation, and issuing certificates accordingly. The
idp_url in the "idp-01" challenge points to the CA s own

aut henti cati on endpoint, or the CA may directly conplete chall enge
val i dati on based on internal authentication results.

Thi s node has seen extensive product-grade industry adoption,
including integrations such as Wndows Server AD CS with Active
Directory, Hashi Corp Vault PKI (ACME-enabl ed since version 1.14),
Foxpass Cloud PKI with Mcrosoft Entra ID/ Google Wrkspace, and
G obal Sign Auto Enroll ment Gateway with AD.

In this node, the CA functions as a unified identity and certificate
managenent platformw th no need for an external I|dP. External
protocol interactions for "idp-01" remai n unchanged to ensure
interoperability across all three nmodes. Since the trust domains of
the CA and I1dP overlap, the CA generally does not need to include the
trust_domain_restriction extension in issued certificates, unless it
explicitly intends to nark the authentication source for consistency
with certificates issued under Mode 1 and Mde 2.

4.4, Mode Sel ecti on CGui dance

The foll owing decision criteria help deployers select the appropriate
node:

Question 1: Does the CA itself manage enroll nent and authentication for target identities
?

F— Yes --> Mbde 3 (CA-Integrated |dP)

L— N —— |
Question 2: Does the organization to which the identity bel ongs operate a private CA trus
ted by the CA (or one for which trust can be established via root-certificate cross-recog
nition)?

F— Yes --> Mbde 2 (PKI Intra-Domain Mitual - Trust)

L— N ——
Question 3: Does the organization to which the identity belongs operate a non-CA IdP (e.g
., enterprise SSO content-platformaccount systens)?

L— Yes --> Mvde 1 (IdP Operational Certificate)

In practice, all three nodes may coexist within a single CA: the CA

may use Mode3 for its own organi zation, Mde2 for federation
partners, and Mddel for external |dPs.
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oo o e e e e a e oo oo o e e e e e e e e e e oo - Fom e e e oo
------- +

| Di mension | Mode 1 | Mode 2 | Mode 3

+------! -------- o m e e e e e e aao o e e e e e e e eaea oo n o e e e oo
------- +

| CA-1dP | Separated (Non-CA |dP) | Separated (Both are CAs) | Integrated (CA =
I dP) |

| Rel at;onship | | |

| Trust Anchor | Operational certificate | Mutual root certificates | CAitself

I
| | issued by the CA | |

| Trust Domain | Intra-donmain | Cross-domain/intra-domain | |Intra-domain

I | I I I

| 1dP CIlient | ACME-IDP dient | Not required | Not required

I ! I I I

| Typi c!al Use | Enterprise IdP | I'nter-enterprise | AD CS + AD, Vault
|PK|, | | + External CA | PKI rmnutual -trust | Foxpass

I ! I I I

| Pri valcy | Low to Medium | Mediumto High | Low to Medium
+------! -------- oo oo s
------- +

Figure 5: Comnparison of the Three Depl oynent Modes
5. 1CV Framework Protocol Flow

This section describes the overall behavior of the ICV franework from
client- and process-oriented perspectives. Section5.1 presents the
conceptual tinmeline of three-party interactions, while Section5.2
enunerates the specific responsibilities of the ACME-ICV client.

Field formats, triggering conditions, validation rules, and extension
definitions on the server/1dP side are specified in Section6

5.1. Overall Interaction Mdel

The 1CV framework follows the identifier-authorization-challenge

architecture of the ACME protocol. External interactions for the
"idp-01" challenge remain consistent regardl ess of the depl oynent
node.
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EE (ACME-1CV Cient) | dP ACME Server (CA)
| | |
| ( ]_) newOr der ::::::::::::::::::::::::::::::::::::::::::::::>|
| identifiers: [{idp, "<identity>"}] |
| | |
| <= (2) order ::::::::::::::::::::::::::::::::::::::::::::::::::|
| authz: [.../authz/idpXXX] |
| | |
| == (3) GET aut hz :::::::::::::::::::::::::::::::::::::::::::::>|
| <= (4) chal | enge ::::::::::::::::::::::::::::::::::::::::::::::|
| [{type:"idp-01", idp_url, idp_nethod}] |
| | |
| == (5) authn (by idp_method) ====>| |
| <= (6) acnel deoken ::::::::::::::l |
| | |
| == (7) POST chal | enge ::::::::::::::::::::::::::::::::::::::::>|
| {acnel dpToken: "<jw>"} |
| | |
| <= (8) chal | enge: valid :::::::::::::::::::::::::::::::::::::::|
| <= ( 9) order: r eady :::::::::::::::::::::::::::::::::::::::::::|
| | |
| == (10) POST finalize (Branch per Section 3.5) ===============>
| <= ( 11) certificate :::::::::::::::::::::::::::::::::::::::::::|
Figure 6: Overall Interaction Mdel of the |ICV Franmework
(Conceptual View
Not es:
1. In Mde3, the IdP and CA are operated by the sane entity. Steps

Ceng,

(5)(6) are perforned internally.
i ssue an acrel dpToken externally to
Regar dl ess of the depl oyment node,

i ncludes the bound to order claimt
current "newOrder"

The difference between the standal o

The CA may still

optionally
mai ntain interoperability.
acmel dpToken by defaul t
o bind the token to the

(see Section6. 3).

ne | CV+CSR branch and the

st andal one I CV trusting idp-PoP branch occurs only at Step(10).

The conbi ned | CVv+PoP branch additio

identifier in the "newOrder" and in
"pk-01" chal |l enge (see [I|-D.geng-ac
et al. Expi res 20 Novenbe

nal ly decl ares the "pk"
dependent|y conpl etes the
me- publ i c- key]).
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5.2

ACME-1 CV dient Behavior

The ACME-ICV client is a variant of the ACME client deployed on the
EE side, used to request identity-bound certificates via the "idp-01"
chal  enge. Buil ding on standard ACME client behavior (per

[ RFC8555]), it encapsulates interactions with the 1dP as well as

| ogic for obtaining and submitting the acnel dpToken. Regardl ess of
the depl oyment node adopted, the core behavior of the ACME-1CV client
remai ns consistent: the client only needs to know the idp_url and

i dp_net hod, and does not need to perceive whether the IdP is an
external standal one entity or integrated within the CA itself.

The ACME-ICV client *SHOULD* support the follow ng behaviors:

*

6

Ceng,

Identifier Declaration: Declare the "idp" identifier in the
"newOrder" request to trigger the "idp-01" challenge (trigger
conditions specified in Section6.1.1), where its value represents
the identity of the user or device.

raw_newOrder Caching: The client *MJST* retain the exact byte
sequence of the JWS protected payl oad of the "newOrder" request

| ocal ly, and conpute SHA-256(raw newOrder) using the identica
byt e sequence during the "idp-01" chall enge phase. The client
*MUST NOT* re-serialize parsed JSON for use as raw _newOrder (see
Section6. 3) .,

"idp-01" Challenge Handling: lIdentify the "idp-01" challenge
within the authorization object, parse the idp_url and idp_nethod
fields, interact with the IdP via the specified authentication
protocol to conplete identity authentication. Wen requesting the
IdP to issue an acnel dpToken, the client shall pass
base64ur| ( SHA- 256(raw_newOrder)) to the IdP as the bound_to_order
hint (the specific delivery nechanismis defined per individua

i dp_nethod), and finally obtain the acnel dpToken and submit it to
the chal | enge URL.

Fi nal i zati on- phase Processing: Subnit the CSR an enpty request,
or coordinate with the validation result of the "pk-01" challenge
according to the sel ected branch defined in the coordi nation
matri x in Section3.5.

Prot ocol Details

The "idp-01" Chall enge hject

et al. Expi res 20 Novenber 2026 [ Page 21]



I nternet-Draft ACME PK Chal | enge May 2026

6.1.1. Trigger Conditions

VWhen the identifiers array in a "newOrder” request contains an
identifier of type "idp", the ACME server *MJST* create an

aut hori zation object for this identifier, and the chall enges array of
this authorization object *MJST* contain exactly one chal |l enge of
type "idp-01".

The server *SHOULD NOT* return an "idp-01" challenge for identifiers
of non-"idp" types.

The server *MAY* offer other future-defined conpatible challenge
types side-by-side within the sane authorization object; the client
*MAY* sel ect any one of themto conplete validation per local policy
(per [RFC8555] §7.1.4).

6.1.2. Challenge nject Fields

The chal | enge object extends the standard fields defined in [ RFC8555]
§7.1.5 and 88 (such as type, url, status, validated, and error) wth
the follow ng additional fields:

i dpl dentifier Uni que identifier generated by

the server for this challenge

I I I

| | |

| | | . .

| idp_url | Yes | I'dP validation endpoint URL

I I I

| idp_nethod | Yes | Authentication protoco

| | | (see Section6. 2) |
| | | |
| idp_cert_fingerprint | No | Fingerprint of the |dP-operated

| | | certificate (Mdel) |
I I I I
| depl oynent _node | No | "idpjop-cert", "pki-intra", or |
I I | "ca-idp" I
T Fomm oo T +

Figure 7: Fields of the "idp-01

The idpldentifier is independently generated by the server for each
challenge with no |l ess than 128 bits of entropy. It serves as a

uni que challenge identifier and anti-replay nmechani sm ensuring that
an acnel dpToken issued for one "idp-01" chall enge cannot be
re-consuned by the server. Byte-level order binding is enforced by
the bound_to_order claimw thin the acnel dpToken (see Section6. 3).
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6

6

6

2

2

2

The two mechani snms are conpl enentary: idpldentifier prevents replay
at the challenge level, while bound_to_order prevents cross-order
replay of tokens.

| dP Aut henti cati on Mt hods

The CA selects the authentication protocol adopted by the IdP via the
idp_nethod field. Values of idp_nethod are nmanaged jointly by the
initial set defined in Sections6.2.1 and 6.2.2 of this docunent and
the 1ANA registry (Section8), covering both account identities and
device identities.

1. Account ldentity Authentication Methods

* pkic: The IdP holds a certificate trusted by the AS. If the
identity exists in the formof a public key, the I1dP verifies that
the applicant possesses the private key bound to the identity via
i dp- PoP (e.g., requiring the applicant to sign the idpldentifier,
with the IdP verifying the signature using the public key fromits
trusted certificate).

* opaque [RFC9807]: Password-Aut henticated Key Exchange, verifying
possession of the private key bound to the identity during the AKE
phase.

* webaut hn [ WebAut hn]: Har dwar e- bound two-factor authentication

* internal: Used for Mbde3 (CA-integrated 1dP). This nethod
indicates that 1dP functionality is perfornmed by the CAitself,
which directly authenticates the applicant’ s identity using its
internal identity store. No external JW token is required for
identity verification; for protocol interoperability, the CA may
optionally issue an acnel dpToken

2. Device ldentity Authentication Methods

Device ldentity Authentication Methods are used to verify a device' s

control over its claimed physical identity identifier. Trust anchors

are typically third-party entities independent of the CA (e.g., chip

vendors, devi ce nmanufacturers)

* device-puf: Based on Physical Uncl onabl e Functi ons.

* device-tpm Based on TPM Endor senment Keys.

* device-vin: Based on Vehicle ldentification Nunmbers.

* device-sn: Based on device serial nunbers.
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. . s S RIS
| Identifier | Type | Description | Reference
S S o e e e e e e e e e e e e e e T
| pkic | Account | PKI certificate chain validation| This document
| opaque | Account | OPAQUE protocol | [ RFC9807]

| webaut hn | Account | WebAut hn Level 2 | [ WebAut hn]

| internal | Account | I'nternal CA authentication | This docunent
| device-puf | Device | PUF chal | enge-response validation| This docunent
| device-tpm | Device | TPM EK validation | This docunent
| device-vin | Device | Vehicle VIN validation | This docunent
| device-sn | Device | Device serial nunber validation | This docunent
. . e .

Figure 8: Initial Set of IdP Authenticati on Methods (Extensible
for Future Use)

6.3. Format of the "acnel dpToken"

The JWI [ RFC7519] issued by the IdP (encoded as JWS [ RFC7515])
contains the foll ow ng clains:
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I dP identifier |
Applicant identity identifier
(may be pairwi se pseudonyn |
AS identifier |
| ssued-at time |
Expiration tine (reconmended |
5 mi nut es) |
Uni que token identifier
(one-tine use)
Mat ches the value in the
chal | enge obj ect
Aut henti cati on nmet hod used
base64ur| ( SHA- 256(
raw_newOrder)). The client

Yes |
I
I
I
|
|
informs the IdP of the byte- |
I
I
|
I
I
I

i dpl dentifier Yes

Yes
Yes*

i dp_net hod
bound_to_order

| evel hash of the current

newOr der during |dP

aut henti cation; the I1dP echoes

this value in this claimto

cryptographically bind the

token to the current order

(see Section7.9). |

Standard JWI [ RFC7519] claim

if present, the CA MJST |

val i date per RFC7519 §4.1.5.

Present only when the | dP uses

a public-key authentication |

protocol; carries the |
I
|

nbf

confirnmed_public_key

base64ur| - encoded SPKI of the
certificate public key

Fi gure 9: ‘acmel dpToken* JWI C ai ns

*Not e** bound_to_order: Required by default (*SHOULD*). The CA
SHOULD require this claimto be present and match during validation
For specific backward-conpatibility scenarios, the CA policy MAY
all ow its absence; however, the CA *MJST* explicitly docunent the
security consequences of accepting weak binding in its CPS (see
Section7.9).
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The exact byte definition of raw newOrder is consistent with §10.1.1
in [I-D.geng-acne-public-key]: the raw byte sequence of the JW5

prot ect ed payl oad after BASE64URL- DECODE and before JSON parsi ng.

The client *MJUST NOT* re-serialize the parsed JSON for use as
raw_newCr der .

6.4. Chall enge Response and Server Validation

ACMVE-ICV clients submit to the challenge URL via a standard
aut henti cated ACME POST request:

{"acnel dpToken": "<jw>"}

Upon receiving the response, the server perfornms validation follow ng
these steps:

1. Determine the trust anchor according to the depl oynent node
(operational certificate path / cross-recogni zed root certificate
/ internal identity systen)

2. For Model / Mode2, verify the JW5 signature of the acnel dpToken
and validate the 1dP certificate path per [RFC5280]. For Mbde3,
the CA' s internal identity systemdirectly provides the
validation result.

3. Validate token claims according to the follow ng rules:

a. iss and aud *MJST* natch the expected values fromthe
chal | enge obj ect;

b. exp *MJUST* be later than the current time. |If the token
includes nbf, it *MJST* be earlier than or equal to the current
time (per [RFC7519] §4.1.5);

c. jti *MJUST NOT* have been consunmed within the jti replay w ndow
(see Section7.4);

d. idpldentifier and idp_nethod *MJST* match those in the
chal | enge obj ect.

4. 1f the token contains the bound to order claim the server *MJST*
performa byte-level conparison agai nst the SHA-256 val ue
comput ed server-side fromthe persisted raw newOrder (or
equi val ent storage). Return
urn:ietf:parans: acne: error: badl dpToken on msmatch. |f CA policy
requires this claimto be present but it is nmssing fromthe
token, the server *SHOULD* reject the request |ikew se.
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5. Establish the source of the certificate public key per the
sel ected branch (see Section3.5).

6.5. Trust-Domain-Restricted Certificate Extension

This section defines a new X 509 certificate extension
trust_domain_restriction, which a CA *MAY* include when issuing an
ICV certificate to explicitly indicate that the certificate s
trustworthi ness depends on the specified IdP trust domain.

6.5.1. Extension Definition
Proposed O D: id-pe-acne-idp-trust-domain, assigned under the PKIX
private extension arc (final value to be allocated by | ANA see
Section8). A certificate *SHALL* contain at nost one
trust_domain_restriction extension.

ASN. 1 Synt ax:

i d- pe-acme-idp-trust-domain OBJECT IDENTIFIER ::= { TBD }
Trust Domai nRestriction ::= SEQUENCE {

i dpl dentifier UTF8Stri ng,

i dpPol i cyURI | A5String OPTI ONAL,

i dpAssertedAttri butes SEQUENCE OF AssertedAttribute

OPTI ONAL

}
AssertedAttribute ::= SEQUENCE {

type OBJECT | DENTI FI ER,

val ue UTF8String -- Length MJST be 256 octets
}

Fi el d Description:

* jdpldentifier: The URl of the IdP (matching idp_url in the
chal | enge object), or the Subject DN of the IdP° s operational
certificate.

* jdpPolicyURI: Optional. A URl pointing to the IdP s current
certificate policy statenent, enabling relying parties to retrieve
the latest policy on demand.

* jdpAssertedAttributes: Optional. A subset of attributes asserted
by the IdP in the acneldpToken. Attribute types *MJST* be
selected fromthe I ANA-registered all owed set (see Section8); the
CA *MUST NOT* pass unregistered-type attributes into this field.
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6.5.2. Critical Mrking Policy

Thi s extension *SHOULD* be issued as non-critical by default,
ensuring that existing relying parties such as TLS libraries and S/
M ME clients that do not recognize this extension can still read
standard certificate fields. This is a deploynent-conpatibility
choice for this version

A CA *MAY* mark this extension as critical under the foll ow ng
condi tions:

* The CA knows that all target relying-party inplenentations support
this extension; or

* Deployment within a closed ecosystem (e.g., enterprise intranets,
i ndustry-specific PKI), where progress of relying-party upgrades
can be guarant eed.

Marking this extension as critical forces relying parties that do not
recogni ze the extension to reject the certificate, providing
fail-closed security guarantees; however, this conmes at the cost of
bl ocki ng unupgraded relying parties. A CA *SHOULD* clearly docunent
the tineline for critical-flag upgrades and the affected depl oynent
contexts inits Certificate Practice Statenent (CPS).

6.5.3. Boundary with the RFC5280 certificatePolicies Extension

[ RFC5280] 84.2.1.4 defines the certificatePolicies extension for
declaring policy ODs that a certificate adheres to. The
trust _domai n_restriction extension differs in the foll owi ng aspects:

* certificatePolicies defaults to non-critical and carries semantics
oriented toward a "policy conpliance statenent™
trust _domain_restriction carries runtine-resolvable idpldentifier
and an optional idpPolicyURI, enabling relying parties to actively
verify the current state of the IdP

* certificatePolicies cannot convey the set of attributes asserted
by the IdP at issuance tine (idpAssertedAttributes), which serve
as part of audit and policy inputs within the I CV franeworKk.

* certificatePolicies is typically used by relying parties to

“identify whether a certificate conforns to an expected policy
category” and is not enployed for real-tine validation |ogic.
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A CA *MAY* use both extensions concurrently: certificatePolicies to
mark the policy O D associated with an ICV certificate, and
trust_domain_restriction to carry information required for real-tine

I dP val i dati on.

The

two extensions do not conflict with each other

5.4. CA Witing Requirenents

When a CA decides to issue a certificate containing the
trust _dommin_restriction extension

* jdpldentifier *MJUST* match the iss claimw thin the acnel dpToken
and the idp_url i

* The content of id
the corresponding field in the acnel dpToken, and attribute types
*MUST* be | ANA-registered (see §8);

n the idp-01 chall enge object;

pAssertedAttri butes shall be taken directly from

* A CA *SHOULD NOT* map attributes asserted by the IdP into Subject
Directory Attributes or non-standard extensions, to prevent
semantic proliferation.

6. Error Types

This section lists the error types defined by this extension. Al
errors use the ACME error URN nanespace prefix
"urn:ietf:params:acne:error:" (per [RFC8555] §6.7):

urn:ietf: parans:

urn:ietf:parans:

urn:ietf:parans:

urn:ietf:parans:

acne

acne

acne

| Trigger Condition

cerror:badl dpToken | Invalid token signature, reused jti
| or m smatched bound_to_order
cerror:rejectedldpld] Msmatched identifier
| or iss/aud clains
cerror:idpTi meout | Expired token

lerror: | CA policy requires issuance of a certificate

trust Donmai nRestrictionViolation | with the trust_domain_restriction extension

t ensi on|

.7. 1dP Operationa

The 1 dP operationa
an | dP as a CA-authorized Registration Authority (RA)

| but the acneldpToken content fails to

| satisfy population requirenments for this ex

Figure 10: Error Types

Certificate Format and Interoperability

certificate is the core nechanismfor formalizing
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6.7.1. Certificate Format Requirements

An | dP operational certificate *SHOULD* foll ow the X 509 v3
certificate format specification ([RFC5280]) and shall neet the
foll owi ng specific requirenents:

* Certificate type: X.509 v3 end-entity certificate.

* Extended Key Usage (EKU): *MJST* include id-kp-acnel dpTokenSi gni ng
(see IANA registration in Section8).

* Key Usage: *MJST* include digital Signature.
* Basic Constraints: The CA flag *MJST* be FALSE.

* Subject DN. *SHOULD* at |east contain CN = | dP dormai n name or
organi zation identifier; Ov-level certificates *SHOULD*
additionally include the O and C fiel ds.

* Subject Alternative Name (SAN): *SHOULD* contain the dNSNane of
the 1dP validation endpoint, matching the domain in the idp_url
field.

* CRL Distribution Points: *MAY* be i ncl uded.

* Validity period: Controlled by CA policy; recommended not to
exceed one year, with support for ACME renewal .

6.7.2. Interoperability with Existing |dPs

For existing deployed |IdP systens, integration can be achieved via
the foll ow ng approaches:

* LDAP/ AD-based 1 dPs: Deploy an ACVE-1DP client al ongside existing
AD domain controllers or LDAP servers. Use enterprise-native
LDAP/ AD connectors for user authentication, while the ACME-|DP
client solely handl es operational certificate nanagenment and
acmel dpToken i ssuance.

* SAM./ O DC-based IdPs (e.g., Shibboleth, Keycloak): The ACME-|DP
client provides protocol translation from SAML/ODC to
acnel dpToken (JWI), enabling existing IdPs to participate in the
I CV framework without nodifying their core authentication |ogic.

7. Security Considerations
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1.

2

Trust Anchor Levels and Threat Mode

The CA is the issuer of the final certificate and holds a higher
trust-anchor level than the IdP. The I1dP assists the CA in proving
the binding between an identity and a public key. Wen a CA adopts
the standal one I CV (trust-idp-PoP) branch, the CA fully relies on the
IdP’ s validation results for identity-public-key PoP — the security
boundary of this node is tied to the security strength of the IdP s
aut henti cati on protocol

Maj or threats and mitigations are as follows:

* Conprom se of the operational certificate private key (Mdel): If
the 1dP operational certificate private key is conprom sed, an
attacker may forge tokens. The CA mtigates this risk via
certificate validity periods, revocation nmechani sns, and
key-strength requirenents. Conprom se of OV-level operationa
certificates has nore severe consequences; |dPs are recomended to
use HSMs and shorten certificate validity peri ods.

* CA issuance review. The CA *MJST* verify the 1dP identity, with
policies defined in the CPS

* Root certificate managenent (Mdde2): Root certificate exchange
*MJST* occur over secure channels. Conprom se or m s-issuance of
either party’ s root certificate inpacts the entire cross-trust
system

* Forged identity control verification follow ng | dP conpronise:
Def ense-in-depth can be provided via "pk-01".

* Auditing of internal identity authentication (Mde3): When the CA
itself acts as the IdP, the CA' s identity authentication | ogs and
certificate issuance decisions *SHOULD* be covered by audits
defined in the CPS

Layered PoP Verification
Wthin the ICV framework, PoP verification can occur at two |ayers:
* idp-PoP: Wen an IdP’ s authentication nethod uses public-key
aut hentication, the IdP verifies during authentication that the
appl i cant holds the private key bound to the identity.
* acnme-PoP: The CA directly verifies via the "pk-01" chall enge that

the applicant holds the private key corresponding to the
certificate public key, entirely independent of the |dP
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Based on the type of the IdP’ s authentication nethod and its own
policies, the CA decides whether to trust idp-PoP and whether to
additionally require acme-PoP

7.3. Certificate Lifecycle and Authentication Strength

The certificate lifecycle *SHOULD* match the PoP security strength of
the 1dP authentication method:

* Lowentropy credentials (e.g., OPAQUE passphrases): |ssue only
short-lived certificates (hours to days), and *SHOULD* require
addi ti onal acme- PoP.

*  Hardwar e-bound two-factor authentication (e.g., WebAuthn):
Longer-lived certificates (nmonths to one year) may be issued, with
acme- PoP opti onal

* Existing PKI certificate chains: PoP security strength matches
that of the source CA; long-lived certificates are recomended.

* Internal identity authentication (e.g., LDAP, AD integration):
Security strength depends on the internal authentication protoco
strength of the CA

Specific policies are defined in the CA s CP/CPS
7.4. Timeliness

The token validity period *MJUST NOT* exceed 5 mnutes, and the jti
shal | be single-use only. The exact duration of the jti replay

wi ndow i s chosen by the CA inplenentation, but it *MJST* cover the
maxi mum possi bl e token validity period.

Even in the extreme scenario where an attacker bypasses the jti
replay wi ndow, the bound to order claim(see Sections 6.3 and 7.9)
restricts the token to the "newOrder" for which it was generated,
preventing attackers fromredirecting it to other orders. This
provi des defense-in-depth for tinmeliness protection

7.5. Privacy

The 1dP learns the user identity during authentication. The sub

cl ai m *SHOULD* use pairw se pseudonyns (distinct val ues per aud), and
the AS shall use sub only for the m ni mum scope required for
certificate issuance. |In cross-domain deploynents where the CA and
IdP belong to different trust dommins, cross-donain transm ssion of
identity information introduces additional privacy risks. Under
Mode3 where the CA acts as the IdP itself, identity information is
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transmtted within a single trust domain, substantially reducing
privacy risks conpared with cross-domain depl oynments

Using di stinct pairw se pseudonyns for different aud values mtigates
correlation attacks (linking the sane user across multiple 1dPs via a
shared sub): a sub value for one aud *SHOULD NOT* be reused across

ot her aud values, so as to preserve unlinkability among relying
parties.

The idpAssertedAttributes field within the trust_domain_restriction
extension persists |IdP-asserted attributes into the X 509
certificate, exposing themto all relying-party processing paths
(including CT logs). The CA *SHOULD* assess privacy consequences
when sel ecting which attributes to enbed:

* Enbed only attributes that are operationally necessary and
consented to by the applicant;

* Attributes involving sensitive categories (e.g., health, religion,
i nternal organizational roles) *SHOULD* be excluded by default
unl ess explicitly required by the relying-party context;

* Prefer the “pairw se pseudonym+ role” pattern for expressing
access rights over “real-nane + detailed attributes” when
feasi bl e.

Bef ore maki ng aut hori zati on deci sions using idpAssertedAttributes,
relying parties *SHOULD* constrain the set of acceptable attribute
types in local policy (see Stepd4d in Section7.10) to prevent
privilege escalation triggered by unexpected attributes.

7.6. Comparison with the SSO QAuth Security Model

The three-party interaction nodel of "idp-01" is structurally simlar
to SSO QAut h, yet fundanentally different in trust-anchor
architecture: SSO QAuth adopts a single-trust-anchor structure (the
IdP is the sole trust anchor), whereas "idp-01" features a

dual -trust-anchor structure (the CA ranks higher than the IdP, with
the CA granting active trust via operational certificates or
pre-provi sioned root certificates).
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Trust Anchor
Structure

Singl e trust | Dual trust anchor
anchor (1dP only)| (CA superior to IdP)
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triggering | ong-term
certificate issuance

Aut hori zes access
to online
resour ces

Token Semantics

Aut hori zati on
ends on token
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of CQut put

Certificate persists,
i npact | asts nonths/years

PoP Verification Si ngl e- | ayer Layered verification

I
I
|
I
I
I
I
|
performed by 1dP | idp-PoP + optional acmne-PoP
I
I
I
I
|
I
I
I

Certificate N A Gover ned by
Li fecycl e Control aut hentication strength
Trust Anchor Passi vel y Pr e- provi si oned via

retrieved via
QO DC Di scovery

Est abl i shnent operational or root
certificates, with active

trust granted by CA

Figure 11: Conparison of Security Mdels between SSO QAut h and i dp-01
7.7. Conparison of Security Mdel s between SSO QAuth and idp-01

Al 't hough 1 dP operational certificates are formally simlar to
subordinate CA certificates (both issued by a CA and used to

aut hori ze external entities), they differ fundanmentally in security
rol e, authorization scope, and trust-transfer nechani sm

* Role: A subordinate CA acts as a "certificate issuer", with X 509
certificates as its authorization output. An IdP (holding an
operational certificate) acts as an "identity verifier", with
one-tinme JW tokens as its authorization output.

* Authorization scope: Authorization granted to a subordinate CAis
per manent and broad. Authorization granted to an |dP operationa
certificate is tenporary and fine-grained (each token includes
i dpldentifier, idp_method, and one-use constraints via jti).

* Conprom se inpact: Conprom se of a subordinate CA private key

equal s partial | eakage of root CA authority, allow ng attackers to
issue arbitrary end-entity certificates. |f an |dP operationa
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certificate private key is conprom sed, attackers may only forge
JWI t okens and cannot directly issue X 509 certificates.
Furthernmore, the CA perforns secondary validation during each
token check (conbining identity identifiers and chall enge nonces
fromorders) and can i mmedi ately revoke the operationa
certificate to bl ock authorization.

Key Security Recommendati ons:

*

When issuing an I dP operational certificate, the CA *MJST*
explicitly define its intended usage in the certificate: the cA
flag in Basic Constraints *MJST* be FALSE, Key Usage *MJST*

i nclude digital Signature, and Extended Key Usage (EKU) *MJST*

i ncl ude i d-kp-acmnel dpTokenSi gni ng. The |dP operationa

certificate *SHOULD NOT* include any EKUs intended for certificate
i ssuance (e.g., id-kp-serverAuth or anyExtendedKeyUsage).

Rel ying parties *SHOULD NOT* treat |dP operational certificates as
subordinate CA certificates; they *SHOULD* only accept themfor
verifying the JW signature of acnel dpToken

CA operators *SHOULD* clearly specify in the CPS the differences
bet ween | dP operational certificates and subordi nate CA
certificates in terns of authorization scope, audit requirenents,
and security incident response procedures.

The tabl e bel ow summari zes the differences in key security
attributes
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Fom e e e e e oo o o o m e e e e e e oo
—- -+
| Attribute | IdP Operational Certificate (Mbdel) | Subordinate CA Certificate
I

o e e e e o s T o e e e e e e ee oo s
——- -+
| Core Function | I'ssue identity-verification JW tokens| Issue X 509 certificates

I
I | I I
| Basic Constraints | cA=FALSE | cA=TRUE

I
I I I
| Key EKU | id-kp-acnel dpToken-Si gni ng | serverAuth, clientAuth

|

| I | or anyExtendedKeyUsageE
|

| | |
|

| Authorized Qutput | JW (short-lived, one-tine) | X.509 certificate
I
| | | (long-lived, chain-transfera
bl e)|
I | I I
| My Issue End-Entity| No | Yes

| Certificates? | |
I
I | I I

| Private Key | Attackers may forge identity tokens |Attackers may issue arbitrar
?/ Co!rprorri se Inpact | but cannot issue certificates; |trusted certificates; broad

![ | | limted inpact scope | i npact and high recovery cos
I : I | (CRL/ OCSP)

I I I

| Tylpi cal Lifespan | Recormmended lyear with automated | Typically 1-10years with

| | ACME renewal | manual managenent

+---! ---------------- o e mmmmmemaaaon oo
—-- -t

Figure 12: Key Security Attribute Differences Between | dP Operational
Certificates and Subordinate CA Certificates

7.8. Conparison with Stand- Al one Use of RFC9447

There is a clear boundary between the validation objectives of
RFC9447 [ RFC9447] and "idp-01":

* RFC9447 validates authorization of a specific identifier by an
external authority — for exanple, a telephone carrier’ s right to
al l ocate a given nunber.

* "jdp-01" validates binding of an applicant’ s identity to a public



key by an I1dP — focusing on _who the applicant is_ and _which key
they hold , rather than the source of authorization for a given
identifier.

The two may be conbined within a single order: first validate the

i dentity-public-key binding via "idp-01", then validate identifier
aut hori zation via tkauth-01.
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S o m e e e e e e e eee— oo o m e e e e e e e e e e aa oo
-+
| Di mension | RFC 9447 (tkauth-01) | idp-01
I
Fom e e e e e oo s o mm e e e e e e eee oo s o m e e e e e e e e eea oo
-+
| Validation Target | ldentifier authorization source | Identity-public-key binding
I
II I I
| Trust Anchor Source | ldentifier-specific external | Operational certificates,
I
| | authority (e.g., TNAuthList) | root certificates, or the CA

| | | itself (corresponding to the

| I | three depl oynent nodes)

| Public Key Handling | Not applicable | Works with pk-01;

| | | supports idp-PoP / acne-PoP

| Depl oynent Mbde | Single (external authority) | Three depl oynment nodes

II I I

||Relationship with | Orthogonal | Directly associated via the
||PoP | | synergy matrix (see Section 3.5
AT e e
-+

Figure 13: Conparison between RFC 9447 and idp-01

The semantics of tkauth-0l1 are that possession of a token issued by
an external authority constitutes possession of the corresponding
identifier. It does not natively support standardi zed authorization
for 1dP identities (operational certificates), branched public-key
sources (CSR / idp-PoP / pk-01), or deployment nodels where the CA
itself acts as the authority. This docunment therefore defines the

I CV framework as a standal one chal |l enge type, independent of RFC9447
in terms of validation objectives and depl oynent nodes.

7.9. Order Binding

"pk-01" [I-D.geng-acne-public-key] cryptographically binds

pr oof - of - possessi on of the private key to all bytes of the current
newOr der by including SHA-256(raw newOrder) in the PoP input. To
align with the security nodel of "pk-01", this docunent requires the
IdP to carry back the same hash in the formof the bound_to_order

cl ai m when i ssuing an acnel dpToken (see Section6.3), which the CA
verifies in Step4 of §6.4.

Mul tiple defensive |ayers are provided:

* bound_to_order claim Cryptographically binds the token to al
bytes of the "newOrder”. Any nodification to "newOrder" fields



(including the identifiers array) will cause token validation to
fail;
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*  One-time consunption of idpldentifier: The server generates an
idpldentifier with no less than 128 bits of entropy for each
chal l enge and marks it as consumed i medi ately after the chall enge
reaches a final state, preventing repeated subm ssion of the sane
t oken;

* One-time use of jti + exp b5minutes: Restricts token lifetine,
serving as defense-in-depth in addition to bound_to_order and
one-tinme consunption of idpldentifier

The specific protocol binding for how clients transnit the
raw_newOrder hash to the 1dP is defined per idp_method; a typica

i mpl ementation submits the hash as an additional paranmeter to the

IdP’ s authentication endpoint. The bound_to_order claimsupports two
categories of IdP inplenentations:

*  ACME-context-aware |dPs: Populate the claimdirectly with the hash
provi ded by the client;

*  Non- ACME-cont ext-aware |dPs: The CA may accept weak binding
(relying solely on one-tine jti + idpldentifier) under policy, but
*SHOULD* explicitly docunent the security consequences of such
weakening in its CPS

10. Relying-Party Validation Logic for Trust-Donmain-Restricted
Certificates

When a relying party receives a certificate containing the
trust_domain_restriction extension, it *SHOULD* performthe follow ng
addi tional checks in addition to regular PKI path validation:

1. \Whether the I1dP indicated by idpldentifier in the certificate
remains in the set trusted by local policy. |If trust in the IdP
has been revoked by local policy, the relying party *SHOULD*
reject the certificate.

2. For certificates issued under Mddel, the relying party *MAY*
check the revocation status of the underlying |dP operationa
certificate via OCSP/CRL. |If the operational certificate has
been revoked, the relying party *SHOULD* reject downstream
identity certificates issued while the 1dP was acti ve.

3. If the certificate contains an idpPolicyURI, the relying party
*MAY* retrieve the 1dP° s current policy statement per |oca
policy and verify whether attributes asserted in the certificate
remain within the 1dP° s current authorization scope.
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4. If the certificate contains idpAssertedAttributes, the relying
party *MJST* apply a whitelist filter on attribute types
according to local policy before making authorization decisions
using these attributes. Any attribute type not in the locally
permitted set *SHOULD* be ignored.

The extended checks defined in this section *do not replace* standard
PKI path validation; the two operate cunul atively.

7.10.1. Handling of Critical and Non-Critical Extensions

Thi s docunent specifies that the trust_dommi n_restriction extension
is issued as non-critical by default (see §6.5.2). This choice has
two security inplications:

* Relying parties that do not recognize the extension will ignore it
and treat the certificate as a regular one — this is the
conpatibility trade-off with the existing TLS/S/M ME ecosyst em
By choosing the non-critical setting, the CA accepts the risk that
relying parties may skip trust-domain checks, and *SHOULD*
mtigate this risk via other controls (e.g., restricting
certificate validity periods, nonitoring CT logs, limting the EKU
set).

* Relying parties that recogni ze the extension *SHOULD* validate it
in accordance with the rules in this section

When a CA issues this extension as critical, relying parties that do
not support the extension will reject the certificate, providing
fail-closed security guarantees; however, the CA *MJST* verify that
the target relying-party ecosystem supports this extension

7.10.2. Relationship with Defense-in-Depth

Even if a relying party does not recogni ze the

trust _domai n_restriction extension, the device-level private-key
possessi on proof (acne-PoP) provided by the "pk-01" synergy branch
still serves as an independent key-binding guarantee: an attacker who
conmprom ses the I dP operational certificate private key cannot
replace the certificate public key. CAs shall take this into account
when eval uati ng which scenarios require conbined | CV + PoP

depl oynent .

8. | ANA Consi derations
Thi s docunent requests IANA to conplete the follow ng registrations:

* ACME ldentifier Type: Register idp
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* ACME Validation Method: Register idp-01
* EKU O D: Register id-kp-acneldpTokenSigning (O D to be assigned)

*  X.509 PKIX Private Extension O D: Register
i d-pe-acne-idp-trust-domain (O D to be assigned, expected under
the PKI X private extension arc; the exact value shall be
determined by IANA in the SM Security for PKIX Mdule Identifier
registry).

*  ACME Message Fields: Register idpldentifier, idp_url, idp_nethod,
depl oynent _node, idp_cert fingerprint, acnel dpToken

* acnel dpToken JWI Cl ai m Nanes: Regi ster bound_t o_order,
i dpldentifier, idp_nmethod, confirned_public_key. The semantics of
the bound to order claimare defined in Sections 6.3, 6.4, and
7.9.

* Error Types (Full URNs):
- urn:ietf:paranms: acne: error: badl dpToken

- urn:ietf:parans:acne: error:rejectedl dpld

urn:ietf:parans:acne: error:idpTi meout
- urn:ietf:params:acne: error:trustDomai nRestrictionViol ation

* | dP Authentication Method Registry: Initial values are pkic,
opaque, webauthn, internal, device-puf, device-tpm device-vin,
device-sn. New entries shall be added under the Specification
Required policy ([RFC8126]).

* ACME idpAssertedAttributes Attribute Type Registry: For the
AssertedAttribute.type field of the trust_domain_restriction
extension. No entries are pre-populated in the initial version;
new entries shall be added under the Specification Required
policy, and each entry *MJST* provide the attribute O D, senmantic
description, character set, and maxi mum | ength. CAs *MJST NOT*
wite attributes of unregistered types into certificates.
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9. Appendix A Same-Domain Trust — Exanple of the | dP Operationa
Certificate Mbde (Mddel, Stand-Al one |ICV + CSR)

Thi s appendi x addresses the follow ng problem Wen an organi zation
has depl oyed an identity managenent system (e.g., enterprise LDAP
content-platformuser systen) that is not a CA, howto issue identity
certificates automatically for menbers of the organization in a

st andar di zed manner.

This scenario falls under a trust chain type referred to as
sanme-domain trust, applicable to Model (the |IdP operationa
certificate nodel) and the stand-alone ICV + CSR branch. The

i nvol ved parties are the CA the IdP (the organization’ s identity
managenment system not a CA), and end users.

9.1. Phase 1. 1dP Requests an Qperational Certificate

The 1dP automatically conpl etes operational certificate enroll nent
and |ifecycl e nanagenent via an ACME-IDP client. Depending on the
trust level required by the CA, the operational certificate may be of
DV or OV level. The automated enrollment flowis illustrated bel ow
using the OV |l evel as an exanpl e:

1. An adnministrator of the I dP organization first conpl etes
organi zation validation (pre-validation for OV) on the CA s
enterprise portal. Upon CA approval, EAB credentials are
generated for this IdP

2. The 1 dP deploys the ACME-I1DP client, configures the EAB
credentials, and creates an ACME account.

3. Submit a "newOrder" declaring a DNS identifier with profile:
"idp-op-cert-ov" (or "idp-op-cert-dv")

4. The CA returns required chall enges according to the profile
requirenents; these are autonmatically conpleted by the ACVE-IDP
client.

5. Submit a CSR, and the CA issues the operational certificate (with
EKU i ncl udi ng i d- kp-acnel dpTokenSi gni ng) .

For 1dPs requiring only a DV-level operational certificate, the
pre-validation in Stepl may be ski pped.
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9

10.

Ge

2. Phase 2: User Requests an ldentity Certificate

1. The user subnmits a "newOrder" using an ACME-1CV client on the
device, declaring an idp identifier (e.g., an enmil address) and
omtting the "pk" identifier (the certificate public key will be
subnmitted via CSR).

2. The CA returns an "idp-01" challenge w th depl oynent node:
"idp-op-cert".

3. The ACME-ICV client interacts with the 1dP to conplete identity
aut hentication, and the 1dP issues an acnel dpToken using the
private key of its operational certificate.

4. The ACME-1CV client submts the token; upon successful validation
by the CA, the chall enge status beconmes valid.

5. The ACME-ICV client submts a standard PKCS#10 CSR during the
finalize phase. The CA extracts the certificate public key from
the CSR and issues an identity certificate (e.g., an S/M M
certificate).

The certificate public key may differ fromthe user’ s identity public
key mai ntained on the IdP side — the IdP verifies control over the
identity, while the certificate public key is independently generated
by the user and submitted via the CSR, preserving the user’ s
flexibility to use distinct key pairs for different purposes.

Appendi x B. Sane-Donain Trust — Exanple of CA-Integrated |dP Mde
(Mbde3)

Thi s appendi x addresses the follow ng problem Wen a CA itself has
built-in user identity managenment capabilities, howto inplement a

fully automated cl osed-1oop workflow of “identity registration —

identity authentication — certificate issuance” on a unified

pl atform avoi di ng separate depl oynent and managenent of two

i ndependent systens for the CA and |dP

This scenario falls under a trust chain type referred to as
*same-domain trust*, applicable to Mbde3 (the CA-integrated |dP
nodel ) and the stand-al one ICV + CSR branch (see Section3.5). The

i nvol ved parties are an internal enterprise CA (acting sinultaneously
as the 1dP) and enterprise enpl oyees.
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10. 1.

*

10. 2.

Ceng,

Prerequi sites

The enterprise has deployed an internal CA (e.g., Wndows Server
AD CS, Hashi Corp Vault PKI, Snallstep CA etc.) that al so nanages
user identity registration and authentication

The CA has configured its built-in IdP validation endpoint (where
idp_url points to the CA s own identity authentication service).

Enpl oyees have registered their identities in the user directory
managed by the CA

The ACME-ICV client is installed on enpl oyee devices.
Wor kf | ow

Create a "newOrder": An enployee submts a "newOrder” to the CA
via the ACME-ICV client, declaring an "idp" identifier (the

enpl oyee’ s enterprise identity such as enployee ID or email
address) and omtting the "pk" identifier (the certificate public
key will be submtted via CSR).

CA returns an "idp-01" challenge: The CA recogni zes that the
identifier belongs to a locally managed user and returns an
"idp-01" challenge with depl oynent_node: "ca-idp" and idp_net hod:
"internal".

Conpl ete identity authentication: The ACME-ICV client parses the
idp_url (pointing to the CA® s own validation endpoint) and
conpl etes aut hentication using the internal nethod.

CA issues a token: After verifying the enployee’ s identity, the
CA issues an acnel dpToken (or directly conpl etes chall enge
val i dation based on internal state)

Submt the token and CSR The ACME-ICV client subnits the token;
upon successful validation by the CA the chall enge status
becones valid. The enployee submits a standard PKCS#10 CSR
during the finalize phase, fromwhich the CA extracts the
certificate public key and issues an identity certificate.
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10.

11.

11.

3. Scenario Val ue

This scenario denpnstrates the sinplicity and efficiency of the ICV
framewor k under the depl oynent nodel where the CA and I dP are
unified. Conpared with traditional solutions requiring separate

depl oynent and managenent of CA and |dP, Mode3 significantly reduces
the infrastructure conplexity of enterprise identity certificate
managenent. This nodel aligns with industry practices of products
such as Wndows Server AD CS, Hashi Corp Vault, and Foxpass C oud PKI.

Appendi x C. Same-Donain / Cross-Domain Trust — Enterprise PK
Bri dgi ng Scenario (Mde2)

Thi s appendi x addresses the problem when two organi zations each
operate their own private CAs and need to automatically issue
certificates for nenbers of the other organization to enable secure
conmuni cation interoperability, howto | everage existing PK
infrastructure for autonmated cross-organi zational certificate
provi si oni ng.

This scenario falls under Type-1 or Type-2 trust chains (same-domain
or cross-domain trust) and applies to Mdde2 (the PKI internal-domain
mut ual -recogni ti on nodel ).

1. Scenario 1: Sane-Domai n Trust

Boundary Note: When an organi zati on operates a single internal CA
that also perforns identity validation functions, the “CA acting as
IdP” case actually falls under Mbde3 (CA-integrated |IdP), whose ful
wor kfl ow i s provided in Appendi xB. This section references it as a
boundary case for Mbde2 to illustrate that the cross-donmain bridging
approach described in this appendi x degenerates into Mde3 for
strictly single-CA organi zations with enbedded identity services.

The degenerated workflow is as follows: An enpl oyee submits a
"newOrder" via the ACME-ICV client, the CA returns an "idp-01"
challenge (with idp_nethod set to internal), and after successfu

val idation, the enmployee submits the certificate public key via a CSR
during the finalize phase. The entire workflow is conpleted within
the enterprise boundary.

If an organi zation operates nmultiple internal CAs (e.g., a root CA

wi th subordinate CAs, or private CAs for different departnments), this
constitutes the genui ne sanme-domain variant of Mbdde2 described |ater

in this section. Handling is identical to the cross-domain case

(C. 2), except that secure channels for pre-configuring trust anchors

are established internally within the organization w thout

out - of - band coordi nation
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11.2. Scenario 2: Cross-Domain Trust

Enterprises A and B engage in joint research and devel opnent, and
Enterprise A needs to issue short-lived client certificates for Bob,
an enpl oyee of Enterprise B. Both parties have exchanged root
certificates via out-of-band channels.

1. Bob submits a "newOrder" via the ACME-1CV client (including
enterprise identifiers; this scenario uses the combined ICV + PoP
approach and al so declares a "pk" identifier).

2. The CA of Enterprise A returns an "idp-01" challenge with
depl oynent _nmode: "pki-intra", where idp_url points to the CA of
Enterprise B

3. The ACME-ICV client assists Bob in signing a submission to
Enterprise B s CA using the private key of his enterprise
identity certificate. After validation, Enterprise B s CA issues
an acrel dpToken (with a pairw se pseudonym as the sub clainy.

4. Enterprise A s CA validates the token using Enterprise B' s root
certificate, verifies proof-of-possession for the certificate
public key per "pk-01", and finally issues the short-lived client
certificate.

Multi-party federations may inplenment automated cross-issuance by
exchangi ng root certificates and configuring trust anchors.

12. Appendix D. Cross-Donmain Trust — E2EE Meeting Certificate
Provi si oni ng (Mddel + Mode2)

Thi s appendi x addresses the follow ng problem In
cross-organi zati onal end-to-end encrypted neeting scenarios, externa
partici pants need short-lived adm ssion certificates issued by the
host CA to join group key agreenent. The organi zations of externa
partici pants may have pre-established PKI nutual trust with the host,
or may share no trust relationship at all

This scenario falls under Type-2 trust chains (cross-domain trust).
Mbde2 and Mbdel are adopted respectively dependi ng on whet her
pre-configured root-certificate nmutual trust exists between the host
and the organizations of external participants.
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12.

12.

1. Case 1: Pre-established Root-Certificate Miutual Trust Between
Both Enterprises (Mde2)

The CAs of Enterprise A and Enterprise B have exchanged root
certificates via out-of-band channels. Enployees of Enterprise B
hold identity certificates issued by Enterprise B s CA.  This case
adopts the conbi ned | CV+PoP branch (see Section3.5): externa
participants conplete the "idp-01" chall enge using identity
certificates issued by Enterprise B s CA and perform"pk-01"
validation via the "pk" identifier declared within the sane order
The CA of Enterprise A validates the token using the pre-configured
root certificate of Enterprise B and issues short-lived neeting
admi ssion certificates. The renaining steps of the workflow are
consi stent with Appendi xC. 2.

2. Case 2: No Pre-established Root-Certificate Mutual Trust Between
Enterpri ses — Quest Mde (Mdel)

No pre-configured CA root-certificate trust relationship exists
between Enterprise A and Enterprise B. An enployee of Enterprise B
is invited as a guest to tenporarily join an external neeting hosted
by Enterprise A. This scenario denonstrates the depl oynent
flexibility of the I1CV franework in the absence of pre-established
PKI trust relationships, adopting the stand-alone ICV trust with the
i dp- PoP branch (see Section3.5): Enterprise A does not need to
pre-trust Enterprise B s CA; it only needs to pre-register a
tenporary guest account on its own IdP to automatically issue a
short-lived certificate valid for this nmeeting to the guest.

As a concrete inplenentation exanple, identity authentication between
the guest and Enterprise A’ s IdP may use the OPAQUE protoco
([ RFC9807]):

* Enterprise A° s |dP supports user registration and authentication
via the OPAQUE protocol

* Tenporary guest accounts created by the nmeeting organi zer are
regi stered using OPAQUE; the guest’ s tenporary account credentia
(passphrase) is delivered over an out-of-band secure channel

* Enterprise A s |dP specifies idp_nethod: opaque in the idp-01
chal | enge

* The guest’ s ACME-ICV client perforns the OPAQUE protocol with the
IdP to conpl ete authentication. During the AKE phase, the IdP
confirns the guest holds the registered private key (idp-PoP) and
i ssues an acnel dpToken
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13.

Key steps:

1. Pre-registration of tenporary account by meeting organi zer: The
temporary account is valid only for the duration of this neeting
and expires automatically upon neeting conclusion. The tenporary
| ogi n passphrase is sent to the guest via an out-of-band channe
such as encrypted email .

2. Initial guest access: The guest connects to Enterprise A" s
meeting server using tenporary account credentials via the
ACME-ICV client, with access restricted only to the neeting
wai ting area at this stage.

3. CAreturns "idp-01" challenge: Enterprise A' s CA returns an
"idp-01" challenge with depl oynent _node: "idp-op-cert” and
i dp_net hod: "opaque".

4. CGuest performs OPAQUE aut hentication: After verifying the guest
hol ds the registered private key during the AKE phase, the |dP
i ssues an acnel dpToken (with a pairw se pseudonym as the sub
claim using its operational certificate private key.

5. Certificate issuance and neeting adnission: The CA issues a
short-lived adm ssion certificate after validating the token
The guest reconnects to the neeting using the new certificate and
compl et es E2EE group key agreenent.

The entire process has no dependencies on Enterprise B s
infrastructure. The ACVE-1CV and ACMVE-IDP clients operate

i ndependently to deliver full automation for cross-domain guest
scenarios. The OPAQUE inplenmentation is particularly suited to use
cases requiring high passphrase security: even if the I1dP is
conmprom sed, attackers cannot obtain guest passphrases for
credential -stuffing attacks.

Appendi x E.  Cross-Domain Trust — Automated C2PA Certificate
| ssuance (Mbdel / Mbde2 / Mode3)

Thi s appendi x addresses the problemthat within the C2PA (Coalition
for Content Provenance and Authenticity) content-credentialing
ecosystem individual creators and organi zational entities require
signing certificates issued by CAs listed in the C2PA Trust List.
Current certificate issuance workflows rely on manual identity
vetting and cannot be automated for |arge-scale content production
depl oynent s.
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13.

13.

13.

Depending on the creator’ s identity type and the PKI depl oynment
status of their affiliated organization, one of the three depl oynent
nmodes may be applied to this scenario.

1. Requirenments Description

A C2PA Manifest binds content to the signer’ s identity via digital
signatures. Verifiers confirmcontent provenance by checki ng whet her
the signing certificate is issued by a CA included in the C2PA Trust
Li st.

Applicants fall into two categories: individual creators (e.g.,
phot ogr aphers, journalists) whose identities are typically verified
on content platfornms; and organizational entities (e.g., news
agenci es, content platforns, brand owners) that usually hold

organi zational certificates issued by enterprise CAs.

2. Applicability of the Three Depl oyment Mbddes

* Mbdel (IdP Operational Certificate Mddel): Applicable to
i ndi vi dual creator scenarios. A content platformobtains an
operational certificate froma C2PA-conpliant CA to act as an IdP
via an ACME-IDP client. Creators conplete authentication with the
platform|dP using an ACME-ICV client to obtain a token, after
whi ch the CA issues a C2PA certificate.

*  Mbde2 (PKI Intra-Domain Mitual -Recognition Mddel): Applicable to
organi zational entity scenarios. The enterprise CA root
certificate is added as a trust anchor to the C2PA-conpliant CA
Enpl oyees conpl ete the "idp-01" challenge using their enterprise
certificates.

* Mbde3 (CA-Integrated |1dP Mddel): Applicable to scenari os where
the CA platformitself manages creator identities and certificate
l'ifecycles.

CAs enbed certificate policy O Ds in conpliance with C2PA
specifications. Bulk issuance can be fully automated via enterprise
CA endpoi nts.

3. Depl oynent Recommendati ons
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14.

14.

o e e e e a e oo oo R o m e e e e e i e +

| Scenario | Mbde | I'dP Role |

o e e e e e e oo Fomm oo o e e e e e e e e e o +
News agency for Mbde2 | Agency enterprise CA |
its journalists or3 | |

Model | Agency authentication system |
or3 | |

Phot o agency for
contracted phot ographers
| |
Mbdel | Platformidentity system |
or3 | |
I I
Mode2 | Government PKI |
or3 | |

Social platformfor
verified users

CGover nrent agency for
civil servants

Fi gure 14: Depl oynment Reconmendations for C2PA Scenari os

Appendi x F. Cross-Domain Trust — Federated Trust Scenarios (Mde2
+ Federated Trust Model)

Thi s appendi x addresses the problem of how to | everage federated
trust infrastructure to reduce coordi nation costs when nultiple

i ndependent organi zations require automated cross-organi zati ona
identity certificate provisioning via a multilateral trust franmework,
rat her than signing bilateral nutual-recognition agreenents
one- by- one.

This scenario falls under Type-3 trust chains (federated trust).
Built upon Mdde2 (the PKI intra-domain mutual -recognition nodel), it
incorporates a federated trust nodel and adopts the conbi ned

| CV+PoP branch to guarantee ownership of the certificate public key
during cross-domain certificate i ssuance (see Section3.5).

1. Scenario Description

Multiple research institutions forma joint consortiumvia the
eduGAI N federation. eduGAIN is an international service connecting
gl obal research comunities and hi gher-education identity
federations, covering nore than 80 participating federations and

I'i nking over 8000 identity and service providers. The consortium
requires CAs of all nenber institutions to issue short-lived access
certificates for researchers from other nmenber institutions.
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14.

15.

15.

The federated trust chain is established under Openl D Federationl. 0.
Layered col | aboration is forned between "idp-01" (the validation
action layer) and Openl D Federation (the trust nodel |ayer): the
federated trust chain addresses “howto trust an IdP” , while "idp-01"
addresses “how to performidentity-to-public-key binding validation” .

2. Workfl ow

1. Researcher Alice (fromlnstitution A) submts a "newOrder” to the
CA of Institution B via the ACME-ICV client.

2. The CA of Institution B verifies the identity of Institution A s
I dP through the Openl D Federation trust chain and retrieves the
t oken-si gni ng public key.

3. The CAreturns an "idp-01" challenge with idp_url pointing to
Institution A s IdP

4. The ACME-ICV client assists Alice in conpleting authentication to
obtain a token (with a pairw se pseudonym as the sub claim.

5. The CA of Institution B validates the token and i ssues a
short-1lived access certificate.

Appendi x G Stand-Alone I CV Trust with idp-PoP — Tenporary
Certificates for Public Device Scenarios

Thi s appendi x addresses the probl em of how users can securely and
conveniently obtain short-lived identity certificates for untrusted
public devices (e.g., conference roomterm nals, shared workstations)
when participating in secure conmuni cations, w thout pre-provisioning
any key material or certificates, while mnimzing required user

i nteractions.

Thi s appendi x presents a representative application of the
stand-alone I1CV (CA-trusted idp-PoP) branch. 1t falls under Type-1
trust chains (sane-donmain trust) and adopts Mddel (the IdP
operational certificate nodel).

1. Participants and Prerequisites
Participants: a CA an IdP (holding an operational certificate via an

ACMVE-IDP client), an end-user, and a public device (with an ACMVE-ICV
client installed).
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Prerequi sites: The user has registered an OPAQUE account with the 1dP
and securely deposited an epheneral public-private key pair encrypted
at the 1dP. The 1dP has obtained an operational certificate fromthe
CA, and the CA trusts the IdP s authentication results for OPAQUE
accounts as well as the idp-PoP proof.

15.2. Workfl ow

1. User logs into the public device and retrieves the epheneral key
pair: The user enters their OPAQUE account passphrase via the
ACME-ICV client on the public device. The client perforns the
OPAQUE protocol with the IdP to conpl ete authentication, securely
retrieves the encrypted epheneral public-private key pair
deposited with the IdP, and decrypts it using the passphrase to
obtain the epheneral private key.

2. Create a "newOrder": The client submts a "newOrder"” to the CA
declaring only the idp identifier (set to the user’ s OPAQUE
identity) and omitting the "pk" identifier

3. CAreturns an "idp-01" challenge with depl oynent node:
"idp-op-cert" and idp_nethod: "opaque".

4. Conplete identity authentication: The client forwards chall enge
information to the IdP. The I1dP issues an acnel dpToken using the
private key of its operational certificate. The token contains a
confirmed_public_key clai mwhose value is the base64url -encoded
SPKI of the epheneral public key — a public key known to the IdP
from OPAQUE registration, for which the I1dP verifies user
possession of the corresponding private key during this
aut henti cati on.

5. Submt the token: The client POSTs the acnel dpToken to the
chal | enge URL.

6. CA validates and issues the certificate: The CA validates the
token signature and content. As the CAis configured to trust
OPAQUE- based i dp- PoP and no "pk" identifier is present in the
order, the CA applies the stand-al one I CV (idp-PoP-trusted)
branch. It directly extracts the epheneral public key from
confirnmed_public_key as the certificate public key, issues a
short-lived device certificate, and sets the subject to the
pai rwi se pseudonym contai ned in the token
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16.

16.

16.

7. Use the tenporary certificate: The public device now holds the
epheneral private key and its corresponding short-1lived device
certificate, enabling access to the enterprise E2EE video
conferencing system Upon neeting conclusion, the certificate
expires naturally, and the epheneral key pair on the public
devi ce can be securely erased

The entire workflow requires the user to renenber only a single
passphrase.

Appendi x H.  Enterprise Intranet Device Proxy Scenario (ACME-ICV
Proxy Mode)

Thi s appendi x addresses the probl em of enabling automated identity
certificate issuance using the I CV framework when enterprise endpoint
devices reside on an intranet behind a firewall and cannot directly
access external public CAs. This represents a typical scenario where
an | dP acting as a Registration Authority (RA) fosters new business
nmodel s within the PKI/CA ecosystem — the I dP nay serve as both an
identity-verification gateway and a certificate enroll nent proxy.

1. Scenario Description

An enterprise internal network hosts numerous devices (e.qg.,

wor kst ati ons, servers, |oT devices) |located behind firewalls or NAT
gateways. The enterprise IdP acts as an identity nmanagenent gateway
depl oyed at the enterprise network perineter (e.g., in the DMZ), with
connectivity to both the intranet and the public internet.

The |1 dP depl oys an ACME-1CV proxy client that serves as a unified
certificate enroll nent representative for enterprise intranet

devices. The proxy client itself has obtained RA authorization from
the CA via an |1dP operational certificate. Intranet devices initiate
| ocal certificate requests to the 1dP proxy. After verifying device
identities, the IdP proxy conpletes the idp-01 challenge with the
external CA on behal f of the devices.

2. Proxy-Mode Architecture

I nvol ved conponents:

* External CA: A public or externally trusted CA

* Enterprise IdP (proxy node): Deployed in the DVZ, hol ding an

operational certificate issued by the CA and running an ACME-1CV
proxy client.
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* Intranet devices: End-user devices within the enterprise intranet
that cannot directly access the external CA

The architectural relationships are as foll ows:
[External CA] (Internet)

ACME (i dp-01 challenge + token validation)

/ \
/ \
/ (Internal (I'nternal \ (Internal API)
/I APIl) API) \
/ | \
[ Device Al [ Devi ce B] [Device C] (Intranet)

I
|
[Enterprise IdP / Proxy Node] (DMZ)
I
I
I
I

16. 3. Proxy Workfl ow

Taking an intranet |oT sensor (Device X) requesting an identity
certificate as an exanpl e:

1. Device Xinitiates a local request: It generates a public-private
key pair, constructs a local certificate request containing a
device identifier (e.g., serial nunber SN XYZ123) and the
public-key SPKI, and sends the request to the |IdP proxy node via
an internal API.

2. The 1dP proxy verifies the device identity: Validation is
performed in accordance with enterprise policies (based on
pre-shared keys, MAC-address binding, or device registration
records in the enterprise CVDB).

3. The IdP proxy executes the external ACME-ICV workfl ow

a. As an ACME-ICV client, it submts a "newOrder"” to the
external CA, declaring the idp identifier set to DeviceX s
pai rwi se pseudonym

b. The CA returns an "idp-01" challenge w th depl oynent node
"idp-op-cert", where idp _nethod is selected according to the
device type (e.g., device-sn).

c. The 1dP proxy encapsul ates DeviceX s authentication result
into an acnel dpToken and signs it using the private key of its
operational certificate. The token contains a
confirnmed_public_key clai mwhose value is the base64url -encoded
SPKI of DeviceX s public key.

Geng, et al. Expi res 20 Novenber 2026 [ Page 53]



I nternet-Draft ACME PK Chal | enge May 2026

16.

17.

d. The IdP proxy POSTs the token to the CA chall enge URL.

4. The CA validates and issues the certificate: The CA validates the
acnel dpToken (chai ning back to the IdP operational certificate)
and trusts the IdP’ s device authentication result. Since no "pk"
identifier is declared in the order, the CA applies the
stand-al one |1 CV (idp-PoP-trusted) branch, directly extracts
DeviceX s public key from confirmed_public_key, and issues an
end-entity certificate.

5. Certificate delivered to the intranet device: The CA returns the
certificate to the IdP proxy, which forwards it to DeviceX

4. Security Considerations and Limtations

* The 1dP proxy nust inplenent strong authentication nmechanisns to
prevent adversaries frominpersonating intranet devices and
requesting certificates fromthe proxy. Mitual authentication
using pre-shared client certificates or APl keys is recomended
bet ween i ntranet devices and the proxy.

* The private key for the |dP proxy’ s operational certificate *MJST*
be strictly protected (use of an HSM or secrets managenent service
i s reconended).

* The proxy node introduces an additional trust boundary: the CA
trusts the device authentication results fromthe |IdP proxy, while
the 1dP proxy trusts identity clains fromintranet devices
Enterpri ses *SHOULD* enforce rigorous intranet device registration
and validation policies, and regularly audit proxy |ogs.

* This node is suitable for enterprise environnents requiring
centralized certificate |lifecycle managenent, especially for
| arge-scal e 10T/ OT depl oynents where devices cannot directly
access the public internet.

Appendix |I. Cross-Domain Trust — sigstore Code-Signhing Scenario
(Mbdel + A DC-Bridged |IdP)

Thi s appendi x addresses the follow ng problem In nodern software
supply chai ns, manual issuance, |ong-term private-key custody, and
revocation workflows for code-signing certificates severely restrict
aut omat ed depl oynment. Most devel opers al ready have verifiable
identities established via public ODC providers such as GtHub
Googl e, and M crosoft, yet lack a standardi zed path to convert such
identities into X.509 certificates acceptable within the code-signing
ecosystem
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This scenario falls under Type-2 trust chains (cross-domain trust)
and adopts the O DC bridged variant of Mddel (the |IdP operationa
certificate nodel). This appendix aligns with sigstore [SIGSTORE]’ s
“keyl ess signing” workflowin terms of notivation and role
partitioning; the detailed interaction flowis consistent with
Section5.1 and Appendi xD. 2 and is therefore not el aborated further
her e.

1. Mbtivation
Pai n points of traditional code-signing deploynents:

* Certificate issuance relies on manual organi zational validation
and cannot be self-serviced within C/CD pipelines;

* Signing private keys require |long-term secure storage (HSM snart
cards), inposing heavy managenent overhead;

* Devel oper identities across projects and organi zations are
difficult to reuse in traditional PKI

I ndustry practice with sigstore has denpnstrated that converting
devel opers’ QO DC identities into short-lived code-signing
certificates, conmbined with transparency | ogs recording certificate
validity at signing tinme, enables a “zero long-term key nanagenent”
code-si gning workfl ow for |arge-scale software supply chain
scenarios. This approach has been adopted by major ecosystens

i ncludi ng Kubernetes, npm and PyPI. The goal of this appendix is to
incorporate this industry practice into the ACME standardi zation
path, so that automated issuance of code-signing certificates can be
achi eved under the unified ICV franework, rather than relying on
proprietary interfaces of specific inplenmentations.

2. Alignnment with This Draft

The existing sigstore architecture naturally aligns with the ICV
framework of this draft in terms of roles and protocol interfaces:

* Fulcio (the CA issuing short-lived code-signing certificates) =
ACMVE Server (CA);

* Public ODC providers (G tHub, Google, Mcrosoft, etc.) =
third-party |dPs;

* Signing tools such as cosign = ACME-1CV clients;

* Devel oper O DCidentities (the conmbination of iss + sub) map to
the value field of the "idp" identifier in URI form
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Since public ODC providers do not hold operational certificates

i ssued by the CA (lacking the id-kp-acnel dpTokenSi gning EKU), this
scenari o adopts the O DC-bridged |1dP depl oynent pattern: the CA
itself or a trusted operator deploys an ACME-IDP client together with
an O DC bridge. The bridge holds an operational certificate issued
by the CA and re-signs using an acnel dpToken after validating
upstream O DC | D Tokens. The recommended val ue for idp_method is

"oi dc" (pending | ANA registration), and the bound to _order claimis
carried via the standard O DC nonce paraneter (see Section7.9)

This pattern is consistent with the “SAM./QO DC based IdP integration”
described in Section6.7.2.

The certificate lifecycle is recommended to follow sigstore’ s
short-lived certificate practice (ranging frommnutes to hours) and
be depl oyed in conjunction with upstreamtransparency |logs (e.qg.,
sigstore Rekor). Transparency |logs are a conpl enentary nechani sm
outside the scope of this draft and are orthogonal to the
trust_domain_restriction extension: the former addresses evidence
preservation for “certificate validity at signing time” , while the
| atter addresses runtime recognition of the 1dP trust domain by
relying parties.

17.3. Sinplified Wrkfl ow

Participants: a CA, an O DC-bridged IdP (deployed by the CAitself or
a trusted operator, holding an operational certificate issued by the
CA), public O DC providers (G tHub, Google, Mcrosoft, etc.),

devel opers, and their Cl pipelines. This scenario applies the
stand-al one I CV + CSR branch (see Section3.5).

1. Cd-triggered signing: A pipeline (e.g., GtHub Actions, GtlLab
Cl) initiates a signing task. An ACME-ICV client (a cosign-style
signing tool) retrieves the upstream O DC | D Token fromthe
runtime environnent.

2. Create a "newOrder": The client generates an epheneral signing
key pair and submits a "newOrder" to the CA, declaring the "idp"
identifier with a value formatted as a URI:
oi dc: <i ssuer >#<subj ect >.

3. CAreturns a challenge: with depl oynment node: "idp-op-cert"”
i dp_nethod: "oidc", and idp_url pointing to the O DC-bridged |dP
endpoi nt .

4. Bridged 1dP validates identity: The client submts the I D Token
to the bridged IdP, where the nonce field carries
base64ur| (SHA- 256(raw newOrder)). After validating the upstream
token’ s signature and the iss/aud/ exp/nonce clains via the ODC
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JVKS, the bridged IdP issues an acnel dpToken using the private
key of its operational certificate, with a pairw se pseudonym
recomrended for the sub claim

5. Token submission and certificate issuance: The client POSTs the
acnel dpToken to the challenge URL. Upon successful validation by
the CA, the client submits a PKCS#10 CSR during the finalize
phase, and the CA issues a short-lived code-signing certificate.

6. (Optional) Transparency log registration: The CA or client
submits the certificate and signing event to an externa
transparency log (e.g., sigstore Rekor) to preserve evidence of
certificate validity at signing tine.

The entire workflow is transparent to devel opers: devel opers only
need an O DC identity and do not nanage any |l ong-term signing private
keys. Epheneral key pairs are generated per Cl job and naturally
expire alongside the certificate.

4. Val ue

Thi s appendi x denponstrates the capability of the ICV franework to
build a standardi zed bridge between public O DC identities and
enterprise-grade PKI: devel opers do not need additional credentials,
upstream O DC | dPs require no nodifications to their authentication
protocols, and CAs retain final issuance authority. Aligned with
real -worl d depl oynent experience of sigstore, this node provides a
standardi zed path for integrating “zero |ong-term key managenent”
code-si gning workflows into the ACME ecosystem and together with
Appendi x E (C2PA), achieves full coverage of both content-signing and
code- si gni ng scenari os.
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