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Abstract

Thi s docunent specifies the tracing process in |Pv6 VPN tunneling
net wor ks for diagnostic purposes. An IPv6 Tracing Option is
specified to collect and carry the required key information in an
ef fective manner to correctly construct |CvP(v4) and | CVPv6 Tinme
Exceeded nmessages at the correspondi ng nodes, i.e. PE and P nodes,
respectively.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

| CMPv6 (I nternet Control Message Protocol) RFC 4443 [ RFC4443] is used
by 1 Pv6 nodes to report errors encountered in processing packets and
to performother internet-|layer functions, such as diagnostics
(ICWPv6 "ping"). RFC 4443 [RFC4443] describes the format of a set of
control messages used in I CWMPv6, including the Tinme Exceeded Message.
Every | CVPv6 nessage is preceded by an | Pv6 header and zero or nore

| Pv6 extension headers. The |ICWMPv6 header is identified by a Next
Header value of 58 in the i medi ately precedi ng header.

If a router receives a packet with a Hop Limt of zero, or if a
router decrenents a packet’'s Hop Limt to zero, it MJST discard the
packet and originate an | CMPv6 Ti ne Exceeded nessage with Code 0 to
the source of the packet.

In the case of VPN, an exanple as shown in Figure 1, where CEl1 and
CE2 are | Pv4(/v6), an IPv6 tunnel exists between PE1l and PE2, and al
the nodes belong to a single network operator. For diagnostic

pur poses, CEl sends out an |Pv4 packet with its TTL set to a val ue.
The 1 Pv4 packet is encapsulated within the I Pv6 tunnel at PEl. The
TTL of the | Pv4 packet will be copied, based on which a new val ue
will be set as the Hop Limt in the outer |IPv6 tunnel header. The
new Hop Linmt value depends on the node configured on PE1l, i.e.,

Uni form node or Pipe node RFC 3443 [RFC3443]. If it is the Uniform
nmode, the Hop Limit will be the TTL value in the received packet
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m nus one. Wen an internediate router P decrements the Hop Limit in
the outer tunnel header to zero, an |CMPv6 Ti ne Exceeded Message
needs to be sent back to the source, which should be the CEl via PEL.

If it is the Pipe nbde configured on PEL, the Hop Limt will be set
to be the maxi numvalue (e.g., 255). 1In this case, when an
intermedi ate router P decrenments the Hop Limit in the outer tunne
header to zero, it means that the routing | oop has happened, and this
packet needs to be dropped. But the router P only sees HL. = 0, so it
needs a nechanismto determ ne whether HL. = 0 is caused by a | oop or
a normal traceroute.

| Pv4 | <========== | Pv6 Tunnel :::::::::>| | Pv4
(CE1)----- (PEL) << cmmmmmmn- G (PE2)----- (CE2)
<-- <- - |
| OVP(v4) | CVPV6

Figure 1. The tracing in IPv6 VPN tunneling networks

In order to construct a correct |ICVP(v4)/v6 Time Exceeded Message at
PE1 and send it to CEl, a couple of key information is required:

1) The IPv4/6 address of the access interface at the P node, which
will be taken as the source address of the I CVP(v4)/v6 Time Exceeded
Message.

2) The VPN information, which is used to identify the VPN, either
using the VPN ID or the Access Interface ID at the PE1.

[ RFC2473] defines the nodel and generic mechani snms for |Pv6
encapsul ati on of Internet packets, such as IPv6 and IPv4. Currently
the key information nentioned above is mssing and an appropri ate way
is desired to collect and carry it to the right nodes. Meanwhile, a
mechani sm for the router P to determine whether HL = 0 is caused by a
| oop or a normal traceroute is al so needed.

Thi s docunent specifies the tracing process in | Pv6 VPN tunneling
networks. An IPv6 Tracing Option is specified to collect and carry
the required key information in an effective manner to correctly
construct |1 CVP(v4) and | CVPv6 Ti ne Exceeded nessages at the
correspondi ng nodes, i.e. CE and P nodes, respectively.
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2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. Term nol ogi es
TTL: Time To Live
| CVMP: Internet Control Message Protocol

4. 1Pv6 Tracing Option

The tracing option has the followi ng fornat.
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Option Option Option
Type Data Len Dat a

Fommm e e Fommm e e Fommm e e Fommm e e +
| BBCTTTTT| 00000110| Ver si on | Fl ag| V| U|
Fommmmm-- Fommmmm-- Fommmmm-- Fommmmm - +
| I dentifier |
Fommmmm- Fommmmm - Fommmmm - Fommmmm - +

Option Type (see Section 4.2 of [RFC8200]):
BB 00 Skip over this option and continue processing.

C 0 Option data can not change en route to the packet’s
final destination.

TTTTT TBD Option Type to be assigned from | ANA

Lengt h 6 8-bit unsigned integer indicates the Iength of the
option Data field of this option, in octets.
The val ue of Opt Data Len of the IPv6 Tracing option
SHOULD be set to 6.

Version n 8 bits. It indicates the version of this nmechani sm
Fl ag n 8 bits, where:

U n 1 bit. UFlag. If set by the ingress PE it indicates
that the Uniformnode is configured on the ingress PE.
O herwi se, the ingress PE is on the pipe node.

\% n 1 bit. V-Flag. If set by the ingress PE it indicates
that the carried following Identifier is a VPN D
O herwise, it is the Access Interface ID.

Identifier n 4 octets. It is used to identify the VPN, either using
the VPN ID or the Access Interface ID, as indicated
by the V fl ag.

5. Tracing Process in different nodes of the ingress PE

The di agnostic | Pv4 packet sent by CE is encapsulated within the |Pv6
tunnel at the ingress PE. The TTL of the |IPv4 packet is copied,
based on which a new value is set as the Hop Linmt in the outer |Pv6
tunnel header.
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The ingress PE can be configured in two nodes, that is, Uniform node
and Pipe node. The new Hop Linit val ue depends on the node
configured on PEL. If it is the Uniformnode, the Hop Limt wll be
the TTL value in the received packet minus one. |If it is the Pipe
node, the Hop Linmit will be set to be the nmaxi numvalue (e.g., 255).
More details are described bel ow

5.1. Tracing Process in Uniform node

When the ingress PE is configured in Uniform Mdde, the inner and
outer TTLs of the packets are synchronized at tunnel ingress (PEl)
and egress (PE2).

Figure 2 shows the tracing process in the Uniform Mde. Wen an IP
packet (shown as (1) in the figure and with TTL = n) reaches the
ingress PE (PE1), it is encapsulated by the ingress PE into a newy
created | Pv6 header and an extension header (Hop-by-Hop Options
Header or Destination Options Header RFC 8200 [ RFC8200]) carrying the
I Pv6 Tracing Option defined in this docunent. The Hop Limt is set
to be n - 1, shown as (2) in the figure.

When the Hop Limt beconmes zero, the P node will check whether the
I Pv6 Tracing Option is carried. |If carried, the information in the
I Pv6 Tracing Option will trigger the foll owi ng actions.

If the U-flag is set, it means that the ingress PEis in the Uniform
Mode, so an | CMPv6 packet (shown as (3) in the figure) will be sent
back to the PELl. The SA of the packet is the |IPv6 address of the P
node, while the DA is the IPv6 address of the PEL. The | CMPv6 Error
Message carries the | Pv4 address of the input port interface of the
packet entering the P node, which needs to be defined in a future
version of this docunent.

When the packet (3) is received by PEL, the PE1 will construct an

| CMP(v4) packet (4) and send it to CEl. At the PEl, the information
in the carried IPv6 Tracing Option will be read at the control plane
of the PEl1 device and the VPN using which to continue to forwarding
the packet to the corresponding CE will be identified using the
V-Flag and the value of the lIdentifier in the IPv6 Tracing Option.
The 1 Pv4 address of the input port interface of the packet entering
the P node carried back will be taken as the source address of the

| CMP(v4) packet. |f the P node does not have an | Pv4 address, the

| Pv4 address of the PE1 will be taken as the source address of the

| CMP(v4) message, and the | Pv6 address of the P node, the source
address of the received | CMPv6 packet, will be carried in the

| CMP(v4) nessage and sent to CELl, which needs to be defined in a
future version of this docunent.
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| <============ Tunnel :::::::::::>|
+---(n-2)------- (n-i)---+
/ (out er header) \
(n-1) (n-i-1)
/ \
>--(n)--Encap................. (n-1)...... Decap--(n-i-2)-->
(CE1) (PE1) (P) (PE2) (CE2)
(1)-> (2)-> <-(3)
S - + S S + S S +
|  SA |\ | SA PE1 |\ | SAP |
+o-o - - + \ - + \ - +
| DA | \ | DA Qut | \ | DA PE1]|
[ S, + \ S + S +
| TTL=n | \' |HL=n-1 | \' | HL=255 |
S RS + \ +--eme-- + \ +--eme-- +
|  PL | \'| Option | \|ICMPV6 | => P's input inf |Pv4d addr
Fomemm - + I + I +
\ | SA | | SA PE1 |
\ S + S +
\ | DA | | DA Qut |
\ S R + S R +
\ | TTL=n-1] | HL=n-i |
\ H------- + - +
\ PL | | Option |
R + R +
\ | SA |
\ S R +
\ | DA |
\ - +
\ | TTL=n-1]|
R +
\ | PL |
<-(4) R +
S T +
| SA P I nf|
, R +
| DA CE1 | SA - Source Address (Inner)
AR + DA - Destination Address (Inner)
| I CMP(v4) | PL - Payl oad
N + HL - Hop Limt
| SA | Qut - CQuter
, R +
| DA |
R +
| TTL=n-1 |
R ppe—— +
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Figure 2. The tracing process in the Uniform Mde

5.2. Tracing Process in Pipe node

VWhen the ingress PE is configured in Pipe Mdde, the inner and outer
TTLs of the packets will not be synchronized at tunnel ingress (PEl)
and egress (PE2). The tunnel will be taken as one hop by the inner
packet, as shown in Figure 3.

The Hop Limt will be set to be the maxi numvalue (e.g., 255) at the
ingress PE. Since it is set to the nmaxi mumvalue, in normal case,
the Hop Limt will not become zero at any P node. So the only reason
when the Hop Limt beconmes zero is that a routing |oop is detected.
In this case, the packet needs to be dropped.

If the U-flag is not set, it neans that the ingress PEis in the Pipe
Mode, and the packet (i.e. (2) as shown in Figure 2) will be dropped
when the Hop Limt becones zero either at the P node (no | CMPv6
packet (i.e. (3) as shown in Figure 2) ) or the PE1l node when the P
node does not have the dropping capability. An alert can be sent to
the managenent plane to indicate that the routing | oop has happened

at P node.
| <============ Tunnel :::::::::::>|

+---(Max-1)---(Max-i)---+

/ (out er header) \
( Max) (Max-i-1)
/ \
>--(n)--Encap........... (n-1)........... Decap--(n-2)-->
(CEL) (PE1) (P) (PE2) (CE2)

Figure 3. The tracing process in the Pipe Mde

6. | ANA Consi derati ons

I ANA is requested to allocate one new option type from "Destination
Options and Hop-by-Hop Options" registry.
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[ ool ool oo o}
| Value | Name | Reference |
E Sl s el ety o
| TBDL | IPv6 Tracing Option | This ID |
+------- I i I I I +
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