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Abst ract

Thi s docunent defines a set of new Information Elements (I1ES) in the
I PFI X I nformati on Mbdel for exporting raw TLS dientHell o handshake
fields. These |Es enable the collection of standardized client
behavi oral fingerprints fromnetwork traffic wi thout decryption of
the encrypted payl oad. The exported fields facilitate network
anomal y detection, threat identification, and fault diagnosis in
encrypted traffic environnents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

As encrypted transm ssion via TLS has becone ubi quitous across al
network traffic, the payload content of business comruni cations is no
| onger visible. The plaintext TLS CientHell o handshake fiel ds have
energed as one of the few stable and exploitable analysis entry
points in encrypted traffic. Various types of malware, renote access
trojans (RATs), ransonmware, and DDoS attack tools all carry
distinctive TLS client fingerprints, which serve as core identifiers
for threat detection, attribution analysis, and forensic
investigation in encrypted traffic scenarios. Tel ecommunications
operators, cloud service providers, and enterprise networks, when
performng security operations such as anomaly detection, craw er
identification, and attack attribution, urgently require

standardi zed, interoperable, and conparable client fingerprinting
features derived fromthe plaintext TLS ClientHello fields.

Currently, TLS client fingerprint field export in the industry is
predom nantly inplemented through proprietary vendor-specific
solutions, which suffer frominconsistent data formats, divergent
collection rules, and inability to performcoll aborative parsing
across devices. To address these issues, it is necessary to define
st andardi zed specifications for core fingerprint fields within the
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3.

3.

3.

I PFI X information nodel, so as to achieve unified collection,

st andardi zed export, universal parsing, and cross-domai n compari son
of fingerprinting features, thereby enhancing the conpatibility and
scalability of end-to-end security operations and situationa

awar eness systens.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capitals, as shown here

Sanpl e Use Cases
1. Problem Description

Endpoi nts wi thin home broadband networ ks, such as conputers,

smart phones, surveillance cameras, and routers, nmay, due to malware
infection, firmvare vul nerabilities, or unauthorized access,
proactively initiate TLS connections to external suspicious servers
wi thout the user’s awareness. Such connections are typically

enpl oyed for mal ware command and control, network scanning, or
crawl er access, representing a typical form of anomal ous out bound
traffic. Due to TLS encryption, traditional traffic analysis methods
are unable to identify client fingerprinting features. The majority
of malware, renote access tools, and crawl er scripts utilize
Iightweight TLS libraries, whose handshake characteristics differ
significantly from standard browsers. By evaluating TLS handshake
characteristics, it becones possible to determ ne whether a
connection originates froman anomal ous client, thereby enabling
preci se detection and renedi ati on

2. Solution

By depl oying | PFl X-based traffic collection and anal ysis capabilities
on critical network gateways and boundary devi ces such as tel ecom
operator residential broadband BRAS (Broadband Renote Access Server),
cloud gateways, enterprise egress routers, and backbone network

nmoni toring points, the systemextracts key TLS client fingerprint
characteristic fields |osslessly from TLS handshake packets. This
enabl es feature export and centralized reporting without traffic
decryption. Through traffic collection and anal ysis pl atforms,
fingerprint nodeling, whitelist conparison, and anomal ous feature
anal ysis are perforned, thereby achieving behavior identification and
operational closed-loop renediation for encrypted traffic anonal ous
out bound connections, nalware, renote access tools, crawers, and
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simlar threats.
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Fi gure 1. | PFI X- Based Unified TLS Fi ngerprint Collection

The TLS field parser is responsible for parsing and extracting key
TLS handshake field information fromIPFI X exported el enments. The
fingerprint engine perforns the nodeling and construction of client
fingerprints based on raw TLS handshake field data collected via

I PFI X. The characteristic fingerprint database is a database used

for the standardi zed storage of various known and identifiable
feature sets, the systemperforns real-time conparison and mat chi ng of
the collected and generated client fingerprints against the
characteristic fingerprint database.

4. New Information El ements

4.1. tlsdientHell oSN
El enent I D. TBD
Name: tlsCientHell oSN
Abstract Data Type: string
Data Type Semantics: identifier
Description: The value of the Server Name |ndication (SNI) extension
in the TLS CientHell o nessage, which specifies the target server
host name (encoded in UTF - 8) as defined in Section 3 of RFC 6066 and
used for certificate selection in multi - domain hosting
scenari os. The Server Nane |Indication (SNI) extension enables a TLS
client to indicate the nane of the server it is attenpting to connect
to. This mechani smfacilitates secure connections to servers hosting

multiple virtual servers on a single network address.

Ref erence : See RFC 6066 section 3 for the specification of Server Nane
I ndi cati on.
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4.2. tlsdientHelloVersion
El enentI D. TBD
Nanme: tlsdientHelloVersion
Abstract Data Type: unsignedl6
Data Type Semantics: identifier
Description: The TLS protocol version nunber negotiated during the
handshake and used in the TLS record | ayer header, encoded as a
2-byte unsigned integer (e.g., 0x0304 for TLS 1.3) as defined in RFC
8446 and RFC 5246.
Ref erence : RFC 8446, RFC 5246
4.3. tlsdientHelloC pherSuite
El ement | D: TBD
Nane: tlsdientHell oCi pherSuite
Abstract Data Type: unsignedl6
Data Type Semantics: identifier

Description: A list of cipher suite values (each 2-byte unsigned
integer) advertised by the client in the TLS dientHell o nessage.

Ref erence : RFC 8446

4.4. tlsdientHell oSSLExtension
El ement I D: TBD
Name: tlsCientHel | oSSLEXt ensi on
Abstract Data Type: unsignedl6
Data Type Semantics: identifier

Description: Alist of TLS extension type codes (each 2-byte unsigned
integer) fromthe ClientHell o extensions field.

Ref erence : RFC 8446
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4.5. tlsCientHelloEllipticCurve
El ement I D TBD
Nane:tlsClientHelloEllipticCurve
Abstract Data Type: unsignedl6
Data Type Semantics: identifier
Description: Alist of elliptic curve identifiers (each 2-byte
unsigned integer) fromthe "elliptic_curves" extension in
ClientHello.
Ref erence : RFC 8446

4.6. tlsdientHelloEllipticCurvePointFormat
El ement | D: TBD
Nane: tlsCientHelloEllipticCurvePointFormat
Abstract Data Type: unsignedl6
Data Type Semantics: identifier
Description: Alist of elliptic curve point format identifiers (each
1-byte unsigned integer) fromthe "elliptic_curves_point formats"
extension in dientHello.
Ref erence : RFC 8446

5. Security Considerations

5.1. Privacy and Sensitive Information Risks
Al fields defined in this document do not carry or process any user-
sensitive information. They solely represent client software
i mpl ement ati on characteristics and TLS ci pher suite configuration
features, and cannot independently be used to identify natura
persons. These fingerprints are not uniquely bound to specific
users, do not constitute personally identifiable information, and are
not used for scenarios such as user behavi or analysis or individua
user identification. This mechanismsolely achi eves network

anomal ous traffic identification through fingerprint feature
conpari son, and does not introduce any risk of privacy |eakage.
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5.2. No Involvenent of Traffic Decryption Operations

Al'l exportable netadata fields specified in this docunent are solely
derived fromthe TLS pl ai ntext handshake phase. The data collection
and processing workfl ow of this solution does not performdecryption,
parsing, or storage of user encrypted comunications. Only publicly
avai | abl e handshake netadata is collected, w thout accessing the
user-encrypted business data in transit. Such transport |ayer

behavi oral characteristics have abundant mature application
precedents in the | ETF standards ecosystem and are consistent with
the application paradigmof traditional transport |ayer netadata
mechani sms such as TCP options

5.3. Risk Control Against M suse

To prevent inproper use or nalicious abuse of the TLS fingerprint
fields defined in this docunment, the foll owi ng constraints and
principles shall be strictly observed during the depl oynent and
application of this mechani sm

Legitimate use restrictions: This nechanismshall only be used for
conpliant network managenent scenarios, including but not limted to
net wor k operations, anonalous traffic detection, network fault

troubl eshooti ng, DDoS attack mtigation, and other legitimte

busi ness purposes.

Prohi biti on of non-conpliant use: This nechanismshall be strictly
prohi bited from being used in unauthorized, non-network-nmanagenent
scenari os such as cross-domai n user tracking, user profiling, or

i ndi vi dual behavi or nonitoring.

Transm ssion access control: For TLS fingerprint data transni ssion
based on the | PFI X protocol, communication privil eges between
collectors and exporters shall be restricted through nechani sns such
as Access Control Lists (ACL) and authentication, so as to ensure
transm ssion security.

Data m nimzation: Al collected traffic feature data shall strictly
adhere to the data mnimzation principle. Long-term storage of
redundant or irrelevant traffic feature data is prohibited, so as to
m nimze potential security risks.

6. | ANA Consi derations

The docunent makes a request to ANA to register the Information
El ements defined in section 4.
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