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Abst ract

Thi s docunent specifies the extended information elements used in
IPFIX (IP Flow Informati on Export) to export application |ayer
information for identifying term nal and cloud application rel ated
i nfornation.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 February 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

At present, the information related to terminal and cl oud
applications is crucial in the intelligent nanagenment of |nternet
traffic, especially in the end-to-end I Pv6 network capability

nmoni toring technol ogy, [I-D.pang-v6ops-i pv6-nonitoring-depl oynent-01]
proposed that in order to accurately find the bl ocking points and
sticking points of IPv6 traffic inprovement, inprove the end-to-end
penetration | evel and service quality of 1Pv6 network, the network
managenment system needs to master the end-to-end | Pv6 capability
support. In addition to the network forwardi ng equi pnent (such as
routers) information, it also includes hone terminals, and access
applications. Currently, the information export of termnal and

cl oud applications has not been well standardized. This docunent
specifies the information el ements used for exporting termnal and
cloud application information

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capitals, as shown here
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3.

4.

4.

4.

Pr obl em St at enent

In IPv6 end-to-end traffic monitoring, the identification of termna
types (including nobile phones, PADs, etc) can be analyzed fromthe
User agent field of the HTTP packet, which describes the device used
to access the internet; For the identification of cloud applications,
it is also necessary to parse the seven layer information of the
message, including the Host, URL and other fields in HITP nmessages,
SNI feature fields, session ID and other fields in HITPS nmessages to
identify the application. By exporting these fields and anal yzi ng
the data characteristics of network managenent, further eval uation of
| Pv6 capability support can be achieved.

New | nformati on El enments

1. User-agent

Descri ption :

The User- Agent request-header field contains information about the
user agent originating the request. This is for statistica

pur poses, the tracing of protocol violations, and automated
recognition of user agents for the sake of tailoring responses to
avoid particular user agent linmtations. Although it is not
required, user agents should include this field with requests. The
field can contain multiple product tokens and coments identifying
the agent and any subproducts which forma significant part of the
user agent. By convention, the product tokens are listed in order of
their significance for identifying the application

Ref erence : [ RFC1945]
2. Host
Description:

The Host request-header field specifies the Internet host and port
nunber of the resource being requested, as obtained fromthe origina
URI given by the user or referring resource (generally an HTTP URL).
The Host field value nmust represent the naming authority of the
origin server or gateway given by the original URL. This allows the
origin server or gateway to differentiate between internally-

ambi guous URLs, such as the root "/" URL of a server for multiple
host names on a single | P address.

Ref erence : [ RFC2616]
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4.3. URL
Description:
A URL (Uniform Resource Locator) is a conpact string representation
used to identify and | ocate resources available via the Internet. It
provi des a standardi zed nmethod for describing the | ocation and access
met hod of resources.
Ref erence : [ RFC1738]

4.4. SN
Description:
SNl is an extension to the TLS protocol that allows a client to
i ndi cate the hostnane of the server it is contacting. This is
particularly useful for servers hosting multiple virtual servers at a
singl e underlying network address.
Ref erence : [ RFC3546]

4.5. session ID

Descri ption :

An arbitrary byte sequence chosen by the server to identify an active
or resumabl e session state.

Ref erence : [ RFC4346]

5. Security Considerations
TBD

6. | ANA Consi derations

The docurent makes a request to ANA to register the Information
El ements defined in section 4.

7. Informative References
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