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Abst r act

In certain networks, network performance data such as packet |oss,
del ay and delay variation as well as bandwi dth utilization are
critical neasures for Traffic Engineering (TE). This data provides
operators the characteristics of their networks for perfornmance
evaluation that is required to ensure the Service Level Agreenents
(SLAs) .

The Path Conputation El enent Communi cation Protocol (PCEP) provides
mechani sms for Path Conputation Elements (PCEs) to perform path
computations in response to Path Conputation Cients (PCCs’)
requests. The Stateful PCE extensions allow Stateful control of
Traffic Engi neering Paths using PCEP for RSVP and Segnent Routing
(SR .

Thi s docunent descri bes PCEP extensions for enabling and reporting
end-to-end performance nmeasurenents and |iveness detection for both
PCE-Initiated and PCC-Initiated LSPs for RSVP-TE and SR-TE (for MPLS
and | Pv6 data planes) to an Active Stateful PCE

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

[ RFC5440] describes the Path Conputation El enent Protocol (PCEP) as a
communi cati on nmechani sm between a Path Conmputation Cient (PCC) and a
Path Control Element (PCE), or between PCE and PCE, that enables
conmputation of Traffic Engineering Label Switched Paths (TE LSPs).

[ RFC8231] specifies extensions to PCEP to enable stateful control of
TE LSPs. It describes two nodes of operation - Passive Stateful PCE
and Active Stateful PCE. Further [RFC38281] describes the setup,

mai nt enance and teardown of PCE-lInitiated LSPs for the Stateful PCE
model . In this document, the focus is on Active Stateful PCE where
the LSPs are controlled by the PCE, for both PCE-lInitiated and PCC
Initiated LSPs.

PCEP Ext ensions for Segnent Routing (SR) [ RFC3664] specifies
extensions to the Path Conputation El enent Protocol (PCEP) that allow
a stateful PCE to conpute and initiate Traffic Engineering (TE)

paths, as well as a PCC to request a path subject to certain
constraint(s) and optinization criteria for Segnment Routing.

[ RFC9603] extends PCEP for Segment Routing for |Pv6 data plane. As
specified in [ RFC8664], an LSP can be RSVP-TE LSP or SR-TE LSP based
on the path setup type. As specified in [RFC9603], the term"LSP"
used in the PCEP specifications would be equivalent to an SRv6 path
(represented as a list of SRv6 segnents) in the context of supporting
SRv6 in PCEP using SRv6 path setup type.

In certain networks, such as financial information networks, network
performance data (e.g. packet |oss, delay and delay variation, and
bandwi dth utilization) are critical neasures for traffic engineering.
The protocol extensions have been defined to advertise |ink
performance netrics, see [ RFC7471], [RFC8570], [RFC7823] and
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[ RFC8571]. This data provides operators the characteristics of their
networ ks for performance evaluation that is required to ensure the
Servi ce Level Agreenments (SLAs).

[ RFC8233] defines the PCEP extensions for TE LSP path conputation
usi ng packet | oss, delay and delay variation as path sel ection
metrics. Such path conputations use link metrics for packet |oss and
del ay and do not provide end-to-end nmetrics of the TE LSPs. The end-
to-end nmetrics of a TE LSP may be very different fromthe path
conputation results due to many factors, such as queuing, etc. There
is aneed to verify and nonitor that the traffic sent over the
established TE LSPs does not exceed the requested netric bounds (e.qg.
total end-to-end delay/loss). The Stateful PCE nay need to take some
action (such as teardown or re-optinize the LSP) when the performance
requirenent is not nmet. [RFC8762] defines protocol extensions needed
for measuring packet |oss, delay and delay variation and can be used
for end-to-end perfornmance neasurenent of TE LSPs. In the case of
SR-TE LSPs, SR Paths include Segnent Lists, Candi date-Paths, and SR
Pol i ci es.

Thi s docunent descri bes PCEP extensions for enabling and reporting
end-t o-end perfornance neasurenents (PM such as packet |oss, delay,
del ay variation, and bandwidth utilization as well as |iveness
detection for both PCE-lInitiated and PCC-Initiated LSPs for RSVP-TE
and SR-TE (for MPLS and | Pv6 Data planes) to an Active Stateful PCE

1.1. Use cases

Thi s section describes a non-exhaustive |ist of deploynment use cases
of PMfor TE LSPs when deployed in a network with PCE. A Network
Managenment System (NVB) may al so be deployed in the network capabl e
of receiving and processing "streamng telenetry" of PMnetrics and
may interact with PCC and PCE for the PM as described in use cases 3,
4 and 5.

Use case 1: PCE Enables PM on PCC and PCC Takes Action

In this use case, the PCE sets the upper-bound threshold condition
for TE LSPs at the PCC. The PCC takes a local action when the
condition is met. The action could be based on a local policy or a
policy set by the PCE. The steps involved are -

* PCE sends the PMattributes as part of the PCE-initiated LSPs
i ncl udi ng an upper-bound threshold (Section 4.8 in this docunent)
for the PMnetrics using the PCEP extensions defined in this
docunent .
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PCC t akes actions when PM netrics exceed the upper-bound

threshol d, such actions could include bringing down the LSP,
trigger protection switch-over, renove tunnel from I GP for sone
prefixes, or request a new path fromthe PCE (based on | ocal
policies that may be set by the PCE). PCC nay take these actions
even when LSPs are delegated to the PCE as the upper-bound is set
by the PCE.

PCC does not report the PMnmetrics to PCE

PCC may install the new LSP in the routing table only if the PM
metric is below the upper-bound; otherwi se, the PCC nmay reject the
LSP request and send an error to the PCE

The report interval should be set to O to disable reporting to
PCE. Only the upper-bound threshold should be set.

Use case 2: PCC Reports PM Metrics to PCE, PCE Takes Action

In this use case, the PCC reports the PMnetrics and paraneters to
the PCE and the PCE nay take an i medi ate | ocal (reactive) action
based on the PM netrics. The steps involved are -

*

PCC sends the PMnetrics and paranmeters to PCE using the PCEP
extensions defined in this document and PCE takes an acti on;
actions could be to correlate faults, invalidate LSP path, send
new LSP path to PCC (trigger re-optimzation), etc.

I f an upper-bound threshold is set, PCC only reports the PM
metrics to PCE when the upper-bound is crossed. Oherw se, the
PCC reports the PMmetrics to the PCE every report-interval.

Optionally, the PCC may take an imredi ate | ocal (reactive) action
such as trigger a path protection switch-over when PMnetrics
exceed t he upper-bound.

The PCE has a gl obal view due to PMmetric reports received from
various PCCs and hence can nake a better decision about LSP
pl acenment in the network.

The PCE can nmake proactive decisions based on PM netrics when
metrics are reported before the crossing of the upper-bound as
opposed to a reactive action that the PCC coul d nake.

The report interval should be set to enable reporting by the PCC
Optionally, the upper-bound threshold may al so be set.

Gandhi, et al. Expires 10 May 2026 [ Page 6]
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Use case 3: PCE Enables PMon PCC, PCC Sends PM Metrics to NMVS

The steps involved are -

*  An NM5 may be used in a network that is capable of "stream ng
telemetry"” for receiving data and Yang or XM. based provi sioning
usi ng a non- PCEP channel. The NMS may interact with a PCE for LSP
pat h conputation using the PCEP channel .

* PCE sends the PMattributes as part of PCE-initiated LSPs using
the PCEP extensions defined in this docunent.

* PCCreports the PMnetrics to the NMS via "streamng tel emetry”.

* The NM5 may request the PCE to take an action based on the PM
metrics.

* The report interval should be set to 0 to disable reporting to the
PCE. The other PMattributes may be set and used for "stream ng
telemetry”.

Use case 4: NMS Enables PMon PCC, PCC Sends PM Metrics to PCE

The steps involved are -
*  The NM5 enabl es PM on PCC using a non-PCEP channel .

* The PCC then reports the PMnetrics to the PCE using the PCEP
extensions defined in this document.

* The PCE may take an action based on the PMnetrics received from
t he PCC.

Use case 5: NMS Enables PMon PCC, PCC Sends PM Metrics to NVS
PCE ----> PCC <----- > NMB ----- > PCE

The steps involved are -

* The NMS enables PMon PCC using a non-PCEP channel .

* The PCC reports the PMnetrics to the NMS via "stream ng
telemetry”.
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1.

1.

2

2

3.

*  The NMS may request PCE to take an action based on the PMnetrics.

*  The PCEP extensions defined in this docunent are not used in this
use case.

Dependenci es and Consi derati ons

Note that the specification of the use of the reported packet |oss,
del ay, delay variation and bandw dth utilization measurenents by a
Stateful PCE is outside the scope of this docunent.

Aut o- bandwi dt h Consi der ati ons

The aut o-Bandwi dth feature allows a head-end LSR (PCC) to
automatically adjust the LSP bandwi dth reservation based on the
traffic demand of a TE LSP. Auto-bandw dth requested bandw dth
conputation can be inplenented on a PCC or a Stateful PCE

[ RFC8733] describes the PCEP extensions for auto- bandw dth, where
the requested bandwi dth for the LSP is conmputed by the PCC and
reported to the Stateful PCE. There is a benefit in pushing the
responsi bility for decidi ng when auto-bandw dth adjustnents are
needed to the PCC as this distributes the | oad of nonitoring the
bandwi dth utilization of the LSPs down to the PCCs and frees up the
PCE for path conputations. In addition, it reduces the |oad on PCEP
communi cations for reporting the bandwi dth utilization of the LSP

However, exactly when to adjust an LSP bandw dth could be better |eft
to a Stateful PCE. That is, a PCE could be flexible inits
interpretation of thresholds enabling it to trigger auto-bandw dth
adjustnent early if it believes there is a good reason (for exanple,
doing a set of parallel path reconputations) or |late (for exanple,
when it knows that an adjustnment woul d be disruptive to the network).
When t he aut o-bandwi dth conputation is delegated to the PCC, the PCC
cannot see the inpact on other LSPs in the network, and the PCE
cannot tell whether the request to adjust the LSP bandwidth is
critical or not. The bandwi dth utilization reporting defined in this
docunent can be used by the PCE to do conputations to determ ne

whet her aut o- bandwi dt h adj ustnents are needed and/or desirable before
perform ng the path conputations.

Conventions Used in This Docunent

Gandhi, et al. Expires 10 May 2026 [ Page 8]
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2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2.2. Term nol ogy

The reader is assuned to be fanmiliar with the terninology defined in
[ RFC5440] and [ RFC7471].

2.3. Measurenent Units

The neasurenent unit for delay value is defined in [ RFC7471],
Section 4.1.5.

The measurement unit for loss value is defined in [ RFC7471],
Section 4.4.5.

The utilized bandwi dth [RFC7471] is encoded in | EEE fl oati ng-point
format in bytes per second (see [|EEE. 754. 1985]).

Al'l average values are calculated as rolling averages.

3. Overview of the PCEP Extensions
The hi gh-1evel overview of the PCEP extensions defined in this
docunent for requesting and reporting end-to-end performance

measurenents and bandwi dth utilization for TE LSPs is shown in
Figure 1.
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| PCE |
I I
__i____;_
MEASUREMENT CAPABI LITY | | MEASUREMENT CAPABI LI TY
I I
MEASUREMENT ATTRI BUTES | | MEASUREMENT ATTRI BUTES
| | (For del egated LSPs)
I I
| | MEASUREMENT REPORTS
v I
I I
| PCC |

Figure 1: Overvi ew of PCEP Extensions

The foll owi ng steps describe the PCEP extensions for reporting
performance neasurenents and bandwi dth utilization of TE LSPs:

*

The Stateful PCE and PCC (head-end of the LSP) advertise the
capability of their support for the delay, |oss and bandw dt h-
utilization neasurenents and reporting in the PCEP Open nessage
(in the OPEN nject).

The Stateful PCE enabl es a neasurenent of a feature and sends or
updates the configuration paraneters of the feature using the LSPA
object to the PCCin PClnitiate and PCUpd nmessages respectively.

The PCC reports the nmeasured values of the feature to the Stateful
PCE at the end of the specified report-interval or when neasured
val ues cross the specified report-threshold. The periodic
reporting can be used at the PCE to nonitor the TE LSP netrics
whereas report-threshold can be used to trigger an i medi ate
action at the PCE on the TE LSP

In sone cases, the periodic reporting of the measurenents may be
di sabl ed and only an upper-bound threshold is set, which when
exceeded, a local or PCE-set action may be taken

The PCE and PCC notify each other of their entering and clearing
the overwhel ned state when operating under high LSP scal e.
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3.1. Report Threshol ds

VWhen explicitly configured, a report threshold (absolute or
percentage) paraneter (along with the configured nunber of counts) is
used to trigger an imedi ate reporting of the delay and | oss

measur enents and bandwi dth utilization, bypassing the report

interval. A threshold is used to detect a sudden change in the
performance neasurenment nmetric of a TE LSP. |n order to detect that
a measured val ue has crossed the threshold, the neasured (del ay/l oss)
metric is conpared with the last reported value. |f the change

(increase or decrease) in the value is above the threshold (absol ute
or percentage) consecutively for the given nunber of counts, the
measurenent fromthe current interval is reported inmmediately. In
case of bandwidth utilization, the |ast reported MaxSanpl eBw (see

[ RFC8733]) value is conpared with the MaxSanpl eBWfromthe the
current interval to detect the threshold crossing. The delay and

| oss nmeasurenents are still reported at the end of the report
interval even if they were reported due to the crossing of the
threshold. Refer to [RFC7471], Section 5, for additiona
consi der ati ons.

Al'l thresholds in this docunent could be represented in both absolute
val ues and percentages, and could be used together. This is provided
to accommpdate the cases where the nmetric val ues may becone very
large or very small over time. For example, an operator may use the
percentage threshold to handle small to large netric val ues and
absolute values to handle very large netric values. The nmetrics are
reported when either one of the two thresholds, the absolute or the
percentage, is crossed.

When using the percentage threshold, if the nmetric changes rapidly at
very low values, it may trigger frequent reporting due to the
crossing of the percentage threshold. This can |ead to unnecessary
scal e issues in the network. This is suppressed by setting the

m ni mumthreshol d paraneter along with the percentage threshold. The
metric value is only reported if the value crosses both the
percentage threshold and the m ninumthreshol d paraneters.

4. Sub-TLVs for Measurenment Attributes
Thi s section specifies the generic sub-TLVs that provide various
configurabl e paraneters for reporting neasurenents to a Stateful PCE
These sub-TLVs are carried in various neasurement attributes TLVs
defined in this docunent.

The foll owi ng sub-TLVs are defi ned:
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Measur enent - Enabl e sub- TLV
Transmt-Interval sub-TLV
Measur enent - Prot ocol sub-TLV
Measur enent - I nterval sub-TLV
Report - Threshol d sub- TLV

Report - Thr eshol d- Per cent age sub- TLV
Report-Interval sub-TLV
Report - Upper - Bound sub- TLV

O~NO U WN B
OO~ D

The Measurenent - Enabl e sub-TLV MJUST be added to the LSPA Object when
the measurenent feature is enabled for the LSP. Al other sub-TLVs
are optional and any unrecogni zed sub-TLV MJST be silently ignored.
If a sub-TLV of the same type appears nore than once, only the first

occurrence is processed and all others MJST be ignored. |f sub-TLVs
are not present, the default val ues based on the | ocal policy are
assumned.

4. 1. Measur enent - Enabl e sub- TLV

The Measur enent - Enabl e sub-TLV specifies that the gi ven neasurenent
feature is enabl ed

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=1 | Lengt h=4 |
R e s T o T S R El ok i R e e S S e o o s
| Fl ags |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Measur enent - Enabl e sub- TLV For nat

The Type is 1, Length is 4 bytes, and the value conprises of flags
(32 bits) for enabling various neasurenment features.

Unassi gned fl ags are consi dered reserved, they MJST be set to 0 when
sent and MJUST be ignored when received. The flags define various
performance neasurenent types in this docunent.

4.2. Transnmit-Interval sub-TLV

The Transmit-Interval sub-TLV specifies a time interval in nmlli-
seconds for the test packet transm ssion
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0 1 2 3

01234567890123456789012345678901
T S o T o i S e S T i S e
| Type=7 | Lengt h=4 |
T R e e T S S SR R S S S SR S S S
| Transmit-Interval |
ek T T e e s r i i e e e e e

Transmt-Interval sub-TLV For mat

The Type is 7, Length is 4 bytes, and the val ue conprises a 4-byte
time interval, the valid range is from1 to 604800, in mlli-seconds.
The default value is 1 second. The Transmit-Interval MJST NOT be
greater than the Measurenent-Interval and Report-Interval.

Measur enent - Pr ot ocol sub-TLV

The Measurenent - Protocol sub-TLV specifies that the given neasurenent
protocol type and neasurenent node are enabl ed.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type=8 | Lengt h=8 |
i e e s e s o i T ik i o S N B T
| Measur erment - Pr ot ocol |
B i s T T i i o S o T Ji I
| Measur enent - Mode |
e L o i e S  th o i R S

Measur ement - Prot ocol sub-TLV For mat

The Type is 8, Length is 8 bytes, and the val ue conprises of protocol
type and neasurenent node for perfornmance neasurenent.

Measur ement protocol type value can be set to: (1) STAMP protocol
defined in [ RFC8762], or (2) TWAMP protocol defined in [ RFC5357], or
(3) MPLS-PM protocol defined in [ RFC6374].

Measur enment node val ue can be set to: (1) one-way, or (2) two-way, or
(3) | oopback node.

Measur enent - | nterval sub-TLV

The Measurenent-Interval sub-TLV specifies a time interval in seconds
for the measurenent.
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0 1 2 3

01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Type=2 | Lengt h=4 |
T T i s T b I S S S e o
| Measur enment - | nt er val |
e Rt T i i e o o s NI SN TR I S

Measur enent - I nt erval sub-TLV For mat

The Type is 2, Length is 4 bytes, and the val ue conprises a 4-byte
time interval, the valid range is from1 to 604800, in seconds. The
default value is 300 seconds. The Measurenent-Ilnterval MJUST NOT be
greater than Report-Interval.

4.5. Report-Threshold sub-TLV

The Report-Threshold sub-TLV specifies the threshold val ue used to
trigger an i medi ate reporting of the nmeasurenents bypassing the
report-interval.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type=3 | Lengt h=8 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| RESERVED | Count |

B T S i T s i i e e SEI S
| Report - Threshol d |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Report - Threshol d sub- TLV For mat

The Type is 3, Length is 8 bytes, and the value conprises of - o
Report-Threshol d: 32-bit absolute threshold val ue.

* Count: 8-bit integer counter. The nunber of consecutive
measur enent val ues MJUST be above the threshold before reporting
the measurenent. The value O is considered to be invalid. By
default, report-threshold is not set and threshold check based
reporting is disabled.

* RESERVED: It MJUST be set to zero when sent and MJUST be ignored
when recei ved.
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4. 6.

Report - Thr eshol d- Per cent age sub- TLV

The Report - Threshol d- Percent age sub-TLV specifies the threshold val ue
used to trigger an inmedi ate reporting of the neasurenents bypassing
the report-interval.

0 1 2 3
01234567890123456789012345678901

i S S T i S S e e i S S S S

Type=4 | Lengt h=8 |

T S I S S S S S S T S S S S SR S

Per cent age | RESERVED | Count |

R T S T S SUp A S S I T S S R T T e

M ni mum Thr eshol d |

T S S S T S S S S it S S SEp DI S S

Report - Thr eshol d- Per cent age sub-TLV For nat

The Type is 4, Length is 8 bytes, and the val ue conprises of -

*

4.7.

Percentage: 7-bit threshold val ue, encoded in percentage (an
integer from1l to 100).

Count: 8-bit integer counter. The nunber of consecutive
measur enent val ues MUST be above the threshol d before reporting
the measurenent. The value 0 is considered to be invalid. By
default, report-threshol d-percentage is not set and threshold
check based reporting is disabl ed.

RESERVED: It MJST be set to zero when sent and MJST be ignored
when recei ved.

M ni mum Threshol d: The 32-bit absolute M ni mum Threshol d val ue.
The i ncrease or decrease should be at | east or above this val ue.

Report-Interval sub-TLV

The Report-Interval sub-TLV specifies the time interval in seconds
when nmeasured values are to be reported.

Gandhi, et al. Expires 10 May 2026 [ Page 15]



Internet-Draft PCEP for LSP Performance Measurement Novenber 2025

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=5 | Lengt h=4 |
R e s T o T S R El ok i R e e S S e o o s
| Report-Interval |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Report-Interval sub-TLV For mat

The Type is 5, Length is 4 bytes, and the val ue conprises a 4-byte
time interval, the valid range is fromO to 604800, in seconds. The
default value is 3600 seconds. The value O is used to disable the
periodic reporting of the measurenents.

4.8. Report-Upper-Bound sub-TLV

The Report-Upper-Bound sub-TLV specifies the upper-bound val ue used
to trigger an i mediate reporting of the nmeasurenents when crossed.
This may also result in PCC taking an i medi ate | ocal action on the
LSP. Anomaly flag is set to true in the reported nmeasurenent when

t he upper-bound threshold is crossed.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type=6 | Lengt h=8 |
el i I e i it T e e e e i i T o S e e S e T R R
| RESERVED | Count |

I S i o T s S S S e s s T
| Report - Upper - Bound |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Report - Upper - Bound sub-TLV For mat
The Type is 6, Length is 8 bytes, and the val ue conprises of -
* Report-Upper-Bound: 32-bit absol ute val ue.
* Count: 8-bit integer counter. The nunber of consecutive
measur enent val ues MJUST be above the upper-bound before reporting
the measurenent. The value O is considered to be invalid. By
defaul t, upper-bound is not set.

* RESERVED: It MJST be set to zero when sent and MJST be ignored
when received
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5.

5.

5.

1.

1.

PCEP Extensions for Delay Measurenent
Del ay Measurenent Capability Adverti senent

During PCEP Initialization Phase, PCEP Speakers (PCE or PCC)
advertise their support for DELAY- MEASUREMENT. A PCEP Speaker (PCE
or PCC) includes the DELAY- MEASUREMENT- CAPABI LI TY TLV, in the OPEN
hject to advertise its support for PCEP Del ay- Measur enent

extensi ons. The presence of the DELAY- MEASUREMENT- CAPABI LI TY TLV in
the OPEN nject (in the Open nessage) indicates that the Del ay
Measurenent capability is supported as described in this docunent.
Addi tional procedure is defined as foll ow ng:

* The PCEP protocol extensions for Delay Measurement MJST NOT be
used if one or both PCEP Speakers have not included the DELAY-
MEASURENMENT- CAPABI LI TY TLV in their respective Open nessage.

* |f the PCEP speaker that supports the extensions of this docunent
but did not advertise this capability, then upon receipt of DELAY-
MEASUREMENT- ATTRI BUTES TLV in the LSPA object, it SHOULD generate
a PCErr with error-type 19 (lnvalid Operation), error-value TBD7
(Del ay- Measurenent capability was not advertised) and it wll
term nate the PCEP session.

* Simlarly, the PCEP speaker SHOULD generate error-val ue TBD9 (Two-
Way Measurenent capability was not advertised) and TBD10 ( One-Way
Measurenment capability was not advertised) upon receipt of DELAY-
MEASUREMENT- ATTRI BUTES TLV in the LSPA object with Two-Way and
One- WAy neasur enent request, repsectively, when it did not
advertise this capability.

* |f the PCEP speaker that supports the extensions of this docunent
but did not advertise this capability, then upon receipt of DELAY-
MEASUREMENT obj ect, it SHOULD generate a PCErr with error-type 19
(Invalid Operation), error-value TBD7 (Del ay- Measur enent
capability was not advertised) and it will terninate the PCEP
sessi on.

1. DELAY- MEASUREMENT- CAPABI LI TY TLV
The DELAY- MEASUREMENT- CAPABI LI TY TLV is an optional TLV for use in

the OPEN Object for Delay Measurenent via PCEP capability
advertisement. |Its format is shown in the follow ng figure:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=TBD1 | Lengt h=4 |
R e s T o T S R El ok i R e e S S e o o s
I Fl ags | TI O
R e o T T e S S T ol S i T S s ik i I S I S S R S R

DELAY- MEASUREMENT- CAPABI LI TY TLV For mat
The Type of the TLV is TBD1 and it has a fixed length of 4 bytes.
The val ue conprises a single field - Flags (32 bits):

* O (One-way Del ay Measurenent - 1 bit): if set to 1 by a PCC, the O
Flag indicates that the PCC allows reporting of one-way del ay
measurenent information; if set to 1 by a PCE, the O Fl ag
i ndicates that the PCE is capabl e of receiving one-way del ay
measur enent information fromthe PCC.

* T (Two-way Del ay Measurement - 1 bit): if set to 1 by a PCC, the T
Flag indicates that the PCC allows reporting of two-way del ay
measurenent information; if set to 1 by a PCE, the T Flag
i ndicates that the PCE is capabl e of receiving tw-way del ay
measur enent information fromthe PCC.

Unassi gned bits are considered reserved. They MJST be set to 0 when
sent and MUST be ignored when received.

Advertisement of the DELAY- MEASUREMENT- CAPABI LI TY TLV inplies support
for delay measurement, as well as the objects, TLVs and procedures

defined in this docunent. Either the Oor T flag MIST be set in the
TLV.

5.2. DELAY- MEASUREMENT- ATTRI BUTES TLV

The DELAY- MEASUREMENT- ATTRI BUTES TLV provi des the configurable
paraneters of the del ay measurenent feature.

The format of the DELAY- MEASUREMENT- ATTRI BUTES TLV is shown in the
foll owi ng figure:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| PCEP TLV Type=TBD4 | Lengt h |
i i i T i I S i e s o o i i

I I
/1 sub- TLVs /1

I I
T S S S T S S S S it S S SEp DI S S
DELAY- MEASUREMENT- ATTRI BUTES TLV For mat

PCEP TLV Type is defined as foll ow ng:
TBD4 DELAY- MEASUREMENT- ATTRI BUTES

Length: The Length field defines the Iength of the value portion in
bytes as per [RFC5440].

Val ue: Conprises of one or nore sub-TLVs as described in Section 4 of
thi s docunent.

The foll owi ng sub-sections describe the paraneters that are currently
defined to be carried within this TLV.

5.2.1. Delay Measurenent Enable

The Measurenent - Enabl e sub-TLV specifies the del ay neasurenent node
enabl ed using the follow ng flags:

Bi t Descri ption

31 One-\Way Del ay Measurenent Enabl ed
30 Two- Wy Del ay Measurenent Enabl ed
29 Loopback Del ay Measurenent Enabl ed

5.2.2. Delay Measurement Interval

The Measurenent-Interval sub-TLV specifies a tinme interval in seconds
for the delay neasurenent.

5.2.3. Delay Measurement Report Threshol d
The Report-Threshold sub-TLV specifies the threshold val ue used to

trigger an i mmedi ate reporting of the delay nmeasurenents bypassing
the report-interval.
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* Report-Threshold: Delay in mcroseconds, encoded as a 24-bit
integer, as defined in [RFC7471].

The sane report-threshold is used for all delay neasurenent val ues.
5.2.4. Delay Measurenent Report Threshol d Percentage

The Report - Threshol d- Percent age sub-TLV specifies the threshold val ue
used to trigger an inmediate reporting of the neasurenents bypassing
the report-interval

The sane report-threshol d-percentage is used for all delay
nmeasur enent val ues.

5.2.5. Delay Measurenment Report Interva

The Report-Interval sub-TLV specifies the tinme interval in seconds
when neasured del ay values are to be reported.

5.2.6. Delay Measurement Upper Bound

The Report - Upper-Bound sub-TLV specifies the upper-bound value in
m croseconds, and is used to trigger an immedi ate reporting of the
del ay val ues when crossed. This may also result in PCC taking an
i medi ate | ocal action on the LSP

5.3. DELAY- MEASUREMENT (hj ect For Reporting

The DELAY- MEASUREMENT Obj ect with Object-C ass (Value TBD16) is
defined in this docunent to report the delay neasurenent of a TE LSP

When the LSP is enabled with the delay nmeasurement feature, the PCC
SHOULD i ncl ude t he DELAY- MEASUREMENT (bj ect to report the nmeasured
del ay values to the PCE in the PCRpt nessage. The PCC SHOULD report
(either one-way or two-way) average del ay, mn/nmax delay and del ay
variations to the PCE in the PCRpt nmessage, as well as anonaly state
in the Anomaly (A) flag.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| O ass=TBD16 | Or | Res|Pl1] Obj ect Length (bytes) |
i i i T i I S i e s o o i i
I I
/1 (Obj ect body) /1
I I
+

T A S S i Sl S i T oI S S S S S S S T e e

DELAY- MEASUREMENT Obj ect For nat

oj ect Length (16 bits): Specifies the total object Iength including
the header, in bytes as per [RFC5440].

oj ect-Types (OT) are defined as foll ows:

oj ect-Type Length Narme

1 8 Del ay Measurenent Status

2 8 One-\Way Del ay Measurement Val ue

3 12 One-\Way Del ay Measurenent M n/ Max Val ues

4 8 One-Way Del ay Variation Measurenent Val ue
5 8 Two- Wy Del ay Measurenent Val ue

6 12 Two- Way Del ay Measurenent M n/ Max Val ues

7 8 Two- Way Del ay Variation Measurement Val ue
8 8 Loopback Del ay Measurenent Val ue

9 12 Loopback Del ay Measurenent M n/ Max Val ues
10 8 Loopback Del ay Variation Measurenment Val ue
Al'l delay values are reported in mcroseconds, encoded as a 24-bit
integer, as defined in [RFC7471]. \When set to the maxi mum val ue
16, 777,215 (16.777215 sec), the delay is at |east that value and may
be | arger.

The obj ect body formats are defined as foll ow ng:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| RESERVED | Status |
R i T I e T S S e S TR S T e i I S e S e e e e o o

DELAY- MEASUREMENT (bj ect Body Format (Del ay Measurenent Status)
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Al RESERVED | Del ay Val ue Average |
i i i T i I S i e s o o i i

DELAY- MEASUREMENT (bj ect Body Format (One-Way, Two-WAy and Loopback)
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Al RESERVED | Del ay Val ue M ni num |
i L i e T e ki S SR R S S
| Al RESERVED | Del ay Val ue Maxi mum |

B i s T T i i o S o T Ji I
DELAY- MEASUREMENT Obj ect Body Format (One-Way, Two-Way and Loopback)

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Al RESERVED | Del ay Vari ation Val ue |
i i i T i I S i e s o o i i

DELAY- MEASUREMENT (bj ect Body Format (One-Way, Two-WAy and Loopback)

*  One-way Del ay Measurenent Val ue: Average Delay of the LSP in one
(forward) direction.

* One-way Del ay Measurenment Variation Value: Average Delay Variation
of the LSP in one (forward) direction.

*  One-Way Del ay Measurenent Val ue M ni num Maxi num M ni mum and
Maxi mum val ues of the Delay of the LSP in one (forward) direction.

*  Two-way Del ay Measurenent Val ue: Average Delay of the LSP in both
(forward and reverse) directions.

*  Two-way Del ay Measurenent Variation Value: Average Delay Variation
of the LSP in both (forward and reverse) directions.

*  Two-Way Del ay Measurenent Val ue M ni mund Maxi mum M ni nrum and
Maxi mum val ues of the Delay of the LSP in both (forward and
reverse) directions.

* Loopback Del ay Measurenent Val ue: Average Delay of the LSP in both
(forward and reverse) directions.
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* Loopback Del ay Measurenent Variation Val ue: Average Del ay
Variation of the LSP in both (forward and reverse) directions.

* Loopback Del ay Measurenent Val ue M ni mum Maxi mum M ni num and
Maxi mum val ues of the Delay of the LSP in both (forward and
reverse) directions.

* RESERVED:. This field is reserved for future use. |t MJST be set
to 0 when sent and MJST be ignored when received.

* Delay Measurenent Status: Indicates the Status of Del ay
Measurenent as: (1) Active, (2) Failed, (3) Errored.

6. PCEP Extensions for Loss Measurenent
6.1. Loss Measurenent Capability Advertisenent

During PCEP Initialization Phase, PCEP Speakers (PCE or PCC)
advertise their support for LOSS- MEASUREMENT. A PCEP Speaker

i ncl udes the LOSS- MEASUREMENT- CAPABI LI TY TLV, in the OPEN Cbject to
advertise its support for PCEP Loss-Measurenent extensions. The
presence of the LOSS- MEASUREMENT- CAPABI LI TY TLV in the OPEN (hj ect
(in the Open nmessage) indicates that the Loss Measurenent capability
is supported as described in this document. Additional procedure is
defined as follow ng:

* The PCEP protocol extensions for Loss Measurenent MJST NOT be used
if one or both PCEP Speakers have not included the LCSS-
MEASURENMENT- CAPABI LI TY TLV in their respective Open nessage.

* | f the PCEP speaker that supports the extensions of this docunent
but did not advertise this capability, then upon receipt of LOSS-
MEASUREMENT- ATTRI BUTES TLV in the LSPA object, it SHOULD generate
a PCErr with error-type 19 (lnvalid Operation), error-value TBD8
(Loss- Measurenent capability was not advertised) and it will
term nate the PCEP session.

* Simlarly, the PCEP speaker SHOULD generate error-val ue TBD9 (Two-
Way Measurenent capability was not advertised) and TBD10 ( One-Way
Measur enment capability was not advertised) upon receipt of LOSS
MEASUREMENT- ATTRI BUTES TLV in the LSPA object w th two-way
neasur enent request and one-way neasurenent request, respectively,
when it did not advertise this capability.

* Further, the PCEP speaker SHOULD generate error-value TBD11
(Inferred Mode Loss Measurenent capability was not advertised) and
TBD12 (Direct Mde Loss Measurenent capability was not advertised)
upon recei pt of LOSS- MEASUREMENT- ATTRI BUTES TLV in the LSPA object
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6.

1.

1.

with Inferred Mode | oss neasurenment request and Direct Mde | oss
measur enent request, respectively, when it did not advertise this
capability.

If the PCEP speaker that supports the extensions of this docunent

but did not advertise this capability, then upon receipt of LOSS

MEASUREMENT obj ect, it SHOULD generate a PCErr with error-type 19

(I'nvalid Operation), error-value TBD8 (Loss-Measurenent capability
was not advertised) and it will term nate the PCEP session.

LOSS- MEASUREMENT- CAPABI LI TY TLV

The LOSS- MEASUREMENT- CAPABI LI TY TLV is an optional TLV for use in the
OPEN bj ect for Loss Measurenent via PCEP capability advertisenent.
Its format is shown in the follow ng figure:

+

+

+

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Type=TBD2 | Lengt h=4 |
B S S e i S S T A S S S S S S i S S
FI ags | NJI'| Bl Ul
B S e i i T e i S b i e

LOSS- MEASUREMENT- CAPABI LI TY TLV For nat

The Type of the TLV is TBD2 and it has a fixed |length of 4 bytes.

The val ue conprises a single field - Flags (32 bits):

*

U (One-Way Measurenent - 1 bit): if set to 1 by a PCC, the U Fl ag
i ndi cates that the PCC all ows reporting of one-way | oss
measurenent information; if set to 1 by a PCE, the U Fl ag

i ndicates that the PCE is capabl e of receiving one-way | oss
measur enent i nformation fromthe PCC

B (Two-Way Measurenent - 1 bit): if set to 1 by a PCC, the B Fl ag
i ndi cates that the PCC allows reporting of two-way |oss
measurenent information; if set to 1 by a PCE, the B Fl ag

i ndicates that the PCE is capabl e of receiving two-way | oss
measur enent i nformation fromthe PCC

I (Inferred Loss Measurenent Mode - 1 bit): if set to 1 by a PCC,
the | Flag indicates that the PCC allows reporting of inferred
nmode | oss neasurenent information; if set to 1 by a PCE, the I
Flag indicates that the PCE is capable of receiving inferred node
| oss nmeasurement information fromthe PCC.
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* N (Direct Loss Measurement Mode - 1 bit): if set to 1 by a PCC,
the N Flag indicates that the PCC allows reporting of direct node
| oss nmeasurenent information; if set to 1 by a PCE, the N Fl ag
i ndicates that the PCE is capable of receiving direct node | oss
measur enent i nformation fromthe PCC

Unassi gned bits are considered reserved. They MJST be set to 0 when
sent and MUST be ignored when received.

Advertisenment of the LOSS- MEASUREMENT- CAPABI LI TY TLV inplies support
for | oss nmeasurenent, as well as the objects, TLVs and procedures
defined in this docunent. Either the Uor B flag MIST be set in the
TLV. Sinmilarly, either the | or Nflag MJST be set in the TLV.

6.2. LOSS- MEASUREMENT- ATTRI BUTES TLV

The LOSS- MEASUREMENT- ATTRI BUTES TLV provi des the configurabl e
paraneters of the | oss neasurenent feature.

The format of the LOSS- MEASUREMENT- ATTRI BUTES TLV is shown in the
followi ng figure:

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| PCEP TLV Type=TBD5 | Lengt h |
B i s T T i i o S o T Ji I

I I

/1 sub- TLVs /1

I I

R et e s i o e s i i
LOSS- MEASUREMENT- ATTRI BUTES TLV For mat

PCEP TLV Type is defined as foll ow ng:
TBD5 LOSS- MEASUREMENT- ATTRI BUTES

Length: The Length field defines the I ength of the value portion in
byt es as per [RFC5440].

Val ue: Comprises of one or nore sub-TLVs as described in Section 4 of
thi s docunent.

The foll owi ng sub-sections describe the paraneters that are currently
defined to be carried within this TLW.
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6.2.1. Loss Measurenent Enabl e

The Measurenent - Enabl e sub- TLV specifies the | oss measurenment node
enabl ed using the follow ng fl ags:

Bit Descri ption

28 One-Way Loss Measurenent Enabl ed
27 Two- Wy Loss Measurenent Enabl ed
26 Inferred Loss Measurenent Enabl ed
25 Direct Loss Measurenent Enabl ed

6.2.2. Loss Measurenent Interva

The Measurenent-Interval sub-TLV specifies a time interval in seconds
for the | oss measurenent.

6.2.3. Loss Measurenent Report Threshol d
The Report-Threshold sub-TLV specifies the threshold val ue used to
trigger an i medi ate reporting of the | oss nmeasurenents bypassing the
report-interval
* Report-Threshold: This 24-bit field identifies the packet |oss as
a percentage of the total packets sent or received. The encoding
is as per [RFCr7471].
The sane report-threshold is used for all |oss neasurenent val ues.
6.2.4. Loss Measurenent Report Threshol d Percentage
The Report - Threshol d- Percent age sub-TLV specifies the threshold val ue
used to trigger an inmrediate reporting of the | oss nmeasurements
bypassing the report-interval

The sane report-threshol d-percentage is used for all |oss neasurenent
val ues.

6.2.5. Loss Measurenent Report Interva

The Report-Interval sub-TLV specifies the tinme interval in seconds
when neasured | oss values are to be reported.
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6.2.6. Loss Measurenent Upper Bound

The Report - Upper-Bound sub-TLV specifies the upper-bound value in
percent age packet loss, and is used to trigger an i mmedi ate reporting
of the packet |oss values when crossed. This may also result in PCC
taking an inmedi ate | ocal action on the LSP.

6.3. LOSS- MEASUREMENT Obj ect For Reporting

The LOSS- MEASUREMENT (bj ect with Object-C ass (Value TBD1l7) is
defined in this docunment to report the packet |oss neasurenent of a
TE LSP.

When the LSP is enabled with the | oss neasurenent feature, the PCC
SHOULD i ncl ude t he LOSS- MEASUREMENT (bj ect to report the neasured
packet loss to the PCE in the PCRpt nessage, as well as anonaly state
in the Anomaly (A) flag.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| O ass=TBD17 | Or | Res|Pl1] Obj ect Length (bytes) |
i i i T i I S i e s o o i i
I I
/1 (Obj ect body) /1
I I
+

T A S S i Sl S i T oI S S S S S S S T e e

LOSS- MEASUREMENT (Obj ect  For nmat

oj ect Length (16 bits): Specifies the total object Iength including
the header, in bytes [ RFC5440].

oj ect-Types (OT) are defined as foll ow ng:

oj ect-Type Length Narme

1 8 Loss Measurenent Status

2 8 Tx Packet s-Lost

3 8 Rx Packet s- Lost

4 12 Tot al Packet s- Sent - Recei ved

The object body format for Loss Measurement Status is defined as
fol | owi ng:
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0 1 2 3

01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| RESERVED | Status |
i I i S e S it SN DR SR Y

LOSS- MEASUREMENT (bj ect Body Format (Loss Measurenent Status)

* Loss Measurenent Status: Indicates the Status of Loss Measurenment
as: (1) Active, (2) Failed, (3) Errored.

* RESERVED: This field is reserved for future use. It MJST be set
to 0 when sent and MJST be i gnored when received.

The obj ect body format for Packets-Lost is defined as foll ow ng:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Al RESERVED | Packet s- Lost |
B i s T T i i o S o T Ji I

LOSS- MEASUREMENT (bj ect Body Format (Lost Tx and Rx)

* Packets-Lost: This 24-bit field identifies the packet |loss as a
percentage of the total packets sent or received, encoded as per
[ RFC7471] .

* RESERVED: This field is reserved for future use. It MJST be set
to 0 when sent and MJST be ignored when received.

The Packets-Lost in the Rx direction is reported when two-way | o0ss
measur enent i s enabl ed.

The object body format for Total Packets is defined as follow ng:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Total Packets Sent |
i i i T i I S i e s o o i i
| Total Packets Received |
R et e s i o e s i i

LOSS- MEASUREMENT (bj ect Body Format (Total Tx and Rx)

* Total Packets Sent: This 32-bit field identifies the total packets
sent.
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7.

7.

7.

1.

1.

* Total Packets Received: This 32-bit field identifies the total
packets received.

PCEP Extensions for Bandwi dth Uilization
Bandwi dth Utilization Capability Advertisenent

During PCEP Initialization Phase, PCEP Speakers (PCE or PCC)
advertise their support for bandwi dth utilization reporting. A PCEP
Speaker includes the "BANDW DTH- UTI LI ZATI ON- CAPABI LI TY" TLV, in the
OPEN hj ect to advertise its support for PCEP extensions. The
presence of the "BANDW DTH UTI LI ZATI ON- CAPABI LI TY" TLV in the OPEN
ohject (in the Open nessage) indicates that the bandwidth utilization
reporting is supported as described in this docunent. Additional
procedure is defined as foll ow ng:

* The PCEP protocol extensions for bandwi dth utilizati on MUST NOT be
used if one or both PCEP Speakers have not included the
" BANDW DTH- UTI LI ZATI ON- CAPABI LI TY" TLV in their respective Open
nessage.

* |f the PCEP speaker that supports the extensions of this docunent
but did not advertise this capability, then upon receipt of
BANDW DTH- UTI LI ZATI ON- ATTRI BUTES TLV in the LSPA object, it SHOULD
generate a PCErr with error-type 19 (Invalid Operation), error-
val ue TBD13 (Bandwi dth utilization capability was not advertised)
and it will term nate the PCEP session.

* |f the PCEP speaker that supports the extensions of this docunent
but did not advertise this capability, then upon receipt of
BANDW DTH- UTI LI ZATI ON obj ect of type TBD14, it SHOULD generate a
PCErr with error-type 19 (Invalid Operation), error-value TBD13
(Bandwi dth utilization capability was not advertised) and it wll
term nate the PCEP session.

1. BANDW DTH- UTI LI ZATI ON- CAPABI LI TY TLV

The BANDW DTH- UTI LI ZATI ON- CAPABI LI TY TLV is an optional TLV for use
in the OPEN Object for Bandwidth Utilization reporting via PCEP
capability advertisement. |Its format is shown in the follow ng
figure:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=TBD3 | Lengt h=4 |
R e s T o T S R El ok i R e e S S e o o s
| FI ags |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

BANDW DTH- UTI LI ZATI ON- CAPABI LI TY TLV For mat
The Type of the TLV is TBD3 and it has a fixed length of 4 bytes.

The val ue conprises a single field - Flags (32 bits). Currently, no
flags are defined for this TLV.

Unassi gned bits are considered reserved. They MJUST be set to 0 when
sent and MUST be ignored when received.

Advertisement of the BANDW DTH UTI LI ZATI ON- CAPABI LI TY TLV inplies
support for bandwidth utilization reporting, as well as the objects,
TLVs and procedures defined in this docunent.

7.2. BWUTI LI ZATI ON- MEASUREMENT- ATTRI BUTES TLV

The BW UTI LI ZATI ON- MEASUREMENT- ATTRI BUTES TLV provi des the
configurable paraneters of the bandwidth utilization feature.

The format of the BW UTI LI ZATI ON- MEASUREMENT- ATTRI BUTES TLV i s shown
in the follow ng figure:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| PCEP TLV Type=TBD6 | Lengt h |
R e s T o T S R El ok i R e e S S e o o s

I I
/1 sub- TLVs /1

I I
B i s T T i i o S o T Ji I
BW UTI LI ZATI ON- MEASUREMENT- ATTRI BUTES TLV For mat
PCEP TLV Type is defined as foll ow ng:

TBD6 BW UTI LI ZATI ON- MEASUREMENT- ATTRI BUTES
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Length: The Length field defines the Iength of the value portion in
bytes as per [RFC5440].

Val ue: Conprises of one or nore sub-TLVs as described in Section 4 of
thi s docunent.

The foll owi ng sub-sections describe the paraneters that are currently
defined to be carried within this TLV.

7.2.1. Bandwidth Utilization Measurenent Enabl e

The Measurenent - Enabl e sub-TLV specifies that the bandw dth
utilization reporting is enabled using the follow ng fl ag:

Bi t Descri ption
24 Bandwi dth Utilization Reporting Enabl ed
7.2.2. Bandwidth Uilization Measurenment |nterval

The Measurenent-Interval sub-TLV specifies a time interval in seconds
for the bandw dth sanples collection interval.

7.2.3. Bandwidth Uilization Report Threshol d

The Report-Threshold sub-TLV is used to decide if the bandwi dth

sampl es coll ected so far should be i medi ately reported bypassing the

report-interval.

* Threshol d: The absolute threshold bandwi dth value in 32-bits,
encoded in | EEE floating-point format (see [|EEE. 754.1985]),
expressed in bytes per second.

7.2.4. Bandwidth Uilization Report Threshol d Percentage

The Report-Threshol d- Percentage sub-TLV is used to decide if the

bandwi dt h sanpl es collected so far should be i medi ately reported

bypassing the report-interval.

7.2.5. Bandwidth Uilization Report Interval

The Report-Interval sub-TLV specifies a tinme interval in seconds when
the coll ected bandwi dth sanples are to be reported to PCE
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7.2.6. Bandwidth Uilization Upper Bound

The Report - Upper-Bound sub-TLV specifies the upper-bound bandwi dth
encoded in | EEE floating-point format (see [|EEE. 754. 1985]),
expressed in bytes per second, and is used to trigger an i medi ate
reporting when crossed. This may al so result in PCC taking an

i medi ate | ocal action on the LSP.

7.3. BANDW DTH (hj ect For Reporting

A new object-type for the existing BANDW DTH Obj ect (Object-C ass 5)
is defined to report the bandwidth utilization of a TE LSP.

VWhen the TE LSP is enabled with the bandwidth utilization reporting,
the PCC SHOULD i ncl ude the BANDW DTH- UTI LI ZATI ON Cbj ect to report the
bandwi dth utilization of the TE LSP to the PCE in the PCRpt nessage.

The object-type is TBD14, the object length is variable with
mul tiples of 4 bytes.

The obj ect body format is defined as foll ow ng:

0 1 2 3

01234567890123456789012345678901
e i o e e e e e o i e N
| BwSanpl el |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
| BwSanpl eN |
e T i e e e i e R TE ok s

BANDW DTH- UTI LI ZATI ON Qoj ect Body For mat

*  BwSanple: The utilized bandwi dth, (the average BwSanple collected
at the end of each measurenent-interval) encoded in | EEE fl oating-
point format (see [|EEE. 754.1985]), expressed in bytes per second.

8. PCEP Extensions for Liveness Detection Using PM
8.1. Liveness Detection Using PM

During PCEP Initialization Phase, PCEP Speakers (PCE or PCC)
advertise their support for LIVENESS-DETECTION. A PCEP Speaker

i ncl udes the LI VENESS- DETECTI ON- CAPABI LI TY TLV, in the OPEN Object to
advertise its support for PCEP Liveness-Detection extensions. The
presence of the LIVENESS- DETECTI ON- CAPABI LI TY TLV in the OPEN Obj ect
(in the Open nessage) indicates that the |iveness detection
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8.

8.

capability is supported as described in this docunment. Additional
procedure is defined as foll ow ng:

* The PCEP protocol extensions for Liveness Detection MJST NOT be
used if one or both PCEP Speakers have not included the LIVENESS-
DETECTI ON- CAPABI LI TY TLV in their respective Qpen nessage.

* |f the PCEP speaker that supports the extensions of this docunent
but did not advertise this capability, then upon receipt of
LI VENESS- DETECTI ON- ATTRI BUTES TLV in the LSPA object, it SHOULD
generate a PCErr with error-type 19 (Invalid Operation), error-
val ue TBD21 (Liveness-Detection capability was not advertised) and
it will term nate the PCEP session.

1.1. LI VENESS- DETECTI ON- CAPABI LI TY TLV

The LI VENESS- DETECTI ON- CAPABI LI TY TLV is an optional TLV for use in
the OPEN nject for Liveness Detection via PCEP capability
advertisement. |Its format is shown in the follow ng figure:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type=TBD19 | Lengt h=4 |
I i I S R T S i i SR N SR S
| Fl ags |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

LI VENESS- DETECTI ON- CAPABI LI TY TLV For mat
The Type of the TLV is TBD19 and it has a fixed length of 4 bytes.
The val ue conprises a single field - Flags (32 bits):

Unassi gned bits are considered reserved. They MJST be set to 0 when
sent and MUST be ignored when received.

Advertisement of the LIVENESS- DETECTI ON- CAPABILITY TLV inplies
support for liveness detection, as well as the objects, TLVs and
procedures defined in this docunent.

2. LI VENESS- DETECTI ON- ATTRI BUTES TLV

The LI VENESS- DETECTI ON- ATTRI BUTES TLV provi des the configurabl e
paraneters of the |liveness detection feature.

The format of the LIVENESS- DETECTI ON- ATTRI BUTES TLV is shown in the
follow ng figure:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| PCEP TLV Type=TBD20 | Lengt h |
R e s T o T S R El ok i R e e S S e o o s

I I
/1 sub- TLVs /1

I I
B i s T T i i o S o T Ji I
LI VENESS- DETECTI ON- ATTRI BUTES TLV For mat
PCEP TLV Type is defined as foll ow ng:

TBD20 L1 VENESS- DETECTI ON- ATTRI BUTES

Length: The Length field defines the Iength of the value portion in
bytes as per [RFC5440].

Val ue: Conprises of one or nore sub-TLVs as described in Section 4 of
thi s docunent.

The foll owi ng sub-sections describe the paraneters that are currently
defined to be carried within this TLV.

8.2.1. Liveness Detection Enable

The Measurenent - Enabl e sub-TLV specifies the |iveness detection
enabl ed using the follow ng flags:

Bi t Descri ption
23 Li veness Detection Enabl ed
8.2.2. Liveness Detection |Interval

The Measurenent-Interval sub-TLV specifies a time interval in seconds
for the liveness detection.

8.2.3. Liveness Detection M ssed Count

The M ssed- Count sub-TLV specifies the nunmber of consecutive packets
not received to declare the liveness state as down.
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8.3. LI VENESS- DETECTI ON Obj ect For Reporting

The LI VENESS- DETECTI ON hject with Object-C ass (Value TBD18) is
defined in this docunent to report the liveness state of a TE LSP.

When the LSP is enabled with the |iveness detection feature, the PCC
SHOULD i ncl ude the LI VENESS- DETECTI ON Obj ect to report the |iveness
st at e.

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| ass=TBD18 | Or |Res|P|I] oj ect Length (bytes) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| |
/1 (Obj ect body) /1
I I
+

T T S R T E s
LI VENESS- DETECTI ON hj ect For mat

oj ect Length (16 bits): Specifies the total object |ength including
the header, in bytes [ RFC5440].

oj ect-Types (OT) are defined as foll ow ng:

hj ect-Type Length Name

1 8 Li veness State

The object body format for Liveness Detection State is defined as
fol | owi ng:

0 1 2 3

01234567890123456789012345678901
e S S e S S T T T MU A R S S S S
| RESERVED | State |
e I o =i S S S S S e £ s

LI VENESS- DETECTI ON (hj ect Body Fornmat (State)

* Liveness Detection State: Indicates the State of Liveness
Detection as: (1) Up, (2) Down, (3) Errored.

* RESERVED: This field is reserved for future use. It MJST be set
to 0 when sent and MJST be ignored when received.
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9

9

1.

2

10.

PCEP Pr ocedure

The foll owi ng procedure is defined for the extensions to different
PCEP nessages for reporting perfornance neasurenents and |iveness
det ecti on.

MEASUREMENT- ATTRI BUTES TLVs

* For a PCE-lInitiated LSP [ RFC8281] with reporting features enabl ed,
the correspondi ng MEASUREMENT- ATTRI BUTES TLV for each neasur enent
MUST be included in the LSPA hject with the PClnitiate nessage.

* For a PCE-Initiated LSP [ RFC8281] with reporting features enabl ed,
the correspondi ng MEASUREMENT- ATTRI BUTES TLV for each measurenent
is carried in the PCUpd nessage in the LSPA Object in order to
make updates to the attributes such as Report-Interval

* For a PCC-lnitiated LSP with reporting features enabl ed, when the
LSP is delegated to the PCE, the correspondi ng MEASUREMENT-
ATTRI BUTES TLV for each nmeasurenent MJUST be included in the LSPA
nj ect of the PCRpt nessage.

* The various MEASUREMENT- ATTRI BUTES TLVs are encoded in all PCEP
messages for the LSP with reporting features enabl ed, the absence
of the correspondi ng MEASUREMENT- ATTRI BUTES TLV i ndi cates that the
PCEP speaker wi shes to disable the feature.

MEASUREMENT Obj ect s

Wien a TE LSP is enabled with a neasurenent reporting feature, the
PCC SHOULD i ncl ude the correspondi ng MEASUREMENT Obj ect to report the
measured values to the PCE in the PCRpt nmessage [ RFC8231].

The format of the "actual attribute-list" in the PCRpt nessage is
nodi fi ed as foll ow ng:

<actual _attribute-1list>::=[ <BANDW DTH>]
[ <DELAY- MEASUREMENT>]
[ <LOSS- MEASUREMENT>]
[ <LI VENESS- DETECTI ON>]
[<netric-list>]

Scal i ng Consi derati ons

It should be noted that when nmeasurenent reporting is depl oyed under
LSP scaling, it can lead to frequent reporting updates to the PCE
Qperators are advised to set the values of various neasurenent
reporting paraneters appropriate for the deployed LSP scaling.
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10.

11.

If a PCE gets overwhelned, it can notify the PCC to tenporarily
suspend the reporting of the nmeasurenments as described bel ow.

1. The PCNtf Message

As per [RFC5440], the PCEP Notification nessage (PCNtf) can be sent
by a PCEP speaker to notify its peer of a specific event. A PCEP
speaker SHOULD notify its PCEP peer that it is overwhel med, and on
recei pt of such notification the peer SHOULD NOT send any PCEP
messages related to neasurenment reporting. |If a PCEP nessage rel ated
to neasurenent reporting is received, it MJST be silently ignored.

*  \When a PCEP speaker is overwhelned, it SHOULD notify its peer by
sending a PCNtf message with Notification Type = TBD15 (PM
Overwhel m State) and Notification Value = 1 (Entering PM overwhel m
state).

*  Optionally, OVERLOADED- DURATI ON TLV [ RFC5440] MAY be incl uded that
specifies the time period during which no further PCEP nessages
related to PM shoul d be sent.

* \When the PCEP speaker is no longer in the overwhel ned state and is
avail able to process the PMreporting, it SHOULD notify its peer
by sending a PCNtf nessage with Notification Type = TBD15 (PM
Overwhel m State) and Notification Value = 2 (C earing PM overwhel m
state).

Security Considerations

Thi s docunent defines new MEASUREMENT- ATTRI BUTES TLVs, CAPABILITY
TLVs and MEASUREMENT (bjects for reporting | oss, delay neasurenents,
|l i veness detection, and bandwi dth utilization that do not add

addi tional security concerns beyond those discussed in [ RFC5440],

[ RFC8231], [RFC8281] and [ RFC8664].

Sone depl oynents may find the reporting of the performance

measur enent, |iveness detection and bandwi dth utilization information
as extra sensitive as it could be used to influence LSP path

comput ation and LSP setup with adverse effect. Additionally,

snoopi ng of PCEP nessages wi th such data or using PCEP nessages for
net wor kK reconnai ssance, nmay give an attacker sensitive information
about the operations of the network. Thus, such depl oyments shoul d
enpl oy suitable PCEP security nechanisns |ike TCP Aut hentication
Option (TCP-AO |[RFC5925] or Transport Layer Security [ RFC8253].
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12.

12.

12.

12.

12.

13.

Manageabi |l ity Consi derations
1. Control of Function and Policy

The perfornmance neasurenent reporting SHOULD be controll ed per TE
tunnel (at PCC or PCE) and the values for feature attributes e.qg.
measurenent-interval, report-interval, report-threshold SHOULD be
configurabl e by an operator.

2. Information and Data Model s

A Managenent Information Base (MB) nodule for nodeling PCEP is
described in [ RFC7420]. However, one may prefer a nmechani sm for
configuration using the PCEP YANG data nodel [RFC9826]. These SHOULD
be enhanced to provide controls and indicators for support for
performance neasurenent reporting feature. Support for various
configuration knobs as well as for counters of nessages sent/received
containing the TLVs (defined in this document) SHOULD be added.

3. Verify Correct Operations

Mechani sns defined in this docunent do not inply any new operational
verification requirenents in addition to those already listed in
[ RFC5440] .

4. Requirenents on O her Protocols

Mechani sns defined in this docunent do not add any new requirenents
on ot her protocols.

5. Inpact on Network Operations

In order to avoid any unacceptabl e i npact on network operations, an
i npl ementation SHOULD allow a limt to be placed on the nunber of
LSPs that can be enabled with the perfornmance nmeasurenent reporting
feature. An inplementation MAY allow a limt to be placed on the
rate of measurenent reporting nmessages sent by a PCEP speaker and
received by a peer. An inplementation MAY also all ow sending a
notification when a PCEP speaker is overwhel ned or the rate of
messages reaches a threshol d.

| ANA Consi der ati ons
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13.1. Measurenment Capability TLV Types

Thi s docunent defines the follow ng new PCEP TLVs; | ANA is requested

to nake the followi ng allocations fromthe "PCEP TLV Type Indicators"
registry. http://ww.iana.org/assi gnnents/pcep/ pcep. xht m #pcep-tl v-

type-indicators

Type Narme Ref erence

TBD1 DELAY- MEASUREMENT- CAPABI LI TY [ Thi s docunent]
TBD2 LOSS- MEASUREMENT- CAPABI LI TY [ Thi s docunent]
TBD3 BANDW DTH- UTI LI ZATI ON- CAPABI LI TY [ This document]
TBD19 LI VENESS- DETECTI ON- CAPABI LI TY [ Thi s docunent ]

13.1.1. Flag Fields for MEASUREMENT- CAPABI LI TY TLVs
I ANA is requested to create a registry to nmanage the Flag field of
t he DELAY- MEASURENMENT- CAPABI LI TY TLV, LOSS- MEASUREMENT- CAPABILITY TLV
and BANDW DTH- UTI LI ZATI ON- CAPABI LI TY TLV.

New bit nunbers are allocated only by an | ETF Revi ew action
[ RFC8126]. Each bit should be tracked with the follow ng qualities:

- Bit nunmber (counting frombit O as the nost significant bit)
- Capability description
- Defining RFC

The foll owing values are defined in this docunent for the Flag field
for -

DELAY- MEASUREMENT- CAPABI LI TY TLV:

Bit Description Ref erence

31 One-way Del ay Measurenent [ Thi s docunent]
30 Two-way Del ay Measurenent [ Thi s docunent]
29 Loopback Del ay Measurenent [ Thi s docunent]

LOSS- MEASUREMENT- CAPABI LI TY TLV:

Bi t Descri ption Ref er ence

31 One-Way Loss Measur enent [ Thi s docunent]
30 Two- WAy Loss Measur enent [ Thi s docunent]
29 Inferred Loss Measurenent Mde [ Thi s docunent]
28 Direct Loss Measurenent Mode [ Thi s docunent]
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13.2. MEASUREMENT- ATTRI BUTES TLVs

Thi s docunent defines the follow ng new PCEP TLV Types; IANA is
requested to make the followi ng TLV type allocations fromthe "PCEP
TLV Type Indicators" registry. http://ww.iana.org/assignnents/pcep/
pcep. xht m #pcep-tlv-type-indicators

Type Narme Ref erence

TBD4 DELAY- MEASUREMENT- ATTRI BUTES [ Thi s docunent]
TBD5 LOSS- MEASUREMENT- ATTRI BUTES [ Thi s docunent]
TBD6 BW UTI LI ZATI ON- MEASUREMENT- ATTRI BUTES [ Thi s documnent ]
TBD20 LI VENESS- DETECTI ON- ATTRI BUTES [ Thi s docunent ]

13.2.1. The Sub-TLVs For MEASUREMENT- ATTRI BUTES TLVs
I ANA is requested to create a "MEASUREMENT- ATTRI BUTES Sub-TLV Types"
sub-registry in the "PCEP TLV Type Indicators" registry. New sub-
TLVs are allocated only by an | ETF Review acti on [ RFC8126] .

Thi s docunent defines the follow ng sub-TLV types:

Type Nane Ref erence

0 Reserved [ This docunent]
1 Measur enment - Enabl e sub- TLV [ Thi s docunent]
2 Transmt-Interval sub-TLV [ Thi s docunent]
3 Measur enent - Prot ocol sub-TLV [ Thi s docunent]
4 Measur enent - I nterval sub-TLV [ Thi s docunent]
5 Report - Threshol d sub- TLV [ Thi s docunent]
6 Report - Thr eshol d- Per cent age sub-TLV [This docunent]
7 Report-Interval sub-TLV [ Thi s docunent]
8 Report - Upper - Bound sub- TLV [ Thi s docunent]
9- Unassi gned [ Thi s docunent]
65535

13.2.1.1. Flag Fields in Measurenent-Enable sub-TLV

I ANA is requested to create a registry to manage the Flag field of
t he Measurenent - Enabl e sub- TLV.

New bit nunbers are allocated only by an | ETF Revi ew action
[ RFC8126]. Each bit should be tracked with the follow ng qualities:

- Bit nunber (counting frombit 0 as the nost significant bit)

- Capability description
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- Defining RFC

The followi ng value are defined in this docunent for the Flag field.

Bit Description Ref erence

31 One-Way Del ay Measurenent Enabl ed [ Thi s docunent]
30 Two- Wy Del ay Measurenent Enabl ed [ Thi s docunent]
29 Loopback Del ay Measurenent Enabl ed [ Thi s docunent]
28 One-\Way Loss Measur enent Enabl ed [ Thi s docunent]
27 Two- WAy Loss Measur enent Enabl ed [ Thi s docunent]
26 Inferred Loss Measurenent Enabl ed [ Thi s docunent]
25 Direct Loss Measurement Enabl ed [ Thi s docunent]
24 Bandwi dth Utilization Reporting Enabled [This docunent]
23 Li veness Detection Enabl ed [ Thi s docunent]

13.3. Measurement nhject-C ass

Thi s docunent defines Ohject-Class for the following Objects; IANA is
requested to make the followi ng allocations fromthe "PCEP Objects"
registry. http://ww.iana.org/assignnments/pcep/ pcep. xhtm #pcep-

obj ects
hj ect-C ass Name Ref er ence
TBD16 DELAY- MEASUREMENT Ohj ect [ Thi s docunent]
TBD17 LOSS- MEASUREMENT (bj ect [ Thi s docunent]
TBD18 LI VENESS- DETECTI ON hj ect [ Thi s docunent]

13.3.1. DELAY- MEASUREMENT Obj ect - Types

I ANA is requested to create a "DELAY- MEASUREMENT Obj ect - Types" sub-
registry for DELAY- MEASUREMENT Obj ect (nhject-class TBD16).

Thi s docunent defines the foll ow ng object-types:
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oj ect - Type Nane Ref erence

0 Reserved [ Thi s docunent]
1 Del ay Measur enent Status [ Thi s docunent]
2 One-\Way Del ay Measurenent Val ue [ Thi s docunent]
3 One-\Way Del ay Measurenment M n/ Max Val ues [ Thi s docunent]
4 One-Way Del ay Variation Measurenent Value [This documnent]
5 Two- Wy Del ay Measurenent Val ue [ Thi s docunent]
6 Two- Wy Del ay Measurenent M n/Max Val ues [ Thi s docunent]
7 Two- Way Del ay Variation Measurenent Value [This docunent]
8 Loopback Del ay Measurenent Val ue [ Thi s docunent]
9 Loopback Del ay Measurenment M n/Max Values [This docunent]
10 Loopback Del ay Variation Measurenment Value [This docunent]

13.3.2. LOSS- MEASUREMENT Obj ect - Types

I ANA is requested to create a "LOSS- MEASUREMENT (bj ect - Types" sub-
registry for LOSS- MEASUREMENT Cbj ect (Object-class TBD17).

Thi s docunent defines the foll ow ng object-types:

oj ect - Type Nane Ref erence

0 Reserved [ This document]
1 Loss Measurenent Status [ Thi s docunent]
2 Tx Packet s- Lost [ Thi s docunent]
3 Rx Packet s- Lost [ Thi s docunent]
4 Tot al Packet s- Sent - Recei ved [ Thi s docunent]

13.3.3. BANDW DTH nj ect - Type

Thi s docunent defines a new bject-Type for the existing BANDW DTH
object (Object-Class 5, [RFC5440]); IANA is requested to make the
followi ng allocation fromthe "PCEP (hjects" registry.

http://ww. i ana. or g/ assi gnnent s/ pcep/ pcep. xht m #pcep-obj ects

oj ect - Type Nane Ref erence

TBDL4 ~ BANDWDTH UTILI ZATION Gbject  [This docunent]
13.4. PCE Error Codes

Thi s document defines two new error-values for PCErr with error-code

19 (Invalid Operation). [IANA is requested to make the foll ow ng
al | ocati ons.
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Error-Value Nane Ref er ence
TBD7 Del ay- Measur enent capability

was not adverti sed [ Thi s docunent]
TBD8 Loss- Measurenment capability

was not advertised [ This document]
TBD9 Two- Wy Measur ement capability

was not adverti sed [ Thi s docunent]
TBD10 One- WAy Measurenent capability

was not adverti sed [ Thi s docunent]
TBD11 I nferred Mode Loss Measurenent capability

was not advertised [ This document]
TBD12 Direct Mbde Loss Measurement capability

was not adverti sed [ Thi s docunent]
TBD13 Bandwi dth Utilization capability

was not adverti sed [ Thi s docunent]
TBD21 Li veness Detection capability

was not advertised [ This document]

13.5. Notification Object-Type

IANA is requested to allocate new Notification Types and Notification
Val ues within the "Notification Object" sub-registry of the PCEP
Nunbers registry, as foll ows:

Type Meani ng Ref erence

TBD15 PM Over whel m St at e [ Thi s docunent]

Notification-value=1: Entering PMoverwhel mstate
Notification-value=2: dearing PMoverwhel mstate
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