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Abstract

The Sinple Two-Way Active Measurenent Protocol (STAWMP) and its
optional extensions can be used for Edge-To-Edge (E2E) active
measurenent. |In Situ Operations, Adninistration, and Mi ntenance
(1OAM data fields can be used for recording and coll ecting Hop-By-
Hop (HBH) and E2E operational and telenmetry information. This
docunent extends STAMP to reflect MPLS extension headers, including
MPLS Net work Action Sub-Stacks and Post-Stack Header, for HBH and E2E
active nmeasurenents, for exanple, using | OAM data fi el ds.
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1. Introduction

The Sinple Two-Way Active Measurenent Protocol (STAWMP) provides
capabilities for the nmeasurement of various performance netrics in IP
net wor ks [ RFC8762] without the use of a control channel to pre-signal
session paraneters. [RFC8972] defines optional extensions in the
formof TLVs for STAMP. The STAMP test packets are transmitted al ong
a path between a Session-Sender and a Session-Refl ector to neasure
Edge- To- Edge (E2E) performance del ay and packet | oss along that path.

In Situ Operations, Admnistration, and Mai ntenance (1 OAM is used
for recording and collecting operational and telenetry information
whil e the packet traverses a path between two points in the network.
The 10AM data fields are defined in [RFCO197]. Currently, there is
no adopted nmethod defined to reflect the collected | OAM data fi el ds
back to the Sender, where the Sender can use that information to
support the hop-by-hop and edge-to-edge neasurenment use cases.
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2.

2.

2.

MPLS packets may carry MPLS Network Action (MNA) Sub-Stacks as
defined in [I-D.ietf-npls-ma-hdr] and Post-Stack Header (PSH) as
defined in [I-D.ietf-npls-ma-ps-hdr].

It may be desired to record and coll ect HBH and E2E operati onal and
telemetry information using active nmeasurenent packets between two
nodes in a network. This is achieved by augnmenting STAWMP [ RFC8762],
usi ng opti onal STAMP extensions defined in [ RFC8972], to reflect MPLS
ext ensi on headers, including MNA Sub-Stacks and Post - Stack Header, as
specified in this docunent. The procedure defined in this docunent

| everages the existing inplenentations on the m dpoint nodes with
MPLS data pl ane, that supports the MNA Sub- Stacks and Post - St ack
Header used, without any additional requirenments.

Conventions Used in This Docunent
1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Abbreviations
ECVMP: Equal Cost Multi-Path
E2E: Edge- To- Edge
HBH:  Hop- By- Hop
IOAM In Situ Operations, Adm nistration, and M ntenance
IMNA: Ml tiprotocol Label Switching Network Action
MIU:  Maxi mum Transni ssi on Unit
PSH: Post - St ack Header
STAMP: Sinple Two-way Active Measurenent Protocol

TLV: Type- Lengt h- Val ue
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2.3. STAMP Reference Topol ogy

In the "STAMP Ref erence Topol ogy" shown in Figure 1, the STAWP
Session-Sender S1 initiates a Session-Sender test packet, and the
STAMP Session-Reflector RL transmits a reply Session-Reflector test
packet. Node ML is a m dpoint node that does not perform any STAMP
processi ng.

Tl is a transnmit tinestanp, and T4 is a receive tinmestanp added by
node S1. T2 is a receive tinestanp, and T3 is a transnmt tinestanp
added by node RI.

T1 T2
/ \
oo + Test Packet +------- + oo +
| R B |
| S1 | :::::::::::::::::l ML | :::::::::::::::::::l R1 |
| PR | o omm e o] |
Fommma - + Fommmo - + Reply Test Packet +------- +
\ /
T4 T3
STAMP Sessi on- Sender STAMP Sessi on- Refl ect or

Figure 1: STAWMP Reference Topol ogy
3. Overview

[ RFC8972] defines optional extensions for STAMP. The optiona
extensions are added to the base STAMP test packet defined in

[ RFC8762] in the formof TLVs. As specified in [RFC8972], both
Sessi on- Sender and Session-Refl ector test packets are symretric in
size when including all optional TLVs. The Session-Refl ector
reflects all received STAMP TLVs from the Session-Sender test
packets.

As specified in [ RFC8762], STAMP test packets are transmtted with

| P/ UDP headers. Since m dpoint nodes do not process the UDP headers
in the packets, they are agnostic to the STAWMP test packets in the
payl oad.

Thi s docunent al so defines a new TLV option for STAMP, called

"Refl ected MPLS Header MNA Data" (value TBAl). Wen a STAMP Session-
Sender adds an MNA Sub-Stack in the test packet, it also adds a

"Refl ected MPLS Header MNA Data" STAMP TLV in the Session-Sender test
packet with the length set to the MNA Sub-Stack | ength (NASL) and the
value field in the TLV initialized to zeros, in order to receive a
copy of that MNA Sub- Stack back in the STAMP TLV. Wen addi ng
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mul ti pl e MNA Sub- Stacks in the Session-Sender test packet,
correspondi ng "Refl ected MPLS Header MNA Data" STAMP TLVs MJUST be
added, with the matching length to the MNA Sub-Stack and Ancillary
Data and in the sane order, in order to receive a copy of that MA
Sub- St ack.

Simlarly, when a STAMP Sessi on- Sender adds MNA Post- Stack Header in
the test packet, it also adds correspondi ng "Refl ected MPLS Header
MNA Dat a" STAMP TLV, with the matching length, in order to receive a
copy of that MNA Post-Stack Header.

As the procedure defined in this docunent |everages the existing

i mpl enent ati ons on the m dpoi nt nodes for the MNA Sub- Stacks and
Post - St ack Header, no additional requirements are specified when
carrying MNA Sub- St acks and Post-Stack Header in STAMP. An MNA Sub-
St acks and Post-Stack Header are processed by the nodes using the
sanme procedures specified in the docunent that defined them

An exanpl e STAMP test packet for the MPLS data plane, carrying MNA

Sub- St acks and Post-Stack Header and refl ected MNA header data in
STAMP TLVs, is shown in Figure 2.
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e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +
| MPLS Header |
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +
| MNA Sub-Stack-1 I-D.ietf-npls-ma-hdr |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| MNA Sub-Stack-N1-D.ietf-npls-ma-hdr

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +
| MNA Post-Stack Header |-D.ietf-npls-mma-ps-hdr |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +
| I'P Header |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +
| UDP Header |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| STAMP Packet RFC 8972 |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +
| Reflected MPLS Header MNA Data-1 STAMP TLV (TBAl) |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +
| Reflected MPLS Header MNA Data-M STAMP TLV (TBAl) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +
| Reflected MPLS Header MNA Data STAMP TLV PSH ( TBAl) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +

Fi gure 2: Exanple STAMP Test Packet with Reflected MPLS Header
MNA Data STAMP TLV

When t he Session-Refl ector receives a STAMP test packet with an MNA
and a STAMP TLV "Refl ected MPLS Header MNA Data," the Session-

Refl ector that supports this STAMP TLV MJST copy the entire MNA Sub-
Stack, including the Ancillary Data and header, into the "Refl ected
MPLS Header MNA Data" TLV in the Session-Refl ector payload. Wen
there are multiple MNA Sub-Stacks in the Session-Sender test packet,
each MNA Sub-Stack, including Ancillary Data MJST be processed, in
order fromthe top of the |abel stack, and copied into the
correspondi ng STAWMP TLV, if that STAMP TLV exists. Simlarly, the
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Sessi on- Ref | ect or MUST process MNA Post - Stack Header and copy the
entire header and the Ancillary Data into the correspondi ng STAWP
TLV, if that STAMP TLV exi sts.

When the Session-Refl ector receives a STAMP test packet with an MNA
Sub- St ack or PSH but without corresponding "Refl ected MPLS Header MNA
Data" STAMP TLV, the Session-Refl ector does not copy that MNA Sub-
Stack or PSH into the Session-Reflector test packet.

When t he Session-Sender test packets carry an MNA Sub- Stack or PSH
that it does not require the Session-Reflector to reflect in the
Sessi on-Refl ector test packet, it does not add the natching

"Refl ected MPLS Header MNA Data" STAMP TLV in the Session-Sender test
packet .

If the Session-Reflector receives Session-Sender test packets with
non-zero values in the first 8 bytes (excluding the Ancillary Data
field that nay change) of the "Reflected MPLS Header MNA Data" STAWP
TLV, it MJST match the values in the correspondi ng MNA Sub- St ack and
PSH in the MPLS header before copying data into the STAWMP TLV. This
mechani smis enployed in case of ambiguity when there are multiple
MNA Sub- Stacks and PSH in the MPLS header with the same |ength
present and not all need to be copied and reflected in the STAW
TLVs.

The Session- Sender and Session-Refl ector test packets are symetric
in size, and hence the Session-Sender and Session-Refl ector MJST
ensure that the resulting test packets do not exceed the MPLS MIU
after adding the Reflected Data STAWMP TLVs. |If necessary, Reflected
Data STAMP TLVs can be renmoved to avoid violating the MPLS MIU limit.

If, for any reason, the Session-Reflector does not use the received
"Refl ected MPLS Header MNA Data" STAMP TLV for reflecting data, it
MUST return the STAMP TLV as unrecogni zed, i.e., with the U flag
(Unrecogni zed) set in the STAMP TLV Fl ags using the procedure defined
in [ RFC8972].

The Session-Refl ector adds the matchi ng MNA Sub- St acks and PSH
including Ancillary Data, in the Session-Reflector test packet in the
sane order for the reverse direction nmeasurenents as described in
Section 5. 2.

Note that the use case where the MNA Sub-Stack and PSH | engt h changes
in the Session-Sender test packets along the path is outside the
scope of this docunent. Also, the use case where MNA Sub- Stacks and
PSH are added or renpved in the Session-Sender test packets along the
path is outside the scope of this docunent.
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4.

Use Case of Reflecting | OAM Data Fi el ds

In Situ Operations, Admnistration, and M ntenance (1 CAM is used
for recording and collecting operational and telenetry information
whil e the packet traverses a path between two points in the network.
The 10AM data fields are defined in [RFC9197]. Exanples of data
recorded by | OAM Trace Options include per-hop information, such as
node 1D, timestanp, queue depth, interface ID, interface |oad, etc.
The information coll ected can be used for nonitoring ECVWP pat hs,
proof-of -transit, and troubl eshooting failures in the network. | OAM
can be used with STAMP test packets for active neasurenment. The
procedure and STAMP extensions defined in this docunent can be used
to reflect the collected | OAM data fields back to the Sender, where
the Sender can use that information to support the hop-by-hop and
edge-t 0- edge neasurement use cases.

[I-D.ietf-npls-ma-ioan] defines extensions using MWNA to carry | QAM
data that may be carried in MNA Sub-Stack [I-D.ietf-npls-ma-hdr] or
in MNA Post-Stack Header [I-D.ietf-npls-ma-ps-hdr]. The STAW
Sessi on- Sender and Sessi on-Refl ector test packets can carry an MNA
Sub- St ack and PSH for HBH and E2E operational and tel enetry
information for active neasurenent, as shown in Figure 3, as an
exanpl e.

o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| I'P Header |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +
| UDP Header |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +
| STAMP Packet RFC 8972 |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +

| Reflected MPLS Header MNA Data STAMP TLV ( TBA1) |

| Reflected MPLS Header MNA Data STAMP TLV PSH ( TBA1) |
i S S T i S S e e i S S S S

Figure 3: Exanple STAWP Test Packet for 1OAM with Refl ected MPLS
Header MNA Data TLV
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5. STAMP Ext ensi ons
5. 1. Ref | ect ed MPLS Header MNA Data STAMP TLV

The "Refl ected MPLS Header MNA Data" STAMP TLV is carried by Session-
Sender and Session-Reflector test packets. STAMP test packets may
carry multiple TLVs of this type. The format of the "Refl ected MPLS
Header MNA Data" TLV is shown in Figure 4.

0 1 2 3

01234567890123456789012345678901

i R L s e T e R h th s i S SR N S

| STAMP TLV Fl ags| Type=TBAl | Lengt h |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Refl ected MPLS Header MNA Dat a

| |
I I
i e i I e S S i i IR S S S S
Figure 4: Reflected MPLS Header MNA Data STAWMP TLV
The TLV fields are defined as foll ows:

Type: Type (val ue TBAl)

STAMP TLV Fl ags: The STAMP TLV Fl ags follow the procedures descri bed
in [ RFC8972].

Length: A two-octet field equal to the length of the Data in octets.

The Session-Reflector MJST return an error as unrecognized (U flag)
in the STAMP TLV Flags when it deternmines that the length of the TLV
does not match the |l ength of the corresponding MNA Sub- Stack or PSH
when processing in the sane order as the MNA Sub-Stacks and PSH in
the MPLS header.

5.2. One-Way Measurenent Using Reflected Data STAMP TLVs

Simlarly, in the case of one-way HBH and E2E neasurenents for MPLS
data pl ane, the Session-Reflector does not need to add MNA Sub- St acks
and PSH in the reply Session-Reflector test packets matching the
recei ved MNA Sub- St acks and PSH.

In this docurment, the Sub-TLV "MNA Header Control" (Type TBA2) is

defined for the STAMP TLV Type "Refl ected Test Packet Control TLV'
(Type TBA-ASYM introduced in [I-D.ietf-ippmasymetrical -pkts].
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When a Session- Sender test packet is received with the "MA Header
Control" Sub-TLV, the Session-Reflector does not add the received MNA
Sub- St acks and PSH in the MPLS header of the reply Session-Reflector
STAMP test packet.

In the absence of this Sub-TLV in the received Session-Sender test
packet, the Session-Reflector adds new MNA Sub- St acks and PSH

mat ching all received MNA Sub-Stacks and PSH in the MPLS header of
the reply Session-Reflector test packet.

The MNA Sub- Stacks and PSH received in the Session-Sender test
packets are still copied and reflected in STAMP TLVs to the Session-
Sender .

6. Security Considerations

The security considerations specified in [ RFC8762], [RFC8972],
[I-Dietf-npls-ma-hdr] and [I-D.ietf-npls-ma-ps-hdr] apply to the
procedure and extensions defined in this document. |In addition, the
security considerations specified in [ RFC9197] and
[I-D.ietf-npls-ma-ioan also apply when using the | OAM

7. 1 ANA Consi derations
| ANA has created the "STAMP TLV Types" registry for [ RFC8972]. | ANA

is requested to allocate a value for the "Reflected MPLS Header MNA
Data" TLV Type fromthe | ETF Review TLV range of the sanme registry.

[§ e oo e e e e e, e
| Value | Descri ption | Reference |
| TBAL | Reflected MPLS Header MNA Data | This docunent |
R, o e e e e e e e e e e e o m o T +

Table 1. STAMP TLV Type

I ANA is requested to allocate a value for the Sub-TLV Type "MA
Header Control" (Type TBA2) for the STAMP TLV Type "Refl ected Test
Packet Control TLV' (Type TBA-ASYM defined in
[I-D.ietf-ippmasymretrical -pkts], fromthe "STAMP Sub-TLV Types"
registry
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[ ool s s s s oo oo el e e
| Value | Descri ption | TLV Used | Reference |
B el s e, s e el
| TBA2 | MNA Header Control | Reflected Test | This |
| | | Packet Control | docunent |
+------- Feom e e e e m - - - I I I +

Tabl e 2: Sub-TLV Type for Reflected Test Packet Contr ol
STAMP TLV
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