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Abst ract

The Sinple Two-Way Active Measurenment Protocol (STAMP), as defined in
RFC 8762, along with its optional extensions specified in RFC 8972,
can be utilized for active neasurenent. Networks may experience
transmi ssion bit errors due to various factors, including poor fiber
quality. Even with efficient CRC and FEC nmechani snms, sone bit errors
may escape detection and correction, referred to as residual bit
errors. This docunment further augments the STAMP extensions
specified in RFC 8972 to enabl e the measurenent of residual bit error
rate within the "Extra Paddi ng" TLV of STAMP packets.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 6 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Sinple Two-Way Active Measurement Protocol (STAMP) is designed to
measure various performance netrics in I P networks without relying on
a control channel to pre-signal session paraneters, as specified in
[ RFC8762]. STAMP test packets are sent between a Session-Sender and
a Session-Reflector to measure del ay and packet |oss along the path.

[ RFC8972] introduces optional extensions for STAMP in the form of

Type- Lengt h-Val ue (TLV) objects, including the capability to transm't
"Extra Paddi ng" TLV within STAMP test packets.
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Net wor ks may experience transnission bit errors due to various
factors, such as poor fiber quality, thereby corrupting packets. The
bit error can be a single bit error or a burst of bit errors at a
time. The bit errors in the received packets can be detected using
Cyclic Redundancy Check (CRC). The packets with the CRC checksum
failures may be dropped or corrected using Forward Error Correction
(FEC). Even with efficient CRC and FEC nechani sns, some bit errors
may escape detection and correction, referred to as residual bit
errors. These bit errors result in upper-layer (such as UDP or TCP)
checksum failures. It is beneficial to nmeasure the Residual Bit
Error Rate (BER) using active neasurenent packets between two nodes
to detect service degradation. For accurate BER neasurenent,
transmtting | arge-sized active neasurenent packets is preferable,
especially on links with low bit error rates. Furthernore, there is
a need to transmt test packets at a high rate to nmeasure BER on

hi gh-capacity |inks.

The STAMP test packets use a UDP header with a checksumfield that
can be used for checking the integrity of the header and payl oad
data. The UDP checksumis optional for |IPv4 header. The UDP
checksum may be set to O (to bypass the UDP check) for |1Pv4 and | Pv6
headers for the STAMP destination UDP port. However, the checksum
field does not provide an accurate neasurenent of bit errors.

Aut henti cated node provides data integrity protection for the STAW
test packets by adding a Hashed Message Authenticati on Code (HVAQ),
such as HMAGC- SHA- 256 [ RFC8762]. However, the authenticated node does
not provide an accurate neasurenment of bit errors. |In addition, the
HVAC TLV defined in [RFC8972] for authenticating STAMP TLVs does not

i ncl ude checking the "Extra Paddi ng" TLV.

Thi s docunent further augnents the STAMP extensions defined in
[ RFC8972] to enable the nmeasurenent of residual bit error rate within
the "Extra Paddi ng" TLV of STAMP packets.

Conventions Used in This Docunent
1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here
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2.2. Abbreviations
BER Bit Error Rate
CRC. Cyclic Redundancy Check
FEC. Forward Error Correction
MIU:  Maxi mum Transmni ssi on Unit
STAMP: Sinple Two-way Active Measurenent Protoco
TLV: Type-Lengt h- Val ue
2.3. STAMP Reference Topol ogy
In the STAMP reference topol ogy showmn in Figure 1, the STAMP Sessi on-
Sender S1 initiates Session-Sender test packets, and the STAWMP
Session-Reflector Rl transmits reply Session-Reflector test packets.
Tl is a transnmit tinestanp, and T4 is a receive tinmestanp added by

node S1. T2 is a receive tinestanp, and T3 is a transnmt tinestanp
added by node RI.

T1 T2
/ \
oo + Test Packet oo +
| R |
| S1 | ::::::::::::::::::::::::::::::::::| R1 |
| <o @ e e e |
Fommma - + Reply Test Packet oo +
\ /
T4 T3
STAMP Sessi on- Sender STAMP Sessi on- Refl ect or

Figure 1: STAWMP Reference Topol ogy
3. Overview

The optional extensions for STAMP test packets [RFC8762] are defined
in [RFC8762] in the formof TLVs. The Session-Sender transnits
optional STAMP TLVs, and the Session-Reflector reflects all received
STAMP TLVs fromthe Session-Sender test packets. [RFC8972] defines
an optional TLV extension specifically for transmtting "Extra

Paddi ng" (Type=1) TLV in the STAMP test packets. The "Extra Paddi ng"
TLV can be filled using either a predefined fixed pattern or a random
pattern of bits [RFC8972].
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Thi s docunent defines a procedure to nmeasure residual BER within the
"Extra Paddi ng" TLV. The process involves the Session-Sender
transmtting the extra padding filled with a predefined bit pattern
The Session-Refl ector then checks for bit errors by conparing the
recei ved paddi ng against the predefined bit pattern. This allows for
the detection of a single bit error or a burst of bit errors and the
measur enent of the residual BER  The Session-Refl ector does not

di scard the STAMP test packet with bit errors but instead reflects it
back to the Session-Sender after correcting the bit errors. The
Sessi on-Refl ector also returns the bit error count to the Session-
Sender .

Resi dual BER is neasured in both the forward and reverse directions
bet ween the Session-Sender and the Session-Reflector using the
procedure and extensions defined in this docunment. The Residual BER
is calculated using the nunber of bit errors detected and the nunber
of bits received in the extra paddi ng.

As specified in [ RFC8972], the Session-Sender and Session-Refl ector
test packets are symmetric in size. The Session-Sender and Sessi on-
Refl ector MUST ensure that the resulting test packets do not exceed
the path MIU after adding the STAMP TLVs.

3.1. Bit Errors in Non-measurenent Fields of STAWP

Note that the procedure and extensions defined in this docunent do
not use the base STAWP packets, packet headers, or STAWMP TLVs ot her
than the "Extra Paddi ng" TLV for residual BER neasurenent. It is
possible that the bit errors inpact those non-neasurenent fields of
the STAMP test packets causing verification failures. Such STAW
test packets are reported using a different nmeasurement netric. The
integrity of those fields can be verified using the HVAC nechani sns
defined in [ RFC8762] and [ RFC8972].

4. STAMP Procedure

Thi s docunent defines two TLV options for STAMP: "Bit Pattern in
Paddi ng" TLV (Type=TBAl) and "Bit Error Count in Paddi ng" TLV
(Type=TBA2) .

An exanpl e of a STAWP test packet used for neasuring residual BER is
shown in Figure 2. It uses the "Extra Padding" TLV, the optiona
"Bit Pattern in Padding" TLV, and the "Bit Error Count in Paddi ng"
TLV.
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Fi gure 2: Exanpl e STAWMP Packet to Measure BER
4.1. STAMP Sessi on- Sender

When a STAMP Session-Sender is set up to neasure BER, it adds an
"Extra Paddi ng" (Type=1) TLV, a "Bit Error Count in Padding"
(Type=TBA2) TLV, and optionally, a "Bit Pattern in Paddi ng"
(Type=TBAl) TLV in Session-Sender test packets. The Session- Sender
test packets carry only one "Bit Error Count in Padding" TLV, only
one "Extra Paddi ng" TLV [ RFC8972] and optionally carry only one "Bit
Pattern in Paddi ng" TLV.

The Session-Sender MJST add an "Extra Paddi ng" TLV [ RFC8972] when it
adds a "Bit Pattern in Padding" TLV to the Session-Sender test
packets. The variable-length data in the "Bit Pattern in Paddi ng"
TLV MJST contain the bit pattern enployed in the "Extra Paddi ng" TLV.
It is RECOVWENDED to have the length of the extra padding as an
integer multiple of the length of the Bit Pattern to ease

i mpl ement ati on.

The Session- Sender MUST al so add an "Extra Paddi ng" TLV [ RFC8972]

when it adds a "Bit Error Count in Padding" TLV in the Session-Sender
test packets. The bit error count in padding MJST be set to O.
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Note that the integrity of the "Bit Pattern in Padding" and "Bit
Error Count in Padding" TLVs can be protected using the HVAC
mechani sms defined in [ RFC8972].

4.1.1. Considerations for Bit Pattern

It is possible that the bit pattern in the "Bit Pattern in Paddi ng"
TLV itself has bit errors. This can result in a measurenent error
due to m smatch between the bit pattern and the extra padding. One
way to avoid this issue is for the Session-Sender and Sessi on-

Refl ector to use the local configuration with the default val ue of
OXFFOO as the bit pattern. 1In this case, the "Bit Pattern in

Paddi ng" TLV is not transmitted in the STAMP test packets.

4.2. STAMP Session-Refl ector

When the Session-Refl ector receives a STAMP test packet with a "Bit
Pattern in Padding" TLV, the Session-Reflector that supports this TLV
MUST check the extra padding in the "Extra Paddi ng" TLV agai nst the
bit pattern to detect any bits that do not match the bit pattern and
count themas bit errors.

When the Session-Refl ector receives a STAMP test packet with a "Bit
Error Count in Padding" TLV, the Session-Reflector that supports this
TLV MJST check the "Extra Paddi ng" TLV agai nst the expected bit
pattern to detect if there are any bits not matching the bit pattern
and count themas bit errors. The Session-Reflector updates the
count of bit errors in the received "Bit Error Count in Padding" TLV
and reflects the TLV back to the Session-Sender. |If no bit errors
are detected, the bit error count remains as O in the reflected "Bit
Error Count in Paddi ng" TLV.

The Session-Reflector corrects the bit errors in the "Extra Paddi ng"
TLV by matching the bit pattern and reflects the corrected "Extra
Paddi ng" TLV to the Session-Sender. The corrected "Extra Paddi ng"
TLV is used to nmeasure the residual BER in the reverse direction

4.2.1. STAWP TLV Conformant Check

If the Session-Reflector receives a STAWP test packet with a "Bit
Pattern in Padding" TLV or a "Bit Error Count in Padding" TLV without
an "Extra Padding" TLV or with more than one "Extra Paddi ng" TLV, it
MJST set the C flag (Conformant) defined in
[I-D.ietf-ippmasymretrical-pkts] to 1 in the STAMP TLV Flags in the
refl ected STAMP test packet for those STAWMP TLVs.
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If the Session-Reflector receives a STAMP test packet that contains
more than one "Bit Pattern in Paddi ng" TLV or nore than one "Bit
Error Count in Padding" TLV, it MJST set the C flag (Conformant)
defined in [I-D.ietf-ippmasymetrical-pkts] to 1 in the STAWP TLV
Flags in the reflected STAWP test packet for those STAMP TLVs.

4.3. Considerations for Link Aggregation G oup

5.

5.

Net wor ks may experience transmission bit errors differently for
different link nmenbers of a Link Aggregation Goup (LAG. The
procedure and extensions defined in this docunent are equally
appl i cabl e for nmeasuring residual BER for each individual nenmber of
the LAG

For del ay neasurenment of LAG menber |inks, a separate STAMP nicro-
session is created for each nenber of the LAG The STAMP extension
for the Mcro-Session ID TLV, as defined in [ RFC9534], is used to
identify each nmenmber link of the LAG associated with the STAMP ni cro-
session on the Session-Sender and Session-Reflector. The Session-
Refl ector replies on the same nmenber of the LAGin the reverse
direction based on the received Session-Sender test packet and on
either the local configuration or the received information fromthe
data pl ane.

Note that in order to get a good approximation of the BER, it is
RECOMVENDED to transmit the STAWMP test packets with padding that
match the link MIU size

STAMP Ext ensi ons
1. Bit Pattern in Padding STAMP TLV
The "Bit Pattern in Padding"” TLV is optional and is carried by

Sessi on- Sender and Sessi on-Refl ector test packets. The format of the
TLV is shown in Figure 3.

1 2 3
1234567890123456789012345678901
+- - - -+ i T S S T sl o S S I S S S S

STAMP TLV Fl ags| Type=TBAl | Length
i T T e e s o i o R S S e T T (BIE TR SR e

Bit Pattern in Padding ~

+_1_+_'II'OO
1
1
1
1
1
+_'I|'CD

+
+
T A S S i Sl S i T oI S S S S S S S T e e

Figure 3: Bit Pattern in Paddi ng STAWP TLV
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The TLV fields are defined as foll ows:
Type: Type (val ue TBA1l)

STAMP TLV Fl ags: The STAMP TLV Flags follow the procedures descri bed
in [ RFC8972].

Length: A two-octet field equal to the length of the Data in octets.
5.2. Bit Error Count in Padding STAWP TLV
The "Bit Error Count in Padding" TLV is optional and is carried by

Sessi on- Sender and Sessi on-Refl ector test packets. The format of the
TLV is shown in Figure 4.

2
23 4567890
-+ i SN R

-II-O(AJ

3 56789 1

+- S otk S

BA2

R o Tl I B S R R B i I T R e e
Bit Error Count in Padding |

Bl o T R ik st T o e b i T o S S e S it eI

2
+
S AMP T T
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678901 2
T M S -4 -+
lags| Type= engt f |
R S S S +-

+—|+|—\
+'-*+oo

+—+—+00
+

Figure 4: Bit Error Count in Padding STAWP TLV
The TLV fields are defined as foll ows:
Type: Type (val ue TBA2)

STAMP TLV Fl ags: The STAMP TLV Flags follow the procedures descri bed
in [ RFC8972].

Length: A two-octet field set to 4 for the Data.
6. Data Mddel Paraneters
6.1. Configuration Data Mdel Paraneters

The configuration data nodel for the residual BER neasurenent using
STAMP MUST allow to set the followi ng paraneters

- Paddi ng size (nunber of bytes)
- Padding bit pattern (with variable | ength of bytes)

- Transmt interval for STAMP test packets
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- Conputation interval as a multiple of transmt interval for
reporting the BER

6.2. Qperational Data Mdel Paraneters

The operational data nodel for the residual BER measurenent using
STAMP MUST allow to telemetry the foll ow ng paraneters

Forward direction (near-end) residual BER neasurenent:
- Nunber of total packets received in the conputation interva

- Nunber of total packets received with non-zero Bit Error Count
in TLV in the conputation interva

- Nunber of total bits in the padding TLV of all received packets
in the conputation interva

- Nunber of total Bit Error Count in TLV of all received packets
in the conputation interva

Reverse direction (far-end) residual BER neasurenent:
- Nunber of total packets received in the conputation interva

- Nunber of total packets received with bit errors in the
comput ation interva

- Nunber of total bits in the padding TLV of all received packets
in the conputation interva

- Nunber of total bit errors in all received packets in the
comput ation interva

Threshol ds are defined for the forward and reverse directions of the
resi dual BER neasurement, as nunber of bit errors per nmllion and
nunber of packets with bit errors per mllion, conputed during the
computation interval. An alarmis generated, and an event-driven
telemetry is triggered when the conputed netric crosses the

t hr eshol d.

7. Security Considerations

The security considerations specified in [ RFC8762] and [ RFC3972]
apply to the procedure and extensions defined in this docunent.
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8.

10.

I mpl ement ati on Status
Editorial note: Please renove this section prior to publication.

An open-source inplenentation of the Sinple Two-Way Active
Measur ement Protocol (RFC 8762) is available in Teaparty.

https://github. com cerfcast/teaparty

An inplenentation of the solution in this docunent is avail able at
the follow ng | ocation:

https://github. com cerfcast/teaparty/
commi t / 592558a38dbcf 9b273ach2a2f e8ab0d8f 16d0709

And (as bonus) there is also support for the BER in the Wreshark
di ssector:

https://github. com cerfcast/teaparty/
comni t/ 608b9e89f ce2f 25ed88eaa367d0bacc693845da2

Cont act :
W I 1iam Hawki ns
Uni versity of Cincinnati
Emai | : hawki nsw@bs. cr
I ANA Consi der ati ons
| ANA has created the "STAMP TLV Types" registry for [ RFC8972]. | ANA
is requested to allocate a value for the "Bit Pattern in Paddi ng" TLV

Type and a value for the "Bit Error Count in Padding" TLV Type from
the | ETF Review TLV range of the sane registry.

[ ool e s oo sl ey o}
| Value | Descri ption | Reference |
S sl s e e sty
| TBAl | Bit Pattern in Padding | This docunent |
+------- I i I I i +
| TBA2 | Bit Error Count in Padding | This docunent |
+----- - I I I I I I T +

Table 1: STAWP TLV Types

Ref er ences
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