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Abst ract

Thi s document updates the specification of User Attribute Packets and
Subpackets in OpenPGP.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://andrewgdot com gi tl ab. i o/ openpgp-user-attributes. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-gall agher-openpgp-user-
attributes/.

Di scussion of this docunent takes place on the OpenPGP Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://ww.ietf.org/mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://gitlab. com andr ewgdot conf openpgp- user-attri butes.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 7 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

User Attributes are a much-maligned and often-abused feature of
QpenPGP. Currently their only specified use is to contain images,
however it is known that sone inplenentations use the Private and
Experimental User Attribute Subpacket range for various internal
pur poses.

In this docunment, we sinplify the specification of User Attribute
packets and subpackets, and use themto inplenment currently-m ssing
functionality in QoenPGP.
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2.

3.

Conventions and Definitions

The term "QpenPGP Certificate" is used in this docunent
i nterchangeably with "OpenPGP Transferable Public Key", as defined in
Section 10.1 of [RFC9580].

The term "Conponent key" is used in this document to mean either a
primary key or subkey.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

User Attribute Subpackets

User Attribute Packets are sinple containers for one or nore User
Attribute Subpackets. These subpackets are wire-format conpatible

wi th Signature Subpackets, but the only currently defined type is the
Il mge Attribute Subpacket type.

1. |Inage Attribute Subpacket

The I mage Attribute Subpacket (Type 1) has sone unusual features, and
is over-specified:

* The imge header has a little-endian length field, uniquely for
OpenPGP.

* |t has a version octet that represents an entire registry but with
only one version specified.

* |t has an encoding format octet that represents an entire registry
with only one val ue specified.

* The v1 inmage header has a further 12 octets of unused fields.

The I mage Attribute Subpacket has been abused to store | arge ampunts
of data on the QpenPGP keyservers, and as a result npbst nodern
keyservers refuse to handl e any User Attribute packets. Further, we
wish to mninmse the quantity of human-readable information in the
QpenPGP wire format. |nages and other data without neaning at the
QpenPGP | ayer SHOULD instead be stored at the application |layer, for
exanple in a vCard [ RFC6350] .

The use of Inmage Attribute subpackets is therefore deprecated:
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* Code point 1 in the User Attribute Subpacket Registry should be
updated to "Image Attribute Subpacket (deprecated)".

* No further Image Attribute versions or encoding formats will be
supported; the values of both these fields are hereby fixed at 1.

*  The OpenPCP | mage Attribute Versions and OpenPGP | nage Attribute
Encodi ng Formats regi stries shoul d be del et ed.

A User Attribute packet SHOULD NOT contain nore than one | nage
Attribute subpacket.

3.2. Enbedded Signature Attribute Subpacket

The Enbedded Signature attribute subpacket (Type 2) is anal ogous to
t he Enbedded Signature signature subpacket (Section 5.2.3.34 of
[ RFC9580]). It contains a single, conplete Signature packet body.

A User Attribute Packet MAY contain one or nmore Enbedded Signature
attribute subpackets. These can be used to distribute signatures
that cannot otherw se be included in the certificate packet grammar.

Pl aci ng enbedded signatures in User Attribute subpackets rather than
si gnat ure subpackets avoi ds several issues arising from signature
curmul ation rules. For exanple, if an enbedded signature is included
in the hashed or unhashed subpackets area of another signature, it
must be duplicated into all future signatures over the sanme subject.
O herwi se, a receiving inplenentation that ignores or discards ol der
si gnature packets might ignore or discard the enbedded signature.

Unl ess ot herwi se specified, all signatures enbedded in User Attribute
packets MJST be nmade by a conponent key of the current certificate.

We update the following signature types to be "enbeddabl e" (see
Section 5 of [I-D.gall agher-openpgp-signatures]), and specify their
use in User Attributes:

3.2.1. Certification Revocation Signature

An Enbedded Signature attribute subpacket MAY contain a Certification
Revocation signature (Type 0x30):
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3.2.1.1. Certification Revocation Signature Over a Third-Party
Certificate

The key hol der m ght not trust that a third party will distribute
certification revocations over their (possibly fraudul ent)
certificate. The key hol der MAY instead distribute the revocation
signature in their own certificate using an Enbedded Si gnature
attribute subpacket of a User Attribute packet. A receiving

i mpl ement ati on SHOULD apply any certification revocation to the
target certification, if the revocation signature correctly
val i dat es.

To aid a receiving inplenmentation |locate the correct certificate to
apply the revocation to, a generating inplenentati on SHOULD i ncl ude
an I ntended Reci pient Fingerprint subpacket Section 5.2.3 of

[ RFC9580] containing the fingerprint of the primary key over which
the revocation has been calculated. The receiving inplenmentation
then only has to performone signature verification per User ID
packet on the target certificate, but cannot recover the contents of
a User I D packet that it does not already have a copy of.

3.2.1.2. Certification Revocation Sel f-Signature

If the key hol der wishes to delete a User ID or User Attribute from
their own certificate using a redacting revocation signature
(Section 5.1 of [I-D.dkg-openpgp-abuse-resistant-keystore]), they
cannot append the revocation signature to the redacted User ID or
User Attribute packet, because the redacted packet is no |onger part
of the certificate packet sequence. |In order to distribute the
revocation signature, it MAY be included in an Enbedded Signature
attribute subpacket of a separate User Attribute packet. The
revocation signature can be validated by a receiving inplenmentation
that already has a copy of the redacted User ID or User Attribute.

3.3. User Attribute Subpacket G amar

A User Attribute MJST NOT contain subpackets of nore than one type.
A receiving inplementation MUST disregard the entire User Attribute
packet if it contains subpackets of nore than one type.

A certification signature over a User Attribute packet SHOULD NOT
contai n subpackets of the Direct or First Party Certification
categories (Section 7.2 of [I-D.gall agher-openpgp-signatures]), and
any such subpackets MJST be ignored.
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4. Security Considerations

The deprecation of Image Attribute subpackets should increase both
security and reliability, by renoving a significant abuse vector.

Distribution of third-party revocations in the certificate of the
signer should be nore reliable than existing nethods, thereby
increasing overall trust in the certification process.

5. | ANA Consi derations

I ANA is requested to performthe follow ng tasks:

* Delete the OpenPGP I mage Attribute Versions and OpenPGP | nage
Attribute Encoding Format registries.

* Update the contents of the OpenPGP User Attribute Subpacket Types
Regi stry to read:

B oo e s e sl e b °}
| Type | Name | Reference |
B Sl st el s ety
| 1 | I'mage Attribute (Deprecated) | Section 3.1 |
+------ T e I A N I +
| 2 | Enmbedded Signature | Section 3.2 |
+------ I e I +

Table 1. OpenPGP User Attribute Subpacket Types

* Update the following entry in the OpenPGP Signhature Types Registry

to read:
B ool el oo s sl
| ID | Nane | Enbeddabl e | Reference |
[ ety Sl gy g —_———(————————
| Ox30 | Certification | Yes | [ RFC9580], |
| | Revocation Signature | | Section 3.2.1 |
+------ R i R i +

Tabl e 2: OpenPGP Signature Types (update)
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B.1. Changes Between draft-gall agher-openpgp-attributes-00 and draft-
gal | agher - openpgp-attri but es-01

*  Renpved Attribute Creation Tine, Attribute URI, and Notation Data
subpacket types.

* Restricted Signature Subpacket categories in certifications over
User Attributes.

* Sinplified the User Attribute Subpacket grammar and registry
requirenents.

* Specified use of the Intended Recipient Fingerprint subpacket.
* Added references.
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