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Abst ract

Thi s docunent specifies several updates and clarifications to the
grammar and senmantics of OpenPGP signatures.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://andrewgdot com gi t| ab. i o/ openpgp-si gnatures. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-gall agher-openpgp-si gnatures/.

Di scussion of this docunent takes place on the OpenPGP Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://gitlab. com andr ewgdot coni openpgp- si gnhat ur es.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 Decenber 2026.
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1. Introduction

QpenPGP signatures have a rich vocabul ary, however this is often
under-specified. This docunent attenpts to address this by:

* Expandi ng on specifications where [ RFC9580] does not fully
describe the existing or expected behavi our of depl oyed
i mpl ement ati ons.

* Adding clarification where deployed inplenmentations differ in
their interpretation of [RFC9580] and its predecessors.

* Deprecating unused or error-prone features.
Thi s docunent does not specify any new wire fornats.
2. Conventions and Definitions
The term "QpenPGP Certificate" is used in this docunent

i nterchangeably with "OpenPGP Transferable Public Key", as defined in
Section 10.1 of [RFC9580].
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The term "Conponent key" is used in this document to mean either a
primary key or subkey.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Signature Types

Several signature types are specified in inconplete, confusing or
contradi ctory ways. W update their specifications as foll ows.

3.1. Tinmestanp Signature (0x40)
Section 6.2.1 of [RFC1991] defined the Tinestanp signature as:
<40> - tinme stanping ("l saw this docunment")

Type <40> is intended to be a signature of a signature, as a
notary seal on a signed docunent.

The second statenment inplies that a v3 0x40 sig is nade over a
signature packet. But the first statenent inplies a signature over a
docunent, just with different senantics.

By Section 5.2.1.14 of [RFC9580], this has changed to:

0x40: Tinmestanp signhature. This signature is only neani ngful for
the tinmestanp contained in it.

Thi s avoids the apparent contradiction of [RFCL1991], but is |ess
informative. And there is no explicit construction given in
Section 5.2.4 of [RFC9580].

W note al so that [RFCO9580] introduced a Key Flag for tinestanping.
This indicates that tinestanping docunents is sufficiently different
fromsigning themthat separate keys should be used. This is
consistent with the idea that "I wote this document” and "I saw this
docunent” are distinct statements with different consequences. This
is crucial in the case of an autonmated tinestanping service that
makes no cl ai ms about the accuracy of document contents.

We define type 0x40 Timestanp signatures as foll ows:
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A type 0x40 Timestanp signature is nade over a Literal Data
Packet. It is constructed and distributed in the sane way as a
type 0x00 Binary Docunent Signature. |f the nessage is a text
docunent, it MJST already be in Canonical Text form By default a
Ti mestanp signature conveys no opi nion about the validity of the
docunent; it only clains that the docunent existed at the
timestanp of signhature creation. This interpretation MAY be
nmodi fi ed by addi ng notation subpackets, the neaning of which are
appl i cation-dependent. It can be nmade over an otherw se unsigned
docunent, or it can be one of nany signatures over the sane
docunent. The Cleartext Signature Franework MJUST NOT be used with
Ti mest anp si gnat ur es.

Countersigning a Signature packet only (including blind
countersigning) is done using the type 0x50 Third-Party Confirmation
signature.

3.2. Third-Party Confirmation Signature (0x50)

Section 5.2.1.15 of [ RFC9580] defines a Third-Party Confirmation
signature as:

This signature is a signature over sone other QpenPGP Signature
packet(s). It is analogous to a notary seal on the signed data.
A Third-Party Confirmation signature SHOULD i nclude a Signature
Target subpacket that identifies the confirned signature.

A concrete construction is provided, but the placenent and semantics
are still not well-defined. W clarify these as follows:

By default, a Third-Party Confirmation signature nakes no claim
about the validity of the other signature, just its existence, and
makes no cl ai m what soever about the subject of that signature.
This interpretation MAY be nodified by addi ng notation subpackets,
the neani ng of which are application-dependent. |t SHOULD be
distributed in an Enbedded Si gnature subpacket in the unhashed
area of the signature it notarizes. A Signature Target subpacket
is therefore unnecessary and SHOULD NOT be incl uded.

See Section 4.4 for further discussion of the Signature Target
subpacket .
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.1. Terninology Subtleties

I mpl enenters should note that "Third-Party Confirmation" signatures
(type 0x50) are distinct from"third-party Certification" signatures
(types 0x10..0x13 when issued by a primary key other than the one
signed over), and beware that older RFCs do not al ways use
sufficiently precise termnminology to distinguish them

Si gnat ure Packets

Recei ving inplenentations currently have insufficient guidance for
when to reject non-idiomatic signature packets.

Recursi ve Enmbeddi ng | nside Signature Subpackets

Section 5.2.3 of [RFC9580] specifies tw subpackets which could
recursively include a signature inside a signature:

* Enmbedded Signature (type 32): contains a signature packet

* Key Block (type 38, experinental): contains an entire certificate,
which may itself include signature packets

In order to prevent excessive recursion via nested signature
subpacket s:

* Signatures contained within Enbedded Signature subpackets MJST NOT
contain any Enbedded Si gnature subpackets:

- An Enbedded Signature subpacket MUST contain a signhature of an
Enmbeddabl e signature type.

- An Enbeddabl e signature MJUST NOT contain Enbedded Signature
subpacket s.

- Initially, only the Primary Key Binding and Third-Party
Confirmation signature types are specified as Enbeddabl e.

* A signhature of a type other than in the Literal Data Signature
Category (Section 5) MJST NOT contain a Key Bl ock subpacket.

A receiving inplenentation MIST invalidate any signature that does
not conformto the above gui dance.
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4.2. Subpackets with Conflicting Information

Section 5.2.3.9 of [RFCO580] gives a receiving inplementation
significant leeway in interpreting conflicting conbinations of
subpacket s:

It is certainly possible for a signhature to contain conflicting

i nformati on in subpackets. For exanple, a signhature may contain
mul tiple copies of a preference or multiple expiration tines. 1In
nost cases, an inplenentati on SHOULD use the | ast subpacket in the
hashed section of the signature, but it MAY use any conflict

resol ution schene that nakes nore sense.

We hereby tighten this guidance:
A signature MJUST NOT contain nore than one subpacket of any given
type in its hashed subpackets area, unless otherw se specified. A
receiving inplenentati on MUST invalidate a signature that contains
in its hashed area nore than one subpacket of any type for which
this is not explicitly permtted.

Mul tiple copies of the followi ng subpacket types are already
explicitly permtted:

* |ssuer Key ID (type 16) Section 5.2.3.9 of [RFC9580]
* Notation Data (type 20) Section 5.2.3.24 of [RFC9580]

* | ntended Recipient Fingerprint (type 35) Section 5.2.3.36 of
[ RFC9580]

In addition, the following interpretations are natural extensions of
speci fi ed behavi our, and hereby pernmitted:

4.2.1. Miltiple Revocation Key (type 12) Subpackets

If multiple Revocation Key subpackets are present, any of the listed
keys MAY generate key revocation signatures.

4.2.2. Miltiple Preferred Key Server (type 24) Subpackets

If multiple Preferred Key Server subpackets are present, updates MAY
be obtained fromany of the |isted keyservers.

4.2.3. Miltiple Enbedded Signature (type 32) Subpackets

If multiple Enbedded Signature subpackets are present, a receiving
i npl ementation MAY attenpt to process themall in turn
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4.2.4. Miltiple Issuer Fingerprint (type 33) Subpackets

Mul tiple Issuer Fingerprint subpackets are permitted, with the sane
interpretation as nmultiple Issuer Key |ID subpackets.

Not e however that Section 5.2.3.35 of [RFC9580] states of the Issuer
Fi ngerprint subpacket:

If the version of the issuing key is 4 and an |Issuer Key ID
subpacket (Section 5.2.3.12) is also included in the signature,
the Key ID of the Issuer Key ID subpacket MUST match the | ow 64
bits of the fingerprint.

Generalizing to multiple subpackets, we replace this wth:
If both Issuer Key ID and |ssuer Fingerprint subpackets are
included in a signature then each |ssuer Key |D subpacket MJST
match the low 64 bits of only one v4 |ssuer Fingerprint subpacket,
and all v4 Issuer Fingerprint subpackets MJST have a correspondi ng
Key | D subpacket .
4.2.5. Miltiple Key Block (type 38, experinental) Subpackets

If multiple Key Bl ock subpackets are present, a receiving
i mpl ementation MAY attenpt to process themall in turn.

4.3. Deprecation of the "Revocabl e" Signature Subpacket (type 7)

The "Revocabl e" subpacket is not commonly supported, and when used as
described is effectively non-functional. It is hereby deprecated.

4.3.1. Non-functionality of the "Revocabl e" Signature Subpacket
Section 5.2.3.20 of [ RFC9580] states:
Signatures that are not revocabl e have any | ater revocation
signatures ignored. They represent a conmmitment by the signer
that he cannot revoke his signhature for the life of his key. |If

this packet is not present, the signature is revocabl e.

But this is not an effective constraint on the key owner’'s future
behavi our:

* Since there is no such thing as a docunment revocation signature,

"revocability" is only applicable to self-signatures and third
party certifications.
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If a key is conprom sed, then the tinestanp on any signhature can
be trivially backdated, so the tinestanps on any signatures cannot
be relied upon. Since "revocability" only concerns "l ater
revocation signatures”, it is only nmeaningful for signatures made
by valid or soft-revoked keys.

A soft revocation of a self-signature or third-party certification
is functionally equivalent to a later signature with an expiry
date, which is not covered by the "Revocabl e" senmantics.

A hard revocation has the sane senmantics regardless of its
creation date. |In particular, an escrowed revocation signature
(such as the revocation signatures commonly nmade at key generation
time) will typically have a creation time significantly in the
past conpared to when it is published. A "non-revocable”
certification created after the escrowed revocation sig cannot
prevent the escrowed revocation taking effect.

Theref ore any "non-revocabl e" signature can still be effectively
"revoked" by one of the follow ng unremarkabl e events:

*

by a later signature with an explicit expiry date, which has the
same practical effect as a soft revocation

or by an escrowed hard revocation, which has the same practica
effect as a later hard revocation

The "revocabl e" subpacket is therefore non-functional

4. 4.

Deprecation of the Signature Target Subpacket (type 31)

The Signature Target subpacket (Section 5.2.3.33 of [RFC9580])
fulfils the follow ng roles:

*

It

In a Timestanp or Third-Party Confirmation signature, it
identifies the signature that is being countersigned

In a Revocation signature, it identifies the signature being
revoked

is inprecisely defined and does not uniquely identify a particular

Si gnat ure subpacket, and so when used as described is effectively
non-functional. It is hereby deprecated.

4. 4.

Non-functionality of the "Signature Target" Signature Subpacket

The Signature Target subpacket is inprecisely defined:
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(1 octet public key algorithm 1 octet hash algorithm N octets
hash)

Thi s subpacket identifies a specific target signature to which a
signature refers. For Revocation Signatures, this subpacket

provi des explicit designation of which signature is being revoked.
For a Third-Party Confirmation or Tinestanp signature, this

desi gnates what signature is signed. All argunents are an
identifier of that target signature.

The N octets of hash data MJST be the size of the signhature’s
hash. For exanple, a target signature with a SHA-1 hash MJUST have
20 octets of hash data.

It is unclear fromthis text alone whether the hash field refers to
the digest that the target signature is nade over, or a digest over
the resulting signature packet. The definition of a Third-Party
Confirmation signature in Section 5.2.1 of [RFC4880] gives us a hint
however :

A third-party signature SHOULD i ncl ude Signature Target
subpacket (s) to give easy identification. Note that we really do
mean SHOULD. There are plausible uses for this (such as a blind
party that only sees the signature, not the key or source
docunent) that cannot include a target subpacket.

(Beware that "third-party signature” in the above should be read as
"Third-Party Confirmation signature"; see Section 3.2.1.)

The only way that a blind party would be unable to generate a

Si gnhature Target subpacket is if the hash is the digest that the
original signature was made over. But if so it is not a unique
identifier of a signature packet, since multiple distinct signatures
can be made over the exact sane material, including subpackets. In
particular, if there was no Issuer Key ID or |ssuer Fingerprint
subpacket in the target signature’'s hashed area, a Signature Target
subpacket coul d not distinguish between the original signature or an
otherw se valid one issued by a conpletely different signing key.

The Signature Target subpacket is therefore not functional when used
in a Third-Party Confirmation signature. A nore reliable nmechani sm
for identifying the target of a Third-Party Confirmation signature is
to include it an Enbedded Signhature subpacket, directly in the
unhashed area of the signature being countersigned.

The other specified use for the Signature Target subpacket is in a

revocation signature. Certification Revocations are custonarily
understood to nmean "I retract all my previous statenents that this
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key is related to this user" (Section 6.2.1 of [RFC1991]), so a
Certification Revocation is not specific to any particul ar
Certification signature. No other signature types can be revoked -
primary key and subkey revocation signatures revoke the key, not the
previ ous bindi ng signature(s), and so are not specific to any
particul ar binding signatures either.

The Signature Target subpacket is therefore not functional when used
in a revocation signature. It is normally sufficient to distribute a
revocation signature in an OpenPGP certificate or revocation
certificate.

Ti mestanp signatures as specified in Section 3.1 do not require a

Si gnature Target subpacket, since the signhed nessage gramar
identifies the material being signed over

We therefore deprecate the Signature Target subpacket in all
cont exts.

5. Signature Categories

Si gnature Type code points are spaced out into identifiable ranges of
types with simlar semantics. These also nostly correspond to the
various Key Flags. These ranges and their mapping to the Key Fl ags
are not specified in [ RFC9580].
We define Signature Categories to cover each range of type val ues:
* Literal Data Sighature Category (0x00..0x07)

- 0x00 Signature over a Binary docunent

- 0x01 Signature over a Canonical Text docunent

- 0x02 Standal one signature
* Unassi gned (0x08..0x0F)
* Certification Category (0x10..0x17)

- 0x10 Generic certification

- 0x11 Persona certification

- 0x12 Casual certification

- 0x13 Positive certification
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- (0x16 Approved certifications)
* Key Binding Category (0x18..0x1F)
- 0x18 Subkey bi ndi ng
- 0x19 Primary key binding
- Ox1F Direct key
* Primary Key Revocation Category (0x20..0x27)
- 0x20 Primary Key revocation
* Subkey Revocation Category (0x28..0x2F)
- 0x28 Subkey revocation
* Certification Revocation Category (0x30..0x37)
- 0x30 Certification revocation
* Unassi gned (0x38..0x3F)
* Timestanpi ng Category (0x40..0x47)
- 0x40 Ti mest anmp
* Unassi gned (0x48..0x4F)
* Countersignhature Category (0x50..0x57)
- 0x50 Third-Party confirmation
* Unassi gned (0x58..0x5F)
* Private and Experinental Range (0x60..0x6F)
* Unassi gned (0x70..0xFE)
*  RESERVED ( OXFF)
The Standal one signature type is effectively a "signature over an
enpty document”. The Direct Key signature type contains key usage

pref erence subpackets, simlar to the Subkey Binding signature type,
and is therefore effectively a "self-binding signature".
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W have defined a Private and Experinental signature type range.

This is 0x60..0x6F (96..111) for consistency with the existing
private and experinmental range in other registries. It does not form
a Category and does not have a correspondi ng Key Fl ag.

Self-certifications over v4 Primary User IDs are used to convey the
same informati on as Key Binding signatures. Therefore, unless
specifically stated otherwi se, any stipulations that apply to Key

Bi ndi ng signatures also apply to self-certifications over v4 Primary
User | Ds.

5.1. Key Fl ags

A Key Fl ags subpacket SHOULD be included in a Direct Key or Subkey
Bi ndi ng signature (or for v4 keys, a self-certification over the
primary User ID). It applies only to a single key material packet;
for a Direct Key signature (or primary User ID self-cert) it applies
to the primary key only, and for a Subkey Binding signature, it
applies only to that subkey.

Previously, it was also specified for use in third-party
Certification Signatures. This is not widely supported and is hereby
depr ecat ed.

The following Key Flags permit the creation of signatures in one or
nmore Signature Categories:

* 0x01.. Third-party signatures in the Certification and
Certification Revocation Categories

* 0x02.. Literal Data Signature Category
* 0x0008.. Tinestanping Category
* ((TBC)) Countersignature Category

The foll owi ng exceptional usages are always permitted regardl ess of
Key Fl ags:

* Primary keys are always permitted to nake self-signatures in the
Certification, Key Binding, Certification Revocation, Prinmary Key
Revocati on and Subkey Revocation Categori es.

* Subkeys with signing-capable algorithnms are always permitted to
make Primary Key Bindi ng signatures.

* Any key with a signing-capable algorithmis pernmtted to make a
signature in the Private and Experimental range.
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O herw se:

* A signature made by a key that does not have the correspondi ng Key
Fl ag MUST be considered invalid.

* A key with no Key Fl ags subpacket MJUST NOT create signatures.

Section 5.2.1.10 of [ RFC9580] also explicitly allows keys with the
0x01 Key Flag to create third-party Ox1F Direct Key Signatures.
These are used for trust delegation in [SQ WOT].

5.2. Authentication Signatures

OpenPGP defines no authentication signature types, but does have an
aut hentication Key Flag. Traditionally, authentication is performed
by converting the key material into that of another protocol (usually
penSSH) and perform ng authentication in that protocol.

Bewar e that cross-protocol usage can be exploited to evade the donain
separation protections of Key Flags. For exanple, there is no

di stinction between docunent signing, certification and

aut henti cation usage in OpenSSH, and once converted an OpenPGP

aut henti cation key may be used as a QpenSSH CA or to sign git

conmi ts.

((TODO Cuidance for the use of authentication keys should be
provi ded. #12))

6. Signature Subpacket Categories

Si gnat ure subpacket types may al so be categorized, dependi ng on where
they are used:

6.1. GCeneral subpackets.

These may be attached to any signature type, and define properties of
the signature itself. Sone of these subpackets are self-verifying
(SV), i.e. they contain hints to |ocate the issuing key that can be
confirnmed after the fact. It MAY be reasonable to place self-
verifying general subpackets in the unhashed area. Al other general
subpackets MJUST be placed in the hashed area.

Subpacket types: Signature Creation Tine, Signature Expiration Tinmne,

I ssuer Key ID (SV), Notation Data, Signer’s User ID, Issuer
Fi ngerprint (SV).
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(Not ation subpackets are categorized here as general subpackets,
however the notations within them may have arbitrary semantics at the
application |ayer)

TODO. shoul d Signature Expiration Tinme subpackets be nore restricted,
e.g. to certifications? (issue #8)

6.2. Context subpackets.

These have semantics that are neani ngful only when used in signatures
of a particular type or category:

6.2.1. Direct subpackets.

These are normally only neaningful in a direct self-sig (or for v4
keys, a self-cert over the primary User I D) and define usage
preferences for the certificate as a whole. They MAY be used in
self-certs over other User IDs, in which case they define usage
preferences for just that User ID (but this is not always meani ngfu
or universally supported). They SHOULD NOT be used el sewhere. They
MJST be placed in the hashed area.

A Direct subpacket MJST be ignored if it is in a self-cert nade over
a User ID by a v6 or later prinmary key.

Subpacket types: Preferred Symmetric C phers, Revocation Key
(deprecated), Preferred Hash Al gorithns, Preferred Conpression

Al gorithns, Key Server Preferences, Preferred Key Server, Features,
(Preferred AEAD Al gorithns), Preferred AEAD Ci phersuites, Replacenent
Key.

The Repl acenent Key subpacket MAY al so be used as a key revocation
subpacket .

6.2.2. Revocation subpackets.
These are only meaningful in signatures of the Key Revocation, Subkey
Revocation or Certificate Revocation categories. They SHOULD NOT be
used el sewhere. They MJIST be placed in the hashed area.

Subpacket types: Reason for Revocation, Replacenent Key (Primary Key
Revocations only).
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6.2.3. Key Binding subpackets.

These are only meaningful in a signature of the Key Binding category
(or for v4 keys, a self-cert over the primary User ID) and define
properties of that particul ar conmponent key. They SHOULD NOT be used
el sewhere. They MJST be placed in the hashed area.

A Key Bi ndi ng subpacket MJST be ignored if it is in a self-cert over
a User IDthat is not currently the primary User ID, or in a self-
cert nmade over a User ID by a v6 or later primary key.

Subpacket types: Key Expiration Tinme, Key Flags.
6.2.4. First-party Certification subpackets.
These are only neaningful in a self-certification over a User ID, and
define properties of that User ID. They SHOULD NOT be used
el sewhere. They MJST be placed in the hashed area.
Subpacket types: Primary User ID
6.2.5. Third-party Certification subpackets.
These are only neaningful in third-party certification signatures and
define properties of the Wb of Trust. They SHOULD NOT be used
el sewhere. They MJST be placed in the hashed area.

Subpacket types: Exportable Certification, Trust Signature, Regul ar
Expressi on, Revocable, Policy URI, (Trust Alias).

6.2.6. Literal Data subpackets.

These are only meaningful in signatures of the Literal Data category,
and define properties of the docunment or nessage. They SHOULD NOT be
used el sewhere. Sone of these subpackets are self-verifying (SV) and
MAY be placed in the unhashed area. Al other Literal Data
subpackets MJUST be placed in the hashed area. (Beware that the
useful ness of all of these subpackets has been questi oned)

Subpacket types: Intended Recipient Fingerprint, (Key Block (SV)),
(Literal Data Metadata).
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6.2.7. Attribute Val ue subpackets.

These are only meaningful in signature types whose specification
explicitly requires them They SHOULD NOT be used el sewhere. |t NAY
be reasonabl e to place Enbedded Signature subpackets in the unhashed
area. Al other Attribute Val ue subpackets MJST be placed in the
hashed area. They have no intrinsic semantics; all semantics are
defined by the encl osing signature.

Subpacket types: Signature Target, Enbedded Signature, (Del egated
Revoker), (Approved Certifications).

6.3. Subpackets sumary

B il et ey ety el s s s e s s e
===+
| Type | Nane | Category | Critical|Unhashed| Cont ext| Not es
I
f bty ety el Ll Ll Lty &g
—————————————=—+4
| O | Reserved - | never used
I
+----- I i I F-------- F-------- +------- I T
______________ +
|1 | Reserved - | never used
I
+----- S I F--- - - +---- - - - +---- - - - +------- T
______________ +
| 2 | Si gnature | Gener al | SHOULD | | | MUST al ways be present in

hashed area |
| | Creation Tinme | | | | |

| 3 | Si gnature | Gener al | SHOULD | | |

I
| | Expiration Tine| | | | |
I

+--m - - T TS Fomm oo Fomm oo R, S
______________ +
| 4 | Exportabl e | Thi rd- | MUST | FF| | | bool ean, default true
I
| | Certification |Party | fal se | | |
I
+--m - - T TS Fomm oo Fomm oo R, S
______________ +
| 5 | Trust Si gnature| Third- | | | |
I I | | Party I I I I
+--m - - T TS Fomm oo Fomm oo R, S
______________ +
| 6 | Regul ar | Thi rd- | SHOULD | | |
I
| | Expr essi on | Party | | | |
I
+--m - - T TS Fomm oo Fomm oo R, S
______________ +
| 7 | Revocabl e | Thi rd- | | | | bool ean, default false (Se
ction 4.3) |

| | (deprecat ed) | Party | | | |
I



| 8
$---=--
|9
I
$---=--
| 10
e
I
I
I
Gal | agher

T S R
----- +
| Reserved -

I
oo S
----- +

| Key Expiration | Key

| Ti me | Bi ndi ng

| Pl acehol der for]|-
| backwar ds |

I
| compatibility |

SHOULD

Expires 6 Decemnber 2026

[ Page 17]



Internet-Draft

| 11 | Preferred

| | Symretric

| Revocati on Key

| | (deprecat ed)
I

| I ssuer Key ID

| 20 | Not ati on Dat a
| assified |

| Preferred
I
| | Conpr essi on
| | Al gorithns
| Key Server
| | Preferences

| Preferred Key
I

| Primary User
I

QpenPGP Si gnat ures

| Di rect |

| Di rect |

| Gener al |

| Gener al |

| Di rect |

I D First |

| Party |

June 2026

| i ssuer fingerprint is pref

| bool ean, default false



| 26 | Policy URI | Thi rd- | | | | (effectively a human-reada
bl e notation) |

I I | | Party I I I I
+--- - - oo S R R S o m e e e e e e e oo -
.............. +
| 27 | Key Fl ags | Key | SHOULD | | |
I
I I | | Binding | I I I
+--- - - oo S R R S o m e e e e e e e oo -
.............. +
| 28 | Si gner’s User | Ceneral | | | |
I
I | 1D | I I I I I
+--- - - oo S R R S o m e e e e e e e oo -
.............. +
| 29 | Reason for | Revocati on| | | |[free text field is effecti
vely a human- |
| | Revocati on | | | | | readabl e not ati on
I
+--- - - oo S R R S o m e e e e e e e oo -
.............. +
| 30 | Feat ures | Di rect |
I
+--m o= oo S T T Fomm o - o m e e e aa oo s
______________ +
| 31 | Si gnature | Attr Val ue] | | 0x50 | Section 4.4
I
I | Tar get I I I | 3-p I

| | (deprecat ed) | | | | conf |
I
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| 32 | Embedded | Attr Val ue| | MAY | 0x18 |

I
| | Si gnature | | | | sbind |

| 33 | I ssuer | Gener al | | MAY | |

I
| | Fi ngerprint | | | | |
I

| 35 | I nt ended | Literal | SHOULD | | |

|
| | Reci pi ent | Dat a | | | |

I
| | Fi ngerprint | | | | |
I

| 36 | (Del egat ed | Attr Val ue| MUST | | TBD | [I-D. dkg- openpgp-revocatio

I | Revoker) I I I I I

| 37 | Reserved | Attr Val ue| | | Ox16 | [I-D. dkg- openpgp- 1pa3pc]

|

I I(App{oved I I I | 1pa3pc

| | Certifications)]| | | | |
|

| 38 | Reserved (Key |Literal | | MAY | |
I

| | Bl ock) | Dat a | | | |
I

| 39 | Preferred AEAD | Direct | | | |

| | G phersuites | | | | |

| 40 | (Literal Data |Literal | | | | [I-D. gal |l agher-openpgp-1lit
eral - met adat a] |
| | Met adat a) | Dat a | | | |
I

| 41 | (Trust Alias) | Third- | | | |
I

I I | Party I I I I



______________ +
| TBD | Repl acenent Key| Direct, | SHOULD | | |[I-D.ietf-openpgp-replacem
ent key] |
| | Revocat i on| NOT | | |
I
+--m - - T TS Fomm oo Fomm oo R, S
______________ +

Table 1. OpenPGP Si gnature Subpacket Types

Three subpacket types are Boolean, with different default values for
when they are absent (two true, one false). It is RECOMMENDED t hat

t hese subpackets not be used to convey their default values, only the
non-default value. The default value SHOULD i nstead be conveyed by

t he absence of the subpacket.

Unl ess ot herwi se indicated, subpackets SHOULD NOT be marked critical
In particular, a critical subpacket that invalidates a self-signature
will leave the previous self-signature (or no self-signature!) as the
nost recent valid self-signature fromthe PoV of sone receiving
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i npl erentations. A generating inplementati on MIST be sure that all
receiving inplenentations will behave as intended if a signature
containing a critical subpacket is invalidated. Oherwise, with the
possi bl e exception of Literal Data signatures, it is NOI RECOVWENDED
to set the critical bit.

It is RECOWENDED that a signature’s creator places all subpackets in
the hashed area, even self-verifying subpackets for which this is not
strictly necessary. The unhashed area MAY be used for informationa
subpackets attached by third parties (which can be safely stripped).

6.4. CQuidance for managenent of the Signature Subpacket Registry

* Future bool ean subpackets SHOULD NOT contain an explicit value; a
val ue of TRUE SHOULD be indicated by the presence of the
subpacket, and FALSE ot herw se.

* Specification of new subpackets SHOULD address cl assification,
criticality and self-verification as outlined above.

*  Subpackets SHOULD be inplenented in the private/experinmental area
first, then reassigned to a permanent code point.

6.5. Unhashed Subpacket Deduplication

8.

8.

Unhashed subpacket areas are mall eabl e and so may have subpackets
added or renoved in transit, either innocently or maliciously. A
recei ving inplenentati on SHOULD cl ean the unhashed area of subpackets
that are not neaningful or trustworthy outside the hashed area. |If
two signature packets are bitwi se identical apart fromdifferences in
thei r unhashed subpacket areas, an inplenentati on MAY nerge theminto
a single signature. |If two unhashed subpackets in the nerged
signature are bitwi se identical, they MJST be dedupli cat ed.

O herwi se, the unhashed subpacket area of the nerged signature SHOULD
contain the useful subpackets fromboth original signatures, even if
this means nultiple subpackets of the sane type.

Security Consi derations
(( TO BE COMPLETED ))
I ANA Consi der ati ons
1. OpenPGP Signature Types Registry
IANA is requested to add a colum to the OpenPGP Signature Types

registry, called "Enbeddabl e". This columm should be enpty by
defaul t.
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I ANA is requested to register the following new entry in the
registry:

[ et sl e ety et oo —p—j—r U
| ID | Nare | Enmbeddabl e | Reference |
| Ox60-0x6F | Private or Experinental Use | | Section 5 |
N o e e e e e e e ememao - Fomm e oo - N +

Tabl e 2: OpenPGP Signature Types (new)

I ANA is requested to update the followi ng existing entries in the
registry:

[ ettty e —————————————————— Ll p—p—p—_—_ Ll —p—_————————————(————r L
| ID | Nane | Enbeddabl e | Reference |
[ el ey ey Ll et o}
| Ox19 | Primary Key | Yes | [ RFC9580], |
| | Binding Signature | | Section 4.1, ((TBQ)) |
Fom e e - - o e e e e e a oo Fomm e oo - o e e e e e e oo +
| Ox40 | Ti mestanp | | [ RFC9580], |

| Signature | | Section 3.1 |
S e S TR R +
| Ox50 | Third-Party | Yes | [ RFC9580], |
| | Confirmation | | Section 3.2, |
| | Signature | | Section 4.1 |
R o e e e e e e e e oo o - R T +

Tabl e 3: OpenPGP Signature Types (updated)

((TODO avoid clash between the updates to 0x19 here and in draft-
certificates))

8.2. (OpenPGP Key Fl ags Registry

I ANA is requested to register the followi ng new entry in the QpenPGP
Key Fl ags registry:

[} gty e —_———————————————_—_——————————(—————————— Ll p—p—(—_—r
| Flag | Definition | Reference |
[ sl s sl Ll
| ((TBC)) | This key may be used to nake signatures in | Section 5 |
| | the Countersignature Category (0x50..0x57) | |
B o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e N +

Tabl e 4: OpenPGP Key Fl ags (new)
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I ANA i s requested to update the followi ng existing entries in the
registry:

[ s pumsfemnbe; s sy e p—p——_—
| Flag | Definition | Reference |
| OxO01. | This key may be used to nake signatures | Section 5 |
| | over other keys, in the Certification | |
| | and Certification Revocation Categories | |
| | (0x10..0x17 and 0x30..0x37) | |
Fom e o m m e e e e e e e e e e e e e e e eeee— oo Fom e +
| O0x02... | This key may be used to nake signatures | Section 5 |
| | inthe Literal Data Signature Category | |
| | (0x00..0x07) | |
R T R +
| 0x0008... | This key may be used to nmake signatures | Section 5 |
| | in the Timestanping Category | |
| | (0x40..0x47) | |
R o m m e e e e e e e e e e e e e e e e eo— oo - R +

Table 5: OpenPGP Key Fl ags (update)
8.3. OpenPGP Signature Subpacket Types Registry

I ANA is requested to add columms for "Category", "Critical", and
"Sel f-Verifying" to the OpenPGP Signhature Subpacket Types registry,
and popul ate themwith initial values as listed in Table 1.

I ANA is requested to nark the "Revocabl e" subpacket entry as
"deprecated", referencing this docunent, Section 4.3.
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endi x B. Docunent History

Note to RFC Editor: this section should be renpved before
publi cati on.

Changes Between draft-gal | agher-openpgp-si gnatures-02 and draft-
gal | agher - openpgp- si gnat ur es- 03

*  Renaned docunent.

* Split out certificate grammar and revocation sections into draft-
gal | agher - openpgp-certificates.

* Split out nessage grammar section into draft-gall agher-openpgp-
nessages.

* Mved sections deprecating revocabl e and signature target
subpackets, with m nor updates.

* Mnor updates to Tinestanp and Third-Party Confirmation signature
gui dance

* Relaxed treatnent of nultiple Enbedded Signature and Key Bl ock
subpacket s.

Changes Between draft-gal | agher-openpgp-si gnatures-01 and draft-
gal | agher - openpgp- si gnat ur es- 02

* Merged in half of draft-dkg-openpgp-revocati on and added DKG as
co- aut hor.

* Adapted key tenporal validity rules for certification signatures.
* Specified use of Persona Certifications for non-trust statements.
* Added section for Primary Key Bi ndi ng signatures.

* Added sections for conflicting subpackets and conflicting
requirenents.
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B. 3.

Specified Iine ending nornalization of bare LF only.
Deprecated revocation of Direct Key signatures.
Deprecated Signature Target subpackets.

Added section for issues with tenporary identities.
Ref act ored and constrai ned nmessage granmar.

Fi xed some crufty term nol ogy.

Changes Between draft-gall agher-openpgp-si gnatures-00 and draft-
gal | agher - openpgp- si gnat ur es- 01

Expanded tenporal validity.

Renanmed "Docunent" and "Data Type" Signature Categories to
"Literal Data" and "Attribute Value" respectively.

Expanded experinental range to cover 0x60..0x6F (96..111).
Add explicit category ranges to the Key Flags registry.

Add explicit note about when to ignore Direct and Key Binding
subpacket s.

Di stingui sh between signature subject and signature type-specific
dat a.

Deprecated the nesting octet.

M nor errata.
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