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Abst ract

Thi s docunent updates the specification of existing nmedia types, and
specifies additional nmedia types, for the identification of OpenPGP
data in non-M ME cont exts.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://andrewgdot com gi tl ab. i o/ openpgp- nedi a-types. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-gall agher-openpgp-nedi a-
types/.

Di scussion of this docunent takes place on the OpenPG Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://wwv ietf.org/ mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://gitlab. com andr ewgdot conf openpgp- nedi a-t ypes.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 9 February 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC3156] specifies nmedia types for use in multipart M ME nmessages

ArhAbhwwN

([ RFC1847]), but these are not sufficient for use in other contexts,

such as web-based APIs. Valid QpenPGP data formats that are not
supported by the currently-specified nedia types include:

* non-ASCl | -arnored data
* non-M ME signed or encrypted nessages

* Transferable Secret Keys
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We wi sh to define nedia types to cover all valid OpenPGP data
formats, so that they can be accurately represented in applications
that rely on nedia types for content identification, such as web-
based APIs.

2. Conventions and Definitions

The term "QpenPGP Certificate" is used in this docunent
i nterchangeably with "OpenPGP Transferable Public Key", as defined in
Section 10.1 of [RFC9580].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Existing Media Types

[ RFC3156] specifies the foll ow ng nedia types:

[ ety ey sty o}
| Type | Extension | Description |
| application/ | (none) | The "control part" of a multipart/

| pgp-encrypted | | encrypted OpenPGP nessage |
T R o e m e e e e e e e e e e e e e e me e +
| application/ | asc, sig. | An ASClI|-arnored OpenPGP signature |
| pgp-signature | | packet |
oo S o m o oo +
| application/ | asc | An ASCI | -arnored sequence of one |
| pap-keys | | or nore OpenPGP Transferable |
| | | Public Keys |
S S o e m e e e e e e e e e e e e mo oo +

Table 1. Existing OpenPGP Medi a Types

The application/pgp-encrypted nedia type does not directly represent
an OpenPCGP data format, but the plaintext "control part” of an
enclosing nultipart/encrypted M ME part -- the encrypted nessage part
uses the application/octet-streamnedia type instead. It is
therefore of little use outside the confines of a nultipart/encrypted
M ME part.

The other two nedia types identify ASCII-arnored QpenPGP dat a
formats, and are in general use. For exanple, many keyservers serve
QpenPGP certificates using an HTTP response with the content type
appl i cation/ pgp- keys.
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3.1. Updates to Existing Media Types

It is established (but currently unspecified) practice for web APIs

to serve v4 detached revocation signatures (Section 10.1.3 of

[ RFC9580]) in the sane packet sequence as OpenPGP certificates, e.qg.
in [1-D.gall agher-openpgp-hkp] and [I-D. koch-openpgp-webkey-service].

The specification of application/pgp-keys is hereby extended to all ow
zero or nore v4 detached revocations to precede any certificates in
the OpenPGP packet sequence.

4. New Medi a Types

The foll owi ng nedia types are hereby specified:

[§ bty ooy e e o
| Type | Extension | Description |
| application/ | asc | An ASCI | -arnored sequence |
| pgp-secret-keys | | of one or nore OpenPGP |
| | | Transferable Secret Keys |
o e e e e oo S o e e e e e e e oo +
| application/ | asc | An ASCI|-arnored QpenPGP |
| pgp-nmessage | | nessage (Section 6.2 of |
I I | [RFC9580]) I
o e e e e oo - N Tt +

Tabl e 2: New QpenPGP Medi a Types

As these are all ASClI-arnored formats by default, they share the
.asc file extension.

5. New Media Type Paraneters

QpenPGP does not require the use of ASCII arnor. Encodi ng and
decoding ASCI|I armor in binary-safe contexts (such as HTTP) is
t heref ore wasteful.

To accurately indicate the use of OpenPGP' s native binary wire
format, we specify optional paraneters (Section 5 of [RFC2045]) for
all the OpenPGP nedia types, with the exception of application/pgp-
encrypted. OpenPGP nedia type paraneters MJST NOT be used with the
appl i cation/ pgp-encrypted nedi a type.
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| Parameter | Optional | Default | Description |
| | | val ue | |
[ et Chesjus g pusguty e ey - ety o}
| arnor | yes | true | Whet her the QpenPGP packet

| | | | sequence is ASClII-arnored |
S S oo o m e +

Tabl e 3: OpenPGP Media Type Paraneters

The arnor paraneter has the foll owi ng all owed val ues:

| Value | Extension | Description |
[} ettty e —————— g —_—(————————————————(——(—(———————r
| true | asc, sig | An arnored OpenPGP packet sequence |
Fomm o - Fom e e +
| false | pgp | An un-arnored OpenPGP packet sequence

S R o m e e e e e e e e e e e e e e e ao oo +

Table 4: OpenPGP Arnor Paraneter Val ues

For OpenPGP nedi a types, arnor=fal se indicates that ASCI| arnor has
NOT been applied to the binary wire format. The .asc and .pgp file
ext ensi ons correspond the value of the arnmor paraneter, but are

ot herw se shared between the various OpenPGP nedi a types.

To ensure backwards conpatibility with existing inplenentations:
* the absence of an arnor paraneter inplies arnor=true.

* the exceptional use of the sig extension for an ASClI - ar nored
detached signature is retained.

6. Quidance for the Future Specification of Media Type Suffixes

No medi a type suffixes are currently specified for any CpenPGP nedi a
type, however future documents may do so. For exanple, one such
docunent coul d specify an application/pgp-keys+json format where the
packet sequence has been parsed into an abstract syntax tree that is
then represented by JSON object structure. (This is not a purely
theoretical question, as such a JSON format is already inplenented by
sone applications, for exanple the [Hockeypuck] keyserver.)

Any suffixed nedia type uses the data encodi ng specified for the
suffix. The arnor paraneter MJST NOT be used in conbination with any
suffixed OpenPGP nedia type, since ASCll-arnor is only specified in
relation to the native OpenPGP wire fornmat.
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7

Gui dance for |nplementers

It is RECOWENDED that new applications in binary-safe contexts, such
as web APls, use arnor=fal se

ASCl | -armor SHOULD continue to be used in 7-bit contexts, such as
email. An explicit arnor=true parameter SHOULD NOT be added to
exi sting applications, to preserve backwards conpatibility, but
SHOULD be used in new applications.

Security Considerations

The first octet of un-arnmored CpenPGP data al ways has the high bit
set, therefore the 7-bit clean text of ASCI| arnor cannot be
msinterpreted as the start of an un-arnored OpenPGP packet sequence.
The arnor paraneter is therefore highly indicative but not essentia
for correct parsing of an OpenPGP packet sequence.

I ANA Consi derations

I ANA is requested to register the followi ng new tenplates in the
"Media Types" registry, where ((TH S DOCUMENT)) should be replaced by
the RFC number of this docunent:

* application/pgp-secret-keys:
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M ME medi a type nane: application
M ME subtype nanme: pgp-secret-keys
Requi red paraneters: none

Opti onal parameters: arnor

Encodi ng consi derati ons:

The content of this media type consists of 7bit text if the
have the value ‘false'.

Security considerations:

See RFC 9580 Section 13.
Interoperability considerations: none
Publ i shed specification:

RFC9580 and ((TH S DOCUMENT)) .

Addi tional information:

Magi ¢ nunber(s): none

File extension(s): asc, pgp

Maci ntosh File Type Code(s): none

Person & email address to contact for further information:

Andr ew Gl | agher
Emai | : andr ewg&andr ewg. com

I nt ended usage: conmon
Aut hor/ Change controller:

Andr ew Gal | agher
Emai | : andr ewg&andr ewg. com

* application/ pgp- nessage:
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M ME medi a type nane: application
M ME subtype nane: pgp-nessage
Requi red paraneters: none

Opti onal parameters: arnor

Encodi ng consi derati ons:

The content of this media type consists of 7bit text if the
have the value ‘false'.

Security considerations:

See RFC 9580 Section 13.
Interoperability considerations: none
Publ i shed specification:

RFC 9580 and ((TH S DOCUMENT)) .
Addi tional information:

Magi ¢ nunber(s): none

File extension(s): asc, pgp

Maci ntosh File Type Code(s): none

Person & email address to contact for further information:

Andr ew Gl | agher
Emai | : andr ewg&andr ewg. com

I nt ended usage: conmon
Aut hor/ Change controller:

Andr ew Gal | agher
Emai | : andr ewg&andr ewg. com

“arnor' paraneter does not

I ANA is also requested to update the followi ng existing tenplates in
the "Media Types" registry, where ((TH S DOCUMENT)) shoul d be

repl aced by the RFC nunber of this docunent:

* application/pgp-signature:
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M ME medi a type nane: application
M ME subtype nane: pgp-signature
Requi red paraneters: none

Opti onal parameters: arnor

Encodi ng consi derati ons:

The content of this nmedia type consists of 7bit text if the *‘arnmor® paraneter does not
have the value ‘false'.

Security considerations:
See RFC 9580 Section 13.
Interoperability considerations: none
Publ i shed specification:
RFC9580, RFC 3156, and ((TH S DOCUMENT)) .
Addi tional information:
Magi ¢ nunber(s): none
File extension(s): asc, sig, pgp
Maci ntosh File Type Code(s): pgDS

Person & email address to contact for further information:

Andr ew Gl | agher
Emai | : andr ewg&andr ewg. com

I nt ended usage: conmon
Aut hor/ Change controller:

Andr ew Gal | agher
Emai | : andr ewg&andr ewg. com

* application/pgp-keys:
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M ME medi a type nane: application
M ME subtype nanme: pgp-keys

Requi red paraneters: none

Opti onal parameters: arnor

Encodi ng consi derati ons:

The content of this media type consists of 7bit text if the
have the value ‘false'.

Security considerations:
See RFC 9580 Section 13.
Interoperability considerations: none
Publ i shed specification:
RFC 9580, RFC 3156, and ((TH S DOCUMENT)) .
Addi tional information:
Magi ¢ nunber(s): none
File extension(s): asc, pgp
Maci ntosh File Type Code(s): none

Person & email address to contact for further information:

Andr ew Gl | agher
Emai | : andr ewg&andr ewg. com

I nt ended usage: conmon
Aut hor/ Change controller:

Andr ew Gal | agher
Emai | : andr ewg&andr ewg. com
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“arnor' paraneter does not
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