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Abst ract

Thi s docunment specifies a series of conventions to inplenment an
OpenPGP keyserver using the Hypertext Transfer Protocol (HTTP). As
this document is a codification and extension of a protocol that is
already in wide use, strict attention is paid to backward
conpatibility with these existing inplenentations.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://andrewgdotcom gitl ab.i o/ draft-gall agher-openpgp-hkp. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-gall agher-openpgp- hkp/.

Di scussi on of this docunent takes place on the CGpenPGP Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://wwv. ietf.org/ mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://gitlab. com andr ewgdot coni dr aft - gal | agher - openpgp- hkp.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

For ease of use, public key cryptography requires a key distribution
system For many years, the nost commonly used system has been a
keyserver - a server that stores public keys and/or certificates,
with a searchable interface. The HITP Keyserver Protocol is a
QpenPGP keyserver inplenmented using HTITP

2. Conventions and Definitions

The term "QpenPGP Certificate" is used in this docunent
i nterchangeably with "OpenPGP Transferable Public Key", as defined in
Section 10.1 of [RFC9580].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Keyserver Use Cases

A keyserver is typically used for the follow ng (non-exhaustive) use
cases:

3.1. Certificate Discovery

When initiating secure comunication with a new correspondent, a
client will typically attenpt to discover the encryption key(s) that
it should use. This is a subtle issue with many security

consi derati ons, however many discovery nethods involve | ooking up a
certificate on a server using a human-readable identifier such as an
ermai | address.
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3.2. Certificate Refresh

Certificates in OpenPGP are dynam c objects, therefore it is
inmportant to refresh known certificates in order to pick up the

| at est changes. These changes can include new subkeys and User | Ds,
updat ed self-signatures and third-party certifications, and
revocations. |In some cases it may no | onger be possible to search by
User ID, therefore it is RECOWENDED that clients refresh known
certificates by fingerprint search.

3.3. Reference Resol ution

The OpenPGP wire format includes fields that reference primary keys
or subkeys by either Key ID or fingerprint. A client may therefore
wi sh to search for previously unknown certificates based on such a
reference

4. HKP and HTTP

As HKP is inplenmented over HITP, everything in [ RFC1945] applies to
HKP as well, and HKP error codes are the same as the ones used in
HTTP.

Due the very | arge deploynment of HKP clients based on HTTP version
1.0, HKP keyservers MJIST support HTTP 1.0. HKP keyservers NMNAY
additionally support other HITP versions.

(( dshaw : | expect this to be controversial, but we've got tons of
depl oyed code that only works with 1.0. 1'd be willing to discuss
removing this MJST or make it a SHOULD and add a "inpl enentation

not es" section pointing out the probleminstead. See issue #5. ))

VWhen used over HTTPS, HKP is comonly referred to as "HKPS"

HKP(S) are distinguished fromgeneric use of HITP(S) by using the URI
schenes "hkp" and "hkps" [RFC7595]. HKP is assigned port numnber
11371 and HKPS is assigned 11372 (although this is rarely used in
practice). For reasons of maxi mum conpatibility with firewalls and
filtering HTTP proxies, HKP(S) are often served over the standard
HTTP(S) port(s) (TCP ports 80 and 443).

By convention and history, HKP defaults to HTTP on TCP port 11371,
and HKPS defaults to HTTPS on TCP port 443.

(( andrewg : if we assign hkps, we appear to be required to specify a
dedi cated port, even though nobody uses it. See issue #14. ))

Shaw & Gal | agher Expires 9 February 2026 [ Page 5]



I nternet-Draft HKP August 2025

A keyserver SHOULD support both HKP and HKPS. A client SHOULD use
HKPS, or a transport nethod with equival ent security properties, such
as Tor hidden services [TOR].

4.1. Request Paths

HKP defines three paths, namely "/pks/|ookup" for |egacy |ookups (see
Section 5), "/pks/add" for |egacy subm ssion (see Section 6), and

"/ pks/v2" for |ookups and submission in the v2 API. Paths begi nning
with "/pks/v<?>" are reserved for future versions of HKP.

A keyserver MAY support requests to other paths under "/pks", but
these are outside the scope of this docunment. These alternative
pat hs have historically been used to provide human-readabl e
interfaces such as HTM. forms, and functionality extensions such as
[ SKS] .

4.2. HITP Status Codes

When a status or error code needs to be returned by a keyserver, the
nmost appropriate HTTP code from [ RFC9110] should be used. It is good
practice to return the nost specific error code possible: for
exanpl e, returning 404 ("Not Found") rather than 400 ("Bad Request")
when a certificate is not found.

Thi s docunent gives suggested HITP error codes for several conmon
situations. Note that these are only suggestions, and

i npl ement ati ons may have good reasons (such as not revealing the
reason why a request failed) for using other error codes.

Cients SHOULD understand the foll ow ng codes:
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| Status Code | Description |
[ ool s oo e sy o}
| 200 &K | Request succeeded |
o e e o s o m e e e e e e e e mee oo s +
| 202 Accepted | Submitted certificate was altered

| | to match keyserver policy |
o e e e e oo oo o e e e e e e e e e e mmmemao - +
| 403 For bi dden | The requested operation is not |
| | permitted |
o e e o s o m e e e e e e e e mee oo s +
| 404 Not found | The search returned no results, |
| | or path not found |
o e e e e oo oo o e e e e e e e e e e mmmemao - +
| 410 Cone | Certificate has been permanently |
| | deleted, e.g. due to RTBF |
o e e o s o m e e e e e e e e mee oo s +
| 413 Content too | The search returned too nany |
| large | responses |
o e e e e oo oo o e e e e e e e e e e mmmemao - +
| 422 Unprocessable | Submitted certificate was |
| content | rejected as per keyserver policy |
o e e o s o m e e e e e e e e mee oo s +
| 501 Not | The requested operation is not |
| inplenmented | supported |
o e e e e oo oo o e e e e e e e e e e mmmemao - +

Tabl e 1: Status Codes
In addition, a client SHOULD understand 3xx redirect codes.
(( andrewg : In draft-shaw 00 it was suggested that a novel header be

used for statuses that could not be represented by the HITP response
codes of the time. This was only partially specified, and it is
unclear if any inplenentations of this header existed. In the
meanti me many new HTTP response codes have been defined, so | am
using theminstead - even if their semantics does not exactly match
that of [RFC9110]. NB therefore that codes 202, 410, 413, 422 nmay
not have been inpl emented anywhere yet. ))

(( andrewg : note also that 413 and 202 may be incorrect usage, see
i ssues #25 and #26 respectively. ))
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5.

5.

5.

5

Looking up Data from a Keyserver

Certificate | ookups are done via an HITP GET request. Specifically,
the abs _path (Section 3.2 of [RFC1945]) is built up of the base path
"/ pks/ | ookup" or "/pks/v2", followed by request-specific URL
conponents. These conponents differ slightly between the Legacy and
v2 | ookup formats (see bel ow).

Most HKP | ookups contain both the "op" (operation) and "search”
fields. The "op" field determ nes what operation the keyserver wll
execute, and the "search" field determ nes which certificates are
operated on.

There may al so be nodifier variables, as specified in Section 7

bel ow. Variables are passed using HITP query strings as specified in
Section 8.2.2 of [RFC1866]. HITP query strings MAY be given in any
order. Keyservers MJST ignore any unknown query strings.

1. Legacy and v2 Lookup Formats

For backwards conpatibility with the existing installed client base,
a Legacy | ookup format is defined. New inplenentations SHOULD use
the v2 | ookup format.

1.1. Legacy Lookup For nat

In the Legacy | ookup format, the "op" and "search” fields are
supplied as HTTP query strings, in the form"<field-name>=<val ue>":

/ pks/ | ookup?op=<op>&sear ch=<search>[ & . .]

They are treated in the same way as nodifier variables, including
arbitrary ordering, however the "op" field MJIST be supplied, and the
"search" field MJUST be supplied unless the "stats" operation is being
requested (see Section 5.2.6). No URL path conponents under "/ pks/

| ookup" are used.

1.2. v2 Lookup Format

In the v2 | ookup format, the values of the "op" and "search" fields
are supplied as URL path conponents. They are appended to "/pks/v2"
as foll ows:

/ pks/ v2/ <op>/ <search>[?...]

The "op" and "search" fields MJST be supplied. Mdifier variables

are supplied as HTTP query strings, in the form"<field-
nane>=<val ue>".
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If the v2 | ookup format is being used, v2 output format (Section 8)
MJST be returned.

The v2 | ookup fornmat is designed so that a basic HKP service can be
i mpl emented using static files.

5.2. The Operation Lookup Field

The operation ("op") field specifies the | ookup operation to be
performed on the keyserver. The "op" field is generally acconpanied
by a "search" field to specify the certificates that should be | ooked

up.

If a particular operation is not supported, the keyserver SHOULD
return an appropriate HITP error code such as 501 (" Not

I mpl enented”). The server SHOULD NOT return an error code (such as
404 ("Not Found")) that could be interpreted by the client as an
explicit statenent of non-existence.

5.2.1. The "get" QOperation
A keyserver MAY support the "get" operation

The "get" operation requests certificates fromthe keyserver by
textual search. A string that specifies which certificate(s) to
return is provided in the "search" field.

The response to a successful "get" operation is a HITP docunent
containing a certificate bundle as specified in Section 10.

A keyserver SHOULD limt the returned certificate bundle to a
reasonabl e length. Results froma User |ID search SHOULD be sorted in
order of decreasing confidence in that User ID (Section 9), and then
by creation date (nost recent first). A keyserver MAY choose to only
return results where the User |ID being searched for has a nonzero
confidence value. |If no certificates natch the request, the
keyserver SHOULD return an appropriate HTTP error code such as 404
("Not Found").

5.2.2. The "authget" (authoritative get) Qperation
A keyserver SHOULD support the "authget" operation
The "aut hget" operation is simlar to the "get" operation, but is
used for authoritative | ookups by User 1D only, in particular during
certificate discovery. The keyserver SHOULD only return results

where the User | D being searched for has a nonzero confidence val ue
(Section 9). |If a keyserver is being used for certificate di scovery,

Shaw & Gal | agher Expires 9 February 2026 [ Page 9]



I nternet-Draft HKP August 2025

it MUST return only results for which it is has conplete confidence.
In addition, exact textual matching MJUST be used even if the "exact”
variable is set to "off" (Section 7.5).

5.2.3. The "prefixlog" Operation
A keyserver MAY support the "prefixlog" operation

"prefixlog" requests a list of fingerprint prefixes that indicate
whi ch certificates have been nodified since 00:00:00 UTC on a
specific date. The date is provided in the "search" field in |ISO
format with no tinme conmponent, i.e. "2025-12-01".

The returned data is a list of CRLF-separated, hexadeci nmal -encoded
fingerprint prefixes, and each prefix is truncated at a hex-digit
boundary. The keyserver SHOULD calibrate the prefix length so that
it is long enough to provide collision resistance, but short enough
to maintain a useful anonymity cohort. A client MJUST NOT nake any
assunpti ons about the length of the prefixes returned.

A client that wishes to update its | ocal keystore from a keyserver
MAY first make a "prefixlog" request with the date of the |ast

successful refresh. It can then conpare the returned |ist of
prefixes to see if any of themare present in its |local keystore, and
make subsequent "vfpget" requests as appropriate (Section 5.2.7). In
this way, it can avoid maki ng unnecessary requests that will return
no updates, but will still leak information to the keyserver

Note that prefixes are always used, regardless of fingerprint
version. This contrasts with Key |IDs, which are version-dependent.

A keyserver MJST NOT support indexing or downl oading certificates by
prefi x.

5.2.4. The "index" Qperation
A keyserver MAY support the "index" operation
The "index" operation requests a list of certificates on the
keyserver that match the text in the "search"” field. Historically,
the "index" operation returned a human-readabl e HTM. docunent

containing links for each found certificate, but this is not
required.
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A keyserver SHOULD limt the returned index to a reasonable | ength.
Results froma User |ID search SHOULD be sorted in order of decreasing
confidence in that User ID (Section 9), and then by creation date
(rmost recent first). |If no certificates natch the request, the
keyserver SHOULD return an appropriate HTTP error code such as 404
("Not Found").

5.2.5. The "vindex" (verbose index) Operation (Deprecated)

A keyserver MAY support the "vindex" operation for Legacy | ookups.
The "vindex" operation is deprecated and MJST NOT be used in a v2
| ookup.

Hi storically, a "vindex" response was the sane as "index" with the

addition of show ng the signatures on each certificate, but this is
not required. A server that supports "vindex" SHOULD treat it as a
synonym for "index".

5.2.6. The "stats" (statistics/status) Operation (Deprecated)

A keyserver MAY support the "stats" operation in Legacy | ookup
format. The "stats" operation is deprecated, and MJUST NOT be used in
a v2 lookup. It is RECOWENDED to use a URL outside the standard HKP
pat hs (such as "/pks/stats") instead.

The output of the "stats" operation is inplenmentation-dependent, but
may i nclude di agnostic output, configuration state, or other

nmet adata. The "search" field SHOULD NOT be supplied, and SHOULD be
ignored if received

5.2.7. The "vfpget" (versioned fingerprint get) Operation
A keyserver MAY support the "vfpget" operation

"vfpget" requests a certificate froma keyserver by specifying its
versi oned fingerprint. The versioned fingerprint is provided in the
"search" field in hexadeci mal encodi ng, w thout a preceding "0x"

The hexadeci mal digits are not case sensitive.

A versioned fingerprint consists of one octet of fingerprint version
nunber and N octets of fingerprint. This is the sane octet sequence
used in the Issuer Fingerprint and Intended Recipient Fingerprint
subpackets (Section 5.2.3 of [RFC9580]).

If no certificates match the request, the keyserver SHOULD return an
appropriate HTTP error code such as 404 ("Not Found").
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5.2.8. The "kidget" (key id get) Operation
A keyserver MAY support the "kidget" operation

"ki dget" requests a certificate froma keyserver by specifying its
Key ID (Section 5.5.4 of [RFCO9580]). The Key IDis provided in the
"search" field as 16 hexadecimal digits, without a preceding "O0x"
The hexadecimal digits are not case sensitive.

If no certificates match the request, the keyserver SHOULD return an
appropriate HTTP error code such as 404 ("Not Found").

"kidget" is only required for locating a signing key that made either
a V3 signature, or a V4 sighature with an |Issuer Key |ID subpacket and
no | ssuer Fingerprint subpacket. |Issuer Key |ID subpackets are not
specified for use in later signature versions (Section 5.2.3.12 of

[ RFC9580]), and so certificates with versions greater than 4 MJST NOT
be returned in response to a "kidget" operation.

5.2.9. The "hget" (hash get) Operation
A keyserver MAY support the "hget" operation
"hget" requests a certificate froma keyserver by specifying its
[ SKS] digest. The digest is provided in the "search" field in

hexadeci mal encodi ng, w thout a preceding "0x". The hexadeci nmal
digits are not case sensitive.

If no certificates match the request, the keyserver SHOULD return an
appropriate HTTP error code such as 404 ("Not Found").

5.3. The "search" Lookup Field
The "search" field contains arbitrary text encoded as usual for a
HTTP URL. This text nay represent the Key ID, or fingerprint, or
sone text froma User ID on the certificate being sought, depending
on the operation.

5.3.1. Key ID and Fingerprint Searches
To search for a certificate by its Key ID or fingerprint, a client

SHOULD use a v2 | ookup and either the "kidget" (Section 5.2.8) or
"vfpget" (Section 5.2.7) operation (as appropriate).
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If making a Legacy | ookup, a client SHOULD use the "get" operation
and prefix the "search" string with "0Ox" to indicate a hexadeci mal
nunber. Key ID strings are 16 hexadecimal digits (64 bits).
Fingerprint strings are either 32 (version 3), 40 (version 4), or 64
(version 6) hexadecinal digits. The hexadecimal digits are not case
sensitive

A keyserver:

* SHOULD accept fingerprints and MAY accept 64-bit Key IDs in the
Legacy | ookup "search" field.

*  MUST NOT return results for 32-bit "short Key ID' searches, as
these do not provide sufficient collision resistance.

* MJST NOT return certificates with versions later than 4 for Key ID
sear ches

* MUST NOT return version 6 (or later) certificates in the results
for Legacy machi ne-readabl e requests, but MAY do so for Legacy
human-r eadabl e requests (see Section 8. 3).

V3 certificates are no | onger considered secure, but MAY be
distributed for historical reference.

5.3.2. Text Searches

To search for a certificate by the text of a User ID, a client SHOULD
use the "get", "authget", or "index" operation (as appropriate) and
SHOULD NOT prefix the "search" string with "O0x"

A keyserver MJST NOT return version 6 (or later) certificates in the
results for Legacy machi ne-readabl e requests, but MAY do so for
Legacy human-readabl e requests (see also Section 8.3.1). Oherw se,
how a keyserver handl es textual search is inplenentation defined.
See also the definition of the "exact" variable (Section 7.5) for a
met hod to give additional instructions to the server on how the
search is to be executed

5.4. Lookup Exanpl es

Search for all certificates containing the string "dshaw', using
pl ai ntext HTTP:

* Legacy | ookup format:

http://keys. exanpl e. com 11371/ pks/ | ookup?sear ch=dshaw&op=i ndex
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6

6

6

* v2 | ookup format:
http://keys. exanpl e. com 11371/ pks/ v2/i ndex/ dshaw
Get certificate OxDEADBEEFDECAFBAD (64-bit Key ID), using HTTPS
* Legacy | ookup format:
https:// keys. exanpl e. com pks/ | ookup?op=get & ear ch=0x DEADBEEFDECAFBAD
* v2 | ookup format:
https:// keys. exanpl e. com pks/ v2/ ki dget / DEADBEEFDECAFBAD
Submitting Certificates To A Keyserver

A keyserver MAY accept subm ssions via an HTTP POST request, as
specified in Section 8.3 of [RFC1945], and Section 8.2.3 of

[ RFC1866]. Specifically, the abs_path (Section 3.2 of [RFC1945]) is
built up of the base path "/pks/add" or "/pks/v2", followed by
request-specific URL conponents. These conmponents, and the form of
the POST body, differ between the Legacy and v2 subm ssion fornmats
(see bel ow).

There may al so be nodifier variables, as specified in Section 7

bel ow. Modifiers are passed using HITP query strings as specified in
Section 8.2.2 of [RFC1866]. HITP query strings MAY be given in any
order. Keyservers MJST ignore any unknown query strings.

1. Legacy and v2 Subnission Formats

For backwards conpatibility with the existing installed client base,
a Legacy subnmission format is defined. New inplenmentations SHOULD
use the v2 submission format. Note that nore than one certificate
may be submitted in a single transaction

If a keyserver does not support adding certificates via HTTP, then
requests to do so should return an appropriate HITP error code, such
as 403 ("Forbidden") if certificate subm ssion has been disall owed,
or 404 ("Not Found") if the server does not support the requested
submi ssi on format.

1.1. Legacy Subm ssion Fornat

In the Legacy subm ssion format, the abs_path (Section 3.2 of
[ RFC1945]) is always "/ pks/add"

[ pks/add[?...]
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No URL path conponents under "/pks/add" are used, and there are no
mandat ory query strings.

The body of the POST nessage has a content-type of "application/x-
wwwformurl encoded". It contains a "keytext" field whose value is
an ASCl|-arnored certificate bundle as specified in Section 10. The
ASCI| arnored certificate bundl e should al so be url encoded as
specified in Section 8.2.1 of [RFC1866].

6.1.2. V2 Subm ssion Fornmat

In the v2 subnission format, the value of the operation field is
supplied as a URL path conponent, and is appended to "/pks/v2" as
fol |l ows:

[ pks/v2/ <op>[~?...]

The "op" field MJUST be supplied. Unlike |ookup requests, there is no
"search" field defined

6.2. The Operation Subnmission Field

The operation field specifies the subm ssion operation to be
performed on the keyserver. |f a particular subm ssion operation is
not supported, the keyserver SHOULD return an appropriate HTTP error
code such as 501 ("Not | nplemented").

6.2.1. The "add" Operation
A keyserver MAY support the "add" operation

The body of the POST nmessage contains a certificate bundle as
specified in Section 10. It MJST have a content-type of

"appl i cation/ pgp- keys; encodi ng=bi nary" and MJST NOT be ASCII -
ar nor ed.

((TBC:. this aligns with the current thinking of the KOO board, but it
is a weak preference. We may support additional subm ssion methods;

these woul d be detected by Accept responses to OPTIONS requests (see
i ssue #30). ))

The URL MAY additionally contain a "tokens" query paraneter

(Section 7.2). The "add" operation MAY have linmted effect or fai
entirely if a token corresponding to the email address in any of the
submitted User IDs is not provided.
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(Note that a keyserver MAY accept other forms of User ID
verification, and the lack of a "tokens" query parameter will not
necessarily result in subm ssion failure.)

6.2.2. The "tokensend" Qperation
A keyserver MAY support the "tokensend" operation

The body of the POST nessage is a CRLF-separated |ist of emai
addresses. It SHOULD have a content-type of "text/plain". A
keyserver that supports the "tokensend" operation SHOULD attenpt to
verify each address by sending a tinme-linted auth token via enmil.
A keyserver MAY limt the nunber and frequency of verification
requests.

((TBC. this follows a prove-then-submt nodel, which is the inverse
of KOO s current submt-then-prove process. The rationale is that
submit-then-prove often silently degrades to "subnit-then-forget-to-
prove". Failed advance proofs are less likely to be mis-reported as
a success. In addition, prove-then-submit nore easily generalises to
other forns of verification. ))

6. 3. Subm ssi on Exanpl es
(( to be conpleted ))

7. Modifier Variables
These variables are used to nodify basic requests.

7.1. The "options" Variable
This variable takes one or nore option val ues, separated by commas.
These are used to nodify the behavior of the keyserver on a per-
request basis. Each value indicates a boolean flag, where the
presence of the value indicates "true" and the absence "fal se"

7.1.1. The "mr" (Machi ne- Readabl e) Option (Legacy)
The nmachi ne-readabl e option instructs the server that a program
(rather than a person) is nmaking a Legacy request, so the output
SHOULD be in Legacy machi ne-readable format. |[If a v2 request fornmat

is being used, this option has no effect. See Section 8.3 for the
specific details of Legacy nachi ne-readabl e out put.
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An inplementation that does not wi sh to provide a human-readabl e
interface MAY choose to behave as if this option is always present.
I mpl enent ati ons SHOULD NOT provi de a Legacy interface without
supporting machi ne-readabl e out put.

nt" is neaningful for Legacy requests only.

7.1.2. The "nm' (No Modification) Option

As keyservers may nodify submitted certificates to suit a particul ar
policy, this option is used to informthe keyserver that the
submitter would rather have the subnission fail conpletely than have
the submitted certificate(s) nodified. An exanple of this would be a
keyserver that does not accept User IDs with an email address outside

of the I ocal domain. |If such a certificate was submtted, the
keyserver MAY trim any nonconpliant User |IDs before accepting the
certificate. |If this option was set, then such a certificate

submi ssion SHOULD fail with an appropriate error code such as 422
(Unprocessabl e content).

"nm’ is meaningful for subm ssions only.
7.1.3. The "cb" (Canonical Bundle) Option

The canoni cal bundle option instructs the server that for each proof
of User ID (such as a verification token, see Section 6.2.2)
contained in the subm ssion:

* The certificates contained in the subm ssion that have the
correspondi ng User ID are regarded by the owner as canonical for
that User |D,

The owner wi shes for these certificates to be served in the sane
order that they appear in the subnm ssion, and:

* Any certificates with that User ID that are not contained in the
submi ssion are not (or no longer) canonical for that User ID.

When a keyserver verifies the proof of each User ID, it updates its
i nternal confidence value accordingly (see Section 9).

Canonicality only affects the identity and order of certificate(s)
returned by User ID |ookups, and not to the particular formof the
certificate(s) returned. Oher nethods such as

[1-D. dkg- openpgp- 1pa3pc] are nore appropriate for controlling the
formof certificates. |In particular, a keyserver MJST allow a valid
revocation certificate for any key to be upl oaded wi thout identity
verification.
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"cb" is meaningful for subm ssions only.
7.2. The "tokens" Variable

The "tokens" variable contains a comm-separated |ist of one or nore
t okens obtained via the "tokensend" operation (Section 6.2.2). These
t okens SHOULD correspond to one or nore User I Ds present in the
certificate bundle being submtted. A keyserver MAY refuse to serve
the certificate(s) when queried by User IDif a valid token was not
suppl i ed.

"tokens" is nmeaningful for subm ssions only.

7.3. The "fingerprint" Variable (Legacy)
This variable takes one argunment: "on" or "off". If present and on,
it instructs the server to provide the primary key fingerprint for

each certificate in a Legacy "index" or "vindex" operation. This
vari abl e has no effect on any other operation. The exact format of

the di splayed fingerprint, Iike the "index" and "vindex" operations
thenselves, is inplenmentation defined in Legacy hunman-readabl e
output. In Legacy nmachi ne-readabl e i ndexes, a val ue of "on"

i ndi cates that the "keyid" field SHOULD contain the fingerprint,
except for v3 certificates (see Section 8.3.1). An inplenmentation
SHOULD treat this variable as being "on" for all Legacy machi ne-
readabl e i ndexes. An inplenentation MAY decide to ignore this

vari abl e and/or set the default behaviour to "on" for Legacy hunman-
readabl e i ndexes.

"fingerprint" is meaningful for Legacy | ookups only.
7.4. The "hash" Variable (Legacy)

This variabl e takes one argunment: "on" or "off". If present and on,
it instructs the server to provide the [SKS] digest of each
certificate in an "index" or "vindex" operation in the Legacy human-
readabl e output format. This variable has no effect on any other
operation, or on Legacy machi ne-readabl e output. The exact format of
the di spl ayed digest, like the "index" and "vindex" operations
thenselves, is inplenentation defined. An inplenentation MAY deci de
to ignore this variable and/or set the default behaviour to "on"

"hash" is neaningful for Legacy |ookups only.
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7.5. The "exact" Variable (Legacy)

This variabl e takes one argument: "on" or "off". |If set to "on", it
instructs the server to search for an exact match for the contents of
the "search" field. A keyserver inplenmentation SHOULD set the
default behaviour to "on" and MAY ignore this variable for Legacy

| ookups. A keyserver inplenentation MIST ignore this variable and
treat all searches as exact in v2 | ookups.

When "exact" is set to "on", a keyserver SHOULD only return results
if the "search" field exactly matches one of the foll ow ng:

* The full text string of a User ID

* The portion between angle brackets ("<...>") in an email -address
style User ID

In either case, the string matchi ng SHOULD NOT be case sensitive.
"exact" is meaningful for Legacy |ookups only.

8. Qutput Formats
HKP was originally intended for both human and programmatic use. In
general, the Legacy hunan-readabl e output is inplenentation specific.
The "machi ne-readabl e" option is used to tailor the output of Legacy
requests for automated use. For interoperability, the Legacy
machi ne-r eadabl e out put MJUST carefully follow the guidelines given
here. A client inplenentati on SHOULD NOT attenpt to parse Legacy
human- r eadabl e out put .

The v2 APl always returns either non-arnored certificate bundl es or
JSON [ RFC8259], dependi ng on the request.

8.1. v2 CQutput Format
Cients making v2 requests:

* MJST silently ignore any primary keys with unknown versions or
al gorithns.

* MJST silently ignore any unknown JSON fields in "index" and "add"
responses.

In response to a v2 request, a keyserver

*  MJST set the HTTP header "Access-Control-AllowOrigin: *", as
specified in [ CORS].
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*  MUIST use the format specified in Section 8.1.1 when responding to
"index" operations.

*  MJST use the format specified in Section 8.2 when responding to
"add" operations.

* MJIST return non-arnored (binary) certificate bundles in response
to | ookup requests.

*  MJST set "Content-Type: application/json" for "index" and "add"
responses.

*  MUIST set "Content-Type: application/pgp-keys; encodi ng=bi nary"
when returning non-arnored certificate bundles (see Section 5 of
[1-D. gal | agher - openpgp- nedi a-types])

8.1.1. v2 Indexes
A v2 "index" operation SHOULD return a JSON list of certificates. |If
the search was for a User ID, it SHOULD be sorted in decreasi ng order

of confidence (Section 9). Each certificate object contains sonme or
all of the follow ng fields:
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| Field | Type | Description |
[ bbb el oo oo e
| version | integer | version of the primary key (REQU RED) |
S R o m o oo +
| fingerprint | string | fingerprint of the primary key |
I I | (REQUI RED) I
o m e e e oo - N o m e e e e e e e e e e e e e emamao - +
| creation | string | creation date of the key |
S S o e m e e e e e e e e e e e e mo oo +
| expiration | string | expiration date of the key |
S S o m o e oo +
| isExpired | bool ean | |
o m e e e oo - N o m e e e e e e e e e e e e e emamao - +
| isRevoked | bool ean | |
S S o e m e e e e e e e e e e e e mo oo +
| algorithm | algorithm| (Table 3) |
S S o m o e e +
| userlDs | userlD | (Table 4) |
I | array I I
S R o e m e e e e e e e e e e e e e e me e +
| subkeys | subkey | (Table 5) |
| array | |
S S o m o oo +
Table 2: v2 Index Fields

[ et sl s fumspumy e e s o

| Field | Type | Description |

F b ool oo e e oo

| code | integer | algorithmI|D ( REQU RED) |

N B o e e e e e e e ememao - +

| name | string | a human-readable identifier

| | | for the algorithm |

U O oo +

| bitLength | integer | key length in bits |

| | (DSA/ RSA/ El Ganal keys only) |

N B o e e e e e e e ememao - +

Table 3: v2 Index Al gorithm Fields
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| Field | Type | Description |

[S ooy e s s oo oo oo oo e s s s s s s

| uidString | string | User ID string contents (REQU RED) |

Fom ek S o m e e e e e e e e eeee e +

| creation | string | creation date of (the first |

| | signature over) the User ID |

Fomm e oo - B o e e e e e e e e e e e e e e e e e o +

| expiration | string | expiration date of the User ID |

R R o e m e e e e e e e e e e +

| isExpired | bool ean | |

Fom e e o - S o m e e e e e e e e ee e +

| isRevoked | bool ean | |

Fomm e oo - B o e e e e e e e e e e e e e e e e e o +

| confidence | integer | (Section 9) |

R R o e m e e e e e e e e e e +

Table 4: v2 Index UserlD Fields

| Field | Type | Description |
[ s el e st s oo ey o}
| version | integer | version of the subkey (REQU RED) |
S Fom e oo o m m e e e e e e e e e e e e eaao o +
| fingerprint | string | fingerprint of the subkey (REQU RED) |
o m e e e oo - N o m e e e e e e e e e e e e e e e e e e o +
| creation | string | creation date of the subkey |
S S o e e e e e e e e e e m e ao- - +
| expiration | string | expiration date of the subkey |
S Fom e oo o m m e e e e e e e e e e e e eaao o +
| isExpired | bool ean | |
o m e e e oo - N o m e e e e e e e e e e e e e e e e e e o +
| isRevoked | bool ean | |
S S o e e e e e e e e e e m e ao- - +
| algorithm | algorithm| (Table 3) |
S Fom e oo o m m e e e e e e e e e e e e eaao o +

Table 5: v2 I ndex Subkey Fields

Fingerprints and long Key IDs are given in hexadecinmal notation,
wi thout any "Ox" prefix. Dates are given in |SO 8601 fornat.
AlgorithmIDs are as specified in Section 9.1 of [RFC9580].

The only required fields are the version and fingerprint of any key
material, and the uidString of any User IDs. |Inplenentations MAY
omt algorithms, subkeys and User IDs fromindexes; however if they
are present they MJST contain the required fields.

Shaw & Gal | agher Expires 9 February 2026 [ Page 22]



I nternet-Draft HKP August 2025

8.2. Subnission Responses

An "add" operation MAY return an enpty response, or it MAY return a
JSON obj ect summarising the changes. The JSON obj ect MAY contain any
or all of the following fields, each of which is an array of
certificate objects:

| Field | Type | Description |
[ et el e s s
| inserted | certificate array | newy added certificates |
S o e e oo s o e e e e e e e e e e eee— oo n +
| updated | certificate array | updated certificates |
Fomm oo - o e e e e oo oo o e e e e e e e e e e e e e m e e o +
| deleted | certificate array | deleted certificates |
TS o e e e e oo T +
| ignored | certificate array | certificates that were discarded

S o e e oo s o e e e e e e e e e e eee— oo n +

Tabl e 6: Submni ssion Response Fi el ds

Each certificate object MJST contain "version" and "fingerprint"
fields, as in Table 2.

8.3. Legacy machi ne-readabl e Qut put
Clients requesting machi ne-readabl e output in Legacy requests:
*  SHOULD supply "options=nr" (Section 7.1.1).

* MUIST silently ignore any content preceding or follow ng a returned
armored key bl ock.

* MJST silently ignore any prinmary keys w th unknown versions or
al gorithns.

Keyservers returni ng Legacy nmachi ne-readabl e out put:

*  MJIST set the HTTP header "Access-Control-AllowOrigin: *", as
specified in [ CORS].

* MJST return ASCI|-armored certificate bundl es.
* MUST NOT return version 6 (or later) certificates.
*  MJST set "Content-Type: application/pgp-keys" when returning

ASCI | -arnored certificate bundles (the "get", "vfpget", "kidget",
and "hget" operations), as specified in Section 7 of [RFC3156].
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*  MJST use the format specified in Section 8.3.1 when returning
i ndexes (the "index" and "vindex" operations).

* MAY return statistics in JSON format [ RFC8259], the schema of
which is otherw se inpl enentation-dependent.

ASCI | -arnored responses MAY be wapped in any HTM. or other text
desired, except that the actual certificate data consisting of an

initial line break, the "----- BEG N PGP PUBLI C KEY BLOCK----- "
header, the arnored certificate data itself, the "----- END PGP PUBLI C
KEY BLOCK- - - - - " footer, and a final line break MJUST NOT be nodified

fromthe formspecified in [ RFC9580].

8.3.1. Legacy mmchi ne-readabl e | ndexes
The Legacy machi ne-readabl e index format is a |list of newine-
separated records, consisting of colon-separated fields. The
docunment is 7-bit clean, and as such is sent with no encoding and
Cont ent - Type: text/plain.

The machi ne-readabl e response MAY be prefixed by an information
record

i nf o: <ver si on>: <count >

| Field | Description |
[ s pumfemsfumeiey oo s o1
| version | the version of this output format |
S o m e e e e e e e e e ee e +
| count | the nunber of certificates returned

B o e e e e e e e e e e e e e e mmemamao o +

Table 7: Legacy Information Record Fields
If this Iine is not included, or the version information is not
supplied, the version nunber is assunmed to be 1. Currently, only
version 1 is defined.
Note that "count" is the nunber of certificates, and not the nunber
of lines returned. That is, it SHOULD rmatch the nunber of "pub:"
i nes returned.

The certificate listings thenmsel ves are nade up of several records
per certificate. The first record specifies the primary key:

pub: <keyl D>: <code>: <bi t Lengt h>: <cr eat i on>: <expi rati on>: <f | ags>
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| Field | Description |
[} gy g —_——(——————(————————————————————(——(—(——————r L
| keylD | fingerprint or long Key ID |
S TR . +
| code | algorithmID |
S ISRy T T T +
| bitLength | key length in bits |
R oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| creation | creation date of the key |
S TR . +
| expiration | expiration date of the key |
S IR T +
| flags | letter codes to indicate details of the key |
R oo e m e e e e e e e e e e e e e e e e e e e e e e e +
Tabl e 8: Legacy Public Key Record Fields
Since it is not possible to calculate the Key ID froma V3
fingerprint, for V3 primary keys the "keyl D' field SHOULD contain the

16-digit long Key ID only.

O herwi se, a keyserver SHOULD return a

fingerprint if available (see Section 7.3).

AlgorithmIDs are as specified in Section 9.1 of [RFC9580],

1==RSA, 17==DSA, etc.

i.e.

Fol  owi ng the "pub" record are one or nore "uid" records to indicate
User IDs on the certificate:

ui d: <ui dString>: <creation>: <expiration>: <fl| ags>

| Description |
s oo sy o}

| User ID string contents |
m e e e e e e e e ee i +

| creation date of (the first |
| self-signature over) the User 1D |

| expiration | expiration date of the User ID |
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| letter codes to indicate details |
| of the User ID |

9: Legacy User ID Record Fields

Expires 9 February 2026

[ Page 25]



I nternet-Draft HKP August 2025

The User ID string MJUST use urlencoding for anything that isn't 7-bit
safe as well as for the ":" and "% characters. Any other characters
MAY be url encoded, as desired.

The information for the "creation", "expiration", and "flags" fields
is taken fromthe User ID self-signature, if any, and applies to the
User IDin question, not to the certificate as a whol e.

Primary key and User ID records may contain a "flags" field

contai ning a sequence of al phabetical characters, one per flag.

Fl ags MAY be given in any order. The neaning of "disabled" is

i npl ement ation-specific. Note that individual flags may be

uni npl enent ed, so the absence of a given flag does not necessarily
mean t he absence of the detail.

+o———o—o4 ==+
| Flag | Description |
e el oo e e
| r | revoked |
+------ I +
| d | disabl ed |
+------ i i +
| e | expired |
+------ I +

Tabl e 10: Legacy
Record Fl ags

Note that enpty fields are allowed. For exanple, a prinary key with
no expiration date would have the "expirationdate" field enpty.

Al so, a keyserver that does not track a particular piece of
informati on may | eave that field enpty as well. Colons for enpty
fields on the end of each line MAY be left off, if desired. Al
dates are given in the nunber of seconds since 1970-01-01T00: 00: 00
UTC.

For backwards conpatibility with the installed client base, Legacy
machi ne-r eadabl e | ookup requests MUST onit version 6 (and |ater)
certificates fromthe returned indexes

9. Confidence

Traditionally, keyservers did not perform any checks agai nst upl oaded
content other than sinple parseability. This left them open to abuse
such as flooding and third-party signature spam Mst nodern
keyservers are now able to performcryptographic validity tests, and
aut omat ed content noderation is generally possible.
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It is RECOWENDED that a keyserver assigns a "confidence" value to
each User IDin its database. The exact definition of "confidence"
i s inplementation-dependent, but MAY include checks such as emai
verification or third-party certifications

A keyserver MAY represent confidence as a nunber between 0 and 255,
where val ues of 120 or greater indicate "conplete confidence", in a
v2 Index User |ID object (see Table 4). This is nunerically
compatible with the "trust amount™ field specified in

Section 5.2.3.21 of [RFC9580], but it is not required to calculate it
in the sane way or represent it internally as an integer value. The
confidence field in a v2 Index User ID object is intended as a
heuristic for sorting and filtering responses to | ookup requests, and
is not a replacement for cryptographic verification. A client SHOULD
NOT rely on this confidence field, and SHOULD performits own checks.
A keyserver that w shes to publish a cryptographically-verifiable
statenent about its internal confidence value MAY do so using a
certification signature.

10. Certificate Bundl e For mat

HKP uses a "certificate bundle" as its primary data representation
for both input and output.

A certificate bundle is a sequence of one or nore OpenPGP
certificates (Transferable Public Keys), concatenated directly, as
specified in Sections 10.1 and 3.6 of [RFC9580]. An ASCII-arnored
certificate bundle is a certificate bundl e that has been encoded as a
single arnored block, as specified in Section 6.2 of [RFC9580].

Certificate bundles are often called "keyrings", however the term
"keyring" is used to refer to several related but distinct concepts:

* A sequence of one or nore Transferable Public Keys ("public
keyring")

* A sequence of one or nore Transferable Secret Keys ("private/
secret keyring")

* A sequence of packets formng a single Transferable Public Key
* A sequence of packets formng a single Transferable Secret Key

It is therefore RECOWENDED that inplenmentations avoid using the term
"keyring" w thout qualification
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10.

11.

12.

12.

12.

1. Detached Revocations

For OpenPGP certificates prior to version 6, revocation signatures
have customarily been distributed as a detached "revocation
certificate", as per Section 10.1.3 of [RFC9580]. An HKP server
SHOULD al | ow subni ssion of these detached revocati ons.

An HKP inpl ementati on MAY accept or serve an ASCl|-arnored "m xed
certificate bundl e" where one or nore revoked certificates have been
repl aced by their detached revocation certificate(s). Such a "m xed
certificate bundl e" MJIST be sorted so that all detached revocation
certificates appear first. This ensures that detached revocations
cannot be m staken for signatures over another prinmary key.

M xed certificate bundl es MJUST NOT be served in responses to v2
| ookup requests.

Security Considerations

As described here, a keyserver is a searchabl e database of OpenPGP
Certificates accessed over the network. Wile there may be security
considerations arising fromdistributing arbitrary certificates in
this manner, this does not inpact the security of CpenPGP itself.

Wt hout some sort of trust relationship between the client and
server, information returned froma keyserver in arbitrary search
results cannot be trusted by the client until the OQpenPGP client
actually retrieves and checks the certificate for itself. This is
i mportant and nust be stressed: without a specific reason to treat
i nformati on otherwi se, all search results SHOULD be regarded as
untrustworthy and informational only.

| ANA Consi der ations

Thi s docunent allocates the ports 11371 and 11372, and the UR
schenmes "hkp" and "hkps".

1. Updated Registry Entries

I ANA is requested to update the contact details for port 11371 in the
"Service Nane and Transport Protocol Port Nunber" registry to "Daphne
Shaw' .

2. New Registry Entries

IANA is requested to add the following entry to the "Service Nane and
Transport Protocol Port Nunber" registry as per [ RFC6335]:
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B ool el e ool e g
| Service Name | Port | Transport | Description | Contact |
| | | Protocol | | |
B S ety el el el el
| hkps | 11372 | tcp and | OpenPGP HTTP | Daphne |
| | | udp | Keyserver (Secure) | Shaw |
i I +----- - I R I I R Fo-m e - - +

Table 11: Service Name and Transport Protocol Port Nunmber Registry

I ANA is requested to add the following entries to the "URl Schenes"
registry as per [RFC7595]:

[ el e s s s s el sl °}
| URI Schene | Description | Status | Reference |
B sl e el sl el
| hkp | OpenPGP HTTP Keyserver | Permanent | This docunent |
I B I I I A R I I I T +
| hkps | OpenPGP HTTP Keyserver | Permanent | This document |
I | (Secure) I I I
R I B e I F--- - - - S I +

Table 12: Uniform Resource Identifier (URI) Schenes Registry
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endi x B. Docunent History

Note to RFC Editor: this section should be renpved before
publi cati on.

Changes Between draft-gal | agher-openpgp-hkp-07 and draft-
gal | agher - openpgp- hkp- 08

* Verified upl oads now use prove-then-subnit workflow
* Renoved SRV and di scovery discussion (tenporarily?).

* Added definitions of "discovery", "refresh" and "reference
resol ution".

* Normalised "certificate" term nology and warned about unqualified
use of "keyring".

*  Renunbered HKPvl to HKPv2 for avoi dance of confusion, and
reordered path conponents.

* HKPv2 is now explicitly a binary protocol, and uses sinplified
pat hs.

* Defined v2 subnission requests and "cb" option.
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*

B. 2.

B. 3.

B. 4.

Explicitly forbade mixed certificate bundle responses to v2
| ookups.

"since" is now "prefixlog".

get" operation is now MAY.

"x-*" parameters are no | onger specified (as per RFC6648).
Fi xed several errata.
Expanded comrentary and gui dance.

Changes Between draft-gall agher-openpgp- hkp-06 and draft-
gal | agher - openpgp- hkp- 07

Added "aut hget" and "since" operations.
Defi ned confi dence.

Added nore explicit guidance re sorting, filtering and error
codes.

Key version MR output field is now "keyversion" to distinguish

fromthe output format version

Changes Between draft-gall agher-openpgp- hkp-05 and draft-
gal | agher - openpgp- hkp- 06

Updat ed ref erences.

Changes Between draft-gall agher-openpgp- hkp-04 and draft-
gal | agher - openpgp- hkp- 05

Al l ow det ached revocations in keyrings.

2025

Redesi gned v2 request format to use path conmponents for required

fields.

Added openpgpkey di scovery file.

Added "vfpget" and "kidget" operations.
Added neani ngful "exact" semantics.
HKPS i s now SHOULD

Defined port 11372.
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B. 6.

B. 7.

| ANA registry tables.
Depr ecat ed op=stats.

Changes Between draft-gal | agher-openpgp- hkp-03 and draft-
gal | agher - openpgp- hkp- 04

Rewor ded Section 5 for clarity.
Separate section for keyring fornat.
Speci fy detached revocati ons.
Updat ed ref erences.

Changes Between draft-gal | agher-openpgp-hkp-02 and draft-
gal | agher - openpgp- hkp- 03

Clients SHOULD supply the v=1 api-versioning variable.
machi ne-r eadabl e out put includes key version field.

Clients MJUST silently ignore leading and trailing cruft, trailing
unknown fields, and unknown fl ags.

Clients MIUST silently ignore keys w th unknown versions or
al gorithms.

Al'l other mr index specs (CORS, Content-Type etc.) are now MJIST.
I ncl uded the hash variabl e from SKS

Changes Between draft-gal | agher-openpgp- hkp-01 and draft-
gal | agher - openpgp- hkp- 02

Ti ght ened up BCP- 14 | anguage.
I ncl uded op=hget from SKS

Options now strictly boolean with default false, variables |ess
strict.

More detail about HTTP status code usage.
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B. 8. Changes Between draft-shaw openpgp-hkp-00 and draft-gallagher-
openpgp- hkp- 01

* | nproved text structure.

* Added references to HTTPS/ HKPS, and hkp:/hkps: URL schenes.

* Forbade short 1 Ds and deprecated V3 keys.

* I ncluded op=stats from SKS.

* Mentioned CORS.

* Made use of term nol ogy nore consistent.

* Replaced custom status codes with standard HTTP status codes.
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