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Abst ract

Thi s docunent reserves code points in various OpenPGP registries for
use in interoperability testing, by analogy with GREASE in TLS.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://andrewgdot com gi t| ab. i o/ openpgp-grease. Status information
for this docunent may be found at https://datatracker.ietf.org/doc/
draft-gal | agher-openpgp- grease/.

Di scussion of this docunent takes place on the OpenPGP Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://gitlab. com andr ewgdot conl openpgp- gr ease.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 February 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

GREASE [ RFC8701] is an existing specification to ensure forwards
compatibility of assigned code points in TLS. W wish to specify a
simlar mechanismfor CpenPG. This will be particularly useful in
the QpenPGP Interoperability Test Suite [INTEROP], but is not
restricted to controlled environments. It is expected that

i mpl ementations will include PGP- GREASE code points in real-world
artifacts on an ongoi ng basis, to encourage forwards-conpatible
codi ng across nultiple inplenentations.
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2. Conventions and Definitions

The term "QpenPGP Certificate" is used in this docunent
i nterchangeably with "OpenPGP Transferable Public Key", as defined in
Section 10.1 of [RFC9580].

For avoi dance of confusion with GREASE in TLS, we will use the term
"PGP- GREASE" for the equival ent mechanismin QpenPGP.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Reservation of PGP- GREASE Code Points

We assign the foll owing one-octet code points to PGP- GREASE

| Sequence | Code Point (Decimal) | Code Point (Hexadecimal)

[ ey Jpp———————————————_————— e o
| 1 | 51 | 0x33 |
- T T +
| 2 | 58 | O0x3a I
Fomm e e e oo o e e e e e e e oo o m e e e e e e a oo +
| 3 | 68 | Ox44 |
N o e e e e o o - o e e e e o - +
| 4 | 75 | Ox4b |
- T T +
| 5 | 85 | 0x55 |
Fomm e e e oo o e e e e e e e oo o m e e e e e e a oo +
| 6 | 92 | Ox5c |
N o e e e e o o - o e e e e o - +
| 7 | 119 | Ox77 |
- T T +
| 8 | 126 | Ox7e |
Fomm e e e oo o e e e e e e e oo o m e e e e e e a oo +

Table 1. OpenPGP GREASE Code Points

These code points will be reserved for PGP-GREASE in the follow ng
registries:
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| Registry Nane | Notes

[ s by e p e o}
| OpenPGP String-to-Key (S2K) Types | (1) |
o o o e oo - +
| OpenPGP User Attribute Subpacket Types | |
Fo m o e e e e S +
| OpenPGP Image Attribute Encoding Format | |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s R, +
| OpenPGP Signature Subpacket Types | (2) |
o o o oo oo - +
| OpenPCGP Reason for Revocation (Revocation Cctet) | (1)

Fo m o e e e oo S +
| OpenPGP Public Key Algorithns | |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s R, +
| OpenPGP Symmretric Key Al gorithns | |
o m oo o oo oo - +
| OpenPGP Hash Al gorithns | |
Fo mm e e e oo S +
| OpenPGP Conpression Al gorithms | |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s R, +
| OpenPGP Secret Key Encryption (S2K Usage Cctet) | (3) |
o m o o oo oo - +
| OpenPGP Signature Types | |
Fo m o e e e e S +
| OpenPGP Image Attribute Versions | |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s R, +
| OpenPGP AEAD Al gorithms | |
ot o o e oo - +
| OpenPGP Key and Signature Versions | |
Fo m o e e e e e S +

Tabl e 2: OpenPGP GREASE Regi stries

1. The use of PGP-GREASE code points in the String-to-Key Types and
Reason for Revocation registries is not currently specified,
however the code points will be reserved for consistency.

2. \When PGP- GREASE code points fromthe Signature Subpacket Types
registry are used, the critical bit MJST NOT be set.

3. Al code points allocated in the Syrmetric Key Al gorithns
registry are automatically also allocated in the S2K Usage Cctet
registry.

Due to the smaller nunber of allocatable code points (63) in the

QpenPGP Packet Types registry, and the division of the registry into
critical and non-critical ranges, nost PGP- GREASE val ues cannot be
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used as Packet Types. |In addition, inplenentations pre-dating

[ RFC9580] are not required to ignore unknown non-critical packet
types. A Marker packet (Section 5.8 of [RFC9580]) SHOULD therefore
be used instead. Packet Types 51 and 58 MAY be used if it is known,
or it is reasonable to expect, that the receiving inplenentation
supports [ RFC9580] .

To avoid any potential anbiguity, no PGP- GREASE code poi nts have been
assigned in the Private and Experinmental range.

Note al so that [INTEROP] currently uses signature version 23 as a de-
fact o GREASE code point.

4. Usage of PGP- GREASE Code Points

An inpl enentation MAY insert dummy packets or subpackets into
otherw se valid packet sequences. It MAY also include dummy code
points in preference lists. The data section of dummy packets and
subpackets SHOULD contain only the ten octets "PGP-GREASE", in UTF-8
encoding. Al other fields of dummy packets and subpackets SHOULD
correspond to those of a real packet or subpacket.

A generating inplenmentati on SHOULD choose code points
deterministically, while ensuring that all PGP- GREASE code points are
eventual |y used.

(TODO how often should we add GREASE?)

A receiving inplenmentation MUST gracefully ignore unknown code points
when required to by [ RFC9580], including PGP- GREASE code points. It
MUST NOT treat PGP-GREASE code points any differently from other
unknown code points; this includes detecting or indicating the
presence of PGP- GREASE code points.

PGP- CREASE codepoints MAY be used in either certificates or nessages.

Since existing | egacy inplenentations have not consistently followed
the requirenent to ignore unknown code points, a generating

i npl ementation is RECOWENDED to introduce PGP- GREASE code points
gradual |y, over several release cycles. This should ensure that

| egacy receiving inplenentations are not overwhelned by errors in a
short period of tine.

4.1. Certificates

An i npl enent ati on MAY use PGP- GREASE codepoints in the follow ng
certificate contexts:
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* Dumry algorithmIDs in algorithmpreference signature subpackets
(subpacket types 11, 21, 22, and 39).

* Signature subpacket |Ds of dumry signature subpackets, in either
t he hashed or unhashed area.

* User attribute subpacket types, versions and encoding formats of
dummy user attribute subpackets.

* Packet versions and algorithmIDs in dumy subkey packets.

* Signhature and hash algorithm I Ds and signature version nunbers in
dummy third-party certification signatures

* Hash algorithmIDs in dunmy self-signatures.
* Packet and signature types in dunmy packets.

A generating inplenentation MAY al so generate dumy prinmary keys with
PGP- GREASE ver si on nunbers or al gorithm Ds.

4.2. Messages

An i npl enent ati on MAY use PGP- GREASE codepoints in the follow ng
nessage contexts:

* Signhature subpacket |1Ds of dummy signature subpackets in the
hashed or unhashed si gnature subpacket area.

* Signhature and hash algorithm I Ds and signature version nunmbers in
dummy document signature packets and their correspondi ng OPS
packets.

* Packet and signature types in dunmy packets.

Not e that when an OPS packet is present, any PGP- GREASE code points
it contains MUST be duplicated in the correspondi ng signature packet.

5. Private and Experinmental Ranges

Unl i ke PGP- GREASE reservations, code points in the Private and

Experi mental ranges MAY be treated specially by a receiving

i mpl erentation. This MAY include emitting an explicit warning that
an unknown code point in the Private and Experinmental range has been
encountered. To sinplify the recognition of Private and Experi nental
code points, each Private and Experinental range in the OQpenPGP group
of registries will be expanded to cover the code points 96-111, i.e.
0x60-0x6f. Aligning this range to nybble boundaries will allow the
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8.

8.

use of a bit mask, and will provide additional Private and
Experi mental code points for future use

Security Considerations

Legacy i nplenmentations that do not properly ignore unknown code
points will experience failures; this is intentional. None of these
failures should have security consequences in thensel ves, unless
other coding errors are present in the |egacy inplenentation. Wile
this should result in increased security in the long term exposing
such bugs may cause problens in the short term

Generating inplementations are therefore RECOWENDED to be cautious
in deploying PGP-GREASE initially. 1In particular, inplenentations
SHOULD NOT gener at e PGP- GREASE code points in production unless they
have been tested first in a controlled environment such as the
Interoperability Test Suite [|NTEROP].

| ANA Consi der ati ons

I ANA is requested to allocate the code points listed in Table 1 in
each of the registries listed in Table 2, with the description
"Reserved (PGP-GREASE)" and a reference pointing to this docunent.

I ANA is also requested to allocate code points 51 and 58 in the
"OpenPGP Packet Types" registry, with the description "Reserved (PGP-
GREASE)" and a reference pointing to this docunent.

I ANA is al so requested to adjust the extent of the Private and
Experimental range in each of the registries listed in Table 2, from
"100- 110" to "96-111".
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*  ©Mved code points.
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