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Abst ract

Thi s docunent specifies several updates and clarifications to the
grammar and senmantics of OpenPGP certificates.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://andrewgdot com gi t| ab. i o/ openpgp-certificates. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-gall agher-openpgp-
certificates/.

Di scussion of this docunent takes place on the OpenPGP Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://ww.ietf.org/mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://gitlab. com andr ewgdot coni openpgp-certificates.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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QpenPGP certificates have a conpl ex gramrar and sometines poorly-

under st ood semanti cs.

*

Thi s docunent attenpts to address this by:

Expandi ng on specifications where [ RFC9580] does not fully

describe the existing or expected behavi our of depl oyed

i mpl ement ati ons.

Addi ng cl arification where depl oyed inplenmentations differ in

their interpretation of [RFC9580] and its predecessors.

Deprecating unused or error-prone features.

Thi s docunent does not specify any new wire formats.
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2

3.

3.

Conventions and Definitions

The term "QpenPGP Certificate" is used in this docunent
i nterchangeably with "OpenPGP Transferable Public Key", as defined in
Section 10.1 of [RFC9580].

The term "Conponent key" is used in this document to mean either a
primary key or subkey.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Si gnature Types

Several signature types used in certificates are specified in
i nconpl ete, confusing or contradictory ways. W update their
specifications as follows.

1. Certification Signature Types (0x10..0x13)

Section 5.2.1 of [RFC9580] defines four types of certification
signature (0x10..0x13). Al may be created by either the key owner
or athird party, and may be cal cul ated over either a User |D packet
or a User Attribute packet. |In addition, a Certification Revocation
signature revokes signatures of all four types.

Hi storically, certifications were only nade by third parties. First-
party self-certifications only becane custonmary later, and were nade
mandat ory when preference subpackets were introduced.

1.1. Generic, Casual and Positive Certifications (0x10, 0x12, 0x13)

The senmantic distinctions between the certification signature types
are ill-defined. Since no definition of the phrase "some casua
verification" (Section 5.2.1.6 of [RFC9580]) was ever issued, there
is no consensus on the semantics of a Casual Certification or how it
differs in practice fromthe other certification types.

The foll owi ng convention has evol ved over tinme [ ASKCERTLEVEL], and is
her eby specifi ed:

* 0x10 Ceneric Certification SHOULD only be used for third-party
certifications.

* 0x12 Casual Certification is deprecated and SHOULD NOT be creat ed.
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* 0x13 Positive Certification SHOULD only be used for self-
certifications.

A receiving inplenmentation MJST treat a third-party certification of
any of the above types as equivalent to a type 0x10 signature, and a
first-party certification of any of the above types as equivalent to
a type 0x13 signature.

3.1.2. Persona Certifications (0x11)

0Ox11 Persona Certification signatures are an exceptional case,
because historically many inplenmentations did not consider them when
calculating trust values. This follows from Section 5.2.1.5 of

[ RFC9580] :

The issuer of this certification has not done any verification of
the claimthat the owner of this key is the User |D specified.

A receiving inplenentation therefore MIUST NOT attribute any trust
statenment to the presence of a Persona Certification. |In addition,
since an unverified self-certification is both a meaningl ess and
reckl ess statement ("l have not checked whether this is ny own
identity"), a generating inplenentation MJUST NOT generate Persona
self-certifications, and a receiving inplenentation MJST ignore them

Al t hough a Persona Certification has no intrinsic semantic value, the
semantics of signatures may be altered by addi ng subpackets such as
notations. A generating inplenentation MAY use a third-party Persona
Certification to nake a verifiable statement about a User ID (for
exanmpl e, by adding a notation) w thout making any trust statenent
about the relationship between the User ID and the prinmary key.

3.2. Primary Key Binding Signature (Type 0x19)

Section 5.2.1.9 of [RFC9580] defines the Primary Key Binding
Si gnature as:

This signature is a statenent by a signing subkey, indicating that
it is owned by the primary key.

Section 10.1.5 of [RFC9580] gives additional details:
For subkeys that can issue signatures, the Subkey Binding
si gnature MJST contain an Enbedded Si gnature subpacket with a

Primary Key Binding signhature (Type I D 0x19) issued by the subkey
on the top-Ilevel key.
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3.

3.

The notivation for this requirement is not contained in any of the
RFCs, and the ternms "signing subkey" and "subkeys that can issue
signatures” are inprecise. W hereby address these om ssions by
nmodi fyi ng the above text to read:

A Subkey Bi nding signature MJST contain an Enbedded Signature
subpacket with a Primary Key Binding signature (Type |ID 0x19)

i ssued by the subkey on the top-level key, if the Subkey Bi nding
signature contains a Key Flags subpacket permtting that subkey to
create QpenPGP signatures. A receiving inplenentation MJST reject
any Subkey Binding signature that permits the creation of OpenPGP
signatures by that subkey and does not contain a valid Subkey

Bi nding signature. A Primary Key Binding signature is OPTI ONAL

ot herw se.

An attacker could issue a Subkey Binding signature over a public
subkey that belongs to a victim and publish it as part of the
attacker’s own certificate. A third party might then | ook up the
subkey using the Issuer Key ID or |Issuer Fingerprint subpacket
froma signature made by the victim and find the attacker’s
certificate instead. The attacker could then use this to

i npersonate the victimto the third party. The Prinmary Key

Bi nding signature mtigates this attack, by requiring the subkey’'s
owner to consent for it to be bound to a particular primary key.

Primary Key Revocation Signature (Type 0x20)

Section 5.2.1.11 of [ RFC9580] defines the Key Revocation Signature
as:

This signature is calculated directly on the key being revoked. A
revoked key is not to be used. Only Revocation Signatures by the
key being revoked, or by a (deprecated) Revocation Key, should be
consi dered valid Revocation Signatures.

The nane and description are potentially confusing, as it can only
revoke a Primary Key and not a Subkey -- other OpenPGP artifacts that
are naned "Key" without a qualifier (such as the "Key Flags" and "Key
Expiration Tine" subpackets) apply to both Primary Keys and Subkeys.
We therefore rename the 0x20 signature type to " Primary_ Key
Revocation Signature" for clarity, and update its definition as
fol |l ows:
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This signature is calculated directly on the prinmary key being
revoked. A revoked primary key is not to be used. Only
Revocation Signatures by the primary key being revoked, or by a
(deprecated) Revocation Key, should be considered valid Primary
Key Revocation Signatures

3.4. Subkey Revocation Signature (Type 0x28)

Section 5.2.1.11 of [RFC9580] defines the Subkey Revocation Signature
as:

This signature is calculated directly on the prinmary key and the
subkey being revoked. A revoked subkey is not to be used. Only
Revocation Signatures by the top-level signature key that is bound
to this subkey, or by a (deprecated) Revocation Key, should be
consi dered valid Revocation Signatures.

The phrasing "top-1level signhature key that is bound to this subkey"
is confusing. Instead, we update the definition for clarity:

This signature is calculated directly on the primary key and the
subkey being revoked. A revoked subkey is not to be used. Only
Revocation Signatures by the primary key, or by a (deprecated)
Revocati on Key, should be considered valid Subkey Revocation

Si gnat ur es

There are several other places in [RFCO580] that use the term "top-
| evel key" instead of "Primary Key", but this is not explicitly
defined. It MJST be interpreted as a synonymfor "Primary Key" in
all these contexts.

3.5. Certification Revocation Signature (Type 0x30)

Section 5.2.1.13 of [RFC9580] defines the Certification Revocation
Si gnature as:

This signature revokes an earlier User ID certification signature
(Type I Ds 0x10 t hrough 0x13) or Direct Key signhature (Type ID
Ox1F). It should be issued by the sanme key that issued the
revoked signature or by a (deprecated) Revocation Key. The
signature is conmputed over the sane data as the certification that
it revokes, and it should have a later creation date than that
certification.
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Section 5.2.4 of [RFC9580] is clear that Direct Key signatures and
Certification Signatures have conpletely different constructions.
This inplies that there are two different ways to construct a Type
0x30 signature, each of which appears in a different part of an
QpenPGP certificate.

The above definition dates back to [ RFC2440], except for the "or
Direct Key Signature" clause which was added to the first sentence in
[ RFC4880]. But the third sentence still defines the construction
unconditionally by reference to "the certification that it revokes",
even though it does not necessarily revoke a certification

The use of a Certification Revocation Signature to revoke a Direct
Key Signature is inprecise and not w dely supported, and is hereby
deprecated. Since Direct Key Signatures have no intrinsic semantics,
the ability to revoke a Direct Key Signature is not necessary. To
retract a previous statenent nade by a Direct Key Signature, it is
sufficient to create a new Direct Key Signature with a different set
of subpackets.

We therefore update the definition to renmove the reference to Direct
Key Si gnatures:

This signature revokes an earlier User ID certification signature
(Type IDs 0x10 through 0x13). It should be issued by the sane key
that issued the revoked signature or by a (deprecated) Revocation
Key. The signature is conmputed over the sane data as the
certification that it revokes, and it should have a |ater creation
date than that certification.
4. Tinme BEvolution of Signatures
Validation of a Signature packet is perforned in several stages:

1. Formal Validation (the signature packet is well-forned and
par seabl e)

2. Structural Validation (the signature packet is placed in the
correct context)

3. Cryptographic Validation (the signature data was cal cul ated
correctly)

4. Tenporal Validation (the signature has not expired or been
r evoked)

5. Issuer Validation (the signature was nmade by a valid key)
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Included in the Issuer Validation stage is validation (including
Temporal Validation) of the binding signatures in the issuer’s
certificate. If the Wb of Trust is in use, this process is
potentially recursive.

Conflicting Requirenents in Current Specifications

Section 5.2.3.10 of [ RFC9580] states:

An inplenentation that encounters nmultiple self-signatures on the
sanme obj ect MJST sel ect the npbst recent valid self-signature and
ignore all other self-signatures.

But Section 5.2.3.31 of [RFC9580] states:

If a key has been revoked because of a conprom se, all signatures
created by that key are suspect.

These requirenments are in explicit conflict and nust be resol ved by
further specification.

In addition, the use of the unqualified term"valid" is anbi guous.

If read inclusively to nean that expired or revoked signatures are
not "valid" for the purposes of this statenment, it results in conplex
key validity calculations with questionable added utility and obscure
failure nodes.

We therefore update the first statenent above to read:

An inplenentation that encounters nultiple self-signatures on the
same obj ect MJST sel ect the npst recent _cryptographically valid_
sel f-signature and ignore all other self-signatures, _unless there
is a revocation signature over the sanme object_.

Key and Certification Validity Periods

Key Expiration Time subpackets are a rich source of footguns:

1. They specify an offset rather than an tinestanp, but are not
usable without first converting to a tinmestanp.

2. The offset is calculated relative to the creation tinmestanp of a
di fferent packet (the conponent key packet).

3. Sone inplenentations interpret themas being inheritable in their

raw form so that the sane offset value gets applied to different
creation tinestanps.
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4. 1t is unclear howto interpret Key Expiration Time subpackets in
a v4 self-signature over a non-Primary User |D.

Further, their semantics overlaps that of Signature Expiration Tine:

1. |If the binding signature over a key expires, but the key does
not, the key is neverthel ess unusable due to |ack of signatures.

2. If a key expires, but the signature over it does not, the
signature i s unusabl e.

This nmeans there are effectively two expiration dates on a Key
Bi ndi ng signature, the key expiration and the signature expiration,
but w thout distinct semantics.

In addition, the Signature Creation Tinme subpacket has an overl oaded
meaning in both Key Binding and Certification signatures:

1. It is used as the "valid from' timestanp of the object being
si gned over

2. It is used to order multiple simlar signatures to determ ne
which is valid

If this is interpreted strictly, it neans that it is not possible to
create a new Key Binding signature that reliably | eaves the starting
date of the key's validity unchanged. Some inplenmentations have

wor ked around this by generating signatures with creation dates
backdated to one second after that of the previous signature.

The ability to create a new signature with an unchanged valid-from
date allows historical signatures to be |osslessly cleaned froma
TPK, saving space. It is also nore conpatible with the historica
interpretation favoured by PGP and GhuPG

Finally, both Expiration Tinme subpackets use zero to nean "the
infinite future", which requires explicit handling of the specia
case.

4.3. Key Binding Tenporal Validity

To clean up the anbiguity in Key Binding signatures, we specify the
fol | owi ng:
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Key Bi ndi ng signhatures other than self-certifications over v4
Primary User |Ds (Subkey Binding signhatures, Primary Key Bi nding
signatures, and Direct Key signatures) SHOULD NOT contain
Signature Expiration Tine subpackets, and any such subpackets
MUST be i gnor ed.

The validity of a conponent key extends fromits creation tine
until its revocation or key expiration tine.

If the nost recent Key Binding signature has no Key Expiration
Ti me subpacket, then the key does not expire.

Key Bi nding signatures cannot be directly revoked; the
correspondi ng revocation signatures affect the key, not the
bi ndi ng.

A Key Binding signature is tenporally valid if its creation tine
is later than the creation tinme of the primary key that made it.

A Key Binding signature is tenporally valid even if the primary
has been hard-revoked (so that we can still associate the primary
key with its subkeys).

The creation time of the Key Binding signature is used only for
ordering, not for calculation of signature validity.

Key Expiration Time subpackets are only meaningful in Key Binding
signatures (including self-certifications over v4 Primary User
IDs); an inplenentation MJUST ignhore a Key Expiration Tine
subpacket in any other signature.

A signature other than a Key Binding signature is tenporally valid if
it was nade by a conponent key during its validity period.

(See al so [ RFC4880BI S-71], [ OPENPGPJS- 1800]).

4.4. Certification Tenporal Validity
To clean up the anbiguity in Certification signatures, we specify the
fol | owi ng:
1. Certification signatures other than self-certifications over v4

Primary User | Ds SHOULD NOT contain Key Expiration Tinme
subpackets, and any such subpackets MJST be i gnored.

The validity of a User ID or User Attribute extends fromthe
Primary Key's creation time until the User ID or User Attribute’'s
revocation or signature expiration tinme.
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3. If the nost recent Certification signhature has no Signature
Expiration Tine subpacket, then the ID or attribute does not
expire.

4. A Certification signature is NOT valid if the primry has been
har d- r evoked.

5. The creation time of the Certification signature is used only for
ordering, not for calculation of signature validity.

4.4.1. Conflicting Expiration Times in v4 Self-Certifications

The above rules permt a v4 self-certification over a Primary User |ID
to contain both Key Expiration Time and Signature Expiration Tine
subpackets, both of which are semantically neaningful. If the
calculated expiry times differ, it is RECOWENDED that a receiving

i npl ementation interprets themas follows:

1. The Key Expiration Time applies to the Primary Key, while the
Signature Expiration Tinme applies only to the identity |ink
between the Primary User ID and the Primary Key.

2. If the Key Expiration Tine is earlier then the Signature
Expiration Time is not meaningful, since the whole certificate
becomes unusabl e after the Primary Key expires.

3. If the Key Expiration Time is |later or absent then the Primary
Key remmins usable in the interim but is no longer linked to the
identity in the Primary User |D.

The above rules ensure that a Key Expiration Time subpacket in a v4
self-certification over a Primary User ID has the sane effect as if
it had been contained in a Direct Key signature.

4.4.2. lssues with Tenporary ldentities

When naking a third-party certification signature over a User ID, the
third party may not wish to validate the User ID retrospectively.
This may arise when a keyhol der adds a User ID to their existing
certificate on a tenporary basis, for exanple if they assune a role-
based identity such as "chairperson@xanple.conf. It would be

possi bl e for such a keyhol der to backdate a signature to a tinme when
someone el se held the identity, and thereby attenpt to inpersonate
them It is therefore desirable to allow a third-party certifier to
indicate a custominitial validity date for the User ID they certify.

There are possi bl e approaches that do not require new wire fornats:
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* W could specify that third-party certification signatures only
validate the User ID fromthe signature creation tine.

* W could specify that type 0x10 certification signatures only
validate the User ID fromthe signature creation tinme. This would
all ow both third parties and keyhol ders to choose whether to nake
retrospective or time-limted certifications.

There are common issues with the above proposal s:

* Current client behaviour is not consistent, so we cannot reliably
enforce non-retrospective certifications if legacy clients are in
use.

* |f the signature creation tinme acts as the start of validity, we
cannot | osslessly clean up those certifications.

It woul d appear that the only way to reliably enforce a nove

tenmporal validity interpretation would require new wire formats. For
exanpl e, we could define a new "Subject Valid From' subpacket that
contains a tinmestanp field, by analogy with the Signature Creation

Ti me subpacket. |If the critical bit were always set on this
subpacket, a legacy client MJUST automatically invalidate the
certification. This would also allow | ossless clean up of al
certifications.

((TODO is this a reasonable trade-off? See draft-signatures#9))

An alternative solution would be to define an identity fornmat with
intrinsic creation dates, for exanple as a novel User Attribute
subpacket .

4.5. Cumul ation of Signatures

A cryptographically valid Key Binding, Certification or Literal Data
signature automatically and permanently supersedes any earlier
signature of the sane Signature Category, by the sane key pair, over
the sane subject. |If a later such signature expires before an
earlier one, the earlier signature does not becone valid again.

For the purposes of the above:

* "sanme key pair" refers to the public key packet as identified by
the Issuer KeylD or |ssuer Fingerprint subpacket.

* "sanme subject” refers only to the packets being signed over, and

not to the netadata contained in the Signature packets (including
subpackets) or any correspondi ng OPS packet.
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Not e however that this does not apply to revocation signatures, which
have their own curul ation rules (Section 5).

(See al so [ SCHAUB2021])
FI XME: what about signatures with the same creation tinme? (issue #9)
5. Revoking Signatures and Keys

There are three kinds of signatures that performrevocation: Key
Revocation (0x20), Subkey Revocation (0x28), and Certification
Revocati on (0x30).

* A Key Revocation Signature (0x20) directly invalidates a Primary
Key packet, and thereby (indirectly) revokes a full OpenPGP
certificate (a.k.a. "Transferable Public Key").

* A Subkey Revocation Signature (0x28) directly revokes a Subkey
packet, w thout affecting other key nmaterial attached to the same
Primary Key.

* A Certification Revocation Signature (0x30) revokes

- all previous Certification Signatures (0x10..0x13) over the
same primary key and User ID or User Attribute, or

- all previous Direct Key Signatures (0x1f) over the sane primary
key, that were nade by the sane key that nade the revocation

Al'l revocation types are permanent and cannot be un-revoked. A key
may be tenporarily invalidated by specifying a Key expiry date on a
new Di rect Key, Subkey Binding, or (for v4 keys) Primary User ID
self-certification. A User ID or User Attribute nmay be tenporarily
inval i dated by specifying a Signature expiry date on a self-
certification. This expiry date can then be overridden on a | ater
signature of the same type

5.1. Revoking a Primary Key
A Key Revocation signature invalidates the Primary Key packet that it

is made over. By inplication, this revokes the entire certificate
(Transferabl e Public Key) anchored by the Primary Key.
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5.1.1. Key Retirenent

A key owner may wish to retire a key, for exanple if it is using an
older algorithmor it is no |longer required. This can be achieved by
maki ng a Key Revocation Signature with a soft revocation reason (see
Section 5.8) and publishing it directly.

5.1.2. Key Conprom se

If a key owner |oses control of their private key material, for
exanple if their storage device is stolen or their conputer is
infected with malware, they will nornmally wish to invalidate their
key. This can be achi eved by naking a Key Revocation Signature with
a Reason for Revocation of "Key Conpronise" (0x02) and publishing it
directly.

If the key owner has also | ost access to their private key material,
for exanple if all copies of it were stolen, they cannot generate a
new revocation and nust follow the "Loss of Access" procedure in the
next section.

5.1.3. Loss of Access

If a key owner | oses access to their private key material, for
exanple if they forget an encryption passphrase or a storage nedi um
is destroyed, they will generally wish to invalidate their key. This
can be achi eved by publishing an escrowed Key Revocation Signature.

If the key owner does not have such a revocation stored safely, there
is nothing further that they can do cryptographically. In such
circunmstances, they will need to informtheir correspondents by other
means. See Section 5.3 below for possible alternative methods in a
control |l ed environment.

5.2. Revoki ng a Subkey

A Subkey packet nay be revoked because its private key nmaterial has

been conpromised. It is possible for a Subkey to be comprom sed
wi thout the Primary Key being affected, for exanple if the private
Subkey and Primary Key material are stored on separate devices. In

such a case, it is not necessary for a Subkey Revocation Signature to
be generated ahead of time and escrowed, since the Prinary Key is
still usable and can generate a revocation as required.
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Revoking a Certification

User I D and User Attribute self-certifications and Direct Key self-
signatures can be explicitly expired or replaced by the keyhol der by
i ssuing a superseding signature, so the only reason for a
certification revocation is for third-party certifications.

Section 6.2.1 of [RFC1991] provided guidance for the interpretation
of Certification Revocations as foll ows:

<30> - public key packet and user |D packet, revocation ("I
retract all ny previous statenents that this key is related to
this user") (%)

VWi le this | anguage was not carried over into |later specifications of
the QpenPGP standard, neither was it explicitly contradicted.

When Alice revokes her third-party certification over Bob's Prinmary
Key and User ID, she is saying one of the foll ow ng:

* Key is Conprom sed (0x02): "I believe that this key has been
conprom sed"”

* User ID No Longer Valid (0x32): "I no longer believe that this
primary key should be associated with this identity"

Hard third-party certification revocations are useful in an
environment where Alice is treated as an authority (say as a nenber
of a corporate |IT departnent) but does not have control over Bob's
key material or access to an escrowed revocati on of Bob’'s key.

FI XME: we need to specify what a receiving application should do when
seeing an 0x02 certification revocation nade by a trusted authority
(see #8)

Alice’s Certification Revocation signature packet could get attached
to Bob's certificate by several nethods:

* By submtting it to a keystore that perforns an unauthenti cated
nmerge; this is however vul nerable to abuse

* By submitting it to a keystore whose admini strators can override
Bob’ s published certificate, for exanple a corporate directory

* By attaching it to her own key as an Enbedded Si gnature subpacket,

as specified in Section 3.2.1.1 of
[1-D. gall agher-openpgp-user-attributes]

| agher & G || nor Expires 6 Decenber 2026 [ Page 16]



I nternet-Draft QpenPGP Certificate G ammar June 2026

Alice could issue a superseding certification of her own over Bob's
User I D or User Attribute instead of using a soft revocation type,
however she may wish to be explicit about the finality of her
deci si on.

5.4. No Revocation Expiration
Key material can be marked with an expiration date (e.g. in a self-
signature). Signatures thenselves can also be marked with an
expiration date.

Wi | e Revocation Signatures are signatures, the act of revocation is
permanent, so expiration is not applicable to revocations.

An i nmpl enentation generating a Revocation Signature MJST NOT i ncl ude
an Signhature Expiration Tinme subpacket or a Key Expiration Tine
subpacket in either the hashed subpackets area or the unhashed
subpackets area of the signature packet. An inplenentation
encountering a Revocation Signature packet that contains either
expirati on subpacket MJIST ignore the subpacket.

5.5. Revocation Signature Subpackets
When generating a revocation signature, an inplenmentation
* SHOULD include a Signature Creation Time subpacket
* SHOULD NOT set the critical bit for any subpacket

*  MJUST NOT set the critical bit for any subpacket other than
Signature Creation Tine

* MJST NOT place Signature Creation Tinme or Reason for Revocation
packets in the unhashed area

When consuming a revocation signature, an inplenentation
* MJIST ignore the critical bit for every subpacket

* MJST ignore any Signature Creation Tine or Reason for Revocation
subpacket in the unhashed area

An i nmpl enentati on MJST support the Signature Creation Tinme subpacket.
If a revocation signature does not contain a valid Signature Creation
Ti me subpacket, a receiving inplementation MAY treat it as if it was

created in the infinite past.
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5.

5

6

7

Revocati ons Fromthe Future

If a Revocation signature appears to have been made in the future,
its interpretation will depend on whether it is hard or soft:

* |f a hard revocation is fromthe future, then its creation date is
irrelevant, since hard revocations are retrospective. Hard
revocations MJST be treated as if their creation date was in the
infinite past, regardl ess of the value of the creation date
subpacket .

* |f a soft revocation is fromthe future, then the revocation
SHOULD NOT take effect until that date.

Dealing Wth Revoked Certificates

I mpl enent ati ons MJUST NOT encrypt to a revoked certificate.

I mpl enent ati ons MUST NOT accept a signature nade by a revoked
certificate as valid unless the revocation is "soft" (see

Section 5.8) and the tinestanp of the signhature predates the
timestanp of the revocation. |Inplementations MJST NOT use secret key
mat eri al corresponding to a revoked certificate for signing, unless
the secret key material also corresponds to a non-revoked
certificate.

| mpl enent ati ons MAY use the secret key material corresponding to a
revoked certificate.

5.8. Hard vs. Soft Revocations

Reasons for Revocation subpacket allows different val ues.

Sone of them suggest that a verifier can still accept signatures from
before the timestanp of the Revocation. These are "soft"
revocati ons.

Al the rest require that a verifier MIST treat the certificate as
"hard" revoked, meaning that even signatures that have creation

ti mestanps before the creation timestanmp of the revocation signature
shoul d thensel ves be rej ect ed.
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5.8.1. Use of Soft Revocations

Expiration makes just as much sense as a soft revocation in many
circunstances, and is typically better supported. Soft revocation
can however be useful if the signer wishes to explicitly indicate
that their decision is final. Since revocations are pernmanent, a
correspondent who sees a soft revocation does not need to poll for
further updates to see whether an expiration date has been extended.
The only reason to poll for an update to a soft-revoked key woul d be
to check whether the soft revocation had been upgraded to a hard
revocati on.

Since a public encryption subkey is not useful to third parties for
hi stori cal purposes, only for creating new encrypted data, there is
no practical distinction between soft and hard revocati on reasons,
and all soft encryption subkey revocations SHOULD be treated as hard
revocations with reason "none" (0x00). Note however that for sone
public key algorithms (such as ECDH) the owner nmay need to keep the
public subkey in order to decrypt historical data, if the secret key
material only exists on an OpenPGP card.

5.8.2. Reasons for Revocation Msmatch
FIXME: (all of this, see issue #3)
How shoul d an inplementation interpret a Key Revocation signature or
Subkey Revocation signature with Reason for Revocati on subpacket wth

ID 32 ("User IDinformation is no |onger valid")?

How shoul d an inplenmentation interpret a Certification Revocation
with a Reason for Revocation with, say, ID1 ("Key is superseded")?

Do we just say these Revocation signatures are invalid? Do we ignore
the Reasons for Revocation subpacket?

5.9. Revocation Certificates

A revocation certificate indicates that a given primary key is
revoked.

This can take two common forns. Each formis a sequence of QpenPGP
packets:

* A standal one Key Revocation signature packet by key X over X (this
formis valid only for primary keys earlier than version 6)

* Primary Key X + Key Revocation signature by X over X
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Additionally, there is a deprecated form

* Primary Key X + Direct Key Signature with Revocation Key subpacket
pointing to Y + Key Revocation signature by Y over X (this formis
valid only for primary keys earlier than version 6)

5.9.1. Dealing Wth a Revocation Certificate

VWhen an i npl enentati on observes any of the above fornms of revocation
certificate for a certificate with primary key X, it should record it
and indicate that X has been revoked and is no |onger to be used,
along with all of its User |IDs and Subkeys.

6. Revocati on Gui dance

This section describes a nunber of outstanding challenges with
i mpl ementi ng QpenPGP revocati on

6.1. Freshness Considerations
6.1.1. Publishing a Revocation Certificate

FI XME: tal k about interactions with HKP, VKS, WKD, OPENPGPKEY ( DANE)
or other key discovery nethods? (issue #7)

6.1.2. Publication of Certification Revocations

Distribution of revocations has historically been unreliable. In
particular, a keystore that enforces self-sovereignty (Section 8 of
[1-D. dkg- openpgp- abuse-resi st ant-keystore]) cannot be relied upon to
distribute third-party certification revocations. In addition, it is
not normally possible to distribute a self-certification revocation
over a User ID wthout also distributing the contents of that User

ID. This is a significant inpedinment to reliable inplenentation of
sel f-sovereign User |ID redaction

One possible solution is to allow the use of Enbedded Signatures in
User Attributes (Section 3.2.1 of
[1-D.gall agher-openpgp-user-attributes]).

6.1.3. ntaining Revocation Information

How does the user know that they have the correct revocation status?
VWhere do they | ook for revocations fron? Wth what frequency?

When t he keyhol der changes to a new certificate, how do they
distribute revocati ons over older certificates? (issue #7)
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6.1.4. Revocation Stripping

G ven the chance to tanper with an OpenPGP certificate, the sinplest
thing that an adversary can do is to strip signature packets.
Stripping a revocation signature packet is trivial, and the resulting
certificate | ooks valid.

An OpenPGP i npl enentati on needs a reliable channel to fetch
revocation signatures from and a reliable and well-indexed storage
mechanismto retain themsafely to avoid using revoked certificates

6.2. Revocations Using Weak Cryptography

VWhat if we find a Key Revocation signature made using SHA1 or MD5?
Shoul d we consider the indicated key revoked? (issue #2)

6.3. Shared Key Materi al

If a primary key is revoked with Reason for Revocation 2 (key has
been conpromi sed), then an inplenmentation MAY infer that any other
certificate containing the same key material has al so been
conprom sed. Note that testing key material for equality is
nontrivial due to flexibility in representation, and is therefore
out side the scope of this docunent.

If a primary key is revoked for any reason other than key conprom se,
an i nplenmentati on MUST NOT infer anything about any other certificate
containing the sanme key materi al

If a subkey is revoked for any reason, an inplenentati on MUST NOT

i nfer anything about any other certificate containing the sanme key
material. This is because a key owner can create a valid subkey
revocation signature over a subkey containing arbitrary key materi al

* enbedded Primary Key Binding Signatures are not required in Subkey
Revocati on Signatures

* an earlier valid Subkey Binding Signature is not required to
validate a | ater Subkey Revocation Signature

Encrypti on subkeys cannot create enbedded Primary Key Binding
Signatures, but a malicious subkey binding over an arbitrary
encryption subkey has no security inplications, since the only person
adversely affected woul d be the attacker thensel ves, whose
correspondents would encrypt to the wong key. By contrast, if a
mal i ci ous revocation over such a subkey was interpreted as a valid
revocation over the original key material, the key' s actual owner

m ght no longer be able to receive encrypted nessages at all
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Therefore, the meaning of a Subkey Revocation Signature MJST be
limted to the context of the primary key that made the revocation
si gnature.

6.4. Escrowed Revocation Certificates

An escrowed revocation certificate is just a valid revocation
certificate that is not published. The parties who can retrieve or
reassenbl e the escrowed revocation certificate can publish it to
informthe rest of the world that the certificate has been revoked.
It is described in Section 13.9 of [RFC9580].

Since the reason for publishing an escrowed revocati on cannot be
known in advance, escrowed revocations SHOULD NOT include a Reason
for Revocation subpacket. |If such a subpacket is included, it SHOULD
explicitly state a reason of "none" (0x00).

Since the reason for publishing an escrowed revocati on cannot be
known i n advance, escrowed revocati ons SHOULD NOT i nclude a Reason
for Revocation subpacket. |f such a subpacket is included, it SHOULD
explicitly state a reason of "none" (0x00).

In what circunstances does escrowed revocation work? Wen is it
i nappropriate? (issue #6)

6.4.1. Escrowed Hard Revocation Wrkf| ow

An escrowed hard revocation certificate covers the use case where
where t he keyhol der has | ost control of the secret key material, and
sonmeone besi des the keyhol der nay have gotten access to the secret
key materi al

At key creation tinme, keyholder creates a hard revocation
certificate. Optionally, they encrypt it to a set of trusted
participants. The keyhol der stores the revocation certificate
somewhere they or one of the trusted participants will be able to
access it.

If the keyhol der sends it to any trusted participant imediately,
that participant can trigger a revocation any time they like. In
this case, the keyholder and the trusted participants should clarify
bet ween t hensel ves what an appropriate signal should be for when the
trusted participant should act

I f physical access is retained by the keyhol der, then the keyhol der
has to be capabl e of consenting for the revocation to be published.
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6.4.2. Escrowed Soft Revocation Wrkfl ow

Do regul ar updates of the escrowed revocation (e.g. after each
signing). Store them sonewhere safe? (issue #6)

7. Security Considerations
((TO BE COVPLETED))
8. | ANA Consi derations
8.1. (OpenPGP Signature Types Registry

I ANA is requested to update the followi ng existing entries in the
registry

[ el ey ey Ll et o}
| ID | Name | Enmbeddabl e | Reference |
| Ox10 | CGeneric Certification | | [ RFC9580], |
| | Signature | | Section 3.1 |
+o-m - - o e e e e e e oo oo oo R o e e e e e oo oo +
| Ox11 | Persona Certification | | [ RFC9580], |
| | Signature | | Section 3.1 |
oo T S ISRy domemmemeeeemeaeeaaas +
| Ox12 | Casual Certification | | [ RFC9580], |
| | Signature (Deprecated) | | Section 3.1 |
+o-m - - o e e e e e e oo oo oo R o e e e e e oo oo +
| Ox13 | Positive Certification | | [ RFC9580], |
| | Signature | | Section 3.1 |
oo T S ISRy domemmemeeeemeaeeaaas +
| Ox19 | Primary Key Binding | Yes | [ RFC9580], |
| | Signature | | Section 3.2, |
I I I | ((TBO)) I
S e S TR R +
| 0x20 | Primary Key Revocation | | [ RFCO580], |
| | Signhature | | Section 3.3, |
| | | | Section 5.1 |
R o e e e e e e e e oo o - R T +
| 0x28 | Subkey Revocation | | [ RFCO580], |
| | Signature | | Section 5.2 |
S e - e +
| Ox30 | Certification | | [ RFC9580], |
| | Revocation Signature | | Section 5.3 |
R o e e e e e e e e oo o - R T +

Table 1. OpenPGP Signature Types (updated)
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((TODO avoid clash between the updates to 0x19 here and in draft-
certificates))

8.2. (penPGP Signature Subpacket Types Registry

The "Reason for Revocation Code" entry in the "QpenPGP Signature
Subpacket Types" registry should have its References col um updated
to additionally point to this docunent.

8.3. (penPG Reason for Revocation Code Registry

The " OpenPGP Reason for Revocation Code" registry should add a col um
to indicate "Hard/ Soft". Only "Key is Superseded" and "Key is
retired and no | onger used" are marked "Soft". Al other val ues
shoul d be treated as "Hard".
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