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Abst r act

Thi s docunent systenmatizes operational practices observed across

mul tiple comunity-centred depl oynents that aimto inprove neani ngfu
connectivity and digital sovereignty through the circul ar nmanagenent
of end-user and network devices. It is published as an Infornmationa
RFC on the | RTF stream and does not define Internet standards or
protocol requirenents.

The docurent addresses a foundational but often overl ooked dependency
of Internet access deploynents: the availability, repairability,
governance, and lifecycl e managenent of network and user devices
required to neaningfully use access networks. It is based on
operational experience fromdeploynents in Spain, Argentina, and
Senegal Z & ncl udi ng eReuse. org, EKOAN UNLP, Solidans 7 a, TAU RAEE, and
Hahatay. It describes practices that have denonstrated positive
access, social, and environnental outcones.

These practices are presented as descriptive gui dance derived from
operational experience rather than as normative requirenents. They
conpl enent research within the | RTF GAl A Research G oup by
docunenting reproduci bl e approaches that inprove the sustainability,
aut onony, and long-termviability of Internet access in underserved
cont ext s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
tinme.
material or to cite themother than as "work in progress.”

It is inappropriate to use Internet-Drafts as reference

This Internet-Draft will expire on 7 July 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
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1. Introduction

*Note to readers*: This docunment supersedes and repl aces the earlier
Internet-Draft draft-gaia-bcp-circul ar-devi ce- managenent - 00, whi ch
explored simlar practices using Best Current Practice (BCP) fran ng.
This revision refranes the work as descriptive operational guidance,
consistent with | RTF I nformational publications.

Extendi ng Internet access requires nore than depl oyi ng network

infras
of fun

tructure.

ctional,

Meani ngf ul connectivity depends on the availability
af f ordabl e, and nmai nt ai nabl e end-user devices (such as

| apt ops or snartphones) and, in many depl oynents, network devices
(such as routers, switches, or antennas). [|n underserved

ities, limted device availability is often a primary barrier
to benefiting from existing or planned connectivity.

commun

Gircul ar devi ce managenent 2 & nconpassi ng reuse, repair, refurbishnent,

redi st
practi
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ribution,

and responsi ble end-of-1ife handling has energed as a

cal response to this barrier. Wen conbined with comunity-
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centred governance and digital traceability, these practices can
strengthen | ocal capacity, inprove access outcones, and reduce
envi ronment al i mpact .

Thi s docunent draws on operational experience from

* eReuse.org deployments in Catal onia and Madrid (Spain), involving
soci al enterprises and reuse circuits that coordinate donors,
refurbi shers, and recipient organisations;

* University-linked programmes in Argentina (EKOA UNLP), integrating
refurbi shnent, training, and community engagenent;

* TAU RAEE in Rosario (Argentina), where a specialised cooperative
carries out device diagnostics, repair, data sanitization,
refurbi shnent, and e-waste managenent, while comrunity centres
focus on access, acconpaninent, and territorial programes;

* Hahatay initiative in Senegal, comnbining device availability with
|l ocal digital inclusion efforts in rural and peri-urban contexts.

Several initiatives apply collective access and comunity-ownership
nodel s in which devices are nanaged as shared resources rather than
permanently transferred private property [GCstroml990]. Digita

i fecycle tracking supports transparency, accountability, and
coordi nati on across donors, refurbishers, and communities, an
approach anal ysed in prior research [Roura2025].

1.1. Background and rel ationship to prior |RTF work

Thi s docunent builds on prior |IRTF work that recognizes Internet
access as a socio-technical systemin which protocols,
infrastructure, governance, and human practices interact. In
particul ar, [ RFC8280] established the inportance of systematically
consi dering human rights inpacts during protocol devel opnent, while
[ RFC9620] further refined practical guidance for identifying and
docunenting such inmpacts in | ETF and | RTF worKk.

VWil e this docunment does not define or nodify Internet protocols, it
addresses operational dependencies that directly affect whether

I nternet access architectures can be used in ways that respect hunman
rights, support sustainability, and enabl e neani ngful participation
Device availability, repairability, governance, and lifecycle
managenment shape who can access networks, under what conditions, and
wi th what degree of autonony. As such, these operational practices
constitute a pre-condition for realizing the rights-aware |nternet
architectures envisioned in prior |RTF research.
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Thi s docunent therefore conpl enents protocol -1evel human rights
consi derations by docunenting enpirical, deploynment-|level practices
that enabl e human-centred outconmes in real-world access contexts.

1.2. Meaningful Connectivity: Context and Framewor ks

Thi s docunent adopts a conmunity-centred understandi ng of neani ngful
connectivity, aligned primarily with civil-society anal yses such as
those presented in the G obal Information Society Watch [ G SW024].
A mul ti-di mensional concept enconpassing not only technical access
(infrastructure, connectivity, devices), but also social relevance,
community agency, cultural and political meani ngful ness, inclusive
gover nance, and sustainable | ocal ownership. It recognises that
connectivity gains value when aligned with community practices,
needs, and aspirations.

The 1 TU Uni versal Meaningful Connectivity (UMC) franmework [ TU UMC]
provi des an inportant baseline by identifying six key dimensions:
quality, availability, affordability, security, device access, and
skills. Civil-society work, notably by APC and A SWatch, extends
this fram ng by placing greater enphasis on governance, rights,
soci al relevance, and community control. The practices described in
this docunment are informed by this broader interpretation

1.3. Rel evance to | RTF GAl A

The | RTF GAl A Research Group investigates technical and soci o-
techni cal approaches to extend Internet access to underserved
popul ations. Device availability, repairability, and lifecycle
governance forma foundational |ayer of access architectures and
directly affect sustainability, resilience, and adoption

Thi s docunent is intended to inform GAl A research discussions,
architectural exploration, and capacity-building efforts. It does
not define protocol requirenents and does not nandate conpli ance.

2. Term nol ogy and Scope

Thi s docunent is published as an Informational RFC on the IRTF
stream It does not specify Internet standards, protoco
requi renents, or conpliance criteria.

Ternms such as #Efhould®# “can” , or “may” are used in their ordinary,
descriptive sense to convey observed practices and | essons derived

from operational experience. They indicate patterns that have been
found effective in specific contexts, rather than nmandatory or

nornmative requirenents.
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*Circul ar device managenent*: Structured processes that enable reuse,
repair, refurbishnent, redistribution, tracking, and responsible
recycling of devices.

*Col | ective access/comunity ownershi p*: A governance nodel in which
devi ces are nmanaged as shared resources, with rights of use,

mai nt enance, and reassi gnment defined collectively rather than

t hrough permanent individual ownership, follow ng a common-poo
resource governance nodel. [Ostroml990]

*Comunity-centred infrastructure*: Digital infrastructure (devices,
facilities, local organisations, and governance) that is locally
operated and aligned with community needs.

*Commodat um (| oan for use)*: A formof |oan [ COWODATE] in which a
device is provided to an individual or organisation *for use wthout
transfer of ownership*, typically for a defined or renewabl e peri od,
and with the obligation to return the device or allow reassi gnnent
when the agreed conditions end.

In circul ar devi ce managenent contexts, devices provided under
commodat um support col |l ective access by enabling maintenance,
repl acenent, traceability, and reassignnent of devices over tine,
whi | e preserving shared stewardship and accountability.

*Devi ce*: Any Internet-capable end-user or networking device,
i ncludi ng | apt ops, desktops, tablets, smartphones, routers, swtches,
ant ennas, access points, and |oT equi pnent.

*Federated inventory/registry*: A network of interoperable device
registries that enables transparency, accountability, cross-
organi sati onal coordination, and scaling w thout requiring
centralisation.

*Meani ngf ul connectivity*: Internet access that is technically
avail abl e, affordable, reliable, socially relevant, and supported by
skills and agency [ G SW2024].

Thi s docunent focuses on community/l ocal -scale, decentralised
practices relevant to access networks, community/local facilities,
and underserved contexts. The practices are described to inform
anal ysi s and depl oyment, not to nmandate inplenentation or establish
conpl i ance requirements.

3. Pr obl em St at enment

Despite investnments in access networks, many communities renain
excl uded from neani ngful connectivity due to:
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* |Insufficient availability of functional end-user and network
devi ces for househol ds, schools, and comunity organi sati ons;

* Markets dom nated by non-repairable or | ocked-down hardware and
software preventing device reuse, with short usage cycles foll owed
by repl acenent;

* Limted local repair capacity, including insufficient skills,
limted access to spare parts, and limted tools for diagnostics,
secure data handling and refurbishnent;

* Lack of interoperable systens to manage and track device lifecycle
and accountability across donors, refurbishers, and recipient
organi sati ons and persons;

* Premature disposal of devices, contributing to environnental harm
and e-wast e;

* (Organi sational nodels that assune pernmanent individual ownership,
whi ch can hinder redistribution, maintenance, and re-assignment to
evol vi ng needs.

* I ndividual private ownership of devices, which conplicates
redistribution and linmts scalability.

* Lack of digitalized device managenent/transparency tools limts
trust anong donors and refurbishers, obstructs environnmental and
soci al inmpact assessnent, and prevents coordi nated processing of
| ar ge-vol une donati ons.

*  Network connectivity alone cannot solve digital exclusion if
i ndi vidual s | ack adequate network and user devices.

Qper ational experience shows that w thout collective access nodel s
and digital traceability, comunities struggle to pool devices, scale
refurbi shnment, assess inpact, or establish donor trust and
accountability [Roura2025]. As a result, access networks al one are
insufficient to close the digital divide.

Addr essing device availability is therefore a foundationa

requirenent for equitable, inclusive, and rights-preserving |nternet
access.
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4. Principles derived fromoperational experience

Thi s section synthesizes recurring patterns observed across multiple
conmmuni ty-centred depl oynents involving circul ar devi ce managenent
and access provision. These principles do not constitute
prescriptive requirenents or normative rules. Rather, they
articulate conditions, trade-offs, and enabling factors that have
consistently influenced the sustainability, autonony, and socia

rel evance of connectivity initiatives in practice.

The principles are interdependent and should be interpreted
holistically, as they mutually reinforce (or underm ne) one another
dependi ng on | ocal context, governance arrangenents, and resource
constraints

4.1. Device availability as a foundational |ayer of access

Operational experience consistently shows that device availability
functions as a foundational |ayer of access, rather than as a

peri pheral or downstream concern. Even where connectivity
infrastructure exists, the absence of adequate end-user or network
devices significantly constrains effective use, adoption, and | ong-
terminpact.

In practice, access initiatives that explicitly plan for device
availability—across initial deploynent, maintenance, replacenent, and
reassi gnment —are better able to sustain connectivity over tinme and
adapt to changing community needs. Treating devices as part of the
access system rather than as a one-off input, reduces the risk of
stranded infrastructure and uneven access outcones.

5. Local capacity, repairability, and digital sovereignty

Across depl oynents, |ocal capacity to diagnose, repair, reconfigure,
and nanage devi ces has energed as a critical determ nant of
sustainability. Dependence on external vendors, proprietary
restrictions, or non-repairable hardware often introduces |ong-term
fragility, cost escalation, and | oss of |ocal agency.

Qperationally, initiatives that invest in repair skills, access to
spare parts, and locally understandabl e software stacks are better
positioned to maintain continuity of service and adapt technol ogi es
to local conditions. These practices contribute directly to digita
soverei gnty by enabling cormmunities to exercise neani ngful contro
over the material and technical conponents of their connectivity.
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5.1. Collective access nodel s and commons-ori ented governance

In many underserved contexts, individual private ownership of devices
has proven insufficient to address issues of scarcity, affordability,
and unequal access. By contrast, collective access arrangenents,
where devices are treated as shared resources governed through
communi ty-defined rul es. have enabl ed hi gher reuse rates, nore
equitabl e allocation, and greater resilience to changi ng demand.

Qper ational experience indicates that comons-oriented governance
nodel s are nost effective when acconpani ed by clear rules for use,

mai nt enance, reassignment, and accountability. Such nodels shift
enphasi s from ownership to stewardship, enabling devices to circul ate
over time while remaining enbedded in local social and institutiona
structures.

These governance nodels directly address power asymetries between
vendors, buyers, donors, and comunities by relocating control over
devi ces, mmintenance, and |ifecycle decisions.

5.2. Transparency, traceability, and trust across the lifecycle

Trust anong donors, refurbishers, community organi sations, and users
has repeatedly enmerged as a prerequisite for scal able and sustai nabl e
reuse ecosystenms. In practice, this trust is strengthened through
transparent and traceabl e device |ifecycle managenent, including
docunent ed di agnostics, data sanitization, refurbishnment steps, and
transfer histories.

Digital traceability systens, particularly when open and

i nteroperabl e, support accountability, enable inpact assessnent, and
reduce friction anong participating actors. They also allow
communities and institutions to denonstrate responsi bl e handling of
devices, which in turn facilitates continued donations and
institutional support.

5.3. Repairability and lifecycle extension as environnental and socia
strat egy

Repair, refurbishment, and refunctionalization are not nerely
technical activities, but strategic interventions with both
environmental and social inplications. Extending device lifecycles
reduces e-waste, |lowers demand for new hardware production, and
mtigates environnental harm associated with extraction and di sposal

At the same time, these activities create opportunities for skil

devel opnment, enpl oynent, and |ocal value creation. Operationa
experience suggests that prioritizing reuse over premature recycling
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or destruction yields the greatest conbined environnental and socia
benefits, provided that data protection and safety requirements are
adequat el y addressed.

5.4. Privacy and security enbedded in reuse workfl ows

Reuse wor kfl ows introduce specific privacy and security risks,
particularly related to residual data, firmvare integrity, and
unaut hori zed access to device inventories. Deploynents that treat
privacy and security as integral conponents of refurbishnent
processes, rather than as afterthoughts, are nore successful in
mai ntai ning trust and protecting users.

In practice, this includes systematic data sanitization, clear chain-
of - cust ody procedures, controlled access to |lifecycle records, and,
where appropriate, nechanisns to detect tanpering or

m sconfiguration. Enbedding these considerations early reduces
downstreamrisks and reinforces the legitimcy of and trust on reuse
initiatives.

5.5. Environmental responsibility across the full device lifecycle

Envi ronnental responsibility in circular device nmanagenent extends
beyond end-of-l1ife recycling. Operational experience highlights the
i mportance of considering environnental inpacts across the entire
I'ifecycle, including procurenent decisions, refurbishment practices,
| ogistics, and final disposal

Initiatives that integrate environnental considerations throughout
the lifecycle—rather than focusing solely on waste managenent —are
better aligned with broader sustainability goals and regul atory
frameworks. This integrated perspective al so supports nore accurate
assessnent of environmental benefits, such as avoi ded em ssions and
reduced material extraction.

5.6. Comunity-rooted governance and social rel evance

Fi nal l y, sustained inpact depends on groundi ng devi ce managenent and
connectivity initiatives in | ocal governance structures and soci al
priorities. Deploynments that involve comunities in decision-naking,
regardi ng al |l ocation, acceptable use, nmaintenance responsibilities,
and future evolution, are nore likely to produce socially rel evant
and durabl e out cones.
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6

6

6

Qper ational experience underscores that “neaningful connectivity” is
cont ext-dependent: its value energes fromalignment with | oca
practices, cultural nornms, and collective aspirations. Comunity-
root ed governance enables initiatives to adapt over tine, respond to
feedback, and renain relevant beyond initial depl oynent phases.

Operational practices
1. Digitalized circul ar devi ce managenent
observed circul ar devi ce managenent systens typically include:

* Unique device identification (e.g., labels/@R codes) and lifecycle
records;

* Structured triage, diagnostics, and condition grading;
* Secure data sanitization steps recorded in device |ogs;

* Chai n-of -custody tracki ng across donors, refurbishers, and
reci pi ent organi sations and end-user persons;

* |Interoperability with other inventory and infrastructure systens
(e.g., ERP, network registries) where beneficial;

* Support for processing | arge-volume device donations or
procurenent across multiple refurbishers to inprove throughput,
quality control, and traceability;

* Optional tanper-evident or cryptographically verifiable |ogging
mechani sms for accountability in nulti-stakehol der ecosystens.

These capabilities enabl e transparency and coordinated reuse circuits
wher e donors, refurbishers, community and formal |ocal organisations,
and beneficiary programes can operate with shared visibility and
responsibilities.

2. Repair, training, and capacity building
Ef fective programres typically:
* Distinguish between specialised refurbishing tasks (diagnosis,

repair, sanitization, refurbishnent) and comunity-Ievel access/
acconpani nent functi ons;
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* Provide training that conbi nes basic hardware diagnostics and
repair (electronics), locally sourced spare parts, operating
system and application installation and configuration (software),
and practical repair and mai ntenance tasks;

* Use accessi bl e pedagogi es that reduce barriers for youth, wonen,
and margi nal i sed popul ati ons;

* Integrate digital literacy and social inclusion objectives
(education, enployability, access to services);

* Provide pathways for income generation or enploynent (e.g., social
enterprises, cooperatives, paid refurbishnent);

* Use digital traceability systens to conpute environnental
indicators (e.g., avoided e-waste, estimated CO savings) and
social indicators (e.g., beneficiary counts, institutions served),
rei nforcing accountability for donors, policynmakers, and
conmuni ties.

6.2.1. Role of GAIA in capacity building

Qper ational experience indicates that sustainable connectivity
depends not only on technol ogy depl oynent, but also on long-term
capacity building. Training progranmes that integrate device repair,
refurbi shnent, software installation, data sanitization, and
governance practices are critical enablers of meaningfu

connectivity.

GAl A can contribute by facilitating know edge exchange, documenti ng
reusabl e operational patterns, and supporting training materials and
wor kshops that |ink access architectures with sustainability and
repairability considerations.

Such capacity-building efforts conplenent GAIA" s architectura
research by ensuring that access sol utions renai n operabl e,
adapt abl e, and rights-respecting over tine.

6.3. Alignment with access networks

Device reuse is nost effective when coordi nated with access-network
depl oynent s by:

* Including network equi pnent (routers, sw tches, antennas, access
points) in lifecycle tracking where rel evant;

* Aligning device availability with connectivity provision (so
devi ces reach users and institutions that can connect);
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Supporting local repair and reconfiguration of networking
equi prent where feasible;

Tracki ng performance and repl acenent cycles to reduce downtine and
avoi d stranded access infrastructure.

Thi s docunent does not assune the presence of a specific access
infrastructure. The practices described apply to contexts where
connectivity is provided through a variety of access nodels,

i ncluding comrercial, comunity-driven, institutional, or any other
access facilities.

6. 4.

Conmuni ty-centred meani ngful connectivity

Connectivity initiatives may:

*

6. 5.

Engage comunities in defining neaningful use for them (education,
wor k, health, services, civic participation, cultural expression,
etc.);

Conbi ne devices, skills devel opment, and governance to build
holistic digital ecosystens;

Support shared facilities (comunity centres, libraries, schools)
and col l ective access nodel s where appropriate, rather than
assunming all access is under individual ownership;

Desi gn for social inclusion: enable participation of
underrepresented groups (woren, minorities, youth, adults),
account for cultural and linguistic diversity, and enpower
conmunities to use connectivity for their own goals (education,
civic engagenent, small-scale enterprises, |ocal content creation,
environmental nonitoring, etc.);

Respect | ocal agency and context, enabling adaptation of workfl ows
and priorities over tine;

I ncl ude feedback | oops and governance mechani snms to evol ve
depl oynents according to expressed comunity needs.

Col l ective access and commons-based devi ce governance

Where appropriate, communities may treat devices as a shared conmons
I mpl enent ati ons of collective access typically include:

*

Assi gni ng use-rights instead of permanent ownership to individuals
or organi sations;
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* Allowing devices to circulate across nultiple users and conmunity
spaces over tine;

* Establishing clear governance rules for allocation, maintenance
responsibilities, reassignnment, and end-of-1ife decisions;

* Using open-source digital tools to track device history,
condition, transfers, and responsible recycling;

* Enbeddi ng accountability mechani sns so actors (donors,
refurbi shers, comunity managers) can verify device provenance and
I'ifecycle steps.

Thi s nodel has been validated operationally in reuse ecosystens and
formalised in prior research [Roura2025].

6.6. Federated registries and cross-conmunity coordi nation
Federated device registries my be used to coordi nate reuse across
organi sations and regions while preserving | ocal governance. Such
registries can support:
* Distributed netadata sharing and device | ookup;
* Cross-organi sational coordination for batches and surpl us devices;

* Shared accountability while avoiding centralised control;

* [Federation across communities with different |egal, operational,
or cultural contexts.

* Milti-stakehol der governance.

Federation is essential when devices flow across regions,
institutions, and countries.

6.7. Secure data sanitization

VWhen devices are refurbished for reuse, data sanitization follow
recogni sed good data sanitization practices such as ITU T L. 1081
[ TUT-L1081]. Inplenenters select and apply appropriate nethods
(e.g., clear, purge, or destruct) depending on nedia type and
sensitivity, before reuse or redistribution.

| mpl enent ati ons mai ntai n docunent ed chai n-of - cust ody | ogs and
sanitization records (preferably digitally Iinked to device lifecycle
entries) to provide verifiable proof of data erasure, increase donor
trust, and protect privacy.
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Where feasible, refunctionalization (refurbishment and reuse) is
preferred over destruction, consistent with circul ar econony and
environmental sustainability goals [ITU T-L1081].

6.8. Architectural considerations for access networks

The practices described in this docunment inply architectura
consi derations relevant to GAl A research, including:

* Device availability and repairability as part of the access
architecture, not an external dependency.

* Federated registries as a decentralised control-plane conmponent
for device lifecycl e nmanagenent and accountability
(verifiability).

* Alignment between network depl oynent |ifecycles and device
depl oynent and |ifecycles.

* Reduction of centralised/renpte dependenci es through |oca
mai nt enance and gover nance.

These considerations may i nformfuture research on access network
architectures, operational sustainability, and resilience.

7. Human rights, security, privacy, and sustainability considerations
Consi stent with [RFC8280] and [ RFC9620], this section identifies how
the operational practices described here can be understood as
af fecting human rights outconmes through their influence on access,
agency, sustainability, and autonony at the device and infrastructure
| ayer.

7.1. Human rights
Devi ce availability and governance affect:

* The ability of individuals and comunities to access and benefit
fromthe Internet;

* Autonony and self-determnation through repairability, reuse, and
| ocal capacity;

* The right to privacy and data protection in shared or reused
devi ces;

* Environnmental justice in conmunities inpacted by resource
extraction and e-waste.
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Devi ce availability and governance affect rights-rel ated outcones
through operational risk vectors, including:

* Limted availability of functional devices |eading to constrained
access and i nformati onal agency;

* I nadequate data sanitization creating exposure to unauthorized
data di scl osure;

* Non-repairabl e or vendor-I| ocked devices reduci ng aut onony and
| ocal self-determ nation

* | nequitable disposal practices contributing to environnental harm
for vul nerabl e groups.

Circul ar device nmanagenent practices nmitigate risks associated wth:
* Data leaks resulting frominadequate data sanitization

* Surveillance risks arising frompersistent identifiers, firmare,
or m sconfigured software;

* Excl usion caused by vendor |ock-in or non-repairabl e hardware;
* Unsafe, informal, or inequitable disposal of electronic waste.
By docunenting operational practices that address these di mensions,
this docunment contributes depl oynent -based evi dence to ongoing | RTF
efforts to integrate human rights considerations into Internet-
rel ated research and practice

7.2. Security
Security risks include conprom sed devices, malicious firmare,
i nsufficient data erasure, unauthorised access to inventories, and
forged device histories. These risks can undermine trust in reuse
and reduce access sustainability.
Security risks include:
* Tanpered with or conproni sed devi ces;
* Malicious firnmware;

* |nsufficient data erasure;

* Unaut hori zed access to device details in inventories and
registries;

Navarro, et al. Expires 7 July 2026 [ Page 16]



I nternet-Draft Circul ar Device Qperational Practices January 2026

* Forged or altered device histories.

These risks can undermine trust in reuse ecosystens and shared
devices, and directly reduce access sustainability.

Recommended mitigations include:

* Verified testing and refurbi shment workfl ows;

* Secure firmvare reinstallation and configuration baselines;
* Cryptographic or tanper-evident |oggi ng where appropri ate;
* Rol e-based access control for lifecycle systens;

* Periodic auditing and peer-review anbng participating
organi sati ons.

7.3. Privacy
Reuse systens shoul d apply:
* Data mninization and | east-privil ege access;
* Local -first and decentralized architectures;
* Strong sanitization and verification practices;
* Transparent docunentation of data handling;
* Encryption for sensitive nmetadata where stored or transferred.

Device identifiers should be abstracted or scoped appropriately when
feasible to reduce long-termcross-context correlation risks.

7.4. Environmental and sustainability
Circul ar devi ce managenent reduces [ Roura2026]:
* Demand for new hardware;
* Raw material extraction;
* CO emi ssions, |land and water polution from manufacturi ng;

* e-waste in vul nerable communities;
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whi | e i ncreasing econom c inclusion: build financial opportunities,
i ncrease econom ¢ i ndependence, and create sustainabl e incone
sour ces.

Reuse and refurbishment (after secure sanitization) SHOULD be given
priority over disposal. By enabling safe refunctionalization of

devi ces that woul d otherw se be di scarded, comunities reduce e-waste
and environnental harm consistent with circul ar economy principles
and L. 1081 gui dance that supports reconditioning over destruction
[1TU T-L1081].

8. Depl oynment case studies (Informative)

Thi s section describes depl oynments by [ EREUSE] in Spain, [EKQA-UNLP]
and [ TAU-RAEE] in Argentina, and [ HAHATAY] in Senegal, that
illustrate how these practices are applied in diverse contexts.

8.1. Catalonia and Madrid (Spain): eReuse.org ecosystem and soci al
enterprises

The eReuse. org ecosystem coordinates reuse circuits that connect
donors (public and private organisations), social refurbishers,
recyclers, community organi sations, and beneficiaries [ EREUSE].
Typi cal operational characteristics include:

* Intake of unused devices through institutional donation channels;

* Structured diagnostics, refurbishnment, and gradi ng by soci al
enterprises;

* Digital lifecycle traceability through open-source inventory
tooling, supporting transparency and accountability;

* Allocation of refurbished devices to individuals and organi sations
t hrough nodel s that may include subsidised pricing, sponsorship,
and col | ective access arrangenents;

* Measurenment approaches that support reporting of environnmental and
soci al outconmes (e.g., devices reused, avoi ded e-waste,
beneficiary reach).

eReuse depl oynments al so experinent with collective access and

owner shi p: devices may remain part of a shared pool and be

redi stributed as needs evol ve, rather than being permanently assigned
to individuals, increasing reuse cycles and long-termavailability

[ Rour a2025] .
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.2. La Plata (Argentina): EKOA UNLP programmes integrating
refurbi shment, training, and outreach

EKOA at the National University of La Plata (UNLP) operates
university-linked initiatives that integrate refurbishnent, training,
and outreach [ EKOA-UNLP]. EKOA manages its own production plant for
ref urbi shed technol ogi cal equi pnent. Observed characteristics

i ncl ude:

* Invol ves students, faculty, non-teaching staff, researchers, and
extension practitioners linked to university ecosystens, who
performactivities within and outside the e-waste nanagement and
refurbi shment plant, including diagnostics, repair,
refunctionalization, and data sanitization

* Refurbished devices are distributed to schools at all |evels,
community kitchens and food distribution centres, NGOs, hospitals,
health centres, fire brigades, social organisations, university
students, |ndigenous comunities, mgrants, older adults, and
ot her vul nerable communities. Devices are typically delivered
under | oan-for-use (comopdate) or chai n-of -custody arrangements.

* The plant serves as a reception and training site for students
fromtechni cal secondary schools and university students, who
engage in training activities, work-based | earning experiences,
and student’s projects.

* The plant is also a training space for cooperatives of urban
recycl ers, enpowering youth and adults with practical skills
across the device and WEEE managenent chai n.

* Training activities are organised with equitable participation
across genders.

* Environnmental responsibility is integrated through secure channels
across the WEEE managenent chain and pronoted to donors and
beneficiaries of refunctionalized devices.

* Device reuse is generally linked to digital literacy programes
and territorial initiatives that provide benefits to the w der
community (e.g., hospitals, fire brigades, public services).

* The initiative includes environnental education projects ainmed at
pri mary and secondary school s.
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8.3. Hahatay (Senegal): Device availability and inclusion in rural and
peri-urban contexts

The Hahatay initiative addresses device scarcity in rural and peri-
urban contexts where new hardware can be unaffordabl e or unavail abl e
[ HAHATAY] . (Cbserved characteristics include:

* Sourcing and reusing devices as a practical prerequisite to
meani ngf ul connectivity;

* |Integration with conmunity programmes that support digita
literacy and community benefit;

* Emphasis on locally appropriate maintenance and operati ona
continuity.

These contexts highlight the inportance of aligning access-network
plans with device availability and repair capacity to avoid stranded
infrastructure

8.4. Rosario (Argentina): TAU RAEE and territorial programmes in villas

TAU RAEE operates a conmunity-enbedded ecosystemin and around
Rosario [ TAU-RAEE]. A specialised cooperative (TAU) carries out the
techni cal processes of diagnostics, repair, data sanitization,
refurbi shnent, and e-waste managenent, while comunity centres and
territorial programes focus on access, acconpaninent, and | oca
partici pation.

Observed characteristics include:
* A cooperative of young workers (TAU) manages the e-waste and
refurbi shment plant where di agnostics, repair, and data

sanitization are carried out.

* Community centers do not performthe technical refurbishnent
t hensel ves, but act as access and coordi nation points.

* Training progranms enpower youth and adults with practical skills.
* Refurbished devices are redistributed to schools, fanilies,
cooperatives, and social organizations, generally under cession-
of -use schemes rather than as pernmanent donations, including
mai nt enance and repl acenent, to preserve traceability.

* Inclusive pedagogi cal approaches prioritize wonen and
underrepresented groups.
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* Environmental responsibility is integrated through safe recycling
channel s.

* Device reuse is connected to digital literacy programmes.

These comunity-driven refurbishing and connectivity efforts enbody
communi ty-centred meani ngful connectivity: devices and networks are
| ocal Iy governed, refurbishment and reuse are collective, and
infrastructure is shaped by comunity needs and practices, not by
vendor-driven or top-down deploynent. [dQ SW2024]

Thi s nodel denonstrates how circul ar devi ce managenent can be
sustai nably enbedded in informal settlenments and marginalized
comruni ties.

This case illustrates a division of |abour nodel that can be

replicated: specialised refurbishers/cooperatives ensure technica

integrity and sanitization, while community organi sati ons ensure

access, inclusion, and comunity-centred governance.

9. Replication guidelines

Organi sations seeking to replicate these practices shoul d consi der

* Establishing partnershi ps anong donors, specialised refurbishers,
communi ty organi sations, and (where rel evant) access-network
operators;

*  Depl oyi ng open-source, interoperable inventory tooling to enable
traceability and accountability;

* Devel opi ng training pathways (diagnostics, software installation/
configuration, repair, sanitization, responsible e-waste
handl i ng) ;

* Selecting appropriate governance nodel s, including collective
access to devices where it inproves equity and sustainability;

* Aligning device availability with connectivity provision and | oca
access conditions;

* Defining privacy and security controls, including sanitization
verification and rol e-based access to inventories;

* Establishing inmpact reporting for environnental and socia
outcones to maintain trust and continuous inprovenent;

*  Conply with WEEE managenent and re-functionalisation regulations.
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