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1. Introduction

The initial design for QU C, as defined in [ RFC9000], provides for
the carriage of QU C packets over UDP. Since UDP is an unreliable
transport, [RFC9000] includes nechani sns for recovering | ost packets
and for ensuring in-order delivery of byte streans to upper-|ayer
applications. And since UDP is a raw datagramtransport, [RFC9000]
al so i ncludes nechani sns for congestion control, flow control,
integrity protection and privacy protection.

I n sone depl oynents, an upper-layer application may wi sh to exploit
QUI C capabilities such as |ight-weight stream nanagenent or
connection migration in an environnent that includes a reliable
under | ying transport.

When QUI C packets are conveyed over a reliable transport such as
[TCP] or [SCTP] or over a reliable link such as that provided by the
5G radio link protocol [NR-RLP], sone aspects of [RFCO000] nmay be
redundant or undesirable due to added overhead, to added | atencies or
to negative interactions with mechani sms of the underlying reliable
transport.

Thi s docunent defines QU C over a reliable transport (QORT) , a set
of procedures for conveying QU C packets over a reliable transport
where one or nore of the reliability and protection nmechani sns of

[ RFC9000] are replaced by those of the reliable transport.

1.1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all

capitals, as shown here

1.2. Term nol ogy

Thi s docunent uses the follow ng term nol ogy:

QU C. the protocol defined by the streans, connections, packets and
franmes specified in [RFCO000]. Wthin the context of this
docunent, the term"QU C' does not include the cryptographic
protection described in [ RFCO001] nor the | oss detection and
congestion control procedures of [RFC9002].

QORT: QU C over areliable transport (as defined in this docunent).

RPT: reliable and protected transport offering both cryptographic
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protection and error-free, in-order application data delivery
(e.g. TLS/TCP, TLS/ SCTP).

RT: reliable transport offering error-free, in-order application
data delivery but not offering cryptographic protection (e.gqg.
SCTP) .

session: a collection of QU C connections and paths used to exchange
QUI C packets between two endpoints.

1.3. Notation

Thi s docunent uses the field notation defined in [RFCO000] and quoted
bel ow

I ndividual fields use the follow ng notational conventions, wth
all lengths in bits:

X (A): Indicates that x is A bits long

X (i): Indicates that x holds an integer value using the variable
| ength encodi ng described in [ RFCO000], Section 16

X (A .B): Indicates that x can be any length fromA to B, A can be
omitted to indicate a m ninumof zero bits, and B can be onitted
to indicate no set upper limt; values in this format al ways end
on a byte boundary

X (L) = C Indicates that x has a fixed value of C the |length of
X is described by L, which can use any of the I ength forns above

X (L) = C.D Indicates that x has a value in the range fromC to
D, inclusive, with the | ength described by L, as above

X (L)...: Indicates that x is repeated zero or nore tines and that
each instance has a length of L

2. Overview

The differences between the protocol stack of QORT and the protocol
stack of [RFC9000] are illustrated in Figure 1:
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Fi gure 1: RFCO9000 and QORT Protocol Stacks

[ RFC9000] uses UDP/ 1P to convey QU C packets between the endpoints of
a QUIC session while QORT is designed to use a reliable transport

bet ween the endpoints. The reliable transport may include |IP and may
even include UDP (or it may not) so long as the requirenents of
Section 3 are net.

Dependi ng on the characteristics of the reliable transport, one of
two nodes of QORT may be used by the upper-layer application

*  CRYPTO QORT includes the cryptographi c mechani sms described in
Section 7 of [RFC9000] and is designed to operate over a reliable
transport that does not provide integrity and privacy protection
(i.e. an RT). For exanple, this node may be used when operating
QORT over SCTP [ SCTP] .

* BASIC-QORT is designed to operate over a reliable transport that
al so provides integrity and privacy protection (i.e. an RPT). For
exanpl e, this node may be used when operating QORT over TLS [TLS]
(over TCP or SCTP) or over a 5Gradio link [NR-RLP].

The node selected by the client is indicated by the Version field in
the | ong packet header of the QU C I N TIAL packet sent fromthe
client to a server. Different QORT nodes are distingui shed by
different version values (Section 4.1).
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I f CRYPTO QORT node is selected by the client, the QU C IN TIAL
packet transmtted by an endpoint includes a QU C CRYPTO frame for
the initial cryptographi c handshake and the transport paraneters
sel ected by the endpoint (Section 4.2).

I f BASI C-QORT node is selected by the client, the QU C IN Tl AL packet
transmtted by an endpoi nt includes a new QORT_CONFI GURATI ON frame
that contains the transport paraneters selected by the endpoint
(Section 4.3).

Once the initial handshake has been conpleted, the client and server
may exchange QUI C packets containing any of the [ RFCO000] QUI C franes
that are not subject to restrictions inposed by the sel ected QORT
nmode (Section 5).

| The differences between QORT and the proposal in [ QWX- DRAFT]
| are discussed in Appendix C.

3. Reliable Transport Services

QORT repl aces the UDP/IP transport of [RFCI000] with a reliable
transport that ensures the in-order exchange of error-free nessages
and nmay provide cryptographic protection.

3.1. Delimting Messages

Sone reliable transports provide nessage delimtation (aka.

"fram ng"), allow ng a sequence of bytes conveyed by the reliable
transport to be identified and treated as a sel f-contai ned nessage.
For exanple, in [SCTP] nessage delinmitation is provided by the SCTP
packet protocol and in [NR-RLP] nessage delimtation is provided by
the packet data convergence protocol (PDCP). Wen nmessage
delimtation is provided by the reliable transport, each transmtted
QUI C packet MUST be treated as a separate nessage.

Sone reliable transports (e.g. TCP) only convey byte streams and do
not (natively) provide nessage delimtation. Wen nessage
delimtation is not provided by the reliable transport, each
transmtted QU C packet MJST be term nated by a QORT end- of - packet
frame (Section 7).

3.2. In-Order Delivery
A reliable transport MJST provide in-order delivery of nessages,

ensuring that nessages are presented to a receiving QORT entity in
the sane order that they sent by a transmtting QORT entity.
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3.3. CQuaranteed Delivery

A reliable transport MJST provi de guaranteed delivery, ensuring that
any bytes of a nmessage lost in transm ssion between two endpoints are
recovered, normally through retransm ssion. The reliable transport
MUST buffer any bytes received out-of-order and MJST reorder any
recovered bytes to ensure in-order delivery of the nessages.

3.4. Congestion Control

A reliable transport MJST provide congestion control that is applied
to the aggregate of packets transmitted by an endpoint.

3.5. Cryptographic Protection

A reliable transport MAY al so provide integrity protection (e.g. a
crypt ographi ¢ hash of packet contents) and privacy protection (i.e.
encryption). The ability of a reliable transport to provide
cryptographic protection may influence the QORT node of operation
selected by a client (Section 4).

4. Modes of Qperation

A client may choose one of two nodes of operations for QU C over a
reliable transport -- CRYPTO QORT node or BASI C- QORT node.

If areliable transport provides integrity and privacy protection, a
client SHOULD sel ect BASI C- QORT npde, otherw se the client SHOULD
sel ect CRYPTO QORT node. The choice of QORT nbde is, however,
ultimately based on the requirenments of the upper-layer application
(see Appendi x B)

4. 1. Mode Sel ecti on

The QORT npde of operation selected by the client is indicated by the
Version field in the | ong packet header of the QU C IN TI AL packet
sent fromthe client to a server.

If the server is able to support the QORT node sel ected by the
client, the server MJST respond with a QU C I NI TI AL packet where the
Version field in the | ong packet header is the sane as the version

i ndi cated by the client.

If the server is not able to support the QORT node sel ected by the

client, the server MJUST cl ose the connection with an
Error _gort Not Supported (Section 10).
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Because the reliable transport has been established between the
client and server before the start of QORT operations, there is no
nmode of operation negotiation -- the server either accepts the node
selected by the client or it closes the connection. Simlarly, QORT
does not support negotiation of the QU C protocol version using a
VERSI ON NEGOTI| ATI ON packet .

In this docurment, the node of operation Version dictates
compatibility with Versi on 0x00000001 of QU C, compatibility with
ot her versions of QU C are beyond the scope of this docunent.

| Note that the sel ected nbde nust be indicated in the Version
| field of all Iong QU C packet headers.

4.2. CRYPTO (QORT node of operation

The CRYPTO QORT npde of operation is initiated using a cryptographic
handshake sequence sinilar to that described in Section 7 of
[ RFC9000] .

The CRYPTO QORT npde of operation differs from[RFCO000] in the
fol | owi ng ways:

* the Version field in a QU C |long header packet MJST be set to
Versi on01_qortCrypto (Section 13.1).

* deprecated QU C franes listed in Section 5 and in Section 5.1 MJST
NOT be included in any QU C packets.

In the CRYPTO QORT node of operation, a receiving endpoint nust be
able to detect the end of a QU C packet before attenpting to decrypt
the packet. Therefore CRYPTO QORT nmode of operation can only be used
with a reliable transport that provides nessage delimtation

(Section 3.1).

An exenpl ary CRYPTO QORT handshake sequence is illustrated in
Fi gure 2.
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R +
| dient |
+om e - -+
| frame crypto(clientHello, client_options) + padding
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e m e e ==

packet format=long, type=initial, version=qortCrypto

packet format=Ilong, type=handshake, version=qortCrypto

packet format=short
Figure 2: CRYPTO QORT Handshake
4.3. BASI C QORT node of operation

The BASI C- QORT npode of operation assunes that cryptographic

enber 2025

| Server |
Fomm e -+

protection (if needed) has been established by the reliable transport

before the QORT handshake between client and server begins.
consequence, the BASI G- QORT node of operation involves an i
exchange of transport paraneters between the endpoints but
i nclude a cryptographi ¢ handshake.

The BASI C- QORT node of operation differs from[RFCO000] in
fol |l owi ng ways:

* the Version field in a QU C |ong header packet MJUST be s
Versi on01 _qortBasic (Section 13.1).
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the QU C I NI TI AL packets exchanged between endpoi nts MJST i ncl ude
a (QORT_CONFI GURATI ON frane (Section 8.1).

QUI C HANDSHAKE packets MJUST NOT be exchanged between endpoints.

deprecated QU C franes listed in Section 5 and in Section 5.2 MJST
NOT be included in any QU C packets.

The BASI G- QORT handshake sequence is illustrated in Figure 3.

+-

5.

------- + e
Cient | | Server |
St --- 4 R TR
| franme qort_config(client_options) + padding |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ma oo >

packet format=long, type=initial, version=qgortBasic

packet format=short
Fi gure 3: BASI C- QORT Handshake

Deprecated QU C Franes

When either QORT node is enabled, the following QU C frane types
defined by [ RFC9000] MJST NOT be transnitted by either endpoint in a
sessi on:

*

Gage

ACK ECN franes are not needed because handling of ECN signals is
a function of the reliable transport.

MAX_DATA frames are not needed because restrictions (if any) on
the ambunt of data to be exchanged must be negoti ated and
enforced by the reliable transport.

NEW TOKEN franes are not needed because priori validation of
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the client address (if supported) is a function of the reliable
transport.

If an endpoint receives one of these frane types, it MJST cl ose the
connection with an error of type Error_qortlnvalidFrane (Section 13).

5.1. Deprecated QUIC Franes in CRYPTO QORT Mode

VWhen CRYPTO QORT mpde is selected, the followi ng additional QU C
frame types defined by [ RFC9000] MJST NOT be transnitted by either
endpoint in a connection:

*  (TBD)

If an endpoint receives one of these frame types when operating in
CRYPTO QORT node, it MJST close the connection with an error of type
Error_qortlnvalidFrame (Section 13).

5.2. Deprecated QUIC Franes in BASI C QORT Mde

When BASI C- QORT node is selected, the follow ng additional QU C frame
types defined by [ RFCO000] MJST NOT be transmitted by either endpoint
in a connection:

*  CRYPTO franes are not needed because cryptographic protection is
provided by the reliable transport.

I f an endpoint receives one of these frane types when operating in
BASI C- QORT node, it MJIST close the connection with an error of type
Error_qortlnvalidFrame (Section 13).

6. Use of QU C ACK Franes

QUI C ACK franes are not needed for error recovery nor are they needed
for congestion control because the reliable transport provides both
of these services (Section 3).

However, in some instances, an ACK frame may be used as an indication
that information previously transmtted in a packet by one QU C
endpoi nt has been processed by the peer endpoint in a QUC
connection. For this reason, QORT retains the use and processing of
ACK frames (but not of ACK ECN franes, Section 5).
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7. Delinmting QU C Packets

VWen a reliable transport does not provide nmessage delimtation
(Section 3.1), a transmitting QORT endpoint MJST identify the end of
a QU C packet by including a QORT_ENDOFPACKET frame (Section 8.2) as
the last QUC frane in the packet. See exanple in Appendix A 1.

VWhen a reliable transport does provide nessage delimtation,
QORT_ENDOFPACKET franes MAY be used to identify the end of a QU C
packet even though this adds unnecessary overhead. It is RECOVMENDED
that QORT_ENDOFPACKET franmes not be used when the reliable transport
provi des nessage delimtation.

When a receiving endpoint detects a QORT_ENDOFPACKET frame, it MUST
stop processing the current QUI C packet. Any bytes remaining in the
receive buffer of the endpoint MJIST be treated as the start of a new
QUI C packet.

8. New QORT Frane Types

QORT procedures utilise one new QU C frame type -- QORT_ENDOFPACKET
-- when operating over a reliable transport that does not provide
nmessage delimtation (Section 7).

In addition, QORT procedures utilise one additional new QU C frane
type -- QORT_CONFI GURATI ON -- when operating in BASI G QORT nmode. The
QORT_CONFI GURATI ON frame type MJUST NOT be used when operating in
CRYPTO QORT node.

The QORT_CONFI GURATION franme type is ack-eliciting; the
QORT_ENDOFPACKET frame type is not ack-eliciting.

Bot h QORT_CONFI GURATI ON and QORT_ENDOFPACKET are non-probing franes.
8.1. QORT_CONFI GURATI ON frane

A QORT_CONFI GURATI ON frane contains transport paraneters defined by
the sending endpoint. As such, a QORT_CONFI GURATION frame is a
direct replacenent for the TLS quic_transport_paraneters extension
described in Section 8.2 of [RFC9001].

Wien a client initiates the BASI C QORT node of operation, the client
MUST i nclude a QORT_CONFI GURATION frame in its QU C I N TIAL packet.
See exanpl e in Appendi x A 2.

When a server agrees to use the BASI CQORT node of operation, the

server MJST include a QORT_CONFI GURATION franme in its responding QU C
I NI TI AL packet .
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A QORT_CONFI GURATI ON franme (Figure 4) includes the follow ng fields:

QORT_CONFI GURATI ON Frane {
Type (i) = Type_qgortConfiguration,
Transport Paraneter List _Length (i)
Transport Paraneter List (..) ...,

}
Figure 4: QORT_CONFI GURATI ON Frame Fi el ds
* Type is set to Type_qortConfiguration (Section 13.3).

* Transport_Parameter _List_Length is set to the length of the
Transport _Paraneter_List, in number of octets.

* Transport Paraneter List is a list of transport paraneters.
As defined in Section 18 of [RFCO000], each transport paraneter in
the list of transport paraneters is encoded as an (identifier,
I ength, value) tuple -- i.e.
Transport Paraneter ({
Transport Paraneter 1D (i),

Transport Paraneter Length (i),
Transport Paraneter Value (..),

}
Fi gure 5: RFCO000 Transport Paraneter Fields

The set of valid QORC transport paraneters is described in Section 9.
8.2. QORT_ENDOFPACKET frane
A QORT_ENDOFPACKET frame is used to identify the end of a QU C packet
(Section 7). A QORT_ENDOFPACKET frame (Figure 6) includes the
followi ng fields:
QORT_ENDOFPACKET Frame {
Type (i) = Type_qort EndO Packet,
Fi gure 6: QORT_ENDOFPACKET Frane Fiel ds

* Type 1is set to Type_qgort EndOf Packet (Section 13.3).
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9. Transport Paraneters

The different nodes of QORT operation use different mechani snms for
the exchange of transport paranmeters by the endpoints:

* in CRYPTO QORT node of operation, transport paraneters are
exchanged as a TLS extension in a CRYPTO franme conveyed in an
I NI TI AL packet (Section 4.2);

* in BASI C-QORT nbde of operation, transport paraneters are
exchanged as in a QORT_CONFI GRATION franme conveyed in an I NI TIAL
packet (Section 4.3).

9.1. RFCO000 Transport Paraneters
Not all transport paraneters defined in [RFCO000] are valid for use
with QU C over a reliable transport. Wen either QORT nobde is

enabled, a QU C transport paraneter with an 'x' in the "not allowed?"
colum of Table 1 MJUST NOT be transmitted by either endpoint.
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| transport paraneter | allowed? | not allowed? |
[} e ——————————————————————————— Ll —p———_—_ Llp—p—p—p—_—_—(—————(——r
| original_destination_connection_id | X | |
O Focmmnaaann . +
| max_idle_tineout | X | |
T T T T . +
| statel ess_reset _token | X | |
oo e m e e e e e e e e e e e e mm e mmmaa o - TS o e e - +
| max_udp_payl oad_si ze | X | |
O Focmmnaaann . +
| initial_rnmax_data | | X |
T T LTt T . +
| initial_nmax_streamdata_bidi | ocal | X | |
oo e m e e e e e e e e e e e e mm e mmmaa o - TS o e e - +
| initial_rmax_streamdata_bidi _renote | X | |
O Focmmnaaann . +
| initial_nax_stream data_ uni | X | |
T e T . +
| initial_max_streans_bidi | X | |
oo e m e e e e e e e e e e e e mm e mmmaa o - TS o e e - +
| initial_max_streans_uni | X | |
O Focmmnaaann . +
| ack_del ay_exponent | X | |
T T e T . +
| max_ack_del ay | X | |
oo e m e e e e e e e e e e e e mm e mmmaa o - TS o e e - +
| disable_active_mgration | X | |
O Focmmnaaann . +
| preferred _address | | X |
T T T . +
| active_connection_id limt | X | |
oo e m e e e e e e e e e e e e mm e mmmaa o - TS o e e - +
| initial_source_connection_id | X | |
O Focmmnaaann . +
| retry source_connection_id | | X |
T T T T . +

Table 1: All owed/ Not-all owed QUI C Transport Paraneters
I f an endpoint receives one of the "not allowed?" transport
paraneters, it MJST close the connection with an error of type
Error_qortlnvalidParaneter (Section 13).
10. QORT Connection Errors

Thi s docunent extends the QU C Transport Error Codes of [ RFC9000],
Section 22.5 with the follow ng val ues (Section 13.2):
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* Error_qortlnvalidFrame indicates that an unknown frane type was
received or that the QU C frame type is not allowed in the QORT
nmode of operation (Section 5).

* FError_qortlnvalidParaneter indicates that a received transport
paraneter was invalid (e.g. was badly formatted) or is not
all owed in a QORT node of operation (Section 9)

* Error_qortNot Supported indicates that the QORT node of operation
selected by a client is not supported by the server.

* FError_qortProtocol Violation indicates an error with protocol
compliance that is not covered by a nore specific error code --
e.g. an endpoint received a QORT_CONFI GURATI ON frame when
BASI C- QORT node is not sel ected.

QORT connection errors MJIST be processed according to [ RFC9000],
Section 11.1.

11. QUIC extensions

In general, any extension to Version 0x00000001 of QUIC that does not
rely on the deprecated QU C frames of Section 5 may be used with QORT
(e.g. [DATAGRAM, [PMQUIC]). However this nust be be verified by the
ext ensi on designers and is beyond the scope of this docunent.

12. Security Considerations

QORT does not change the operating principles of [ RFC9000] and, as
such, is subject to the sanme security considerations as [ RFC9000],
Section 21.

Specific security considerations associated with the use of QORT
procedures incl ude:

* packet protection. Wen using BASIC-QORT node. the reliable
transport is also expected to provide cryptographic protection of
its payload (i.e. QU C packets). As a consequence, all bits of a
QUI C packet are cryptographically protected. Therefore, in BASIC
QORT node, it should not be possible to mount an attack that
relies on unfettered visibility of bits in a QU C packet header
(Section 3 of [RFC9312]).

13. | ANA Consi der ati ons

If approved, the following provisional entries will be added to the
I ANA QUIC Protocol Registry [1ANA].
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13.

13.

13.

14.

14.

| The values in this section of the Internet Draft are
| prelinmnary, for testing purposes only.

1. QUIC version nunbers

Thi s docunent defines two new (prelimnminary) QU C version nunbers that
are bound to Version 0x00000001 of QUIC (Section 4):

* Version0l_qgortBasic (0x54e51e9e)
*  Version0l1l qortCrypto (0x147214bd)
2. QORT transport error codes

Thi s docunent extends the QU C Transport Error Codes of [RFC9000],
Section 22.5 with the follow ng (prelimnary) val ues:

* Error_qortlnvalidFrame (0x2fc2edl2el295abl)

* Error_qgortlnvalidParaneter (0x0b244a578d7dc6c4)

* Error_qort Not Supported (0x341b50c67a845ff 4)

* Error_qortProtocol Violati on (0xOed79e3b4c52d445)

3. New QUIC frame types

Thi s docunent defines two new (prelimnary) QU C frane types:

*  Type_qgortConfiguration (0x27f72376051¢c5308) -- Section 8.1

*  Type_qort EndOf Packet (0x3b5690c1243618cd) -- Section 8.2
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Appendi x A, QORT Packet Exanpl es

This section contains exanples of QU C packets when usi ng QORT
pr ocedures.

A 1l. QU C Packet with QORT_ENDOFPACKET Frane

When nessage delimtation is not provided by the reliable transport,
each transmtted QU C packet must be terminated by a QORT_ENDCOFPACKET

franme. This is illustrated in Figure 7
{ .
"nanme": "transport: packet received",
"data": {
"header": {

"packet _number": 1,
"packet _type": "1RTT",
"dcid": "faee8572bad88622",

"spin_bit": O
} i)
"frames": [
{
"franme_type": "ack",

"ack_del ay": 2.888,
"acked_ranges": |

[

0,
0
]
]
¥
{
"franme_type": "streant,
"fin": false,
"l ength": 21,
"of fset": O,
"streamid": 3
b
{
"frame_type": "streant,
"fin": fal se,
"l ength": 4,
"of fset": O,

"streamid": 7
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b
{
"frame_type": "streant,
"fin": fal se,
"l ength": 1,
"of fset": O,
"streamid": 11
b
{
"frame_type": "rt end_of packet"
}
1,
"raw': {
"l ength": 63

}
}
}

Fi gure 7: Packet w th QORT_ENDOFPACKET Frane

QU C Initial Packet with QORT_CONFI GURATI ON Frane

I n BASI C- QORT node of operation, the INITIAL QU C packet nust
a QORT_CONFI GURATION frame. This is illustrated in Figure 8.
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{

"name": "transport: packet _sent",
"data": {
"header": {
"packet nunber": 0,
"packet type": "initial",
"dcid": "48dc009224099b2c",
"scid": "18657clacd3eOc5e"

}

"frames": |

"franme_type": "rt configuration",

"transport _parameters": {

"max_idle_tinmeout": 10000,

"max_udp_payl oad_si ze": 1200,
"initial _nax_data": 1048576,
initial _max_streamdata_bidi | ocal": 1048576,
initial _max_streamdata_bidi _renote": 1048576,
initial _max_streamdata_uni": 1048576,
initial _max_streans_bidi": 128,
initial _max_streans_uni ": 128,
"ack_del ay_exponent": 3,
"max_ack_del ay": 25,
"di sabl e_active_migration": fal se,
"active_connection_id_limt": 8,
"initial _source_connection_id": "18657clacd3e0Oc5e",
"max_dat agram frane_si ze": 65536

poN——

"frame_type": "padding",
"l ength": 1089
}1
{
"frame_type": "rt end_of_ packet"
}
]1
"raw': {
"l ength": 1200
}

}
}

Figure 8 INTIAL Packet with QORT_CONFI GURATI ON Fr ane
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Appendi x B. QORT use with reliable transports

Table 2 indicates how QORT is expected to be used with several
reliable transports. The "Mde" indicates the QORT node of operation
and whet her a QORT_ENDOFPACKET franme ("eop") is used for packet
delinmtation.

oo oo s = mmmd === ===+
| Mode | TLS/TCP | TLS/SCTP | NR-RLP | TCP | SCTP |
B S ety e ety ety e el sl ety o
| BASIC with eop (D 1 (2 (2 | (3] (3) |
s Fommmm e o O R Fo-mm - Fommmmn +
| BASIC without eop | (x) | (1) | (1) | (x) | (3) |
I il T I I R i +-------- +----- +------ +
| CRYPTO with eop ) 1 (24 | (24 | (1 (2 |
I i I R +---- - - - F--- - - +-------- +----- +------ +
| CRYPTO wi t hout eop | (x) | (4) | (4) | (x) | (1) |
s Fommmm e o O R Fo-mm - Fommmmn +

Tabl e 2: QORT nodes over various transports

(1) recommended node of operation

(2) possible, but not recomrended - redundant end-of-packet franes
(3) possible, but not recomrended - no cryptographic protection
(4) possible, but not recomrended - redundant cryptographic
protection

(x) not possible - nmessage delimtation required

Appendi x C. Conparison to [ QWX- DRAFT]
| This section is provided for information only.

[ QWUX- DRAFT] proposes to convey QU C frames over a reliable, bi-
directional, byte-oriented stream The follow ng sections highlight
key differences between [ QVMUX- DRAFT] and QORT.

C.1. Use of QU C packets

[ QWUX- DRAFT] does not use QUI C packets for encapsul ating QU C franes.
I nstead, [ QMUX- DRAFT] sends QUIC franes directly over the reliable
transport.

By contrast, QORT retains the use of QU C packets to support QU C
operations that are dependent on information in the QU C packet
header as described in Section 17 of [RFC9000] -- e.g. packet
nunbering, coal escence, cryptographic protection, connection
identification and mgration.
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C. 2. Connections and connection identifiers

[ QWUX- DRAFT] does not include mechanisnms for identifying QUC
connections, for nanaging QU C connection identifiers, or for path
mgration. Essentially, all QU C franes are associated with a zero-
| ength connection identifier.

By contrast, QORT retains the concept of QU C connections and
associ ated connection identifiers to support connecti on nmanagenent,
path mgration and rmultipath operations.

C.3. Cryptographic protection

[ QWUX- DRAFT] requires an underlying transport that provides
cryptographic protection. As a consequence, [QVIX-DRAFT] offers no
crypt ographic capabilities.

By contrast, QORT offers a CRYPTO QORT node of operation that reuses
[ RFC9000] cryptographic protection mechani sms such as a cryptographic
handshake using QUI C CRYPTO franes and key rotation using the key
phase bit of a QUI C packet header.

C. 4. Stream processing
Whi | e [ QWUX- DRAFT] reuses QUI C STREAM franes for exchangi ng
application data, Section 4.1 of [QVUX-DRAFT] introduces sone
restrictions on STREAM frame use.

By contrast, QORT does not change any [ RFC9000] procedures related to
st ream processi ng.
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