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Abst r act

Thi s docunent defines path nmanagenment procedures for QU C that
operate independently of the connection nanagenent procedures defined
i n RFC9000. The path managenent procedures enable a multipath
configuration between endpoints by allow ng QU C packets associ at ed
with any connection identifier to be transported over any of the
pat hs established between the endpoints. As a consequence, the
principles and operations of RFCI000 are retained regardl ess of the
path used to a convey QU C packet.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 June 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Architecturally, one may consider two nodels for data transport ove
multiple paths: nodel (A) is a collection of uni-path connection
constructs while nodel (B) is a uni-path connection construct
operating over a collection of paths.

Model (A) is like multipath TCP [ MPTCP] that uses nultiple TCP
connections, one for each of the paths. Mdel (B) is like a single
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TCP connection operating over a |layer 2 |ink aggregation group [LAG.

In nodel (B), a TCP segnent can be transmitted in an | P datagram ov
any of the links in the LAG

In nodel (B), path managenent is distinct from connecti on managenen
Conceptual ly, a connection entity sits on top of a path nanagenent
entity. A packet transmitted by a connection entity is redirected
over one of the avail able paths by the path managenent entity. A
packet received over any of the available paths is redirected by th

er

t.

e

pat h managenent entity to the connection associated with the packet.
The addition, renoval and nmai ntenance of paths is handled by the path

managenment entity in a way that is transparent to the connection
entities.
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Fi gure 1: Model (B)

Thi s docunent describes multi-path QU C procedures using nodel

In particular,
(and unrestricted) paths.

i ndependent of path, a QU C packet
processed in the same way as a packet

construct of [RFC9000]

(B).

a QUI C packet can be sent over any of the avail able

Si nce connection identifiers are
received over any path is
recei ved over the single path

.e. there is a single application data

packet number space and an ACK received over any path contains

unanbi guous packet nunbers.

Whi | e congestion control nust clearly be

pat h-speci fic, connection nmanagenent,

key managenent and packet | oss

1.

1.

1.

2.

Gage

recovery are not path-specific.
Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy

Thi s docunent uses the follow ng term nol ogy:

path: an association with the 4-tuple of an | P/UDP datagram (source
| P address, destination |IP address, source UDP port, and
destination UDP port). The term"path" is used for consistency
with other nultipath protocols such as [ MPTCP] since, in fact, an
endpoi nt has no know edge of the path a datagram follows through
the network beyond the first hop to a network access point.

Pat hl D

PMQUI C:

path identifier.

pat h- managed QUI C (as defined in this docunent).

Expires 1 June 2026 [ Page 4]
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session: a collection of QU C connections and paths used to exchange

1.3

Thi
bel

QUI C packets between two endpoints.
Not ati on

s docunent uses the field notation defined in [ RFC9000] and quoted
ow.

I ndi vidual fields use the follow ng notational conventions, wth
all lengths in bhits:

X (A): Indicates that x is A bits long

X (i): Indicates that x holds an integer value using the variable
| ength encodi ng described in [ RFCO000], Section 16

X (A..B): Indicates that x can be any length fromA to B, A can be
omitted to indicate a m ninum of zero bits, and B can be onitted
to indicate no set upper linmt; values in this format always end
on a byte boundary

X (L) = C Indicates that x has a fixed value of C the |length of
X is described by L, which can use any of the I ength forns above

X (L) = C..D Indicates that x has a value in the range fromC to
D, inclusive, with the |l ength described by L, as above

X (L)...: Indicates that x is repeated zero or nore tines and that
each instance has a length of L

2. Miltipath Managenent

Connection migration to a new path is already supported in [ RFC9000].

Whi

| e [ RFCO000] only defines conmuni cati on over one path at any given

time, path-nanaged QUIC (PMQUI C) provides nultiple paths between
sessi on endpoi nts where the paths can be sinultaneously active and
used to exchange QU C packets. PMQI C also provides facilities to
explicitly manage the use of paths.

PMQUI C i s based on several basic design points:

*

Gage

Re-use the mechani snms of [RFC9000] as much as possible. In
particular, PMQI C uses path validation based on [ RFC9000] and re-
uses all of the connection managenent, key managenent and | oss
recovery procedures of [RFC9000].

Expires 1 June 2026 [ Page 5]
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* Use the sane packet header formats as [ RFCO000] to avoid
di fferences between multipath and non-nultipath traffic over a
particul ar path.

* Do not nodify frame formats defined in [ RFCO000]; if necessary,
define new frane types for path nanagenent operations

PMQUI C changes the path nanagenent nechani sns specified in Section 9
of [ RFC9000]:

* allow sinmultaneous transm ssi on of non-probing franes on nultiple
pat hs;

* continue using an existing path even if non-probing franes have
been recei ved on anot her path;

* manage the renoval of paths that have been abandoned or | ost.

I'n addition, PMQU C changes several QUI C path-specific procedures
described in [ RFCO002] :

* congestion control;

* RTT measurenents;

* path maxi mum payl oad si ze di scovery.
3. High-level Overview

PMQUI C enabl es the simultaneous use of different paths to exchange
non-probing QU C franes. This differs from[RFCI000] where the
connection mgration procedure selects only one path to exchange non-
probi ng framnes

A PMQUI C session between endpoints starts with a standard QU C
handshake over an initial (default) path. As indicated by [ RFC9000],
an endpoint MJUST NOT attenpt to activate a new path before the
handshake is confirmed. The endpoints use a new nmax_active_paths
transport parameter during the initial cryptographic handshake to
negoti ate the use of path managenent capabilities (Section 13.1).

The nmax_active_paths transport paraneter indicates support for path
managenment operations and linits the maxi num nunber of active paths
that can be used between the endpoints.

To add a new path to an existing PMQJI C session, an endpoint starts a
path validation on the chosen path. A new path can only be used to
transport non-probing frames once the path has been validated using
mechani sms sinilar to those described in Section 8.2 of [RFC9000].

Gage Expires 1 June 2026 [ Page 6]
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New PM CHALLENGE and PM CHALLENGE RESPONSE franmes are used to
validate the path and to assign an identifier to the path. A new
PM _STATUS frane may be used to control use of a path and a new

PM ABANDON franme may be used to abandon a path between endpoints,
preventing further use of that path to exchange QU C packets. In
addition, a new PM ADDRESS frane can be used by an endpoint to
advertise an | P address that may be used by the peer endpoint to
establish a new pat h.

PM STATUS and PM ABANDON franes include a path identifier that is
assigned to the affected path, allowing the frane to be forwarded
over any of the (allowable) paths active at the tine of transm ssion

PMQUI C operations do not change the basic operations described in
[ RFC9000]. In particular, _none_ of the follow ng procedures
described in [ RFCO000] are affected by the use of multiple paths:

* connection nmanagenent (e.g. the use of NEW CONNECTION I D franes
and subsequent rotation of connection identifiers);

* key managenent (e.g. use of key phase bit) and derivation of AEAD
par amet er s;

* packet |1 oss detection and |oss recovery (e.g. using type 0x02 ACK
franes).

However, changes to [ RFC9002] procedures are required to deal with
pat h- dependent characteristics such as path MU size, RTT and
congesti on.

4., Path ldentification

A path is associated with the 4-tuple of an | P/ UDP dat agram (source
| P address, destination |IP address, source UDP port, and destination
UDP port). However, PMQUIC explicitly assigns an identifier to each
path to decoupl e path managenent fromthe 4-tuple of the | P/ UDP
datagram used to transport a QU C packet.

A path identifier is an integer assigned to a path by an endpoi nt
that unanbi guously identifies the path within the session fromthe
perspective of that endpoint. The initial (default) path (i.e. the
path used for the exchange of QU Cinitial and handshake packets) is
implicitly assigned path identifier (PathlD) 0 (zero) for the client
and PathID 1 (one) for the server. Oher than PathlD 0 and PathlD 1,
each endpoint independently selects the path identifier that it wants
to assign to a new path and communi cates the chosen PathiIDto its
peer in a PM CHALLENGE/ PM CHALLENGE RESPONSE transaction

Gage Expires 1 June 2026 [ Page 7]
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An endpoi nt MJUST choose a different Pathl D for each path in the
session -- i.e. a path identifier assigned to one path MJST NOT be
reused by the endpoint as the identifier for a different path within
the session. For exanple, a PathlD may be a nonotonically increasing
val ue, or a randomy generated value, or a sequence of bytes with
sonme internal structure. Since each endpoint independently selects
its path identifier, the two endpoints may choose different PathlDs
to refer to the same path. A server MAY choose to use the PathlD
provided by the client in the PM CHALLENGE frane or the server may
choose a different PathlD

A received path identifier that is invalid MJST be treated as a
connection error using transport error code Error_pm nvali dPat hl D
(Section 10).

QUI C connections exist and are managed i ndependently of paths. An
out goi ng QUI C packet may be transmtted over any of the avail able and
active paths, subject to any constraints that nmay have been placed on
pat h usage by either of the QU C endpoints (Section 8). Sinilarly,
an incom ng QUI C packet received over any path will be processed
according to [ RFCO000], as though it had been received over a uni-
path transport between the QU C endpoints.

5. Path Activation and Renpval

PMQUI C provi des nechani sns for adding new paths to a session and for
renovi ng unused or unusabl e paths froma session

5.1. Path Activation

To initiate communi cati ons over a new path, an endpoint MJST send a
PM CHALLENGE frame in the first QU C packet conveyed over the new
path. The PM CHALLENGE franme contains a new path identifier (PathlD)
and an unpredictable nonce (Section 11.1).

The PM CHALLENGE frame is encapsulated (in a QUIC packet) in an I P/
UDP dat agram where the 4-tuple of the datagram corresponds to the new
path. The destination |IP address and UDP port may be provided by the
peer endpoint (Section 7) or may be discovered by a nechanismthat is
out side the scope of this docunent.

To protect against correlation of comruni cati ons across different IP
addresses, it is RECOMMENDED that an endpoint use a new destination
connection identifier in the QU C packet containing the PM CHALLENGE
frame. The new destination connection identifier would have been
previously provided by the peer endpoint in a NEW CONNECTION ID frane
([ RFC9000], Section 19.15).

Gage Expires 1 June 2026 [ Page 8]
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The peer endpoint confirns use of the new path by sending a

PM CHALLENGE RESPONSE frame (Section 11.2) that echoes the received
nonce and provides a local PathlD as a reference for the path
(Section 4). Again, it is RECOMENDED that the peer endpoint use a
new destination connection identifier in the QU C packet contai ning
t he PM_CHALLENGE_RESPONSE frane.

In inmplenentations with decoupling between the path nanagement and
connecti on managenent entities, the PM CHALLENGE and

PM CHALLENGE RESPONSE frames MAY be sent in a QU C packet using a
current connection identifier. An endpoint can disable this

behavi our by including a disable path mgration transport paraneter
in the initial cryptographic handshake (Section 13.2). An endpoi nt
using a zero-length connection identifier MJST NOT include a

di sabl e_path_m gration transport paraneter in the initial handshake.

The peer endpoint nmay refuse use of the new path by not sending a
PM_CHALLENGE_RESPONSE in response to the PM CHALLENCE or by sending a
PM CHALLENGE RESPONSE with a path status parameter (Section 12.3.5)
set to Status_Not Avail abl e.

If the initiating endpoint does not receive a confirmng

PM CHALLENGE RESPONSE frame, it may transmt a new PM CHALLENGE frane
using the sane (or a different) |P/UDP 4-tuple but MIST use a new
Pat hI D and a different nonce.

To guard agai nst reception of a PM CHALLENGE frane in an | P/ UDP
datagram with a spoofed source address, an endpoint receiving a

PM CHALLENGE frame on a new path SHOULD send its own PM CHALLENGE
frane in an | P/UDP datagramthat is separate fromthe | P/UDP datagram
used to convey its PM CHALLENGE RESPONSE frane.

5.2. Path Mgration

If an endpoint determines that a non-probing frame is received (in a
QUI C packet) in an | P/UDP dat agram where the 4-tuple of the datagram
corresponds to a new path, this is considered a passive migration
event (e.g. due to a NAT rebinding). Simlar to [RFCI000],

Section 9.3, the endpoint detecting the new path MJIST initiate path
validation (Section 5.1) by sending a PM CHALLENGE frane to the peer
endpoi nt ..

The endpoint detecting the new path SHOULD send non-probing franes
over a different path, if available (Section 8), until a subsequent
PM CHALLENGE RESPONSE franme is received. The endpoint MAY send non-
probing franmes over the new path if no other path is avail able.

Gage Expires 1 June 2026 [ Page 9]
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5. 3. Pat h Renpval

To term nate communi cati ons over an established path, an endpoi nt
sends a PM ABANDON franme (Section 11.4) containing the PathlD of the
path to be abandoned. A PM ABANDON frame nmay be transmitted over any
path that is active (and allowable) at the tinme of transm ssion.
Abandoni ng a path has no effect on a QUI C connecti on.

If the endpoint does not receive an ACK to the QUI C packet contai ning
the PM ABANDON franme, the PM ABANDON franme may be retransmitted over
the sane or a different path.

The reason for abandoning a path nay be one of the follow ng
(Section 15.5):

* Reason_Failing indicating that the path is failing (e.g. the path
i s experiencing excessive transm ssion errors);

* Reason_Lost indicating that the path is no | onger available to
t he endpoi nt;

* Reason_NoAck indicating that the endpoint failed to received ACKs
for QU C packets transmtted over the path;

* Reason_Tinmeout indicating that a idle tinmer expired with no QU C
packets transmtted or received over the path;

* Reason_MaxData indicating that the maxi num anount of data all owed
to be sent on the path has been reached.

* Reason_Unspecified indicating that the reason is unknown or is
ot herw se unspeci fi ed.

6. Path Maintenance
Once a path between endpoints has been validated, PMQI C provides
mechani sms for defining and updating operational paraneters rel ated
to the path.

6.1. Path Transm ssion Status
An endpoint may indicate its initial path transnission status in a
PM_CHALLENGE frane (Section 11.1) or in the correspondi ng

PM CHALLENGE RESPONSE frame (Section 11.2). By default, the initial
path transm ssion status is Status_Avail able (Section 6. 2).
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I nternet-Draft QUI C Pat h Managenent Noverber 2025

Subsequently, an initiating endpoint may send a PM STATUS frane
(Section 11.3) to informits peer endpoint of the desired status of a
path (Section 6.2) and, optionally, to update operational paraneters
associated with the path (Section 12.3).

Each PM _STATUS franme includes a status sequence nunber that is
generated by the initiating endpoint; each endpoint maintains it own
status sequence nunber. The status sequence nunmber MJST be a
monot oni cal Iy increasing val ue and MJST NOT be used nore than once
wi thin a session.

If the initiating endpoint does not receive an ACK to the QU C packet
contai ning the PM STATUS frame, the PM STATUS frame may be
retransmtted over the sane or a different path but MJST include a
new st atus sequence nunber.

The receiving endpoint MJST i gnore an incom ng PM STATUS franme if it
previously received anot her PM STATUS frane with a status sequence
nunber equal to or higher than the status sequence nunber of the

i ncom ng frane.

If the receiving endpoint does not agree with the status change, the
recei ving endpoint may send a PM STATUS frane to informthe initiator
of its desired status of the path.

A PM STATUS frame may be transmitted over any path that is active
(and all owabl e) at the tine of transm ssion.

6.2. Path Status
The status of a path may be set to one of the foll ow ng:

* Status_Available indicates that the path may used for
transm ssion of a QU C packet.

* Status_Backup indicates that the path should not be used for
transm ssion of a QUI C packet if another path exists in a
Status_Avail able state. This path should only be used if no
other path exists in a Status_Avail able state.

* Status_Blocked indicates that the initiating endpoint has reached
the maximumtransnmitted data |limt inmposed by a previously
recei ved Paranet er _pat hiMaxData path paraneter (Section 12.3.1).
The receiving endpoint may increase the maximumdata limt (and
change the status of the path) using a subsequent PATH STATUS
frame (Section 11.3)

* Status_Not Avail able indicates that the path should not be used
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for transm ssion of a QU C packet. Unlike an abandoned path
(Section 5.3), a path with Status_Not Avai l abl e may be noved to
Status_Avail abl e or Status_Backup when and if allowed by
operational considerations.

6.3. Path Precedence

A path precedence is a variable-length integer value that may be used
to distinguish between paths when scheduling the transm ssion of a
QUI C packet:

* in general, a path with a higher precedence value is preferred
over a path with a | ower precedence val ue;

* multiple paths may be assigned the sane precedence val ue;

* congestion control nay override precedence to allow transm ssion
over a | ess congested path;

Each endpoi nt i ndependently determ nes the precedence of a path and
communi cates that precedence to its peer (Section 12.3.4). The use
of the | ocal and peer path precedence val ues by an endpoint is beyond
the scope of this docunent.

6.4. Path Congestion Contro

Congestion control is applied per path, as described in [ RFCO002],
Section 7. QUIC packets sent on one path do not affect the
congestion state of another path.

An endpoi nt may include a Parameter_pathlnitial CAND (Section 12.2. 3)
inthe list of path paranmeters in a PM CHALLENGE or

PM CHALLENGE RESPONSE frame to provide an initial estimate of the
congesti on wi ndow for the path.

If a Parameter_pathlnitial CWND is included in a PM CHALLENGE_ RESPONSE
frame, this value nmust be less than the value (if any) included in
the correspondi ng PM CHALLENGE frane and takes precedence over the
value (if any) included in the PM CHALLENCE frane.

The nechani sm used by an endpoint to determ ne the congesti on w ndow
for a path is beyond the scope of this docunent.

6.5. Path RTT Measurenents
Round-Trip Tine nmeasurenents are perforned per path, as described in

[ RFC9002], Section 5. In general, different paths may exhibit
different RTTs.
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An endpoint may include a Parameter_pathlnitial RTT (Section 12.2.2)
inthe list of path paranmeters in a PM CHALLENGE or

PM CHALLENGE RESPONSE frame to provide an initial estimate of the
path RTT.

If a Parameter_pathlnitial RTT is included in a PM CHALLENGE_RESPONSE
frame, this value nmust be greater than the value (if any) included in
the correspondi ng PM CHALLENGE frane and takes precedence over the
value (if any) included in the PM CHALLENCE frane.

The nechani sm used by an endpoint to determine an initial estimate of
the path RTT is beyond the scope of this docunent.

6.6. Path Maxi nrum UDP Payl oad Size

By default, the maxi mum UDP payl oad size for a path is the
max_udp_payl oad_si ze transport paraneter defined in [ RFCO000],
Section 18. 2.

The maxi mum UDP payl oad size for a path can be adjusted by including
a Par anet er _pat hPayl oadSi ze (Section 12.2.1) in the list of path
paraneters in a PM CHALLENGE frame (Section 11.1) or in a

PM CHALLENGE RESPONSE franme (Section 11.2).

I f a Paraneter_pat hPayl oadSi ze is included in a PM CHALLENGE frane,
this value takes precedence over the nmax_udp_payl oad_si ze transport
par amet er .

I f a Paraneter_ pat hPayl oadSi ze is included in a PM CHALLENGE RESPONSE
frane, this value nust be |l ess than the value included in (or
defaulted by) the PM CHALLENGE frame and takes precedence over the
val ue included in (or defaulted by) the PM CHALLENGE frane.

The nechani sm used by an endpoint to determ ne nmaxi num UDP payl oad
size for a path is beyond the scope of this docunent. For exanple,
the value may be determ ned by pre-configuration, by using a Path Mru
Di scovery (PMIUD) nechani sm or as a property of the endpoint.

6.7. Path 1dl e Tineout

The path idle tinme is a tinme interval during which no packets have
been recei ved over the path by an endpoint. The |ack of received
packets may be due to no transm ssions over the path by the peer
endpoi nt or due to packet loss on the path to the receiving endpoint.

An endpoint nmay assign a maximnumpath idle tine to each path -- i.e.

different paths may have the sane or different idle tinmeout val ues.
An endpoint may include a Paraneter pathldl eTi meout (Section 12.3.6)
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inthe list of path paranmeters in a PM CHALLENGE

PM CHALLENGE RESPONSE or PM STATUS frame. The nechani smused by an
endpoint to determine an idle tinmeout value for a path is beyond the
scope of this docunent.

The effective idle tinmeout value used by a receiving endpoint on a
path is the m nimum of the |atest val ues adverti sed by each endpoi nt
(or the sole | atest advertised value if only one endpoint advertises
a value). By default, path idle tine nonitoring is disabled.

The idle tineout value applies only to the indicated path. A session
that mgrates to a different path cannot assune that the idle timeout
val ue froman existing path applies to the new path.

Path idle time is nonitored i ndependently on each path by each
receiving endpoint. |If an endpoint deternmines that the idle tine on
a path exceeds the idle tinmout value for the path, the endpoint
SHOULD test the liveness of the path by sending one or nore PING or
anot her ack-eliciting frames over the path.

If the ack-eliciting frames are not acknow edged, the endpoi nt MJST
abandon the path (Section 5.3). An idle tineout detected on one path
does not affect the state of another path and does not affect the
state of the QU C connection between endpoints.

If the ack-eliciting frame is a non-probing franme, the

acknow edgenent for the ack-eliciting frame may be received on a path
that is different fromthe path where the |liveness test was
conduct ed, dependi ng on how the transm ssion path for the

acknow edgenent is selected by the peer endpoint (Section 8). This
isillustrated in the exanple of Figure 2
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Fi gure 2: Exenpl ary Liveness Test

Addr ess Adverti senent

In [ RFC9000], discovery of the |IP address used by a peer endpoint is

deened to be beyond the scope of QUIC

PMQUI C, however, provides a

mechani sm wher eby an endpoi nt can advertise available |P addresses to

its peer.

An | P address advertisenment can be sent by either a client or a
server, allow ng establishnment of a new path to be initiated by the
receiving server or client. For exanple:

* an | P address advertisenment may be used by a nulti-honmed server to
direct client traffic through an alternate |IP subnet for |oad

bal anci ng;

* an | P address advertisenent nmay be used by a nulti-honed client

for inproved resiliency;

* an | P address advertisenment may be used by a dual -stack endpoi nt
to enable a new path using a different |IP address famly;
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* an | P address advertisement nmay be used by a receiving endpoint in
its route sel ection process.

An | P address advertisenment is conveyed in a PM ADDRESS frane
(Section 11.5). Each PM ADDRESS frane includes a status sequence
nunber that is generated by the initiating endpoint; the sane status
sequence nunber space is used by both PM ADDRESS and PM STATUS franes
(Section 6.1).

A PM ADDRESS frane al so includes a path status (Section 6.2)
indicating the _intended_ status of a path using the advertised
address; the intended path status may be superseded by the path
status in a subsequent PM CHALLENGE or PM CHALLENGE RESPONSE frane
during activation of the resulting path. The intended path status
MJST be one of the foll ow ng:

* Status_Available indicating that the resulting path may be used
for transm ssion of a QU C packet;

* Status_Backup indicating that the resulting path should be used
as a backup path (Section 8);

If a previously advertised address is no |onger avail able, the
initiating endpoint nay revoke the advertised address by sending a
PM ADDRESS frame with the path status set to Status_Not Available. |If
a path has been established using the adverti sed address, the path
MJST be abandoned (Section 5.3) before sending an address
advertisenment with this status.

A PM _ADDRESS franme nmay be transnitted over any path that is active
(and allowable) at the tine of transnmission. |If the initiating
endpoi nt does not receive an ACK to the QU C packet containing the
PM ADDRESS frame, the PM ADDRESS frane nmay be retransmitted over the
sanme or a different path but MJST include a new status sequence
number .

An endpoi nt receiving a PM ADDRESS frame MAY use the advertised IP
address and UDP port to initiate comruni cati ons over a new path by
followi ng the path activation procedures described in Section 5.1
However an endpoint receiving a PM ADDRESS frane is not required to
make use of the advertised information.

8. Packet Scheduling

A QUI C packet may be schedul ed for transm ssion over a given path
only if:
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* the path status is either Status_Avail able or Status_Backup
(Section 6.2);

* there is no outstanding PM ABANDON frame that is pending
acknow edgenent ;

* transm ssion of the packet does not increase the nunmber of bytes-
in-flight beyond the congestion w ndow of the path (Section 6.4);

* transm ssion of the packet does not cause one of the path limts
to be exceeded: path maximumdata limt (Section 12.3.1), path
maxi mum bit rate limt (Section 12.3.2), or path naxi mum packet
rate limt (Section 12.3.3).

An endpoi nt SHOULD schedul e a transm ssion over a path with
Status_Available. [If this is not possible, the endpoint MAY attenpt
a transm ssion over a path with Status_Backup.

If nmore than one path is eligible for transm ssion of a packet, the
algorithmused to select the path is beyond the scope of this
docunent. An inplenentation may, for example, use the precedence
val ue provided in a PM CHALLENGE, PM CHALLENGE RESPONSE or PM STATUS
frane (Section 6.3).

Precedence should only used to distinguish between paths with the
same status -- i.e. between paths with Status_Avail abl e or between
pat hs with Status_Backup.

9. Packet Loss Detection and Recovery

QUI C senders use acknow edgenents to detect | ost packets and a probe
timeout (PTO to ensure acknow edgenents are received. Loss
detection through acknow edgenents is performed as described in

[ RFC9002], Section 6. 1.

Ti mer - based | oss detection ([ RFC9002], Section 6.1.2) nust recognise
that different paths may exhibit different RTTs (Section 6.5) and
SHOULD adj ust the packet loss time threshold to accommodat e t hose
differences. Probe tineout ([RFC9002], Section 6.2) requires
derivation of a PTO period that should al so accormpdate the different
RTT that nmay be experienced over different paths.

The mechani sm used to acconmpbdate those differences in path RTT is
beyond the scope of this docunent.
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10.

11.

11.

Pat h Managenent Connection Errors

Thi s docunent extends the QU C Transport Error Codes of [RFC9000],
Section 22.5 with the follow ng val ues (Section 15.6):

* Error_pnExceededMaxData indicates that the endpoint received nore
data than allowed over a path (Section 12.3.1).

* Error_pmnvalidPathl D indicates the endpoint received an invalid
path identifier (Section 4) -- e.g. a duplicated path
identifier, an unknown path identifier, or the identifier of an
abandoned pat h.

* Error_pnPat hParaneter indicates that a received path paraneter
(Section 12) was invalid -- e.g. was badly formatted, included
an invalid type, included an invalid value, omtted a mandatory
pat h paraneter, included a forbidden path paraneter, included a
duplicated path paraneter, or was otherwise in error.

* Error_pnProtocol Violation indicates an error with protocol
compliance that is not covered by a nore specific error code --
e.g. an endpoint received a path nmanagenent frane when path
managenent is not enabl ed.

Pat h managenent connection errors MJST be processed according to
[ RFC9000], Section 11.1.

Pat h Managenent Frame Types

PMQUI C procedures utilise five new QU C frame types -- PM CHALLENGE,
PM CHALLENGE RESPONSE, PM STATUS, PM ABANDON and PM ADDRESS:

* all five path management frame types are ack-eliciting;

*  PM CHALLENCE and PM CHALLENGE RESPONSE franes are "probing
franmes";

*  PM_STATUS, PM ABANDON and PM ADDRESS are "non-probing franes";

* path managenent frane types MJST be conveyed in 1-RTT packets and
MUST NOT be conveyed in O-RTT packets.

1. PMCHALLENGE frane
VWhen an endpoint wants to enable use of a new path, it initiates path

val idation by sending a PM CHALLENGE frame over the new path. This
i s anal ogous to the use of a PATH CHALLENGE frame in [ RFC9000].
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11.

A PM CHALLENCE frame (Figure 3) includes the followi ng fields:

PM CHALLENGE Frane {
Type (i) = Type_pntChal |l enge,
Initiator_PathlD (i),
Nonce (64),
Pat h_Paraneter _List (8..) ...,

}
Figure 3: PM CHALLENCE Frane Fields

* Type is set to Type_pntChall enge (Section 15.2).

* Initiator_PathlD is the PathlD assigned to the path by the
endpoi nt sending the PM CHALLENGE franme (Section 4).

* Nonce is an unpredictable nonce generated by the endpoint for use
in this instance of a PM CHALLENGE frame (Section 5.1).

* Path_Parameter List is a list of path parameters (Section 12).
Each path parameter in the list of path paraneters may be a
pat h configuration group paraneter (Section 12.2) or a path
operations group paraneter (Section 12.3), or the list may be
an enpty list (Section 12.4). Path paraneters not included in
the PM CHALLENGE frame assunme their default val ues

The QUI C packet containing the PM CHALLENGE frame MUST incl ude
PADDI NG frames up to the maxi nrum UDP payl oad size as defined by

Par anet er _pat hPayl oadSi ze (Section 12.2.1), if included in the path
paraneters, or by the default value if not included in the path

par amet ers

2. PM_CHALLENGE_RESPONSE frane

When an endpoint wants to acknow edge use of a new path, it confirns
path validation by sending a PM CHALLENGE RESPONSE frane over the new
path. This is analogous to the use of a PATH RESPONSE franme in

[ RFC9000] .

A PM CHALLENGE RESPONSE frame (Figure 4) includes the follow ng
fields:
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PM CHALLENGE _RESPONSE Frane {
Type (i) = Type_pntChal | engeResponse,
Initiator_PathlD (i),
Responder _Pathl D (i),
Nonce (64),
Pat h_Paraneter List (8..) ...,

Figure 4: PM CHALLENGE RESPONSE Frane Fi el ds
* Type is set to Type_pntChal | engeResponse (Section 15.2).

* Initiator_PathlD is the PathlD included in the corresponding
PM CHALLENGE frame (Section 11.1).

* Responder _PathlD is the PathlD assigned to the path by the
endpoi nt sendi ng the PM CHALLENGE RESPONSE frame (Section 4).

* Nonce is the nonce included in the correspondi ng PM CHALLENGCE
frame (Section 11.1).

* Path Paraneter List is a list of path paraneters (Section 12).
Each path paraneter in the list of path paraneters nmay be a
pat h configuration group paraneter (Section 12.2) or a path
operations group paraneter (Section 12.3), or the list may be
an enpty list (Section 12.4). Path paraneters not included in
the PM CHALLENGE_RESPONSE frane assune the (default) val ues
i ndi cated by the correspondi ng PM CHALLENGE f r amne.

The QUI C packet containing the PM CHALLENGE RESPONSE frane MJST

i ncl ude PADDI NG frames up to the nmaxi mum UDP payl oad size as defined
by Paranet er _pat hPayl oadSi ze (Section 12.2.1), if specified, or by
the default value, if not specified.

11.3. PM_STATUS frame

An endpoi nt uses a PM STATUS frane to signal a change in a path
par arret er .

A PM STATUS franme (Figure 5) includes the follow ng fields:

PM_STATUS Frame {
Type (i) = Type_pnttat us,
Recei ver _PathlD (i),
Pat h_St at us_Sequence_Nunber (i),
Pat h_Paraneter List (8..) ...,

}
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Fi gure 5: PM _STATUS Franme Fiel ds
* Type is set to Type_pnStatus (Section 15.2).

* Receiver_PathlD is the PathlD assigned to the path by the peer
endpoi nt receiving the PM STATUS frane.

* Path_Status_Sequence_Nunber is the sending endpoint’s sequence
nunber for this PM STATUS franme (Section 6.1).

* Path _Paraneter List is a list of path paraneters (Section 12).
Each path paraneter in the list of path paraneters MJST be a
pat h operations group parameter (Section 12.3) (i.e. a path
paraneter MJUST NOT be a path configuration group paraneter or
an enpty list parameter)

Note that the status of the path defaults to Status_Avail abl e unl ess
explicitly defined by including a Paraneter_pat hStatus
(Section 12.3.5) in the list of path paraneters.

11. 4. PM _ABANDON frane

An endpoint uses a PM ABANDON frane to to indicate that it will no
| onger use the indicated path.

A PM _ABANDON frane (Figure 6) includes the followi ng fields:
PM_ABANDON Fr ane {
Type (i) = Type_pmAbandon,

Recei ver _PathlD (i),
Reason_Code (i)

}
Fi gure 6: PM ABANDON Frame Fi el ds

* Type is set to Type_pmAbandon (Section 15.2).

* Receiver_PathlD is the PathlD assigned to the path by the peer
endpoi nt receiving the PM ABANDON frane.

* Reason_Code is the reason that the path is bei ng abandoned
(Section 5.3).

11.5. PM ADDRESS frane
An endpoint uses a PM ADDRESS frane to advertise an | P address and

UDP port that nmay be used to establish a new path to the initiating
endpoi nt ..
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A PM _ADDRESS franme (Figure 7) includes the followi ng fields:

PM_ADDRESS Fr ane {
Type (i) = Type_pnAddress,
Pat h_St at us_Sequence_Nunber (i),
Path_Status (i),
Port _Number (i)
Pat h_Address_Family (i),
Pat h_Address (32, 128),

Fi gure 7: PM ADDRESS Frane Fields
* Type is set to Type_pmAddress (Section 15.2).

* Path_Status_Sequence Nunber is the sending endpoint’s path status
sequence nunber for this PM ADDRESS frane (Section 6.1).

* Path_Status is the intended status of a path associated with the
| P address (Section 7).

* Port_Nunber is a non-zero UDP port nunber

* Path_Address Fanmily indicates the type of |IP address, identified
by a socket address family value -- i.e. AF_INET (2) for |Pv4
or AF_INET6 (10) for |Pv6.

* Path_Address is the binary 4- or 16-byte value of the advertised
| P address, in network (big-endian) byte-order.

12. Pat h Par anet ers

Each path parameter in a list of path paranmeters includes the
following fields (Figure 8)

Pat h_Paraneter {
End_of _List (1),
Pat h_Paraneter ID (7),
Pat h_Par amet er _Val ue (i),

}

Figure 8: Path Paraneter Encoding

* End_of _List is a boolean value identifying the | ast parameter in
a list of path paraneters. A value of 0 (zero) indicates this
is the last paraneter; a value of 1 (one) indicates that there
is at |least one nore paraneter in the list of path paraneters
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* Path_Parameter ID wuniquely identifies the path paraneter
(Section 15. 3).

* Path_Parameter _Value 1is a variable-length integer val ue assigned
to the path paraneter.

A path paraneter, or a list of path paraneters, that is malformed or
invalid MIST be treated as a connection error using transport error
code Error_pnPat hParanmeter (Section 10).

12.1. Path Paraneter G oups

Pat h paraneters are organised into three groups -- a path
configuration group, a path operations group, and an enpty I|ist

gr oup:

* the path configuration group (Section 12.2) consists of paraneters
used to configure a new path;

* the path operations group (Section 12.3) consists of paraneters
used to nodify the operational state of a path;

* the enpty list group (Section 12.4) consists of a specia
paraneter used to indicate that there are no path paraneters in a
paraneter |ist.

The group associated with a path paraneter is determ ned by by the
val ue of the Path Parameter |ID (Section 15.3).

12.2. Path Configuration Goup Paraneters

A path configuration group paranmeter MAY be included in the path
paraneter list of a PM CHALLENGE or PM CHALLENGE RESPONSE franme but
MUST NOT be included in the path parameter list of a PM STATUS frane.

12.2.1. Paraneter_pat hPayl oadSi ze

The path payl oad size paraneter is a variable-length integer val ue
that limts the size of UDP payl oads that an endpoint believes can be
transmtted over the path and/or the endpoint is willing to receive
over the path (Section 6.6), expressed as a nunber of octets. UDP
datagranms with payloads larger than this Iimt are not likely to be
recei ved and/or processed by the endpoint.

The default value for this paranmeter is the max_udp_payl oad_si ze
transport parameter defined in [ RFC9000], Section 18.2.
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12.

12.

12.

12.

2.2. Paraneter_pathlnitial RTT

The path initial RTT paraneter is a variable-length integer value
that is an estimate of the initial RTIT for the path, expressed as a
number of milliseconds. This value MAY be used as the initial RTT
estimate for path congestion control ([RFC9002], Section 5).

The default value for this paraneter is the kinitial Rtt val ue defined
in [ RFCO002], Appendix A 2.

2.3. Parameter_pathlnitial CAND

The path initial congestion wi ndow paraneter is a variable-length
integer value that is an estimate of the initial congestion w ndow
for the path. This value MAY be used by congestion control as the
basis for fast start however, as noted in [RFCO9000], Section 9.4,
"inmpl enentati ons are advi sed to be cautious when using saved CC
paraneters on a new path". Further guidance is provided in [ RESUVE].

There is no default value for this paraneter.
3. Path Operations G oup Paraneters

A path operations group paraneter MAY be included in the path
parameter list of a PM CHALLENCE, PM CHALLENGE RESPONSE or PM STATUS
frame.

3.1. Paraneter_pat hMaxDat a

The path maxi mum data paraneter is a variable-length integer value
that indicates the maxi nrum amount of data that can be sent on the
path by the peer endpoint, expressed as a nunber of octets. The
mechani sm used by an endpoint to determine this value is beyond the
scope of this docunent.

The nmaximumdata |imt applies only in a single direction -- i.e.
fromthe peer endpoint towards the endp0| nt defining the path maxi num
data value. Each endpoint nmay specify a lint, corresponding to a
different direction; the specified limts do not need to be the sane.

The maximumdata |imt applies only to the indicated path. A session
that mgrates to a different path cannot assune that the naxi num data
limt froman existing path applies to the new path.

By default, the maxi mum anount of data that can be sent on the path
is not limted.
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12.

12.

If included in a PM STATUS frame (Section 11.3), a maxi num data val ue
that is |l ess the previous maxi mum data val ue associated with the path
MJST be treated as as an invalid path paramneter

Recei ving an ack-eliciting packet that exceeds the maxi num data val ue
previously authorised for a path MIST be treated as a connection
error using transport error code Error_pnExceededMaxDat a

(Section 10).

3.2. Paraneter pathMaxBitRate

The path nmaximum bit rate paraneter is a variable-length integer

val ue that indicates the maxinumbit rate that data can be sent on
the path by the peer endpoint, expressed as a number of octets per
second. The mechani smused by an endpoint to determine this value is
beyond t he scope of this docunent.

The actual bit rate used on a path is deternined by congestion
control at a transmitting endpoint, however the actual bit rate (as
determ ned by congestion control) MJST NOT exceed the val ue indicated
by the path nmaxi mum bit rate paraneter.

The maximum bit rate applies only in a single direction -- i.e. from
the peer endpoint towards the endpoint defining the path maxi mum bit
rate value. Each endpoint may specify a limt, corresponding to a

different direction; the specified limts do not need to be the sane.

The maximumbit rate limt applies only to the indicated path. A
session that migrates to a different path cannot assune that the
maxi mum bit rate limt froman existing path applies to the new path.

By default, the maximumbit rate that data can be sent on the path is
not limted. The maximumbit rate may change over tinme due to
changi ng network conditions and may be signalled by an endpoint in a
PM STATUS frane (Section 11.3).

3.3. Paraneter_pat hMaxPacket Rat e

The pat h nmaxi mum packet rate parameter is a variable-length integer
val ue that indicates the maximumrate that packets can be sent on the
path by the peer endpoint, expressed as a nunber of packets per
second. The mechani smused by an endpoint to deternine this value is
beyond the scope of this docunent.

The actual packet rate used on a path is deterni ned by congestion
control pacing at a transmtting endpoint, however the actual packet
rate (as determ ned by congestion control) MJST NOT exceed the val ue
i ndi cated by the path nmaxi mum packet rate paraneter.
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The maxi mum packet rate applies only in a single direction -- i.e.
fromthe peer endpoint towards the endpoint defining the path maxi num
packet rate value. Each endpoint may specify a limt, corresponding
to a different direction; the specified limts do not need to be the
sarme.

The maxi mum packet rate linmt applies only to the indicated path. A
session that migrates to a different path cannot assune that the
maxi mum packet rate limt froman existing path applies to the new
pat h.

By default, the maximumrate that packets can be sent on the path is
not limted. The maxi mum packet rate may change over time due to
changi ng network conditions and may be signalled by an endpoint in a
PM STATUS frane (Section 11.3).

12. 3. 4. Paraneter_pat hPrecedence
The path precedence paraneter is a variable-length integer value that
i ndi cates the precedence of the path to be used in path selection

al gorithms (Section 6.3).

There is no default value for this paraneter. It is RECOMVENDED t hat
precedence values be limted to the range 0..100.

12.3.5. Paraneter_pat hSt at us

The path status parameter is a variable-length integer val ue that
i ndicates the current status of the path (Section 6.1).

The default value for this parameter is Status_Avail abl e.

12.3. 6. Paraneter_pat hl dl eTi neout
The path idle tinmeout paraneter is a variable-length integer val ue
that defines the maxinumidle time allowed on the path (Section 6.7),
expressed as a nunber of nilliseconds. A value of 0 (zero) indicates
that path idle time nonitoring is disabled for the path.
The default value for this paraneter is 0 (zero)

12.4. Paraneter_enpty
The enpty list paraneter indicates that there are no entries in the
list of path paraneters. |If specified, the enpty |list paraneter MJST
be the only entry in the list of path paraneters. The enpty |ist

paraneter MJUST NOT be included if there are other path paraneters in
a list of path paraneters
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12.

13.

13.

The enpty |ist parameter MJST include a Path_Paranmeter_ID field but
MUST NOT include a Path_Paraneter Value field. The End of List field
MJST be set to O (zero)

An enpty |list paraneter MAY be used in the path paraneter list of a
PM CHALLENGE or PM CHALLENGE RESPONSE franme but MJUST NOT be used in
the path paraneter list of a PM STATUS frane.

5. Path Parameter List Exanples

Enpty list:

0x0 /1 End_of List =0 (true), Path_Paranmeter_|ID = 0x00
Single-entry list:

0x03 /1 End_of List =0 (true), Path Paraneter |ID = 0x03

0x04 /1 Path_Paraneter Value = 0x04
Multiple-entry list:

0x83 /1 End_of List =1 (false), Path_Paraneter |ID = 0x03
0x04 /1 Path_Paraneter_ Value = 0x04
0x02 /1 End_of List =0 (true), Path Paraneter |ID = 0x02
0x10 /] Pat h_Paramneter_Val ue = 0x10

Transport Paraneters

PMQUI C defines two new transport paranmeters that nmay be encoded in
the initial cryptographi c handshake ([ RFC9000], Section 7.4) --
max_active_paths and di sabl e_path_migration. Endpoints MJST NOT
remenber the value of the PMQI C transport paraneters they received
for use in a subsequent connection ([RFCO000], Section 7.4.1).

1. nmax_active_paths

An endpoi nt signals support for PMQU C procedures by including a
max_active_paths transport paraneter in the initial handshake.

max_active_paths (Section 15.1) is an integer value indicating the
maxi mum nunber of active paths supported by the initiating endpoint.
To enabl e PMQUI C, an endpoi nt MJUST set the nmaxi mum nunber of active
paths to a value greater that 1 (one). The maxi num nunber of active
paths allowed in the session is the mnimum of the exchanged
max_acti ve_pat hs val ues.
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13.

14.

If a max_active_paths transport paraneter value is received that is
hi gher than 255 or less than 2, the receiving endpoint MJST cl ose the
connection with an error of type TRANSPORT PARAMETER ERROR

To enabl e use of PMQUI C procedures, both endpoints in a session MJST
include a valid nmax_active_paths transport parameter in the initial
handshake. |f either of the endpoints does not include the
max_active_paths transport paranmeter, then the endpoints MJUST NOT use
any of the PMQI C procedures or franes defined in this docunent.

2. disable path mgration

An endpoi nt can prevent use of a connection identifier on nore than
one path by including a disable_path_m gration transport paraneter in
the initial handshake.

di sabl e _path_migration (Section 15.1) is a zero-length val ue where
presence of the transport paraneter indicates mgration is disabled.

If migration is disabled, a peer connection identifier is bound to a
single path -- i.e. the peer connection identifier may be used as the
destination connection identifier in a QU C packet for transm ssion
over only one path. The bound path is determ ned by the the first
appearance of the peer connection identifier as the destination
connection identifier in a QU C packet.

If mgration is not disabled (i.e. the disable path_m gration
transport paranmeter is not included in the initial handshake), a peer
connection identifier nay be used as the destination connection
identifier in a QU C packet used for transnission over any avail able
path -- i.e. the connection identifier may appear as the destination
connection identifier in different QU C packets on different paths.

Mgration is disabled if at |east one of the endpoints includes a
di sabl e _path_mgration transport paraneter in the initia
crypt ogr aphi ¢ handshake.

Receiving a disable_path_migration transport paraneter wthout also
receiving a max_active_paths transport paranmeter MJST be treated as a
connection error using transport error code Error_pnProtocol Viol ati on
(Section 10).

Security Considerations
PMQUI C does not change the operating principles of [RFCO000] and, as

such, is subject to the sane security considerations as [ RFC9000],
Section 21.
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Specific security considerations, associated with the use of path
managemnent procedures, include:

*

15.

| f

resource usage: Due to the sinultaneous use of multiple paths

bet ween sessi on endpoints, PMQU C may require additiona
resources in a client and/or in a server. Resource usage
associ ated with paths can be linited by each endpoi nt through
the max_active_paths transport paraneter (Section 13).

data anplification: The sinultaneous use of nmultiple paths

bet ween sessi on endpoints potentially allows for a higher rate
of data exchange than m ght be possible with only a single path
bet ween session endpoints. Since PMQI C uses a path validation
mechanismsimlar to [ RFCO000], the anti-amplification linmts
of [RFCI9000], Section 8.2 are also applicable to PMQUI C

Further, an endpoint can linmt the nmaxi mum anount of data that
can be sent on a particular path through the PMQU C

Par armet er _pat hMaxData path paraneter (Section 12.3.1). This
value may be initially set in a PM CHALLENGE or

PM CHALLENGE RESPONSE franme and may be subsequently adjusted in
a PM STATUS frane.

address spoofing: PMUI C uses a path validation mechani sm

(Section 5.1) simlar to [ RFC9000] to prevent address spoofing
over a new path by a malicious intermedi ate node.

correlation of activity across nultiple paths: Due to the

possi bl e decoupling of connection nmanagenent and path
managenent, PMQU C reconmends but does not nmandate that
different connection identifiers be used on different paths
(Section 5.1). As discussed in [RFCO000], Section 9.5, using
the sanme connection identifier on nultiple paths would allow a
passi ve observer to correlate activity between those paths. An
endpoi nt can prevent use of a connection identifier on nore
than one path by including a disable path mgration transport
parameter in the initial cryptographic handshake

(Section 13.2).

| ANA Consi der ati ons

approved, the following provisional entries will be added to the

| ANA QUIC Protocol Registry [|ANA].

Gage
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15. 1.

New QUI C transport paraneters

Novenber 2025

Thi s docunent defines two new (prelimnary) QU C transport paraneters
(Section 13):

*

15. 2.

15. 3.

—
=.

Gage

max_active_paths (0x21c7948988209ada)

di sabl e_path_migrati on (0x33186fc5d0c7cac3)

New QUI C frame types

Type_pntChal | enge (0Oxlaed4ea418795ad60) - -

Type_pnthal | engeResponse (0x12¢c5938576430d3f)
Type_pnttatus (0x06614d6b80a40a24) -- Section 11.3
Type_pmAbandon (0x2dde9db26610d041) -- Section 11.4

Type_pnmAddress (0x198a357e6f e41403) -- Section 11.5

PMQUI C path parameters

i s docunent defines ten PMQU C path paraneters:

Par aneter _enpty (0x00) -- Section 12.4

Par anet er _pat hMaxData (0x01) -- Section 12.3.1

Par armet er _pat hPrecedence (0x02) -- Section 12.3.4
Par anet er _pat hStatus (0x03) -- Section 12.3.5

Par anet er _pat hMaxBit Rate (0x04) -- Section 12.3.2
Par armet er _pat hMaxPacket Rat e (0x05) -- Section 12.3.3
Par anet er _pat hl dl eTi meout (0x06) -- Section 12.3.6
Par anet er _pat hPayl oadSi ze (0x40) -- Section 12.2.1
Paraneter _pathlnitial RTT (0x41) -- Section 12.2.2

Par anet er _pathlnitial CWND (0x42) -- Section 12.2.3

Expires 1 June 2026

Section 11.1

i s docunent defines five new (prelimnary) QU C frane types:

Section 11.2
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By convention, the identifier for a path operations group paraneter
is in the range 0x01..0x3f and the identifier for a path
configuration group paraneter is in the range 0x40..0x7e. The
identifier value Ox7f is reserved.

15.4. PMUI C path status
Thi s docunent defines four PMQU C path status val ues:
* Status_Not Avai | abl e (0x01)
* Status_Bl ocked (0x02)
*  Status_Backup (0x03)
* Status_Avail abl e (0x04)

15.5. PMUI C pat h abandon reasons

—
=.

i s docunent defines five PMQI C path abandon reason codes:
* Reason_Unspeci fied (0x00)
* Reason_Failing (0x01)
* Reason_Lost (0x02)
* Reason_NoAck (0x03)
* Reason_Ti neout (0x04)
* Reason_MaxDat a (0x05)
15.6. PMUI C transport error codes

Thi s docunent extends the QU C Transport Error Codes of [ RFC9000],
Section 22.5 with the followi ng (prelimnary) val ues:

* Error_pnmExceededMVaxDat a (0x165ee2f 99e0d09f a)

* Error_pmlnvalidPathl D (0x07c0907b4c18170f)

*  Error_pnPat hPar anet er (0x0170789441bc48aa)

* Error_pnProtocol Violati on (0x297abbb8bb0b3af a)

16. References
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Appendi x A.  Conparison to [ MPQUI C- DRAFT]
| This section is provided for information only.

[ MPQUI C- DRAFT] diverges fromthe principles of [ RFC9000] in a numrber
of areas, as described bel ow

A.1. Connection identifiers

[ MPQUI C- DRAFT] bi nds every connection identifier to a specific path.
A path nmay be associated with nultiple connection identifiers but a
connection identifier can only be used on a pre-defined path. A
change in in the connection identifier used in a QU C packet header
is used to signal an explicit change in the path.

By contrast, [RFC9000] (and PMQU C) does not associate a connection
identifier with a path -- i.e. connection identifiers are independent
of pat hs.

A.2. Connection identifier sequence nunbers

[ MPQUI C- DRAFT] introduces the concept of nultiple connection

i dentifier sequence nunber spaces with a different connection

i dentifier sequence nunber space for each path. As a consequence, it
is possible for different connection identifiers associated with
different paths to be assigned the same connection identifier
sequence nunber.

By contrast [RFC9000] (and PMQUI C) define a single connection
i dentifier sequence nunber space.

A. 3. Application data packet nunber spaces

[ MPQUI C- DRAFT] introduces the concept of nultiple application data
(1RTT) packet nunber spaces with a different application data nunber
space for each path. As a consequence, it is possible for different
QUI C packets transmtted over different paths to be assigned the sane
packet nunber.

By contrast [RFC9000] (and PMQUIC) define a single application data
packet nunber space, allowi ng a packet containing non-probing franes
to be forwarded over any of the (allowable) paths active at the tine
of transm ssion.
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A. 4. AEAD encryption nonce

Due to the use of a different application data nunber space for each
path, it is possible for different QU C packets transmtted over
different paths to be assigned the sane packet nunber. As a
consequence, [ MPQUI C- DRAFT] changes the AEAD cal cul ation by using the
path identifier as part of AEAD encryption nonce.

By contrast [RFCO000] (and PMQU C) use a single application data
packet nunber space which ensures that different QU C packets are
assigned different packet nunmbers regardl ess of the path used to
convey a packet.

A.5. Miltipath-specific connection managenent franes and procedures

Due to the use of a different application data nunber space for each
path and the use of a different connection identifier sequence nunber
space for each path, endpoints nust use nultipath-specific frames for
packet acknow edgenment (PATH_ACK), assignnent of new connection
identifiers (PATH NEW CONNECTION ID), and retirenent of connection
identifier (PATH_RETI RE_CONNECTI ON_I D).

By contrast, [RFC9000] operations are not affected by the use of
PMQUI C procedures which obviates the need for nultipath-specific
connecti on managenent procedures and franes.

A. 6. Zero-length connection identifiers
Because [ MPQUI C- DRAFT] uses connection identifiers to identify paths,
a zero-length connection identifier cannot be used with nultipath
operati ons.
By contrast, PMQU C does not associate a connection identifier with a
path and allows a QU C packet to be transnitted over any path,
including a QUIC packet with a zero-length connection identifier
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