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Abst ract

Thi s docunent defines the HONK protocol, a sinple application-I|ayer
prot ocol operating over TCP. A HONK client submits a stream of UTF-8
encoded text term nated by a CRLF sequence, and the HONK server
responds with a sequence of HONK tokens. The token count equals

twi ce the nunber of whitespace-delimted words detected in the input.
If no words are detected, the server responds with exactly three HONK
tokens. The protocol includes an optional Privacy Mdde in which
message content is obfuscated using single-byte XORwith the fixed
key val ue 0x48 (the ASCI| code point for the letter H. This
docunent requests that | ANA assign TCP port 24565 to the HONK

servi ce.

Thi s docunent is an individual submission. It is NOT an April Fools
Day publication. The author requests serious technical consideration
fromthe I ETF community.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 Cctober 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1.

I nt roducti on

Many application-layer protocols accept text froma client and return
structured feedback. The HONK protocol defines one such exchange: a
client submits a |line of UTF-8 text, and the server acknow edges the
submi ssion by enmitting a nunber of HONK tokens proportional to the
word count of that Iine.

The design goal s of the HONK protocol are:

* Sinplicity: A conformant inplenmentation requires only a TCP
socket, a UTF-8 decoder, a whitespace tokenizer, and the ability
to wite a line of ASCII text.

* (darity of signal: The HONK response is distinctive and hunman-
readable. An operator nonitoring a session can i medi ately
confirmthe server is functioning.

* |Interoperability: TCP transport and UTF-8 encodi ng make the
prot ocol accessible to any platform capable of opening a TCP
connecti on.

* (Optional obfuscation: Privacy Mdde reduces the legibility of HONK
traffic to casual observers. Privacy Mdde is explicitly NOT a
security mechani sm and does not provide cryptographic
confidentiality; see Section 8.

Practical applications include network-accessible word-count feedback
servi ces, snoke-test endpoints in text processing pipelines, and
educati onal denonstrations of application-layer protocol design and

i mpl ement ati on.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

HONK t oken The four-character ASCI| string "HONK' (0x48 Ox4F Ox4E
0x4B) .

Request A single line of UTF-8 encoded text submitted by a HONK
client, termnated by CRLF. In Privacy Mde, the line content is
XOR- obfuscat ed before transm ssion.

Response A server-generated |ine of one or nore HONK tokens
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separated by SP and termnated by CRLF. In Privacy Mde, the |line
content is XOR-obfuscated before transm ssion.

Wrd A maxi mal non-enpty sequence of Unicode code points none of
whi ch have the Uni code property Wite Space=Yes per Unicode
St andard Annex 44. The CRLF terminator is not part of the Request
body and MJUST NOT be counted.

Honk count (N) The nunber of HONK tokens in a Response, conputed per
Section 4. 4.

CRLF The two-octet sequence CR LF (0xOD Ox0A). CRLF is the line
term nator for all HONK nessages and is never obfuscated, even in
Privacy Mode.

Privacy Mbode An optional session nbde negotiated at connection open.
Request and Response content bytes are XOR d with the key K =
0x48. Privacy Mde does not provide cryptographic
confidentiality. See Section 5.

of uscation key (K) The fixed single-octet value 0x48, the ASC I
code point for the letter H Chosen for its menonic association
with the word HONK

Prot ocol Overview

The HONK protocol uses a request-response nodel over a persistent TCP
connection. Two session nodes exist: Standard Mode and Privacy Mde.
The node is set at connection open and applies for the full lifetine
of that connection.

.1. Standard Mode

1. dient establishes a TCP connection [RFC0793] to server port
24565.

2. Cient transnmts a Request: UTF-8 text followed by CRLF.

3. Server counts words, conputes N, and sends a Response of N HONK
t okens.

4. Steps 2 and 3 MAY repeat. Either party MAY cl ose the connection
at any tine.
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dient Server
I I
[--- TCP SYN ----cmmmmi i oo > |
[ <-- TCP SYNFACK -----mmmmmmmme oo |
[--- TCP ACK -----mmmmm e e a oo > |
I
(2 words) |

<

--- "hello world\r\n" ------c-c-o---- > |
(N=2* 2 = 4)

-- "HONK HONK HONK HONKA r\n" -------- |

N A Y 1 B T >
(0 words)

<-- "HONK HONK HONK\r\n" ------------- |
(N = 3, default)

I
I
I
|
I
I
I
I
I
|
[ === TCP FIN ---cmmmmmma oo >
[ <-- TCP FIN-ACK =--ccmmmmmmmmmaaaaman |

Figure 1: Standard Mbdde Exchange
3.2. Privacy Mde

The client sends "HONK PRIM\r\n" as the very first transnission. The
server acknow edges with "HONK PRIM\r\n". Both lines are cleartext.
Al'l subsequent Request and Response content on that connection is
XOR-obfuscated with K = 0x48. CRLF term nators are never obfuscat ed.

dient Server

I I
|--- "HONK PRI r\n" (cleartext) ------- > |

| <-- "HONK PRI\ r\n" (cleartext) --------- |
(Privacy Mbde now active) |

|

I

| --- [ XOR("hello world", K=0x48)]\r\n ---> |
| <-- [ XOR("HONK HONK HONK HONK', K)]J\r\n - |
I
I
|

cos TCOP FIN =mmmmmmmem e > |
<o TCP FIN-ACK == ---mmmmmmmmmmcaaaaos |

Figure 2: Privacy Mbde Exchange
Privacy Mode MUST be negoti ated before any Request is sent. A server
receiving any line other than "HONK PRIMr\n" as the first line
operates in Standard Mbde for the lifetine of that connection.

4. Message Format
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Request For mat

A Request is a UTF-8 encoded line term nated by CRLF. The body
(everything before the CRLF) MJST be valid UTF-8 per [RFC3629]. The
CRLF is not part of the body and MUST NOT be included in word
counting. In Privacy Mdde, the body bytes are obfuscated per
Section 5.3 before transmi ssion; the CRLF is always transnitted as
cl eartext.

The foll owi ng granmar uses the ABNF notation defined in [ RFC5234]:

request = request - body CRLF
request - body = *UTF8-char
UTF8- char = UTF8-1 / UTF8-2 / UTF8-3 / UTF8-4
UTF8- 1 = %00- 7F
UTF8- 2 = % C2- DF UTF8- cont
UTF8- 3 = WEO 9% AO0- BF UTF8-cont /
%% E1- EC 2UTF8-cont /
9% ED 9%80-9F UTF8-cont /
Y& EE- EF 2UTF8- cont
UTF8- 4 = W% FO0 9%90- BF 2UTF8-cont /
%F1- F3 3UTF8-cont /
9% F4 %80- 8F 2UTF8- cont
UTF8- cont = %80- BF
CRLF = %0D %O0A

I mpl enent ati ons SHOULD i npose a maxi mum request body | ength. The
RECOMVENDED maxi mum i s 65535 octets excluding the CRLF. A server MAY
close the connection if this limt is exceeded. A server receiving
invalid UTF-8 (after de-obfuscating in Privacy Mdxde) MJIST cl ose the
connection w thout a Response.

Response For mat
A Response is N HONK tokens separated by SP and term nated by CRLF,

where N is conputed per Section 4.4. In Privacy Mde, the response
content bytes are obfuscated per Section 5.3 before transm ssion.

response = honk-token *(SP honk-token) CRLF
honk-t oken = "HONK"
SP = %20
CRLF = % 0D %0A
Word Counting

1. Interpret the request body as Uni code code points in UTF-8.

se Expi res 27 COctober 2026 [ Page 6]
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2. Partition the sequence into runs of whitespace and non-
whi t espace, where a code point is whitespace if and only if it
has Uni code property \Wite_Space=Yes per Uni code Standard Annex
44.

3. Each maxi mal non-enpty run of non-whitespace code points is one
wor d.

4. The word count Wis the total nunmber of such runs.

A body consisting entirely of whitespace has W= 0 and MJST receive
the default response of three HONK t okens.

4.4. Honk Count Conputation

5.

5.

5.

Let Wbe the word count. The honk count N is:
* |If Wis greater than zero: N=2 * W
* |If Wequals zero: N =3

I npl enent ati ons SHOULD i npose a maxi num N. The RECOVMENDED nmaxi nmum
is 65535. A server MAY cap N at its configured maxi num wit hout
signaling an error to the client.

Privacy Mode
1. Purpose and Limtations

Privacy Mode provides |ightweight obfuscation of HONK nessage
content. It is designed solely to reduce readability of HONK
sessions to casual, non-targeted observers such as automated | og
scanners not specifically |ooking for HONK traffic.

Privacy Mode does NOT provide cryptographic confidentiality,
integrity, or authentication. The key K = 0x48 is fixed and publicly
specified in this docunent; any party with access to this
specification can i mredi ately de-obfuscate all Privacy Mde traffic.
Furt hernore, because HONK Responses consist entirely of predictable
tokens, Privacy Mdde is trivially broken by a known-pl ai ntext attack
usi ng a single observed Response. Operators requiring genuine
confidentiality MJST use TLS [ RFC8446] or an equival ent nechani sm

2. Mbde Negotiation

A client wishing to use Privacy Mbode MUST send the followi ng as the
very first transm ssion on the connection:
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priv-request = "HONK PRIV' CRLF

A server receiving "HONK PRIM\r\n" as the first |ine MJST respond
wit h:

priv-response = "HONK PRI V' CRLF

Both lines are cleartext. After the server sends "HONK PRIV r\n",
Privacy Mode is active for the remainder of that connection. A
client MJUST NOT send "HONK PRIV r\n" after sending any Request on the
sane connecti on.

5.3. bfuscation Transform

Every octet of a Request or Response body is XOR d with K = 0x48
before transm ssion. The transformis its own inverse: applying it
twi ce recovers the original content.

Let B=(b_0, b_1, ..., b {n-1}) be the body octets. The obfuscated
sequence B is defined as:

b’ i = b_i XOR 0x48 for all i in [0, n-1]
The CRLF terninator is appended to B after the transformand is
never obfuscated, preserving line fram ng regardl ess of body content.
The foll owi ng table shows the obfuscated form of selected characters
for inplementor reference:

B ettty Sy g —p———(———(——— gl —_———(—————————
| Ceartext | Hex | Obfuscated hex | Obfuscated char |
b el ooy oo e s
| H | 0x48 | 0x00 | NUL |
F--- - - - +------ i T I e I T +
| O | Ox4F | 0x07 | BEL |
I +------ I I T I +
| N | Ox4E | 0x06 | ACK |
I +------ S I A ] I i IR +
| K | Ox4B | 0x03 | ETX |
F--- - - - +------ i T I e I T +
| SP | 0x20 | 0x68 | h |
I +------ I I T I +

Table 1: XOR Transform Reference (K = 0x48)
Note that the obfuscated formof His the NUL byte (0x00).

I mpl enent ati ons MUST NOT treat NUL bytes received in Privacy Mde as
string termnators or error conditions.
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6

Sessi on Managenent

A session begins when a client establishes a TCP connection. The
client MAY send multiple sequential Requests after any Privacy Mde
negoti ati on. The server MJST process each Request and send the
correspondi ng Response before processing the next. Pipelining is NOT
RECOMVENDED.

The server SHOULD inplement an idle connection timeout. A
RECOMVENDED default is 30 seconds fromthe tine the | ast Response was
sent. Either party MAY close the connection at any tine. The server
SHOULD transnit any pendi ng Response before initiating a close.

I mpl enent ati on Consi derati ons

.1.  Uni code Witespace Handling

| mpl enent ati ons MJST use the Uni code Wite Space property for word
boundary detection and MJUST NOT linmit whitespace detection to ASCl I
characters only. |Inplementors SHOULD verify that the chosen library
function covers the full Unicode Wite_Space property set.

.2. Line Ending Handling

CRLF is the canonical line terminator. Server inplementations MAY
additionally accept a bare LF for compatibility with clients that do
not emt CR In Privacy Mbde the bare LF MAY al so be accepted, since
CRLF bytes are never obfuscated.

.3. NUL Bytes in Privacy Mode

As shown in Table 1, the obfuscated formof the letter His the NUL
byte 0x00. Because every HONK token begins with H the obfuscated
form of every Response token begins with NUL. |nplenentations MJST
NOT treat NUL bytes in Privacy Mbde content as string term nators.

I mpl ement ations using null-termnated string APls MJUST account for
this explicitly.

.4. Concurrency

A HONK server MJST handl e nmultiple sinultaneous client connections.
| mpl enent ati ons SHOULD use concurrent |/ O mechani sns appropriate to
their runtine environnent.

Security Considerations

(00se Expi res 27 COctober 2026 [ Page 9]



I nternet-Draft HONK Pr ot ocol April 2026

8.1. Privacy Mdde Provides No Cryptographic Security

Privacy Mbode MUST NOT be construed as providing cryptographic
confidentiality, authentication, or integrity. The key K = 0x48 is
fixed and publicly docurmented in this specification. Any observer
with access to this docunent can de-obfuscate all Privacy Mde
traffic immediately. Privacy Mdde is trivially broken by a known-
pl ai nt ext attack using a single observed Response. Operators
requiring genuine confidentiality MJST use TLS [ RFC8446] or an

equi val ent cryptographically secure transport.

8.2. Resource Exhaustion
Servers MJST inpl enment a maxi mum request body | ength per Section 4.1
and a maxi mum honk count N per Section 4.4. Servers SHOULD limt
concurrent connections and MJUST i nplenent idle tinmeouts per
Section 6.

8.3. UTF-8 Input Validation
Servers MJST validate that the request body is well-formed UTF-8
after de-obfuscating in Privacy Mbde. Servers receiving invalid
UTF-8 MJST cl ose the connection w thout sending a Response.

8.4. Network Exposure
The HONK protocol provides no authentication or authorization
Qperators depl oying a HONK server on a publicly accessible interface
SHOULD restrict access using network-1ayer controls. Deploynent on a
public interface without access controls is NOT RECOMVENDED.

9. | ANA Consi derations

IANA is requested to assign the following entry in the Service Nane
and Transport Protocol Port Nunber Registry [RFC6335]:
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| Field | Val ue |
[ oo by oo s oo e s s
| Service Nane | honk |
o e e e e o s o m e e e e e iee i +
| Port Number | 24565 |
Fom e e e e e oo o Fom e e e e i +
| Transport Protocol | TCP |
o e e e o e e e e e e e e m o +
| Description | HONK: word-counting service |
| | with honk-based responses |
o e e oo o mm e e e e e e e i +
| Assignee | (00se (nme@l ai ne.is) |
Fom e e e e oo o o e e e e e e e ememao - +
| Contact | (00se (me@l ai ne.is) |
o e e e e oo oo e e e e e e e e oo - - +
| Reference | [This docunent] |
o e e oo o mm e e e e e e e i +

Table 2: | ANA Port Assignnent Request

At the time of this witing, port 24565 does not appear in the | ANA
Servi ce Nane and Transport Protocol Port Nunber Registry as an
assigned or reserved value. UDP port 24565 is not requested at this
time. Per [RFC6335], |ANA SHOULD mark UDP port 24565 as Reserved
when assi gning TCP port 24565.

10. References
10.1. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC3629] VYergeau, F., "UTF-8, a transformation fornmat of |SO
10646", STD 63, RFC 3629, DO 10.17487/ RFC3629, Novenber
2003, <https://ww rfc-editor.org/info/rfc3629>.

[ RFC5234] Crocker, D., Ed. and P. Overell, "Augmented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234,
DA 10. 17487/ RFC5234, January 2008,
<https://www. rfc-editor.org/info/rfc5234>.
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[ RFCO793] Postel, J., "Transnission Control Protocol", RFC 793,
DA 10.17487/ RFC0793, Septenber 1981,
<https://www.rfc-editor.org/info/rfc793>

2. Informative References

[ RFC6335] Cotton, M, Eggert, L., Touch, J., Westerlund, M, and S
Cheshire, "lInternet Assigned Numbers Authority (I ANA)
Procedures for the Managenent of the Service Nane and
Transport Protocol Port Nunber Registry", BCP 165,
RFC 6335, DO 10. 17487/ RFC6335, August 2011
<https://ww.rfc-editor.org/info/rfc6335>

[ RFC8446] Rescorla, E., "The Transport Layer Security (TLS) Protoco
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://ww.rfc-editor.org/info/rfc8446>

Ref erence I nplenentation (Infornmative)

The following is the reference inplementation of the HONK protocol,
provi ding both server and client in a single Go source file. It
requires Go 1.21 or later. The conpiled binary is named "honk"

Usage:

honk server [-addr :24565]
honk send [-addr host:24565] [-priv] [text...]

When i nvoked as "honk send", text nmay be supplied as command-|ine
argunents or read line-by-line fromstandard input if no argunents
are given.

<CODE BEG NS>
/1 honk - HONK protocol client and server (draft-g00se-honk-00)
package nmin

i mport (
"bufi o"
" byt es”
"flag"
"f m n
n I ogll
"net"
"os"
"strings”
"uni code"
"uni code/ ut f 8"
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const (
Def aul t Addr = ":24565"
Def aul t Honks =3
MaxRequest Byt es = 65535
MaxHonk Count = 65535
Pri vLi ne = "HONK PRI V"
XORKey = byte(0x48) // ASCIl 'H

)

func main() {
if len(os.Args) < 2 {
usage()

switch os. Args[1] {

case "server":
runServer (o0s. Args[2:])

case "send":
runCient(os.Args[2:])

defaul t:

usage()
}
}

func usage() {
frmt.Fprintln(os. Stderr, "usage:")

fm.Fprintln(os.Stderr, " honk server [-addr :24565]")
fm.Fprintln(os. Stderr, " honk send [ -addr host:24565] [-privV]
os. Exit (1)

}

- -1 = S e

func runServer(args []string) {
fs := flag. NewFl agSet ("server", flag. ExitOnError)
addr := fs.String("addr", DefaultAddr, "TCP listen address")
fs. Parse(args)

In, err := net.Listen("tcp", *addr)
if err !'=nil
| og. Fatal f ("honk server: listen %: %", *addr, err)

defer I n.d ose()

| og. Printf("honk server: listening on % (draft-g00se-honk-00)",
for {

conn, err := 1ln.Accept()

if err '=nil {

| og. Printf("honk server: accept: %", err)

(00se Expi res 27 COctober 2026 [ Page 13]
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}

conti nue

}

go serveConn(conn)

func serveConn(conn net. Conn) ({

Q00se

def e
reno
| og.

buf
sc

r conn. C ose()
te := conn. RenoteAddr (). String()
Printf("honk server: connection from %", renote)

= make([] byte, MaxRequest Byt es+2)

: = bufi o. NewScanner (conn)

sc. Buf fer (buf, I en(buf))

priv
firs

for

.= fal se
t :=true
sc. Scan() {

line := bytes. TrinRi ght(sc.Bytes(), "\r")

/1 Privacy Mde negotiation: always cleartext on the first line.

if first {
first = fal se
if string(line) == PrivLine {

priv = true
fm. Fprintf(conn, "%\r\n", PrivLine)
|l og. Printf("honk server: % Privacy Mde active", renote)

conti nue
}
}
content := line
if priv {
content = xor(line)
}

if tutf8. ValidString(string(content)) {
log. Printf("honk server: % invalid UTF-8; closing”, renote)

return
}
n := honkCount (string(content))
resp : = buil dResponse(n)
if priv {

conn. Wite(append(xor([]byte(resp)), '\r’', "\n"))
} else {
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frmt.Fprintf(conn, "%\r\n", resp)
}

| og. Printf("honk server: % priv=% words=% honks=%d",
renote, priv, wordCount(string(content)), n)

}
if err :=sc.Err(); err !'=nil {
| og. Printf("honk server: %: %", renote, err)
}
| og. Printf("honk server: % closed", renote)
}
B & B = 1 S I

func runCient(args []string) {
fs := flag. NewFl agSet ("send", flag.ExitOnError)
addr := fs.String("addr", DefaultAddr, "server address")
priv := fs.Bool ("priv", false, "use Privacy Mode")
fs. Parse(args)

conn, err :=net.Dial("tcp", *addr)
if err !'=nil
| og. Fatal f("honk client: connect %: %", *addr, err)
}
defer conn. d ose()
sc : = bufi o. NewScanner (conn)
if *priv {
fmt.Fprintf(conn, "%\r\n", PrivLine)
if !sc.Scan() {
| og. Fatal f ("honk client: no priv ack")
}
if sc.Text() !'= PrivLine {
| og. Fatal f ("honk client: unexpected priv ack: %", sc.Text())
}
log. Printf("honk client: Privacy Mde active (K=0x48)")
}
send : = func(text string) {
if *priv {
conn. Wite(append(xor([]byte(text)), "\r’, "\n"))
} else {

frt. Fprintf(conn, "%\r\n", text)

}
if I'sc.Scan() {

| og. Fatal f ("honk client: connection closed before response")
}
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resp := sc. Text ()
if *priv {
resp = string(xor([]byte(resp)))

}
frt.Println(resp)

}

if rest :=fs.Args(); len(rest) > 0 {
send(strings.Join(rest, " "))
return

}
stdin := bufio. NewScanner (0s. St di n)
for stdin.Scan() {
send(stdin. Text())
}

}

Il ---- Protocol helpers -----------mmmmm -

/1 xor applies single-byte XOR with K=0x48 to every byte of b.
/1 The transformis its own inverse.
func xor(b []byte) [Jbyte {
out := make([]byte, len(b))
for i, v :=range b {
out[i] = v N XORKey

return out

}

/1 wordCount returns the nunber of Unicode-whitespace-delinited words.
func wordCount (s string) int {

return |l en(strings. Fi el dsFunc(s, unicode.|sSpace))
}

/1 honkCount conputes N per Section 4.4:
11 N=2*Wif W>0;, N=3if W== 0. Capped at MaxHonkCount .
func honkCount (s string) int {

w : = wor dCount ( s)

if w==0{

return Defaul t Honks

}

n : *w

i

=2

f n > MaxHonkCount ({
return MaxHonkCount

}

return n
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/1 buil dResponse returns n SP-separated HONK t okens.
func buil dResponse(n int) string {
tokens := make([]string, n)
for i := range tokens {
tokens[i] = "HONK"

return strings.Join(tokens, " ")
lCCDE ENDS>
To buil d:
$ go build -o honk ./honk. go
$ ./honk server

2026/ 04/ 25 00: 00: 00 honk server: listening on :24565 (draft-g00se-honk-00)

$ ./honk send "hello world"
HONK HONK HONK HONK

$ ./honk send -priv "hello world"
HONK HONK HONK HONK

Aut hor’ s Addr ess

&0se
I ndependent
Email: ne@laine.is
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