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Abst r act

Thi s docunent defines an QAuth 2.1 profile that enables a governnent
authority to enforce age-based and content-based access restrictions
for online services while preserving user privacy. The protoco
allows relying parties to request governnent-defined regul atory
scopes (such as pornography or social media access) and receive
cryptographically verifiable eligibility decisions w thout disclosing
user identity, exact age, or personally identifiable information.

The profile constrains OQAuth features to prevent abuse, cross-service
correlation, and unauthorized token issuance.

For ewor d
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://fxnorin. github.io/government-content-access-control

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-fx-oauth-governnent-content-
access-control /.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Goup mailing list (nmmilto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com FxMori n/ gover nnent - cont ent - access-contro

Requi renent s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] & [ RFC8174].
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Status of This Meno

This Internet-Draft is submtted in full

provi sions of BCP 78 and BCP 79.

January 2026

conformance with the

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts.

The |ist of current

Drafts is at https://datatracker.ietf.org/drafts/current/.

| nt er net -

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as

"work in progress.”

This Internet-Draft will expire on 29 July 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.

as they describe your rights
Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal

Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Governments increasingly require online services to restrict access

to certain categories of content based on the age or |egal status of
users. Existing approaches frequently rely on disclosure of personal
data, third-party identity providers, or proprietary nechani sns that
enabl e tracki ng across services.

Thi s document specifies QAuth 2.1 Government Content Access Control
(GCAC), an QAuth 2.1 [I-D.ietf-oauth-v2-1] profile in which a

gover nnent - oper at ed aut horization server evaluates user eligibility
for regul ated content categories and issues privacy-preserving
attestations to relying parties. GCAC is designed to answer narrowy
scoped regul atory questions (e.g., whether a user may access a
category of content) while minimzing data di scl osure and preventing
correl ation across services.

GCAC is not an identity system and MJUST NOT be used for
aut henti cation, user login, or personalization.

2. Definitions
The following terns are used:
Government Content Control Authority (GCCA):
- A government-operated QAuth Authorization Server responsible
for identity verification, age evaluation, and policy
enf or cement .
Relying Party (RP):

- An QAuth client requesting eligibility decisions for regul ated
content.

Scope:
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- A governnent-defined content access category (e.g.,
por nogr aphy, social _nedia, ganbling, alcohol, firearms, vpn,
pr oxy) .

Person Key:

- A governnent-internal, pseudonynous identifier derived froma
national identity record and never exposed outside the GCCA

Site Token:

- An RP-scoped, non-reversible token representing a government
eligibility attestation.

3. Coal s and Non- Goal s
3.1. Goals
The goals of this specification are:

Enabl e gover nnent - enforced content access controls
Support mnultiple regulatory scopes defined by governnment policy
Prevent disclosure of identity, date of birth, or exact age
Prevent cross-RP correlation of users
Leverage existing QAuth 2.1 security nmechani sns

3.2. Non-Coal s

Thi

s specification explicitly does not attenpt to:

Provi de user authentication or |login services to RPs

Expose personal attributes or identity clainms (e.g., O DC clains)
Enabl e cross-service user identification

Repl ace digital identity or credential systens

4. Architecture Overview

GCCA uses the QAuth 2.1 Authorization Code flow with mandatory
security extensions and additional semantic constraints.
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5

5.

5.

User — Relying Party — CGovernnent Content Control Authority
7 d
tL————— OAuth 2.1 —————— -

Figure 1: GCCA Code Fl ow

The GCCA operates as a constrained QAut h Authorization Server, and
the RP operates as a confidential QAuth client.

Scope Mbdel
1. CGovernnent-Defined Scopes

Scopes represent legally regulated content categories. Exanples
i ncl ude:

por nogr aphy
soci al _medi a
ganbl i ng
al cohol
firearns
vpn
pr oxy

Each scope:
MJUST be defined and governed by the GCCA
MUST correspond to a legal or regulatory access rule
MUST prevent scope definitions or conbinations thereof that would
allow an RP to infer a user’ s exact age or approxi nate age range
through nultiple eligibility queries. Scopes MJST be coarse-
grained and legally notivated, and MJUST NOT be paraneterized by
nuneri c age val ues.

2. Scope Evaluation Semantics

For each requested scope, the GCCA determ nes whether the user

satisfies the applicable I egal requirenment. The RP receives only a
bool ean eligibility result per scope.
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6. Cdient Registration
Rel ying parties MJST register with the GCCA prior to using GCAC
During registration, the RP MJST provide:
Legal entity identification
I ntended use and justification for requested scopes
One or nore redirect UR's

A client authentication nethod (nutual TLS [ RFC8705] or
private_key jwt)

The GCCA MAY restrict which scopes an RP is authorized to request.
7. Protocol Flow
7.1. Authorization Request

The RP initiates an QAuth authorization request:

GET /authori ze

?r esponse_t ype=code

&client id=client _id

&redirect _uri=registered_uri

&scope=por nogr aphy+soci al _nedi a

&st at e=r andom nonce

&code_chal | enge=pkce_val ue

Figure 2: Exanpl e: GCCA request

The GCCA MUST reject requests that include unregistered redirect URIs
or unaut hori zed scopes.

7.2. User Authentication and Eval uati on

The GCCA aut henticates the user using government-controlled
mechani sns and evaluates eligibility for each requested scope.

7.3. Authorization Response

Upon successful evaluation, the GCCA redirects the user back to the
RP with an authorization code.
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7.4. Token Request and Response

The RP exchanges the authorization code at the token endpoint using
client authentication and PKCE [ RFC7636] .

The GCCA responds with a site-scoped eligibility attestation as a
standard QAuth 2.1 token response, including additional custom
par anet er s

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "opaque_site_token_string",
"token_type": "Bearer",
"expires_in": 3600,
"scope_results": {
" por nogr aphy": true,
"social _nedia": fal se
}
}

Figure 3. Exanpl e: GCCA Response

The "access _token" field contains the site token, which is an RP-
scoped, non-reversible eligibility attestation

8. Token Derivation
The GCCA MUST derive an internal person key using HVAC SHA256 with a
gl obal Il y uni que master secret key (naster_secret_key) and a stable,
uni que national identifier for the person (national_person_id):
person_key = HVAC SHA256( nast er _secret _key, national person_id)

Figure 4: Person Key Pseudocode

The site token MJST be derived determ nistically using HVAC SHA256
fromthe person key (person_key) and the client identifier
(client_id):
site_token = HVAC SHA256( person_key, client _id)

Figure 5: Site Token Pseudocode

The person key and national identifiers MJUST NOT be exposed outside
t he GCCA.
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9.

10.

11.

12.

12.

Re-Verification

Rel ying parties MJST provide a user-accessible nechanismto re-
initiate the GCAC flow. Re-verification MJUST follow the sane
protocol as the initial authorization.

Security Considerations

GCAC relies on QAuth 2.1 security best practices, including

aut hori zation code flow, PKCE [ RFC7636], redirect URI allowists, and
strong client authentication. General security considerations for
QAuth 2.0 [RFC6819] also apply. To further protect the integrity and
confidentiality of authorization requests, RPs SHOULD use JWI- Secured
Aut hori zation Request (JAR) [RFC9101]. Leaked client identifiers

al one do not enabl e token issuance. Tokens are RP-scoped and non-
transferable, preventing cross-service correlation and repl ay

att acks.

I ANA Consi derations

Thi s docunment has no | ANA acti ons.
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