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Abst ract

Thi s docunent defines the QAuth Trust Bi ndi ng Extension (OTBE), a
mechani sm al | owi ng Resource Omers to explicitly authorize which
Aut hori zation Servers may assert their identity towards Relying
Parties, mtigating silent inpersonation and nanespace- based
identity capture.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunents valid for a nmaxi mum of six
mont hs and nmay be updated, replaced, or obsol eted by other

docunents at any tine. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress."

The list of current Internet-Drafts can be accessed at
https://ww.ietf.org/1lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
https://ww.ietf.org/shadow. ht m

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Components extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Sinplified BSD License.

RFC 2119 / RFC 8174 Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 and RFC 8174 when, and only when, they appear in all
capitals.

1. Introduction
QAuth 2.0 and Openl D Connect are wi dely depl oyed for del egated

aut hori zation and federated identity. A fundanental, often inplicit
assunption is that the Authorization Server (AS) and the Resource



Omer (RO share an established trust relationship before any
aut hori zati on request is nade.

In practice, the current ecosystemassigns inplicit trust based

sol ely on possession of an identifier, typically an email address.

This creates critical vulnerabilities where:

* any Authorization Server hosting an identity nanespace (e.g.,
*@nmuai | . cont) can inpersonate users who never created an account
with that AS

* Relying Parties (clients) accept identities without any ability to
verify whether the RO intentionally approved OAut h-based | ogin for
t hat AS

* large IdPs (Google, Facebook) gain unilateral access to
potentially all RP accounts |inked by email identifiers alone.

Thi s docunent introduces the QAuth Trust Bi ndi ng Extension (OIBE), a
mechani sm enabling explicit user-controlled trust binding between an
i dentity nanmespace and an Aut horization Server

2. Probl em St at enent
Current QAuth deploynents allow the AS to assert identity ownership
solely on the basis of email-donmain control. This |eads to:

2.1. Silent Inpersonation R sk
A user who owns "user @xanpl e.conf may have no account at Googl e,
but if an RP accepts "Sign in with Google", Google can legitimtely
assert that identity, creating:
* account takeover potential,

* unobservabl e i npersonation,

* unilateral trust decisions by third parties.

2.2. No User-Driven Consent to Provider-Level Trust
There is currently no nechanismfor a user to declare:
"I trust AS X to authenticate ne for RP Y (or globally)."

Instead, trust is assumed, not expressed.

2.3. Centralization and Surveillance R sks
This inplicit trust nodel enables concentrated identity control in
dom nant AS entities. Under |egal conpul sion, such providers could
i mpersonate users across the entire ecosystem

2.4. Nanespace Capture

Emai | domai n providers become de facto identity authorities even when
users have no intention of delegating authentication to them

OTBE resol ves these issues by introducing explicit Trust Binding
Records controlled by the Resource Oaner
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Ter mi nol ogy
AS
Aut hori zati on Server.
RO
Resource Owner (end-user).
RP
Relying Party (dient).
Trust Binding (TB)

A cryptographic or secret-binding record that authorizes a
particular AS to authenticate the RO s identifier

TB- Record

The stored representation of a Trust Binding at an RP

Pr ot ocol Overvi ew
OTBE extends QAuth as foll ows:

1. Before an RP accepts a login froman AS for identifier
"user @xanpl e.comt', it MJST verify that a Trust Bi nding exists.

2. Trust Bindings are sinple key-value artifacts:
* either user-generated secrets,
* or AS-provided cryptographic attestations.
3. Trust Bindings are created by the user, either:
* manual ly (copy/paste token),
* during an enrollnent flow,

* or via a federated nechani sm provided by the identity
nanmespace owner.

4. Wthout a valid Trust Binding, authentication MJST fail

Trust - Bi ndi ng Regi stration

Creating a Trust Binding

An RO creates a random secret or receives a cryptographic token from
the AS. Exanpl es:

TB- Token = base64url (random( 256 bits))

Bi nding the Token to the RP

The RO stores the TB-Token at the RP during a special "Enable
Ext ernal Login" step:



1. RO authenticates with the RP using primary credenti al s.
2. RO selects "Enable login with AS X'
3. RP displays a TB-Token (or asks RO to paste one).

4. RP stores: { identifier, AS, TB-Token }.

Aut hori zati on Fl ow Modifications
During QAuth I ogin:
1. AS sends authorization assertion to RP.
2. RP extracts ROidentifier and AS identity.
3. RPretrieves the stored TB-Token
4. RP conputes verification
* |f AS supplies a signed TB-Token, RP validates the signature.

* |If AS only supplies identifier, AS must also echo the
TB- Token (via standard or extension clain).

5. If no valid TB-Token is presented, RP returns an error such as:

error = "trust_bi ndi ng_m ssing"

Security Considerations
* Prevents silent inpersonation by AS.
* Reduces inmpact of AS conprom se
* Prevents surveillance-based identity inpersonation
* Ensures user agency in RPAS trust relationships.

* TB failure forces RP to reject unexpected | ogins.

Privacy Consi derations

* OIBE elinmnates automatic identity | eakage to AS because RPs wil |l
no | onger accept unsolicited authentication attenpts.

* TB-Tokens must be stored securely and treated as secrets.

Backward Conmpatibility

* RPs may operate in conpatibility node where | egacy logins stil
functi on.

*  Depl oyment SHOULD prefer a "progressive enforcenent” nodel.

Depl oynment Consi der ati ons
* Can be inplenmented without changes to QAuth core specifications.

* AS vendors may gradually adopt TB-token signing for stronger
assur ances.



* RPs mnust update user-account-nmanagenent Us to allow TB setup

11. | ANA Consi derations
This draft requests registration of:

*  "trust_binding_token" — QAuth extension claim

*

"trust_binding_required" — QAuth error code.

12. Appendi x A — Exanpl es

12.1. Exanple TB-Record

{
"subject": "user @xanpl e.cont,
"as": "https://accounts. exanpl e-idp.coni,
"tbh": "zY9sD2..."

}

13. Appendix B — Threat Mdel

13.1. Addressed threats
* AS-driven inpersonation.
* Qover nnent - conpel | ed i npersonati on.
* Nanespace hijacking.

* Centralized identity coercion.

13.2. CQut of scope
*  Phi shi ng.

* RP credentials conprom se.
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