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Abst r act

DNS was designed to have as few hard upper limts as possible to
allow for future extensibility. However, the lack of a clear upper
limt leads to vulnerabilities, and several attack nethods have been
reported. This docunent proposes reasonable upper-limt values for
DNS protocols as a Best Current Practice.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

There are paraneters in the DNS protocol that do not have cl ear upper
limts. For exanple, the nunber of alias |evels using CNAME Resource
records and the nunber of resource records in an RRSet.

If a protocol is inplenented w thout considering the upper limt, it
may beconme vul nerable to DoS attacks, and several attack nethods have
been proposed.

Thi s docunent introduces sone upper linmts to the DNS protocol as a
best current practice, to allow secure use of the DNS while
preserving the flexibility that the DNS protocol was designed to
provi de.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The specialized terns used in this docunent are defined in DNS
Ter m nol ogy [ RFC9499].
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3.

G uel essness is the termused to descri be del egati on w thout gl ue.
Backgr ound

DNS was designed to have as few upper linmts as possible to allow for
future extensibility described in the paper "Devel opment of the
Domai n Narme System' [ Mockapetris1988].

If a protocol is inplemented without considering the upper limt, it
may becone vul nerable to DoS attacks.

[ RFC5358] describes DNS Refl ector Attacks and how to prevent the use
of default configured recursive nanmeservers. Sinply preparing a

| arge RRSet can increase the anplification factor of DNS Refl ector
Attacks. Countermeasures for recursive resolvers were described in
[ RFC5358], however, counterneasures for authoritative servers have
not been standardi zed as an RFC and are inplenented in various

sof tware as DNS Response Rate Liniting.

In recent years, DNS vulnerabilities research have been actively
progressed and many vul nerabilities have been nade public. Each tine
a vulnerability is discovered, upper linmts on the execution tineg,
nunber of attenpts, and size are added to DNS software

i mpl ement ati ons.

CNAME al i ases are wi dely used; however, when there are multiple

| evel s of CNAME aliases, full-service resolvers have to redo the nane
resol ution, which increases the load. And nore, each stub resol ver
that receives a response containing rmultiple CNAVE aliases nmust find
the final A AAAA Resource record that corresponds to the CNAME in
each application. Unbound and BIND 9 introduced ' max-query-restarts
paraneter, and the default is 11. (Hard |limt on the number of tines
Unbound is allowed to restart a query upon encountering a CNAME
record.)

Currently, many web services that use domain nanmes require that a TXT
record containing a token of their choosing be placed at the zone
apex to verify the registrant domain name. A large enterprise set 74
TXT records at its zone apex.

CVE- 2024- 1737, "BIND s database will be slowif a very |arge nunber
of RRs exist at the sane nane" was reported, and BIND 9. 18. 28
inmplemented the limt. BIND 9 introduced 'max-records-per-type
paraneter that limts the nunber of resource records in an RRSet, and
the default is 100.
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5.

KeyTrap [KeyTrap] is a vulnerability caused by the fact that there is
no upper limt on the nunber of DNSKEY, DS, or RRSIG resource
records. Unbound introduced the maxi mum nunber of RRSIG vali dations
for an RRset (MAX VALI DATE RRSIGS) as 8, and the maxi num al | owed
digest match failures per DS, for DNSKEYs with the sane properties
(MAX_DS_MATCH_FAI LURES) as 4.

Pr obl em St at enment

DNS was designed to have as few upper linmts as possible to allow for
future extensibility. However, in reality, DoS attacks using |arge
responses and the use of excessively | ong CNAME chai ns has been
reported, and resource-wasting attacks using rmany DNSKEY/ DS/ RRSI G
combi nati ons have been report ed.

To mitigate these attacks, it is possible to set realistic upper
limts on sone paraneters, and to cause a nanme resolution error if
those limts are exceeded.

In order to avoid breaking existing nechanisns, w dely used val ues
shoul d not be treated as errors.

Secondary authoritative servers sinply provide copies fromthe
primary servers, so they should not cause errors due to the upper
limt.

Primary authoritative servers are expected to report errors when they
read zone files, or receive dynam c updates that contains RRsets that
exceed the upper limt.

Ful | -service resolvers may prevent malfunction by treating a nane
resolution error as responses fromauthoritative servers that exceed
the upper limt.

Since restrictions due to datagram size are possible, it seens
reasonabl e to propose an upper limt on data size, etc., as a best
current practice.

Best Current Practice documents should allow for values that are
currently in wi despread use. However, apparent anonalies may be
excl uded.

It is desirable to determine the upper limt values by conducting
ext ensi ve measurenents on the Internet and excl udi ng obvious errors
or malicious errors, and to set the value that has the | east inpact.

Possi bl e upper linmts

Fuj i war a Expires 5 January 2026 [ Page 4]



I nternet-Draft dns-upper-1limt-val ues July 2025

5

5

.1. Possible upper limt itens

* Packet size

* Nunber of Resource Records in a RRSet

*  Nunber of NS Resource Records in a del egation

* Nunber of DS Resource Records in a del egation

*  Nunber of glue RRs in a del egation

*  Nunber of DNSKEY Resource Records in a DNSKEY RRSet
*  Nunber of RRSIG RRs for each nanme and type

*  Nunber of |evels of gluel essness del egations

*  Number of alias |evels using CNAME Resource records
2. Packet size

There were comments that there are size limtations even if there are
no precise upper limts are set.

The DNS packet format has an upper limt of 65535 octets, so an RRset
cannot exceed that size. Al so, the upper limt size of a single
resource record is 65535 octets m nus DNS header size because
RDLENGTH is 16 bits.

Section 4.2.1 UDP usage of [RFCL035] limts the UDP nmessage size to
512.

The size of a DNS response that can be sent using unfragnented UDP is
about 1400 octets. [RFC9715]

The size 65535 is large, and attackers use this upper linit to carry
out resource-wasting attacks.

3. Nunber of Resource Records in a RRSet

Since there are 13 root nanme servers and 13 nane servers for com and
net TLDs, the maxi mum nunber of NS RR in an NS RRSet shoul d be |arger
than or equal to 13.

Since there are 13 nane servers for root, com net and they have both
I Pv4 and | Pv6 addresses, 26 glue records in a del egation should be
al | owed.
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Al t hough we could not find a clear explanation, the upper limt value
of the nunber of nane server nanes that can be registered for gTLDs
and ccTLDs is 13. Therefore, the practical upper limt for the
nunmber of name servers is 13

In recent years, there have been cases where many TXT resource
records have been set at the zone apex. Many services seemto
request their designated authentication tokens witten as TXT records
at the zone apex to verify domain name registrants. However, there
seemto be cases where authentication tokens are only added, as there
seens to be no procedure for deleting themonce they have been set.

It is necessary to standardi ze and depl oy
[1-D.ietf-dnsop-donain-verification-techniques], and to wite TXT
records not at the zone apex, but application-specific undercore
prefix | abel s.

The nunber of zone apex TXT records will have to remain as is unti
[1-D.ietf-dnsop-donain-verification-techniques] will be standardized,
and the upper linit of the number of resource records in an RRSet nay
be 100, as the BIND 9 limits by default.

5.4. Nunber of alias |levels using CNAVE/ DNAVE

Many resol ver inplementations can resolve over 10 CNAME al i ases.
Unbound and BIND 9 introduced 'nmax-query-restarts’ paraneter, and the
default is 11.

Each application interprets conplex CNAME chains. To avoid
conplexity in applications, it is recommended to use as few CNAME
chai ns as possible.

A maxi nrum of 9 CNAME chai ns were observed for the top 1 million
popul ar domai n nanes and domai n names observed by a university’s
resolvers. Therefore, a realistic upper limt for CNAME chains is
thought to be 9 or 11

5.5. Number of RRSI Gs/DNSKEYs/DSs in a RRSet
KeyTrap [KeyTrap] is a vulnerability caused by the fact that there is
no upper limt on the nunber of DNSKEY, DS, or RRSIG resource
records. |If there were upper limts on these, the damage coul d be
mtigated.

Unbound i ntroduced the maxi mum nunber of RRSI G validations for an
RRset (MAX_VALI DATE_RRSI GS) as 8.
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There are no good val ues to base the nunmber of DS resource records or
DNSKEY resource records, but having 8 DS records and 8 DNSKEY
resource records will be sufficient to handl e key rollovers and

mul ti-signers

5.6. Number of delegation |evels of gluel essness del egations

[ RFC9471] states that all in-domain glue records are attached to the
del egati on response. Therefore, using in-domain name server nanes
for DNS del egation ninimzes nane resol ution costs.

Unrelated (or, rarely sibling) name server names are used/required
for DNS hosting services.

However, using unrel ated name server nanes increases the nane
resolution costs and nmay increase the |ikelihood of nane resol ution
errors.

For some domain nanes, there are nmultiple |ayers of dependence on
unrel ated nane server nanmes when resolving the nane. |If information
on unrel ated name server nanes is not in the cache, the recursive
resol ver nust perform A/ AAAA nane resolution for the unrel ated nane
server names. Frequent use of unrelated name server nanes can cause
unst abl e nane resol ution

Furthernore, there are cases where cyclic dependencies in del egation
occur, settings that depend on sibling glue, and cases where the
sibling glue disappears or sone name servers stop respondi ng, naking
it inpossible to resolve nanes.

[ Tsuname2021] poi nted out attacks and countermneasures that use
increased | oad due to cyclic dependencies. Many cyclic del egations
are likely due to m sconfigurations.

[dj bdns] allows three |l evels of gluel essness.

To avoid conpl ex nane resolutions and misconfigurations, it is better
to avoid using unrel ated nanme server nanes as much as possi bl e.

Unrel ated nanme server names SHOULD be hosted by a domain nane with at

| east one in-donain nane server name. |In other words, DNS providers
SHOULD have at | east one in-domain naneserver for their donmai n nanes.
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6.

9.

Recomendati on of DNS upper linmit val ues

[} s —_———————————————————————————— Ll —p—_———(———— L
| Nane | upper limt |
[ ey ety
| nurmber of RRs in an RRSet | 100 |
e I +
| nurmber of NS RRs in a del egation | 13 |
o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - S +
| nunber of glue RRs in a del egation | 26 |
. . +
| nunmber of DS RRs in a del egation | 8 |
e I +
| nurmber of DNSKEY RRs in an RRSet | 8 |
o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - S +
| nunber of RRSIG RRs for each name and type | 8 |
. . +
| nunber of CNAME/ DNAME chai ns | 9 |
e I +
| nurmber of l|evels of gluel essness delegations | 3 |
o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - S +
Table 1

DNS software is expected to make these itens configurable paraneters
that operators can control

Recursive resol vers SHOULD respond with a nane resol ution error
(Server Failure) with Extended DNS Errors [RFC8914] if it receives a
response froman authoritative server that exceeds the upper limt
val ue.

Primary authoritative servers SHOULD be in an error state if they
find RRSets that exceed the hard limts when they |oad zone files,
receive zone data by zone transfers, or receive DNS Updates.

I ANA Consi derations
Thi s docunent requests no | ANA acti ons.

Security Considerations

Ref er ences
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