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Abst r act

The Resource Public Key Infrastructure (RPKI) relies on a globally
distributed set of repositories to deliver signed routing

aut hori zation data to Relying Parties (RPs). Internet Service
Providers (1SPs) depend on RPs to collect RPKI objects from
distributed repositories and validate them cryptographically,
resulting in hundreds of thousands of Validated Route origin

aut hori zati on Payl oads (VRPs). Nevertheless, even with nultiple RPs
depl oyed, |1SPs have linited insight into the operational health and
reliability of each repository. Wen a |arge nunmber of ROAs suddenly
change fromvalid to unknown or invalid, operators often |ack
sufficient information to diagnose the cause, which may stem from an
outage or instability in a specific repository. Consequently, |SPs
cannot easily determ ne whether these changes are caused by routine
updat es, malicious behavior, or underlying repository instability.

Consequently, |SPs cannot easily determ ne whether these changes are
caused by routine updates, nmalicious behavior, or underlying
repository instability. This docunent provides operational guidance
for monitoring the health and safety of RPKI repositories on a per-
repository basis. It defines neasurable indicators related to
reachability, availability, and content integrity, and explai ns how
these netrics can be used to detect degraded performance or
potentially unsafe repository behavior. The docunent di scusses and
provi des recommendati ons for repositories alerting and operationa
response. The goal is to inprove the transparency, operationa
availability and security of the RPKI ecosystem

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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I nt roducti on

The Resource Public Key Infrastructure (RPKI) architecture is
described in [RFC6480]. It defines a framework that represents the
al | ocation hierarchy of |IP address space and Autononpbus System (AS)
nunbers, as well as a distributed repository systemfor the storage
and di ssemination of the signed objects used to inprove routing
security. Internet Service Providers (lISPs) and other participants
rely on Relying Parties (RPs) to retrieve and validate this published
information fromthe repositories. RP uses rsync protocol and RPKI
Repository Delta Protocol (RRDP) protocol for efficient
synchroni zati on of repository contents. The rsync protocol and RPK
Repository Delta Protocol (RRDP) are described in [ RFC5718] and

[ RFC8182]. An operational best current practices for depl oynent and
managenent of an RPKI Publication Server is described in
[1-D.ietf-sidrops-publication-server-bcp-profile].
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1.1

Fu,

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Pr obl em St at enment

The RPKI infrastructure consists of a large and grow ng nunber of

i ndependent |y operated repositories distributed across nultiple
net wor ks, organi zations, and geographic regions. Internet Service
Providers (1SPs) depend on Relying Parties (RPs) to collect RPKI
objects fromthe distributed repositories and validate them
cryptographically, resulting in hundreds of thousands of Validated
ROA Payl oads (VRPs).

However, even with nultiple RPs deployed, |SPs have limited insight
into the operational health and reliability of each repository.
Because RPs generally treat all repositories uniformy and do not

mai ntain a persistent behavioral profile for each repository. Wen a
| arge nunber of ROAs suddenly change fromvalid to unknown or

invalid, operators often lack sufficient information to di agnose the
cause, which may stemfroman outage or instability in a specific
repository. Meanwhile, not all repositories are well naintai ned—somne
are unreachabl e, and others contain outdated objects. As a result,
ISPs lack clear visibility into the status of each repository.

At present, ISPs lack the ability to distinguish whether changes in
RPKI objects are due to routine updates, malicious behavior, or
system c issues within the repositories. |In the absence of

consi stent per-repository nonitoring and operational visibility,
operators face significant challenges in identifying degraded
repositories, correlating incidents across networks, and proactively
detecting emerging risks.

Thi s docunent seeks to address these gaps. It provides operationa
gui dance for nonitoring the health and safety of RPKI repositories on
a per-repository basis. It identifies nmeasurable indicators related
to reachability, availability, content integrity. It describes how
these indicators can be used to detect degraded or unsafe repository
behavi or. The docunent di scusses and provi des recomendati ons for
repositories alerting and operational response. The goal is to

i nprove the transparency, operational availability and security of
the RPKI ecosystem
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3. L.

3. 2.

4. 1.

Fu,

Metric Model

Overvi ew
This section summarizes all netrics defined in this docunent.
Metrics are divided into three cl asses:

Base Counters: Primtive observable events. Used for diagnostics and
as inputs to derived netrics.

Heal th I ndicators: Rati os or conputed val ues representing

i nst ant aneous repository correctness and usability. These indicators
SHOULD be used for alerting.

St at e- Change (Churn) Indicators: Metrics representing differences
bet ween successive repository snapshots. These indicators detect
abnormal or unexpected publication behavior over tine.

Moni t ori ng systens:

MUST i npl enent Base Counters,

MUST conpute Health |ndicators,

SHOULD conput e St at e- Change | ndi cators.

Observati on W ndow

I ndi cators SHOULD be conputed over a configurable tinme w ndow.

W ndows MAY be sliding or tunmbling. |nplenentations SHOULD docunent
the wi ndow durati on.

Base Counters

Counters defined in this section are per repository and per transport
unl ess ot herwi se stated.

Transport Counters

attenpt ed_connections: Nunber of connection attenpts initiated.
successful _connections: Nunmber of successful connections.

fail ed_connections: Number of unsuccessful connections.

successful _dns_resol utions: Nunber of successful DNS queri es.
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total _dns_queries: Nunber of total DNS queries.
4.2. Synchronization Counters
attenpted_syncs: Nunber of synchronization attenpts.

successful _syncs: Number of synchronization attenpts conpleted
wi t hout error.

fail ed_syncs: Nunber of synchronization attenpts that fail ed.
4.3. Object Retrieval Counters

attenpt ed_obj ect _fetches: Number of objects such as ROA,
Certificates, manifest, CRL etc.

successful object fetches: Nunmber of objects downl oad successful
fail ed_object_fetches: Number of objects downl oaded fail ed.

4.4. Validation Counters
total objects: Nunmber of total objects, such as ROA, certificates.
val i d_obj ects: Nunber of valid objects.
inval i d_objects: Nunmber of invalid objects.
ref erenced_obj ects: Nunber of objects in nanifest file.
present _referenced_objects: The actual downl oaded objects.

4.5. Repository Update Time
observed _repository update: (bserved repository update tine.

5. Derived Health Indicators
The indicators defined in this section measure the instantaneous
operational health of a repository, including reachability,
availability, and integrity.

5.1. Reachability Indicators

5.1.1. Transport Reachability Ratio (TRR)

TRR = successful _connections / attenpted_connections
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Measures probability that the repository endpoint can be contacted.
5.1.2. DNS Resolution Success Rate (DRSR)
DRSR = successful _dns_resolutions / total _dns_queries
Detects DNS-related failures.
5.2. Availability Indicators
5.2.1. Fetch Success Ratio (FSR)
FSR = successful _object_fetches / attenpted_object fetches
Measures reliability of object delivery.
5.2.2. Synchronization Success Ratio (SSR)
SSR = successful _syncs / attenpted_syncs
Measures probability that a conpl ete update can be obt ai ned.
Persi stent | ow val ues indicate degraded availability.
5.2.3. Update Freshness (UF)
UF = now — | ast_observed_repository_update

UF nmeasures repository staleness and is tine-based rather than a
ratio.

5.3. Content Integrity Indicators
5.3.1. Validation Success Ratio (VSR
VSR = valid _objects / total objects
I ndi cates cryptographic and syntactic validity.
5.3.2. hject Consistency Ratio (CCR)
OCR = present _referenced objects / referenced objects
ref erenced_objects= files the manifest says must exi st

present referenced objects= files actually downl oad successfully
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5.3.3. Hash Msmatch Rate (HWR)

HVR = hash_m smatches / hash_verifications

Non-zero val ues MJST be treated as critical integrity failures.
5.4. Aerting Quidance

Moni toring systens SHOULD generate alerts when TRR, SRR, FSR, OCR, HWR
falls below a configured threshold val ue.

6. State-Change and Churn Indicators

6.1. Overview
A repository MAY remain fully reachable and internally consistent
whi | e exhi biting abnormal or unsafe publication behavior. Exanples
i nclude: sudden bul k withdrawal of ROAs, excessive object churn,
inconplete or partially applied updates. Such events can materially
af fect routing outcomes even when health indicators remain noninal.
To detect these conditions, nonitoring systens should evaluate state-
change indi cators—al so known as churn indi cators—that neasure the
di fferences between consecutive repository states. Wen the change
in these indicators exceeds an | SP-configured threshold, the
moni toring system sends an al arm

These indicators provide tenporal visibility and enabl e detection of
unexpect ed or anonal ous repository behavior.

6.2. Snhapshot Model

After each successful synchronization, a nonitoring system SHOULD
construct a repository snapshot containing at |east:

val i dat ed object identifiers,

obj ect hashes,

obj ect types (ROA, certificate, CRL, manifest, etc.),
RRDP session identifiers and serial nunbers.

Change indicators are conputed by conparing the current snapshot wth
the nmost recent prior successful snapshot.

6.3. Ceneral Object Churn
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6.3.1. nject Change Count (OCC)
OCC = added_objects + renoved_objects + nodified_objects
added_objects are objects newy observed,
renoved_objects are previously observed objects no | onger present,
nmodi fi ed_obj ects are objects whose content hash has changed.
OCC provi des an absol ute neasure of repository churn.

6.3.2. nject Change Ratio (OCRate)
OCRate = OCC / previous_total _objects

This indicator nornmalizes churn by repository size and enabl es
conpari son across repositories.

Large val ues MAY indicate: bulk re-publication, tooling errors,
storage faults, or abnormal behavior.

Moni toring systens SHOULD track historical baselines for this val ue.
6.4. ROA Stability Indicators

Because ROAs directly affect route validation outcomes, their
stability is particularly inportant.

6.4.1. ROA Count Delta (RCD)
RCD = added _roas + renpved roas + nodified roas
Large negative val ues MAY indicate accidental withdrawal
Large positive val ues MAY indicate bul k rei ssuance.
6.4.2. ROA Change Ratio (RCR

RCR = (added roas + renoved roas + nodified roas) /
previ ous_roa_count

Measures rel ati ve ROA churn.

Persi stent or sudden spi kes SHOULD generate alerts.
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6.4.3. ROA Wthdrawal Ratio (RWR)
RWR = renoved_roas / previous_roa_count

Unexpectedly |arge withdrawal ratios exceeds the configured threshold
by ISP SHOULD send an al arm

6.5. Certificate and CA Stability Indicators
6.5.1. Certificate Change Ratio (CCR)

CCR = (added_certs + renoved certs + nodified certs) /
previ ous_cert _count

Large val ues MAY indicate: key rollover, mass reissuance,
m sconfiguration, or abnornmal behavior.

6.5.2. Expired Ohject Ratio (EOR)
EOR = expired_objects / total objects

Expi red objects SHOULD NOT nornally appear in a properly maintained
repository.

Val ues greater than zero SHOULD trigger alerts.
6.5.3. Invalid Ohject Ratio (I1OR)
IOR = invalid objects / total objects
Increasing 1 OR over tinme MAY indicate publication or signing defects.
6.6. RRDP Publication Continuity
6.6.1. Serial Progression Delta (SPD)
SPD = current_serial - previous_serial
The SPD O.
6.6.2. Delta Volume (DV)
DV = nunber _of _objects_changed_in_rrdp_delta

Large deltas MAY indi cate excessive churn.
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6.

9.

9.

7. Aerting Quidance

Moni toring systens SHOULD generate al arns when: RCR or CCR
significantly exceed historical norns, RAR, EOR exceeds an operator-
defined threshold, SPD 0 unexpectedly.

Security Considerations

Thi s docunent defines operational nonitoring nmetrics for assessing
the reachability, availability, integrity, and stability of RPKI
repositories. It does not nodify the RPKI trust nopdel, cryptographic
val i dation procedures, or protocol behavior.

I ANA Consi derations
Thi s docunent has no | ANA actions
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