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Abst ract

Sinplified Local Internet Number Resource Management with the RPKI
(SLURM hel ps operators create a |local view of the global RPKI by
generating sets of filters and assertions. This docunent proposes to
filter out RPKI data by type based on enhanced SLURMfilters. Only
the RPKI data types that the network or routers are interested in
will appear in the Relying Party’'s output.
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1. Introduction

Relying Party (RP) collects signed RPKI objects from gl obal RPK

publication points. The RPKI data passing RP's validation wll

appear in RP’s output. Then, the RPKI-to-Router (RTR) protoco

[ RFC6810] [ RFC8210] [ I -D.i etf-sidrops-8210bis] will synchronize the

validated RPKI data fromRP to routers. Currently, four types of

RPKI data including IPv4 Prefix, IPv6 Prefix, Router Key, and ASPA

are supported in the RTR protocol

However, in sone cases, routers nay be interested in a part of RPKI

data types, instead of all [I-D.geng-sidrops-rtr-selective-sync]. 1In

such cases, storing unused data on the router is unreasonable, and

synchronizing all types of data will induce sone unnecessary

transm ssi on and storage overhead. Besides, nultiple types of data
can be transmtted together. The router cannot use any type of these
data unless it waits for all data to conplete transnission

Furthernmore, there may be nore types of RPKI data in the RPK
repositories and RPs, which nakes the above problem nore significant
and worse. The follow ngs are exanple types, and sone of them may be
possi bly supported in the RPKI systemin the future: - Secured
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Routing Policy Specification Language (RPSL) [ RFC7909] - Signed
Prefix Lists [I-D.ietf-sidrops-rpki-prefixlist] - Autononmous Systens
Cones [I-D.ietf-growrpki-as-cones] - Mpping Oigin Authorizations
(MOAs) [I-D.ietf-sidrops-noa-profile] - Signed SAVNET- Peering
Information (SiSPI) [I-D.chen-sidrops-sispi] - Path validation with
RPKI [1-D.van-beijnumsidrops-pathrpki] - Signed G oupings of

Aut ononous System Nunbers [1-D. spaghetti-sidrops-rpki-asgroup]

To deal with the problem configuring routers directly ignoring the
uni nterested RPKI data transnmitted by RTR protocol may not be a good
solution. While storage overhead is avoided, transm ssion delay is
not optimzed. Extending RTR protocol for supporting selective
synchroni zation of RPKI data is an alternative solution
[1-D.geng-sidrops-rtr-selective-sync]. Both of the two solutions
require the upgrade of router software.

SLURM provides a sinple way to enable an RP to establish a | ocal and
custom zed view of the RPKI ([RFC8416],
[I-D.ietf-sidrops-aspa-slurm). It defines Validation Qutput Filters
to filter out specific RPKI data items and Locally Added Assertions
to add RPKI data itens. Unfortunately, SLURM cannot efficiently
filter out RPKI data by type, i.e., filter out all the RPKI data

bel onging to a specific type.

Thi s document proposes enhanced SLURM filters which can filter out
RPKI data by type. Wth enhanced SLURM filters, operators can
efficiently select which type of RPKI data need to be synchronized to
routers.

The proposed nethod requires some nodifications on the SLURM el ated
process of RP software. Upgrades of RTR inpl enentations and router
software i npl enentati ons are not invol ved

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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2. Use Case

One of use cases is IPv6-only network. Suppose a | Pv6-only network
wants to enable ROV on BGP border routers. The routers should be
only interested in | Pv6-rel ated BGP validation because the routers
can only receive I Pv6 routes from nei ghbor ASes. Therefore, |Pv4
Prefix data is not useful for the network. An exanple of |Pv6-only
network i s New Chi na Education and Research Network (named Future

I nternet Technol ogy Infrastructure, FITI).

/[ Sync RPKI \
/ data by RTR\

IPV6 | / \ | 1PV6

routes| +---------- + AR + | routes
------- >| BGP router| | BGP router| |------>

As described in Section 1, there nay be nore types of RPKI data in

the RPKI repositories and RPs. Thus, there will be nore use cases

where a network does not need all types of RPKI data in the future.
3. Enhanced SLURM Filters

Thi s section proposes two optional designs.

3.1. Design 1: RPKI Data Type Filters

A SLURMfile consists of a single JSON [ RFC8259] obj ect contai ni ng
the foll owi ng menbers:

* A "slurnVersion" nmenber that MJUST be set to 3, encoded as a nunber

* A "validationQutputFilters" nenber whose value is an object. The
obj ect MJST contain exactly four nenbers:

- A'prefixFilters" menmber, see Section 3.3.1 [ RFC38416]
- A "bgpsecFilters" menmber, see section 3.3.2 [ RFC3416]

- A "aspaFilters" nenber, see Section 3.1
[1-D.ietf-sidrops-aspa-slurni
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- A '"typeFilters" menber

* A "locall yAddedAssertions"” nenber whose value is an object. The
obj ect MJST contain exactly three nenbers:

- A "prefixAssertions" nenber, see Section 3.4.1 [ RFC8416]
- A "bgpsecAssertions" nmenber, see Section 3.4.2 [ RFC3416]

- A "aspaAssertions" nenber, see Section 3.2
[1-D.ietf-sidrops-aspa-slurni

The following JSON structure with JSON nenbers represents a SLURM
file that has no filters or assertions:

{

"slurmversion": 2,
"validationQutputFilters": {
"aspaFilters": [],
"bgpsecFilters": [],
n ],

"prefixFilters":
"typeFilters": []

"l ocal | yAddedAssertions": {

"aspaAssertions": [],
"bgpsecAssertions": [],
]

"prefixAssertions":
}
3.1.1. RPKI Data Type Filters

There are currently four types of RPKI data (which follows the RTR
PDU definitions). The nunber of data types may increase with tine.

* |1Pv4 Prefix

* | Pve Prefix

*  Router Key

*  ASPA

The RP can configure zero or at nost four RPKI Data Type Filters

("Type Filter" for short). Each Type Filter contains a single
"rpki Dat aType’ and optionally a single 'comment’.
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* The ’rpki DataType’ menber MJST be one of the values, i.e., "IPv4
Prefix", "IPv6 Prefix", "Router Key", and "ASPA".

* |t is RECOWENDED that an explanatory coment is included with
each Type Filter so that it can be shown to users of the RP
sof t war e.

Any RPKI data itemthat nmatches any configured Type Filter MJST be
renoved fromthe RP s output.

A RPKI data itemis considered to match with a Type Filter if the
followi ng condition applies: The itemis considered to match if the
RPKI data type of the itemis equal to the "rpki DataType" val ue of
Type Filter.

The foll owi ng exanple JSON structure represents a "typeFilter" nenber
wi th one object as described above:

"typeFilter": [

"rpki Dat aType": "1Pv4 Prefix",
"coment": "Filter out VRPs with | Pv4 Prefixes”
}
]

When a type of RPKI data is to be filtered out, the correspondi ng
Filters and Assertions MJST be ignored. |In the above JSON exanpl e,
the prefixFilters with IPv4 prefixes and the prefixAssertions with
I Pv4 prefixes will be ignored by RP.

3.2. Design 2: Special ASNs
A SLURMfile consists of a single JSON [ RFC3259] object which has the
same structure as [I-D.ietf-sidrops-aspa-slurnj, except that the
"sl urmversi on" menmber MUST be set to 3.

The structure of ROA filters, BGPsec filters, and ASPA filters are
not changed.

To filter out a specific type of RPKI data, a special value (e.g.,
65535. The value is TBD) can be set to the "asn" nenber of the above
filters.

The foll owi ng exanpl e JSON structure represents a "prefixFilters"
menber wi th one object as described above:
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"prefixFilters": [

"asn": 65535,
"coment": "Filter out VRPs with | Pv4 and | Pv6 Prefixes”
}
]

When a type of RPKI data is to be filtered out, the correspondi ng
Filters and Assertions MJST be ignored. |In the above JSON exanpl e,
the other prefixFilters and all the prefixAssertions will be ignored
by RP.

To filter only I Pv4 Prefixes, two special values can be used, i.e.,
one is for IPv4 and the other is for IPv6. The concret design is
TBD.

4. Security Considerations

The security considerations in Section 6 of [RFC8416] are al so
applied to this docunent.

5. | ANA Consi derations

Thi s document has no | ANA acti ons.
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