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Abstract

Thi s docunent defines extensions to the Layer 3 VPN Service Model
(L3SM defined in RFC8299 to support dynam ¢ L3VPN services. The
ext ensi ons enabl e (1) dynamic network provisioning with tenporary
connectivity, (2) dynanm c bandw dth adjustnment, and (3) integration
of Slice Service Tenpl ates for enhanced Service Level bjective (SLO
specification. These capabilities address operational requirements
for data-intensive workloads that are not supported by the base L3SM
nmodel , which assunes static connectivity and fixed bandw dth

al | ocati ons.

First Subm ssion

This is the first submi ssion of this docunent to the | ETF, subnmitted
on February 11, 2026. No pre-RFC5378 disclainer is required as this
submi ssion i s post-RFC5378.

Status of This Meno

Fu,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 15 August 2026.
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1.

Fu,

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79. Internet-Drafts are working
docunents of the Internet Engineering Task Force (I ETF). Note that
other groups may al so distribute working docunents. The |ist of
current Internet-Drafts is at https://datatracker.ietf.org/drafts/
current/. Internet-Drafts are draft docunents valid for a nmaxi num of
si x nonths and may be updated, replaced, or obsol eted by other
docunents at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
This Internet-Draft will expire on 14 August 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved. This docunent is subject to
BCP 78 and the I ETF Trust’'s Legal Provisions Relating to | ETF
Docurents (https://trustee.ietf.org/license-info) in effect on the
date of publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

I nt roduction

RFC 8299 defines the Layer 3 VPN Service Mdel (L3SM, which provides
a custoner-facing abstraction for Layer 3 VPN services. L3SM assunes
relatively static service characteristics: persistent connectivity
between fixed sites with bandw dth paraneters specified at service
creation tine.

Qperational experience with data-intensive workloads (e.g., |arge-
scal e data transfer, tenporary conpute clusters) has identified
requi renents not addressed by the base L3SM nodel :

* Dynam c network provisioning: The ability to establish and tear
down connectivity on denmand, rather than maintaining persistent
connections. Conventional L3VPN services nmust performfrequent
network reconfigurations to support such dynam ¢ networ ki ng.
Frequent reconfigurations for dynani c networking may introduce
potential risks to network stability and are generally
unaccept abl e for network operations.
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Fu,

* Dynani c bandw dth adjustnment: The ability to nodify bandw dth
al l ocations within seconds or mnutes, rather than through
configuration changes that nay take hours or days.

These operational requirenments create corresponding gaps in the
servi ce nodel

1. L3SM does not support tenporary connectivity with explicit
activation/deactivation tinme w ndows.

2. L3SM does not provide paraneters for elastic bandw dth ranges or
adj ustnent tinme constraints.

3. L3SMlacks integration with network slicing constructs (Slice
Service Tenpl ates) needed for differentiated service tiers

Thi s docunent defines YANG augnentations to RFC 8299 to address these
gaps. The extensions are designed to be backward conpati bl e:

i npl ementations that do not require dynam c capabilities can ignore
the new paramnet ers.

The scope of this docunent is |limted to service nodel extensions.

I npl enentati on details of underlying nmechanisns (e.g., signaling
protocol s, encryption algorithnms) are out of scope.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the follow ng terns:
AC. Attachnment Circuit, as defined in [ RFC9833].

CE: Custoner Edge, as defined in [ RFC4026].

COA: Change of Authorization, as defined in [ RFC5176].

Dynam c- L3VPN: A Layer 3 VPN service supporting dynam c network
provi sioni ng and/ or dynani ¢ bandw dt h adj ust nent.

L3SM Layer 3 VPN Service Mdel, as defined in [ RFC8299].

L3VPN: Layer 3 Virtual Private Network, as defined in [ RFC4026].
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PE: Provider Edge, as defined in [ RFC4026].

Slice Service Tenplate (SST): A reusable policy container defining
Service Level (Objectives (SLGCs) and Service Level Expectations (SLES)
for network slices, as defined in [I-D.ietf-teas-ietf-network-slice-
nbi - yang] .

Servi ce Model Structure for dynam c-L3VPN
Exi sting service node

Several | ETF Working G oups have devel oped nultiple YANG nodules in
order to comruni cate between custonmers and network operators and to
deliver VPN service. A set of these nodels is |isted here

* [RFC8299] defines the Layer 3 Virtual Private Network Service
Model (L3SM), which is used for conmuni cati on between custoners
and service providers. This nodel provides an abstracted view of
the Layer 3 I P VPN service configuration conmponents. It will be
up to the managenent systemto take this nodel as input and use
specific configuration nodels to configure the different network
el ements to deliver the service

* [ RFC9834] docunents a YANG Data Model s for Bearers and Attachnent
Crcuits as a Service for managi ng ACs that are exposed by a
network to its custoners. Exposing Attachment Circuits as a
Service (ACaaS) greatly sinplifies the provisioning of services
del i vered over an AC

* [RFCI061] defines YANG Data Model s for Network Resource Partition
(NRP), which is closely related to network slicing technol ogy.
The nodel provides a standardi zed way to nodel, provision and
manage i sol ated network resource partitions, supporting the
requi renent of service-specific resource isolation, and is highly
rel evant to the network slicing capability designed in this
docunent .

Overall conposition of the dynani c-L3VPN

The dynam c-L3VPN service delivery exanple is shown in Figure 1. As
an end-to-end service, dynam c-L3VPN connecti on nay consi st of

mul tiple segnents, which may be defined by different RFCs.

The dynam c-L3VPN can be established either between CEs or between
CEs and DC- G/s.
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Dynam c- L3VPN |
Servi ce Model s |

Fommma - Fommma - +
| Service
| Orchestrator |

S S +
| Network |
| Controller |
+--mm- N T
Device | | |
Configuration | | |
Models | | |
S I +
| TS AR, + | R +
btk | | | |
| CE1 +---+ +----- + Fommm | Ao+ |
Foomm- + | | PEl | |PE2 | +-+ DC-GW| DC |
+----- + | +----- + +----4 | +----- +- + |
| CE2 +---+ | | |
S + e + S +

Fi gure 1: Dynanic-L3VPN Service Delivery Exanple
5.3. Overall tree structure
The extensions are defined in the nodule ietf-I3vpn-svc-dynani c-ext,
whi ch augnments the base L3SM nodule (ietf-I13vpn-svc) at the follow ng
| ocati ons:

* [13vpn-svc/vpn-profiles: Adds profiles for bandw dt h adj ust ment
ranges, and SLO SLE tenpl at es.

* [I13vpn-svc/sites/site: Adds tenporary connection indicators, and
effective tinme w ndows.

* [13vpn-svc/sites/sitel/site-network-accesses/site-network-access/
service: Adds dynam c bandw dth indicators and adjustnent ranges.

* /1 3vpn-svc/sites/sitel/security/encryption: Adds quantum encryption
paranet ers.

Fu, et al. Expi res 15 August 2026 [ Page 6]
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Figure 2 illustrates the nmodul e augnentation structure.
modul e: ietf-I3vpn-svc-dynam c-ext

augrment /| 3vpn-svc: | 3vpn-svc/ | 3vpn-svc: vpn-profil es:
+--rw maxi nrum adj ust nent - profil es
|  +--rw maxi num adj ustnent-profile* [id]
| +--rwid string
+--rw slo-sle-profiles
+--rw slo-sle-profile* [id]

+-rwid string
+--rw description? string
+--rw profile-ref? ->

/1 3vpn-svc: | 3vpn-svc
/vpn-profiles
/1 3vpn-svc-dyn: maxi num adj ust nent - profil es
[ maxi mum adj ustment-profile/id
+--rw sl o-policy
+--rw nmetric-bound* [netric-type]

I

| | +--rwnetric-type i dentityref

| | +--rwnetric-unit? string

| | +--rwvalue-description? string

| | +--rw percentile-value? uint8

| | +--rw bound? ui nt 64

| +--rwavailability? i dentityref

|  +--rw mu? ui nt 32

+--rw sle-policy
+--rw security* identityref
+--rw isol ation* i dentityref

+--rw max- occupancy- | evel ? uint8
+--rw path-constraints
+--rw service-functions? string
+--rw diversity
+--rw diversity-type? identityref
augnment /1 3vpn-svc: | 3vpn-svc/ | 3vpn-svc:sites/| 3vpn-svc:site:
+--rw tenporary-connection-indi cator? bool ean

+--rw effective-time-w ndow? yang: dat e-and-ti ne
+--rw service

| +--rw gos

| +--rw qos-profile

| +--rw slo-sle-profile? ->

/1 3vpn-svc: | 3vpn-svc
/vpn-profiles
/1 3vpn-svc-dyn: sl o-sle-profiles
/slo-sle-profile/id
| +--rw qos-profil e-enabl ed? bool ean
+--rw security-encryption
+--rw quant um encrypti on- enabl e? bool ean
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5.4.

5. 4.

Fu,

+--rw quant um encrypti on- node? uint8
+--r0 quantum encryption-status? enumeration
augnment /1 3vpn-svc: | 3vpn-svc/l 3vpn-svec:sites/| 3vpn-svec:site
/1 3vpn-svc: site-network-accesses
/1 3vpn-svc: site-network-access:
+--rw service

| +--rw dynam c-bandwi dt h-i ndi cat or ? bool ean
|  +--rweffective-tine-w ndow? yang: dat e-and-ti ne
|  +--rw maxi num adj ust nent - bandwi dt h-r ange? ->

/1 3vpn-svc: | 3vpn-svc
/vpn-profiles
/1 3vpn-svc-dyn: maxi num adj ust nent -profiles
/ maxi mum adj ustment - profile/id
+--rw i p-connection-security

+--rw quant um encrypti on- enabl e? bool ean

+--rw quant um encrypti on- node? uint8

+--r0 quantumencryption-status? enuneration

+--rw service

+--rw qos
+--rw qos-profile
+--rw slo-sle-profile? ->

/1 3vpn-svc: | 3vpn-svc
/vpn-profiles
/1 3vpn-svc-dyn: sl o-sle-profiles
/slo-sle-profile/id

+--rw qos-profil e-enabl ed? bool ean

Figure 2: Augnentation Structure of ietf-|3vpn-svc-dynam c-ext
L3SM Augnent ati ons for dynani c- L3VPN Requirenents

1. Dynanic networking provisioning

Requi renent: Support on-denand establishnment and rel ease of VPN
connectivity between specified endpoints, with activation tines
rangi ng from seconds (for pre-configured tunnels) to mnutes (for
configuration-driven setup).

Gap in [ RFC8299]: L3SM assunes persistent connectivity; it provides
no nechanismto specify tenporary connections or activation tine
constraints.

Ext ensi ons:

t enrpor ary- connecti on-i ndi cator: Bool ean flag indicating whether a
site connection is tenporary (default false).
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5. 4.

* effective-tinme-window Tine range paraneter specifying when the

connection nust be active. Wen sub-minute activation is
required, this indicates that pre-configured tunnels with dynanic
aut hori zation (e.g., RADIUS COA [ RFC5176]) should be used.

2. Dynami c bandw dt h adj ust ment

Requi renment: Support nodification of bandwi dth allocations within
custoner-specified time wi ndows, ranging fromseconds to hours.

Gap in [ RFC8299]: L3SM specifies static bandw dth paraneters (i nput-
bandwi dt h, out put - bandwi dt h) w t hout support for elastic ranges or
adj ustnent constraints.

Ext ensi ons:

* dynam c- bandw dt h-i ndi cator: Bool ean flag indicating whether
bandwi dt h adj ustnment is supported (default false).

*  maxi mum adj ust ment - bandwi dt h-range (bandw dth context): Maxi num
all owed duration to conplete a bandw dth nodification

* effective-tinme-w ndow (bandwi dth context): Maxi num al | owed
duration to conplete a bandw dth nodification

5.4.3. Slice SLO Tenplate Integration

Fu,

Requi renent: Enabl e binding of L3VPN services to predefined service
tiers with specific performance guarantees (| atency, bandw dth,

i sol ation), decoupling service catalog definition fromresource

al | ocati on.

Gap in [ RFC8299]: L3SM provides basic QoS profiles but |acks
integration with network slicing constructs and paraneterized SLO SLE
speci fications.

Ext ensi ons:

* slo-sle-profile: Reference to a Slice Service Tenpl ate defi ning
quantitative SLGCs (netric bounds, availability) and qualitative
SLEs (security, isolation, path constraints).

The SLO SLE profile structure aligns with [I-D.ietf-teas-ietf-

net wor k- sl i ce-nbi -yang], enabling consistent policy application
across VPN and slice services.
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5.4. 4.

Fu,

Enhanced security

Requi rement: Support quantum safe encryption for high-security data
transmi ssion scenari os.

Ga

p in [RFC8299]: L3SM defines basic encryption enabl ement but | acks

paraneters for quantum key distribution (QKD) and post-quantum
crypt ography (PQC) integration

Ext ensi ons:

*

quant um encrypti on-enabl e: Bool ean flag for quantum enhanced
security activation.

quant um encrypti on- node: Fail over behavi or when quantum key
acquisition fails (fallback to conventional crypto or term nate)

quant um encryption-status: Operational state nonitoring (read-
only).

The dynam c-L3VPN ("ietf-I3vpn-svc-dynam c-ext") YANG Mdul e

Thi s nodul es augnents the L3SM

modul e ietf-13vpn-svc-dynam c-ext {

yang-version 1.1;

nanespace "urn:ietf:paranms: xm :ns:yang:ietf-I3vpn-svc-dynam c-ext"
prefix | 3vpn-svc-dyn;

import ietf-l3vpn-svec {
prefix I 3vpn-svc;
revi si on-date 2018-01-19;

}

import ietf-yang-types {
prefix yang;
revi si on-date 2013-07-15;

}

organi zati on
"I ETF ONSEN Wor ki ng Group";

cont act
"BEditor: Fengchao Fu
<f uf engc@hi nat el ecom cn>
Cancan Huang
<huangcanc@hi nat el ecom cn>
Bo Wi
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<l ana. wubo@uwuawei . con®
Chongfeng Xi e
<xi echf @hi nat el ecom cn>";

description
"Thi s nodul e defines extensions to the L3VPN service nodel
for supporting dynanic bandw dth adjustnment, SLO SLE profile
bi ndi ng, quantum safe encryption, and QoS enhancenent.

Copyright (c) 2026 | ETF Trust and the persons identified
as authors of the code.
Al rights reserved.";

revision 2026-02-11 {
description
"Initial revision with dynam ¢ bandw dth, SLQO SLE
and quantum encryption extensions.
Conpatible with RFC 7950 (YANG 1.1).";
reference "I-D: draft-fu-onions-update-| 3sm servi ce-nodel s-00";

}

identity nmetric-type-base {
description "Base identity for performance netric types";
}

identity latency {
base nmetric-type- base;
description "End-to-end |l atency netric";

}
identity bandwi dth {

base netric-type-base;
description "Avail abl e bandwi dth netric";

}
identity availability-1evel-base {

description "Base identity for service availability |evels";
}

identity security-policy-base {
description "Base identity for security policy types";
}

identity isolation-I|evel-base {
description "Base identity for isolation |evels”;
}

identity te-link-disjoint {

Fu, et al. Expi res 15 August 2026 [ Page 11]
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description "Link-disjoint path diversity
(I ETF TE type semantics)";
}

augnment /| 3vpn-svc: | 3vpn-svc/ | 3vpn-svc: vpn-profiles {
cont ai ner maxi mum adj ustnent-profiles {
description "Collection of maxi mum adj ustment profiles
for dynam c bandw dt h";

list maxi mum adjustnent-profile {
key "id";
description "Single maxi nrum adj ustnent profile
for dynam c bandw dt h";

leaf id {
type string;
description "Unique identifier
for the maxi mum adj ust nent profile";
}
}
}

contai ner slo-sle-profiles {
description "Reusabl e SLO SLE profiles
for Dynami c- L3VPN QoS bi ndi ng";

list slo-sle-profile {
key "id";
description "SLO SLE profile defining performance
and experience constraints";

leaf id {
type string;
description "Unique identifier for the SLO SLE profile";
}
| eaf description {
type string;
mandat ory fal se;
description "Human-readabl e descri ption
of the SLO SLE profile";
}

| eaf profile-ref {
type leafref {
path "/I 3vpn-svc: | 3vpn-svc/
| 3vpn-svc: vpn-profiles/
| 3vpn- svc- dyn: maxi num adj ust ment - profi | es/

Fu, et al. Expi res 15 August 2026 [ Page 12]
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| 3vpn- svc- dyn: maxi num adj ust ment - profile/id";

mandat ory fal se;
description "Reference to an associ ated
network slice profile";

}

cont ai ner slo-policy {
description "Service Level (bjective (SLO
policy constraints”;

list metric-bound {

}

Fu, et al

key "metric-type";
description "Bound on a specific performance netric";

| eaf metric-type {
type identityref {
base netric-type-base;
}
description "Type of perfornmance metric
(latency, bandwi dth, etc.)";

|l eaf metric-unit {
type string;
description "Unit of measurement for the metric
(ms, Mops, %9";

| eaf val ue-description {
type string;
mandat ory fal se;
description "Additional context for the netric val ue”;

}
| eaf percentile-value {
type uint8;
mandat ory fal se;
description "Percentile for the nmetric bound (0-100)";
}
| eaf bound {
type ui nt 64;
mandat ory fal se;
description "Threshol d val ue
for the performance netric";
}

Expi res 15 August 2026 [ Page 13]
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| eaf availability {
type identityref {
base avail ability-Ievel -base;

mandat ory fal se;
description "Required service availability |eve
(99.999% etc.)";

}

|l eaf mu {
type uint32;
mandat ory fal se;
description "Maxi mum Transmi ssion Unit (bytes)
for the service";
}
}

contai ner sle-policy {
description "Service Level Experience
(SLE) policy constraints";

leaf-list security {
type identityref {
base security-policy-base;
}

description "Security policies applied
(TLS 1.3, IPsec, etc.)";

}

| eaf-1ist isolation {
type identityref {
base isol ati on-1 evel - base;
}

description "lsolation requirenents
(network, tenant, etc.)";

}

| eaf max- occupancy-|evel {
type uint8;
mandat ory fal se;
description "Maxi nrum resource occupancy | eve
(0-255, percentage scale)";

}

cont ai ner path-constraints {

description "Constraints on data path selection”;

| eaf service-functions {

Fu, et al. Expi res 15 August 2026
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type string;
description "Required service functions on the path
(firewall, IDS, etc.)";

}

contai ner diversity {
description "Path diversity requirenents
for redundancy"”;

| eaf diversity-type {
type identityref {
base te-1ink-disjoint;
}

mandat ory fal se;
description "Type of path disjointness
(link-disjoint)";

augrment /1 3vpn-svc: | 3vpn-svc/ | 3vpn-svc:sites/| 3vpn-svec:site {
| eaf tenporary-connection-indicator ({
type bool ean;
default fal se;
description "Indicator if this site has
a tenporary connection";

}

| eaf effective-tinme-w ndow {
type yang: date-and-ti ne;
mandat ory fal se;

when ". ./l 3vpn-svc-dyn:tenporary-connection-indicator
= "true ",
description "Time w ndow for temporary connection validity";

}

cont ai ner service {
cont ai ner gos {
cont ai ner qos-profile {
| eaf slo-sle-profile {
type leafref {
path "/I 3vpn-svc: | 3vpn-svc/
| 3vpn-svc: vpn-profiles/
| 3vpn-svc-dyn: sl o-sl e-profiles/
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| 3vpn-svc-dyn: sl o-sle-profile/id";

}
mandat ory fal se;
when "../qos-profile-enabled = "true' ";

description "Reference to SLO SLE profile
for site-level QS binding";
}

| eaf qos-profile-enabled {
type bool ean;
default fal se;
description "QoS profile enable flag";

}

}
}
}

cont ai ner security-encryption {
| eaf quantum encryption-enabl e {
type bool ean;
default fal se;
description "Enable quantumresi stant encryption
for site security";

}

| eaf quantum encryption-node {
type uint8;
default 1,
mandat ory fal se;
when "../quantumencryption-enable = "true'";
description "Quantum encrypti on node
(1=defaul t, 2=enhanced)";

}

| eaf quantum encryption-status {
type enuneration {
enumidle {
description "Quantum encrypti on not active";

enum active {
description "Quantum encryption in use";

}

enum error {
description "Quantum encryption error state";

}

config fal se;
description "QOperational status of quantum encryption

Fu, et al. Expi res 15 August 2026 [ Page 16]



I nternet-Draft Enhanced L3SM for dynami c- L3VPN February 2026

(read-only)";

}
}

augrment "/13vpn-svc: | 3vpn-svc/ | 3vpn-svc:sites/| 3vpn-svc:site"
+"/13vpn-svc: site-network-accesses”
+"/13vpn-svc: site-network-access" {
cont ai ner service {
| eaf dynami c-bandwi dt h-i ndi cator {
type bool ean;
default fal se;
description "Enabl e dynam ¢ bandwi dt h adj ust nent
for this service";

}

| eaf effective-tine-w ndow {
type yang: date-and-ti ne;
mandat ory fal se;
when "../dynam c-bandwi dt h-indicator = "true' ";

’

description "Time w ndow for dynam c bandwi dth validity";

}

| eaf maxi mum adj ust ment - bandwi dt h-range {
type leafref {
path "/l 3vpn-svc:| 3vpn-svc
/1 3vpn-svc: vpn-profiles
/1 3vpn-svc-dyn: maxi num adj ust nent - profil es
/1 3vpn-svc-dyn: maxi num adj ustnent -profile/id";

mandat ory fal se;
when "../dynam c-bandwi dt h-indicator = "true' ";
description "Reference to maxi num adj ust nent
bandwi dth profile";
}
}

cont ai ner ip-connection-security {
| eaf quantum encryption-enabl e {
type bool ean;
default false;
description "Enabl e quantumresistant encryption
for I P connection security"”;

}

| eaf quantum encryption-node {
type uint8;
default 1;
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mandat ory fal se;

when "../quantum encryption-enable = "true'";
description "Quantum encrypti on node
(1=default, 2=enhanced)";

}

| eaf quantum encryption-status {
type enuneration {
enumidle {
description "Quantum encryption not active";

enum active {
description "Quantum encryption in use";
}
enum error {
description "Quantum encryption error state";

}

config fal se;
description "Operational status of quantum encryption
(read-only)";

}

cont ai ner service {
cont ai ner gos {
contai ner gos-profile {
| eaf slo-sle-profile {
type leafref {
path "/l 3vpn-svc: | 3vpn-svc
/1 3vpn-svc:vpn-profiles
/1 3vpn-svc-dyn: sl o-sle-profiles
/1 3vpn-svc-dyn:slo-sle-profile/id";

mandat ory fal se;

when "../qos-profile-enabled = "true'";
description "Reference to SLO SLE profile
for I P connection-level QS binding";

}

| eaf qos-profile-enabled {
type bool ean;
default fal se;
description "QoS profile enable flag";

Fu, et al. Expi res 15 August 2026 [ Page 18]



I nternet-Draft Enhanced L3SM for dynami c- L3VPN February 2026

7.

9.

9.

1.

Fu,

| ANA Consi der ati ons

Thi s docunent requests IANA to register the following URI in the
"I ETF XML Regi stry":

URI: urn:ietf:parans: xm:ns:yang:ietf-|3vpn-svc-dynam c-ext
Regi strant Contact: The I1ESG XM.: N A; the requested URI is an XM
namespace.

Thi s docunent requests IANA to register the follow ng YANG nodul e in
the "YANG Modul e Nanes" registry:

Nane: ietf-I3vpn-svc-dynam c-ext Nanmespace:
urn:ietf:parans: xm:ns:yang:ietf-|3vpn-svc-dynam c-ext Prefix: |3vpn-
svc-dyn Reference: RFC XXXX

Security Considerations

The extensions defined in this docunent inherit the security
consi derations of RFC 8299.

Addi ti onal consi derati ons:

* Dynam c provisioning nechanisns (e.g., RADIUS COA) MJST be secured
usi ng rmutual authentication and integrity protection.

* Quantum encryption paraneters are sensitive; access to these
configuration nodes SHOULD be restricted to authorized
adm ni strators.

*  Communi cati on between custoners and service orchestrators SHOULD
use TLS 1.3 or equival ent encryption.

Ref er ences
Nor mati ve References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", RFC 2119, DO 10.17487/ RFC2119, March
1997, <https://ww. rfc-editor.org/rfc/rfc2119.txt>.
[ RFC4026] Rosen, E., Ed. and Y. Rekhter, Ed., "BGP/ MPLS VPN

Ter mi nol ogy", RFC 4026, June 2005,
<https://www. rfc-editor.org/rfc/rfcd4026>.

et al. Expi res 15 August 2026 [ Page 19]



I nternet-Draft Enhanced L3SM for dynami c- L3VPN February 2026

9. 2.

[ RFCA364]

[ RFC5176]

[ RFC8174]

[ RFC8299]

[ RFC9833]

[ RFC9834]

[ RFC8986]

[ RFC9061]

[ RFC9252]

Appendi x A

Fu,

Rosen, E., Ed. and Y. Rekhter, Ed., "BGP/MPLS IP Virtual
Private Networks (VPNs)", RFC 4364, February 2006,
<https://www. rfc-editor.org/rfc/rfc4364>.

Zorn, G, Ed. and B. Aboba, Ed., "Dynam c Authorization
Extensions to RADIUS", RFC 5176, January 2008,
<https://www. rfc-editor.org/rfc/rfc5176>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wrds", RFC 8174, DO 10.17487/RFC8174, WMay 2017,
<https://www. rfc-editor.org/rfc/rfc8174.txt>.

Bj orklund, M, Ed., Medved, J., Ed., and S. Vissicchio,
Ed., "A YANG Data Mdel for Layer 3 VPN Services (L3SM",
RFC 8299, Novenber 2017,

<https://ww. rfc-editor.org/rfc/rfc8299>.

Boucadair, M, Ed., "A Common YANG Data Mdel for
Attachnment Circuits", RFC 9833, Septenber 2025,
<https://www. rfc-editor.org/rfc/rfc9833>.

Boucadair, M, Ed., "A Service YANG Data Mdel for
Attachnent Circuits", RFC 9834, Septenber 2025,
<https://www. rfc-editor.org/rfc/rfc9834>.

I nformati ve References

Filsfils, C., Ed., Previdi, S., Ed., Dukes, D., HEd.,

Mat sushima, S., Ed., and Z. Li, Ed., "Segnment Routing over
I Pv6 (SRv6) Network Progranmi ng", RFC 8986, March 2021,
<https://www. rfc-editor.org/rfc/rfc8986>.

Dawa, G, Ed., "YANG Data Mddels for Network Resource
Partition (NRP)", RFC 9061, July 2021,
<https://www. rfc-editor.org/rfc/rfc9061>.

Dawa, G, Ed., Talaulikar, K, Ed., Raszuk, R, Decraene,
B., Zhuang, S., and J. Rabadan, "BGP Overlay Services
Based on Segment Routing over IPv6 (SRv6)", RFC 9252, July
2022, <https://ww.rfc-editor.org/rfc/rfc9252>.

Dynami c- L3VPN service provisioning and |ifecycle procedure

The VPN i nstances on the PE devices may be pre-configured as defined
in [RFC4364], with the VPN instance bound to an AC only when
establishing end-to-end VPN connectivity. Alternatively, the VPN

i nstance may al so be dynam cally configured via configuration
commands based on custoner requirenents.
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The dynami c- L3VPN service provisioning and |ifecycle procedure is as
foll ows,
exanpl e.

and we take custoner A ordering dynam c-L3VPN service as an
------------ e +o-- -t +o-- -t ey
Customer-A | | Odering| | CE | | PE | | Network |
| | System| | | | | | Controller]|
------------ I F--- -+ F--- -+ e
I I I

| 1. Register |

e >|

I

I
I
| oo >
| | |
| | 5. Bind AC to VPN
| | | <-mmeee e +
_ | | | |
6. Submit Dynam c BW Request | | |
oo > | | |
| | | | |
| | 7. Update Bandwi dth (PE) | |
| N R RRRPEEETEEEETE > |
I I I I I
| 8. Request Add User to VPN | | |
oo >] | | |
| | , | |
| | 9. Config New CE & PE | |
| N RREEEPEEETEEEETS > |
I I I I I
| 10. Request Renobve User | | |
oo > | | |
| | ] | |
| | 11. Config: Renobve AC | |
| e > | |
I _ I I I
| | 12. Config: Renove AC from PE |
| LS > |
I I I I I
Figure 3: Dynamic-L3VPN Service Orchestration Procedure
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Fu,

The procedure consists of 12 key steps covering the full lifecycle of
dynani c-L3VPN: registration, initial service provisioning, dynamc
bandwi dt h adj ust ment, peer addition/renoval, and resource cl eanup

The Network Controller coordi nates configuration across CEs and PEs
to ensure end-to-end service delivery, while the Ordering System acts
as the interface between custoners and the network infrastructure.
SRv6 (defined in [ RFC8986] and [ RFC9252]) mmy be used for path

optim zation in dynani c- L3VPN

1.

2

10.

11.

12.

Customer A registers in the service ordering system

Custoner A enters VPN service paranmeters into the ordering
system including peer VPN custoners, bandw dth requirenent,
start time, and end tine, etc.

The Network controller provisions configuration to the CE
devi ces of the involved custoners.

Each CE device establishes a connection to its attached PE
devi ce.

The Network controller sends configuration or signaling to the
PE devices to bind the custoner’s AC to the VPN instance.

Custoner A submits an el astic bandw dth adjustnent request via
the ordering system

The Network controller delivers configuration or signaling to
the PE devices to nodify the bandwi dth of the VPN service

Customer A submits a request via the ordering systemto add one
or nore new customers to the VPN

The Network controller provisions the new custoners’ CE device
and sends configuration or signaling to the correspondi ng PE
devi ces.

Customer A submits a request via the ordering systemto renove
one or nore existing custonmers fromthe VPN

The Network controller updates the configuration of the renoved
custoners’ CE devices

The Network controller sends configuration or signaling to the
correspondi ng PE devices to delete the associated AC fromthe
VPN.
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