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Abst ract

As the devel opment of |arge nodel and agent technology, it is a trend
for multi-agent collaboration to solve conplex problens. This
docunent proposes an Agent Comuni cation Framework, a nulti-agent
comruni cation and col | aboration framework that facilitates the

coordi nati on of heterogeneous nulti-agents and supports intelligent
net wor k operations and mai ntenance (Al Ops). |Its architecture

i ncludes an Al gateway and an Agent Nane Service, along with
capabilities such as nonitoring and tracking, as well as security
protection. Agent Conmmunication Framework provi des a conprehensive
solution for multi-agent comruni cation and col | aboration, laying the
foundation for future interactive, scalable, secure, and controllable
mul ti-agent network intelligent operations and mai nt enance.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 29 July 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

Fu,

1. Introduction .
1.1. Requirenents Language
1.2. Definition and Term nol ogy
2. Agent Conmuni cation Framewor k and Cbnponents
2.1. A Gateway
Agent Nane SerV|ce
1. Agent Accessing
2. Agent Addressing .
3. Security Protection . .
4. Capabilities Mnitoring and anagenent
5. Cross-donmai n synchronization .
Use Case . .
Security ConS|derat|ons
I ANA Consi derations .
Nor mat i ve References
Acknomﬁedgenents
Aut hors’ Addresses

OCOOONNOTWWWN

2
2
2
2
2
2.

NF°P°P’N

ook w
el el ol ol
WNhNN O

=
w

I nt roducti on

As the rapid devel opnment of Al technol ogy, network operations and
mai nt enance have evol ved from efficiency inprovenent to automation
through the Data-Driven Digital age with the rise of Al Ops
(intelligent network operations and nai ntenance), now striding
towards the Agentic Al stage. |In this new phase, the collaborative
capabilities of intelligent agents will drive operations and

mai nt enance toward a hi gher |evel of autononmy. However, current

mul ti-agent coll aboration still |acks reliable mechanisnms for agent
addr essi ng, communi cation, and orchestration scheduling. It

i ntroduces several requirenents as bel ow

Agent registering and discovering: Wth the rapi d devel opnents of
mul ti-agent coll aborative scenarios, traditional service discovery
mechani sms face several challenges. They are unable to adapt to the
mul ti - het erogeneous and dynanical | y changi ng capability of agents.
There is a lack of a unified capability of registration and discovery
framework for the cross-domain and spans different subject agents,
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result in low efficiency of task-driven precise collaboration. There
is an urgent need to build a gl obal agent capability registration
mechani sm dynamically maintain the real-tinme capability database of
agents across the network, and generate optinmal natching strategies
based on task requirenents.

Cross-domai n i nterconnection: In some task-oriented coll aboration
scenarios, it may encounter interoperability challenges—both wthin
intra-domain and inter-domain use cases. |In inter-domain scenario,
agents belonging to different domai ns nust discover, access, and
securely interact with one another to enable effective collaboration

Security Operations: To support |arge-scal e depl oynment of

intelligent agents, a conprehensive operation-|level security
framework is required that integrates managenent, access control
traceability, and authentication tailored for agent-centric
environments., with security nechanisns and capabilities such as zero
trust, communication encryption and decryption, and supervision
enbedded in the protocol

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.2. Definition and Term nol ogy
ACF : Agent Communi cati on Framework
ANS : Agent Nanme Service
Al Gateway : Al GW

2. Agent Communi cation Franmework and Conponents
To address the requirenents descri bed above, we propose an Agent
Conmruni cati on Franmework for intra-donmain and inter-donmai n agent
conmuni cations. It consists of two conponents: Al Gateway and Agent
Name Service (ANS). It is the “Connection and control Hub” for agent

communi cati on. The overview of the agent comunication framework is
shown in Figure 1.
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As described in Section 1, efficient interconnection anong agents
relies on clear identity informati on and capability-based discovery.
Therefore, a unified identity identification and agent infornmation
managenment nechani smforns the foundation for the secure agent

i nterconnection. Agent Commrunication Franework issue unique identity
I Ds for each agent and establish an authentication framewrk to
ensure the security of mutual visits. They are capabl e of managi ng
informati on for a massive nunber of agents, able to obtain agent
informati on through multiple nmethods to ensure infornmation

conpr ehensi veness. I n Agent Conmmuni cation Framework, a semanti cs-
based dynani ¢ agent addressing schene is proposed to enhance the
accuracy and flexibility of agent interconnection and coll aboration,
enabling interoperability across different domains. In Intra-domain
scenari os, the agent communication framework enabl es the di scovery
and nmanagenent within the domamin and presents a unified proxy
externally. |ndependent Al gateways realize the unified access and
mut ual di scovery of agents within donmains such as edge honmes and the
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Internet of Things. In inter-domain scenarios, information
synchroni zati on mechani sm needs to be done by designing as an agent
informati on repository in Agent Name Service (ANS) between different
domai ns, conbining with the existing DNS nmechani sns for cross-domain
addressi ng and di scovery of agents.

Al Gat eway

An Al Gateway is a reliable, efficient, and secure interconnection
hub for agents. The main functions of Al Gateway include:

* Service Proxy: Service Proxy function acts as an intelligent
networ k address translation (NAT) |ayer that seam essly translates
between internal and external network addresses, enabling secure
communi cati on between private services and external clients. By
masking the identities and | P addresses of internal agents or
services, it effectively hides the internal network topology from
external access, thereby enhancing security, reducing exposure to
potential threats, and sinplifying service exposure nmanagemnent.

* Traffic forwarding and optim zation: The Al Gateway provides
intelligent traffic forwarding and optim zation capabilities,
including Quality of Service (QS) guarantees to prioritize
critical workloads, dynanmic nulti-channel selection for optimal
path routing based on real -time network conditions, and packet
compression to reduce bandw dth consunption and | atency.
Additionally, it |everages Al-driven analytics to adaptively
manage traffic flows, ensure reliable delivery, and enhance
overall network efficiency and user experience.

* Security protection: It provides conprehensive security protection
by inplementing end-to-end channel encryption to ensure data
confidentiality and integrity during transm ssion, coupled with
advanced traffic security detection and real-tinme threat
mtigation nmechani sms—such as anonaly detection, intrusion
prevention, and nalicious payload filtering—to safeguard agai nst
cyberattacks and unaut horized access.

* Mnitoring and auditing: It provides conprehensive nonitoring and
auditing capabilities by continuously observing and | ogging all
i nteracti on behaviors between agents, including request sources,
destinations, tinmestanps, data payl oads (where pernmtted), and
access patterns.

In addition to the capabilities described above, the Al Gateway al so

supports the requirenments of high concurrency, high reliability, as
well as scalability.
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*  The Al Gateway supports persistent, always online sessions for
het er ogeneous agents, enabling seanl ess dynam c
partici pati on—where agents can join or |eave a session at any time
wi t hout disrupting the workflow. It ensures session continuity
through intelligent checkpointing and resunption nmechani sms,
all owing tasks to resune exactly fromthe point of interruption in
the event of network di sconnections or agent failures, wthout
requiring the entire task to be restarted. This capability
mai ntains task integrity, inproves resource efficiency, and
enhances reliability in conplex, nmulti-agent collaborative
scenari os.

* The Al Gateway is designed to deliver highly concurrent, secure,
and ultra-1owl atency asynchronous comuni cation for nulti-agent
systens, supporting scal able workloads with mllions of
si mul t aneous connections. It ensures robust security through end-
to-end encryption and fine-grained access control, while
optinm zing nessage routing and processing to mnimze
| atency—enabling efficient, real-time coordination anong | arge-
scal e het erogeneous agents

* The Al Gateway is designed for high scalability, supporting both
hori zontal and vertical expansion to accomobdate growi ng nulti-
agent workl oads. Horizontally, it enables elastic scaling of
gateways to handl e increased traffic and agent density by
dynani cal | y addi ng or renoving nodes based on demand. Vertically,
it inplements recursive addressing across hierarchical gateway
| ayers, allowi ng seanless inter-layer comuni cation and efficient
routing in large-scale, nested, or federated agent architectures.
Toget her, these capabilities ensure the systemcan scale flexibly
and efficiently—both outward across distributed depl oynments and
upward t hrough | ogi cal abstraction | ayers—while maintaining
performance, consistency, and manageability.

* The Al Gateway supports high-reliability requirenents for fully
aut ononous, human-intervention-free interacti ons anong agents. It
ensures continuously stable and fault-resilient network
connectivity through redundant pat hways, automatic fail over
mechani sm—t hereby preventing comuni cation di sruptions that could
otherw se trigger cascading failures across the agent ecosystem
This reliability is critical to maintaining uninterrupted task
execution and systemw de stability in mission-critical nulti-
agent environments.
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2.2.

Agent Nane Service

Agent Nane Service provides access and semantic addressing function
for multi-agents, and conbines with the Al Gateway to provide
security protection and nonitoring capabilities.

2.2.

Fu,

*

1.

Agent Accessing

Regi stration: The Agent Nane Service (ANS) provides a secure and
structured access nechanismfor intelligent agents through an
integrated registration and identity nmanagenent mechanism It
begins with the Registration Mdul e, which receives registration
requests fromagents, validates their legitimcy (e.g., through
credentials, tokens, or domain policies), and initiates the
enrol I ment process. The Security Mdul e then handl es
cryptographic identity provisioning by accepting the agent’ s
Certificate Signing Request (CSR), verifying its authenticity, and
issuing a signed certificate to establish trusted identity.
Finally, the Registry securely stores each agent’ s

met adata—including its unique identifier, certificate,
capabilities—enabling reliable discovery, authentication, and
secure conmuni cation across the nulti-agents. This end-to-end

wor kf | ow ensures that only authorized agents are adnitted into the
system with verifiable identities and consistent governance.
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* Update, Renewal and Revocation: The Agent Nanme Service (ANS)
supports conprehensive |lifecycle managenment for registered agents
t hrough secure and auditabl e update, renewal, and revocation
operations. For updates, agents may submt requests to nodify
their netadata—such as capabilities, protocols, or agent Card
informati on. The ANS server perfornms signature verification to
aut henti cate the request and ensures backward conpatibility; if
the changes introduce inconpatibilities, the agent must update its
versi on nunmber and do re-registration. Upon successfu
val idation, the ANS updates the correspondi ng versioned record in
its registry. For certificate renewal, agents initiate a renewal
request before their current certificate expires. The ANS
validates the agent’ s identity via cryptographic signature
verification. After confirmation, it issues a new signed
certificate while updating the associ ated agent entry—ensuring
uni nterrupted, trusted operation w thout service disruption. For
revocation, agents or adnministrators can request certificate
invalidation in cases of key expiration. After verifying the
authenticity of the revocation request through signature checks,
the ANS pernmanently renoves the agent’ s certificate and associ ated
met adata fromthe registry, imediately termnating its ability to
access. All operations are executed under strict cryptographic
validation and audit |ogging, ensuring integrity, traceability,
and continuous security across the agent |ifecycle.

2. Agent Addressing

The Agent Name Service (ANS) provides a mllisecond-1evel Semantic
Addressing Query capability that enabl es agent discovery—all ow ng
users or systens to express intent in plain | anguage (e.g., “Poor
nmobi | e signal and unstabl e broadband at hone” ) and automatically
resolving it to the nost relevant agents (e.g., Home Broadband Agent
and Wreless Network Optimnzation Agent). Senmantic-based addressing
and di scovery of agents requires the Agent Nane Service (ANS) to
possess conprehensive, detailed descriptive information for al
agents. This functionality is inplenmented through three coordi nated
component s:

The Resol ution Mddul e receives semantic resolution requests from
agents and | everages RAG techniques to interpret the query and match
it to appropriate agent. The Registry then retrieves the
correspondi ng agent’ s netadata—including its capabilities, protoco
details, and certificate—based on the resolved senmantic intent.
Finally, the Security Mdul e cryptographically signs the retrieved
agent information and certificate using the private key, ensuring
authenticity and integrity before returning the signed response to
the requester.
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2.2.3. Security Protection

The Agent Nanme Service (ANS) incorporates robust security and

gover nance nechanisns to ensure safe and control |l ed agent
interactions. It enforces fine-grained permssion control at the
agent |evel through a structured workflow that includes registration
requests, adm nistrative approval, and explicit

aut hori zati on—ensuring that only vetted agents gain access to
specific capabilities or resources.

To counter adversarial inputs, ANS integrates pronpt injection
prevention by inspecting all incomng instructions or queries for
mal i ci ous patterns, obfuscated conmmands, or attenpts to hijack agent
behavi or, thereby safeguarding the integrity of agent operations.

Additionally, it inplements tiered content security protection to
prevent sensitive information | eakage, applying data classification
policies, context-aware filtering, and output sanitization based on
sensitivity |levels.

2.2.4. Capabilities Mnitoring and Managenent

2. 2.

Fu,

The Agent Nane Service (ANS) enables real-time nonitoring of agent
reference, dynanically constructs a graph of agent relationships to
visualize interaction patterns and dependenci es across the domain,
and supports proactive intervention in anomal ous or unauthorized
behavi ors.

The Agent Nane Service (ANS) provides intelligent agent capability
managenment by systematically evaluating and verifying the functiona
compet enci es, performance characteristics, and operational boundaries
of registered agents. This includes assessing declared capabilities,
val i dati ng actual behavior through runtime evidence or sandboxed
testing, and maintaining a trusted, up-to-date profile of each

agent’ s verified skills. By ensuring that advertised capabilities
accurately reflect real-world functionality, ANS enables reliable
agent discovery, safe conposition, and context-aware orchestration

wi thin dynamic multi-agent domains.

5. Cross-donmai n synchronization

The Agent Nanme Service (ANS) enabl es cross-donain coll aboration anong
intelligent agents by securely synchronizing agent information. In

i nter-domain scenarios, information synchronization nmechani sm needs
to be done by designing as an agent information repository in ANS

bet ween di fferent donains, and conbining with the existing DNS
mechani sns for cross-donai n addressi ng and di scovery of agents.
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Use Case
* Case 1: Hone Broadband Service Installation

In the scenario of handling hone broadband service installation, we
enpl oy a col | aborative system conprising 13 agents, including the

I ntent Recognition Agent, Domai n-Specific Configuration Agent, Master
Control Agent, Service Validation Agent etc.

Phase 1: Service intent recognition

Agent Used: Intent Recognition Agent; Master Control Agent of service
installation

Action: l.ldentify users’ service installation requirenents by the
Intenti on Recognition Agent. 2.Automatically send the structured
service intent to the Master Control Agent.

Phase 2: Service Orchestration and Resource All ocation

Agent Used: Master Control Agent of service installation; Service
Orchestration and Resource All ocation Agent

Action: 1. The Master Control Agent sends the service installation
request to the Service O chestration and Resource Allocation Agent,
compl etes the planning of the service path and the eval uati on and
al l ocati on of resources. 2.The Service Orchestration and Resource
Al'l ocation Agent feedback the service path and resource allocation
pl an back to the Master Control Agent.

Phase 3: Data Preparation and Distribution

Agent Used: Master Control Agent of service installation; Domain-
Speci fic Configuration Agent

Action: 1.The Service installation Master Control Agent initiates
data preparation and configuration requests based on the plan. 2.The
Domai n- Speci fi ¢ Configuration Agent generates the systens

correspondi ng configuration data and conpl etes the automatic
configuration of network elements (NEs) / network managenent systens.
3.As the conpletion of the configuration, the results are
automatically back to the Master Control Agent.

Phase 4: Service Validation

Agent Used: Master Control Agent of service installation; Domain-
Speci fic Configuration Agent; Service Validation Agent
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Action: 1. The Master Control Agent triggers the automated service
val i dation process. 2.The Service Validation Agent coll aborates with
the Domai n- Specific Configuration Agent to query the data of
configuration and status, and subsequently perforns installation
verification and validation. 3.The validation results are back to
the Master Control Agent, formi ng a closed-1oop validation cycle.

Phase 5: Quality nonitoring

Agent Used: Installation and Mai ntenance Schedul i ng Agent

Action: 1.The Installation and Mi ntenance Schedul i ng Agent perforns
continuous nonitoring of custoner services to ensure the quality of
new i nstall ati ons.

Phase 6: Custoner feedback survey

Agent Used: Personal Intelligent Assistant Agent

Action: 1. The Personal Intelligent Assistant Agent schedul es the
instal |l ati on/ mai nt enance engi neers for service foll owup and revi ew.

* Case 2: Honme Broadband Network Fault Di agnosis

In the scenario of handling home broadband network fault diagnosis,
we enploy a collaborative system conprising 13 agents, including the
I ntent Recognition Agent, Preprocessing Agent, Single-Domain Root
Cause Anal ysis Agent, Know edge QA Agent, Fault Handling Agent etc.

Phase 1: User Conplaint Intent Recognition and Data Sensing
Agent Used: Intent Recognition Agent; Preprocessing Agent

Action: l.ldentify the type of user conplaint by the Intention
Recognition Agent. 2. Autonatically trigger the data preprocessing
function of the Preprocessing Agent based on the conplaint type to
coll ect key information such as user devices, alarns, and networks
information. 3.Conplete unified perception and aggregati on of user-
si de dat a.

Phase 2: Home Broadband Fault Conpl aint Handl i ng

Agent Used: MSingl e-Domai n Root Cause Anal ysis Agent; Perception Data
Col I ection Agent; Know edge (Q®A Agent; Data Coll ection Agent

Action: 1. The Singl e-Domai n Root Cause Anal ysis Agent perforns

initial root cause anal ysis based on existing data.
2.1f information is insufficient, it triggers the data recollection
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mechani sm of the Perception Data Coll ection Agent. The Know edge QA
Agent gui des the user to supplenment key information. The Data

Col | ection Agent conplenents the m ssing data. 3. After nultiple
iterations, it outputs a nost |ikely root cause, inpact scope, and
recomendat i ons.

Phase 3: Troubl e Shooting

Agent Used: Fault Handling Agent; Installation and Mi ntenance
Schedul i ng Agent

Action: 1.The Fault Handling Agent supports automatic fault recovery.
2.1f automatic repair fails, it triggers the Installation and

Mai nt enance Schedul i ng Agent to generate the optinmal dispatch plan
based on the | ocation and skills of the installation and mai nt enance
engi neers, as well as the urgency of the fault.

Phase 4: Service Validation

Agent Used: End-to-End Testing Agent

Action: 1. The End-to-End Testing Agent initiates tests to ensure
servi ce consi stency.

Phase 5: Quality nonitoring

Agent Used: Installation and Mai ntenance Schedul i ng Agent

Action: 1.The Installation and Mintenance Schedul i ng Agent perforns
continuous nonitoring of custoner services to to prevent recurring
faul ts.

Phase 6: Customer feedback survey

Agent Used: Personal Intelligent Assistant Agent

Action: 1. The Personal Intelligent Assistant Agent schedul es the
instal |l ati on/ mai nt enance engi neers for service foll owup and revi ew.

Security Considerations
TBD
I ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
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