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Abst ract

Conputing-aware traffic steering (CATS) is a traffic engineering
approach [I-D.ietf-teas-rfc3272bis] that takes into account the
dynami ¢ nature of conputing resources and network state to optim ze
service-specific traffic forwarding towards a given service instance.
Various relevant nmetrics may be used to enforce such conputing-aware
traffic steering policies.It is critical to neet different types of
computing-aware traffic steering requirenents w thout disrupting the
exi sting network architecture. In this context, this docunent
proposes a conputing-aware traffic steering solution based on the SR-
TE infrastructure of the current traffic engineering technology to
reduce devi ce resource consunption and investnment and neet the
requirenents for conputing-aware traffic steering of network devices
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I ntroduction

Edge conputing provi des better response tinme and transm ssion rate
than cloud conputing by proximty to the end users. Considering
computing resource capacity and | ocations, peak hours, and econonic
factors, traffic steering to the nearest node may not neet service
requirenents. To neet the requirenments of users, service providers
depl oy the sane type of service instances at nultiple edge sites.
Thi s brings about the key problem of steering the service traffic to
the nost suitable conmputing instances to neet the (service-specific)
requirenents of users. When different types of conputing services
are accessed, the requirement types for CATS are usually different.
In general, there are the following three types: 1) Experience,
nanely, the SLA indicators related to service access Q@S are net. 2)
Cost, nanely, the optimal cost/energy consunption for service access
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resources. 3) Resource , nanely, the bal ance of conputing resources

For experience service access, the end-to-end delay is a key factor
that affects user experience. This delay includes two parts: Network
and conputing processing. The CATS would not be able to select a
best service instance with regard to only the conpute or network
factor. As described in [I-D.yao-cats-ps-usecases], nultiple edge
sites need to be interconnected and coordi nated at the network |ayer
to neet service requirenments and ensure better user experience. Based
on this, the two-level service routing nmechanismis enployed to
reduce the processing |load on the control plane and forwarding pl ane,
and a virtual node and a link (including a conputing resource status)
are created based on a service identifier and a correspondi ng service
instance. The conputing and network integration decision-making
could thus be reduced to a conventional network-level traffic

engi neering problem so as to inplenent a traffic steering solution
of an egress serving gateway for level-1 routing, and a | evel -2
routing service instance, thereby reducing systemconplexity and
meeting different requirenents for traffic steering. For a

requi renent of a cost or resource type service, a computing resource
status is converted into a network factor. Even if the CATS
preferentially selects a conmputing resource, this solution is stil
appl i cabl e by increasing a weight of the factor.

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Ter mi nol ogy
* CATS: Conputing-Aware Traffic Steering.
* SID: Service ldentifier.
* | GN Ingress GateVay.
* EGWN Egress GateWay.
* TEDB: Traffic Engineering DataBase.
* CADB: Conputing- Awar e Dat aBase

* SRT: Service Routing Tabl e.
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* SFT: Service Forwarding Tabl e.
Requi rements and Mbtivation

As described in [I-D. yao-cats-ps-usecases], multiple edge sites need
to be interconnected and coordinated at the network |ayer to neet
service requirements and ensure better user experience.

Consi dering the actual depl oyment and network resource capabilities
of edge conputing in MANs, we believe that the CATS franmework shoul d
consider the follow ng requirenents and notivations:

1) To neet the requirenents of three types of CATS, two probl ens nust
be solved at the sane tinme: 1) |GNselects a specific service

i nstance during the user service access process; 2)IGNor the network
controller orchestrates the network paths that neet the quality
requirenents for the selected service instance. To solve any probl em
above, the quality of conputing resources and network quality nust be
jointly evaluated at the same tinme. For exanple, the budgets for
server (computing) delay and network delay are al nost the same. It
makes sense to consider the two types of delay . If the computing
domain nmetric can be converted into the existing network domain
metric in a unified nanner, the technical solution will be greatly
sinplified by using the existing traffic engi neering technol ogy.

REQ 1 It’ s recomended the conputing status be converted or mapped
into the netric aligning with the existing network netric schenes.

2) Consi dering the service and resource planning of the existing
networ k, the edge conpute nodes need to be deployed in VPN during the
notification of conmputing status. As a result, service-layer routes
and Transport-|ayer path decisions are interdependent. This
undoubt edl y increases the coupling between the two | ayers. The
transm ssi on services provided by the network are divided into two

| ayers: Service and Transport. Services: services include L2VPN,
L3VPN, and VXLANs, which usually use the OVERLAY technol ogy
Transport: Uses Underlay technol ogies such as |1 Pv6, MPLS to control
pat hs by using traffic engineering technol ogies. . Therefore, the
cats framework shoul d consider the design of an independent service
routing |l ayer, abstraction of conputing resources and status, and
joint TE decisi on-nmaking involving the public network.

REQ 2 An i ndependent conputing service based routing |ayer should be

enpol yed by CATS over the underlying public network to enabl e joint
traffic steering of computing and networki ng.
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3)To neet the requirenments of CATS, the network needs to be aware of
the status changes of conputing resources (granularity: mnute-
level). The status information of a |arge nunber of computing
instances will bring significant pressure to the control plane and
data plane of the network. The CATS franework shoul d consider
reduci ng the pressure on the control plane and data plane, and use
two-1evel routing or even direct egress gateways to preferentially
sel ect or aggregate service instances, thereby reducing the scal e of
computing capability information expansion

Background and general scenario

The edge conputing service is being expanded froma single edge site
to a networked network and coordinates with multiple edge sites to
sol ve probl ens such as | ow costs, service experience, and resource
utilization. CATS enables |arge-scale edge interconnection

col l aboration, providing optimal service access and | oad bal ancing to
adapt to service dynamcs. The conputing capability and network
condi tions based on the real processing delay could dynanically
switch the service requests to proper service nodes, thus inproving
resource utilization and user experience.

Servi ce Fl ow
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Service Routing | nformation: R +
<Si d1, EGN1- | P, VPN- SI D, RT/ RD>, | Servicel D(Si d1) |
<Si d2, EGNM1- | P, VPN SI D, RT/ RD> | +----+ -+
I e | +-+ | I P11] |1 P12]
| Net wor k | | | #----# Ao |
| - + Metric +------ S R L I S +
| | | <------- + EGW1 +-+ Edge Site 1
| | Ul | T +--+| Fom e e e oo - +
| | nn | | | | | Servicel D(Sid2) |
| | df | | P11 | P22| | S
| | er | vLi nk|  vLi nk| ++ [ 1 P21] |1P22] |
| | ra | | | | A---o At
+- +- + | I s | S R R S R +
----- + | | | at | | Sidl | |Sid2 |
|[Adient+--+1GN<---+ y r | | vNode| | vNode|
----- + | Network u | Foo -+ - - -+ T
+-+-+Metric c | | | Servicel D(Si d1) |
| | t | | P13| | P24| | +---+ +---+
| | u | vLi nk|  vLi nk| +-+ | I P13] |1P14] |
I I ro I I | | A---mt et |
| | e | N R B e e +
| | | <------- + EGND2 +-+ Edge Site 2
| S R + Networ k+------ S RS I S +
| Metric | | | Servicel D(Sid2)|
ISR | | | +----+ +----+|
Servi ce Routing | nformation: +-+ |1 P23] |1 P24]
<Si d1, EGN2- | P, VPN- SI D, RT/ RD>, | +----F -+
<Si d2, EGW2- | P, VPN- SI D, RT/ RD> LT +

Figure 1: Overall Architecture

Figure 1 indicates the network topol ogy and technical architecture of
CATS in terns of service flow The IGNEGNNnode is a functiona
entity that provides the switching capability in the CATS network,
and is interconnected by the transport network (Underl ay
Infrastructure). The EGWis connected to nultiple computing
resources and being aware of the status information of the conputing
resources. The EGW provi des the CATS service for custonmers (the EGW
can act as an IGWat the sane tine). Edge sites often refer to
managed edge conputing. | GWEGWnode functions are usually provided
by physical devices, Such as routers in the access network or MAN

The "underlay infrastructure” in Figure 1 indicates an | P/ MPLS
network that is not necessarily CATS-aware. The CATS paths that are
conputed will be distributed anong the overlay | GNEGWN and will not
af fect the underlay nodes.
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1. Service Overview

CATS uses Service ldentifier (SID) to represent specific service
provi ded by service nodes on nultiple edge sites. The client device
al ways uses SIDto initiate service access. The source or
destination IP or | P extension header options can be used to carry
SID. A CATS request for a single SID could be referred to by
different edge | ocations and conmpute instances. The client device
does not know in advance which edge site to satisfy the request.
This service process is a late binding nodel that selects the
appropriate edge site (i.e. EGNegress) and the correspondi ng service
i nstance and provi des the network connectivity channel. As shown in
Figure 1, EGM1 is connected to two types of services: Sidl and Sid2
Conputi ng nodes that provide a Sidl service include IP11, |P12, or
more, and nodes that provide a Sid2 service include |IP21, |1P22, or
nmore. Details are not described again in EGAD2.

2. Work Flow Overvi ew

The following is a brief description of the CATS systemtraffic
steering workfl ow

(1) The client initiates a conputing service request. The packet
carries SIDin multiple carrying nodes . No matter which SID carrying
mode is used, the goal is to nmake the request packet reachabl e and
the |1 GW perceives the SID.

(2) After receiving the request packet fromthe client, the |GWN
identifies the corresponding SID, selects the correspondi ng EGN and
delivers the specified network path to neet the network quality
requirenents for service access

(3) The EGNreceives the service request forwarded by the I GN
identifies the corresponding SID, selects a proper service instance,
nodi fi es the destination address of the packet to the service

i nstance, |ookups the VPN FIB, and forwards the packet to the service
instance to inplenment the service connection

(4) The service instance responds with a packet. On the EGW the
source | P of the packet is changed to the destination IP
corresponding to the service request type. The subsequent procedure
is a normal network service procedure.

Control Pl ane
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Consi der ati ons

To achi eve the goal of conputing-aware traffic steering, the genera
design idea of the control plane of network devices is to enable
network link attribute flooding and | GP/ BGP extension to inplenent
conmputi ng-aware and advertise to upstreamnodes to formthe traffic
engi neeri ng dat abase (TEDB) and comnputi ng-aware database (CADB). The
CADB and TEDB need to be associ ated across |layers. Joint computation
(centralized or distributed) is perforned in accordance with the
service access SLA to obtain the required service instances and

net wor k pat hs.

This bring two issues:

(1) the conputing speed requirenments are different, both centralized
and distributed systens need to be supported. Therefore, a set of
SDN architecture simlar to the PCEP-based solution would have to be
i nvol ved repeatedly.

(2) The di nensi ons of the conputing domain parameters (health score,
aver age processing del ay, econom c cost, and resource occupation) and
the networki ng domai n paraneters (bandw dth, delay, jitter, and
packet | oss) would be hard to be unified. The conputation
consunption tine increases with the increase of constraint

conditions, and CPU resources consuned by a |arge nunber cannot be
depl oyed on a | arge scal e.

In addition, conputing instances that provide the sane service type
can be flexibly deployed to the same EGWVand/or different 1GN. |f
the status of an EGW conputing resource is continuously updated to

the upstream | GNs, the update of mass conputing status information

woul d overwhel mthe control plane of network devices and even cause
syst em br eakdown.

EGW Pr ocessi ng
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S S R o m m e e e e e e e e e e e e e eee— oo s +
| | | | Conput i ng Metric |
| | Service | Service +---------- A e A +
| VRF-1D| I dentifier|lnstance| Processi ng| Processi ng| Bandw dt h| Processi ng|
| | | | del ay | bandwi dt h | occupancy| costs |
I I I I | capabi i ty| I I
S S R S S S S +
| 100 |Sidl | 1 P11 | * 1ms | 10G | 9G | 100 |
R TS Fomm oo TS TS S R TS +
| 100 |Sidl | 1 P12 | 2 | 10G | 5G | 200 |
Femmm o - S T S S S S +
| 100 |Sid2 | 1 P21 | 10ms | 40G | 8G | 30 |
S S R S S S S +
| 100 |Sid2 | 1 P22 | 208 | 40G | * 5G | 30 |
R TS Fomm oo TS TS S R TS +
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Figure 2: The intention of the Local Service Routing Table

The EGW perceives the status of the conputing instance fromthe Edge
Manager, the corresponding status includes four attributes (we call
conmputing nmetric):

(1) Processing delay: the tine when a service instance processes a
singl e service.

(2) Processi ng bandwi dth: Physical bandwi dth capability of the service
i nstance or network port bandw dth for conputing resources.

(3) Cccupi ed bandwi dt h: The service instance occupies the processing
bandwi dth or the bandwi dth of the conputing resource network
i nterface.

(4) Processing cost: Cost of service instance resources. |In nost
cases, physical costs are related to energy consunption.

For details, see Figure 2. EGWNmaintains the correspondi ng service
instance entry in the SRT in accordance with the VPNs depl oyed on the
conputing resources, VRF-1D, and SID, and the |atency, bandw dth, and
cost elenments of the service instance VRF-1D and conputing resources.
The EGW perforns | ocal processing in accordance with the SLA
corresponding to SID (if the service SLA focus on |latency, the EGW
preferably selects the | ocal service instance in accordance with the
| atency of the instance), generates the |ocal SRTs.
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When a preferred service instance exists in a specific SIDin the

| ocal SRT, the EGW advertises a VRF route update nessage to the | GW
Once the preferred service instances becones zero due to resource
deterioration, the EGVadvertises a VRF route revocati on nessage to
the |GN The bearer protocol is inplenented through the MP-BGP
protocol suite. The carried elements include the nessage type, SID,
EGMI P, VPN-SID, and RT/RD. The EGW advertises a service route to
the 1GWNVinstead of the specific service instance information. In
this way, a service routing |ayer independent of VPN IP routes is
fornmed, reducing the pressure on the control plane.

The EGWinstalls, in the G, a virtual node and a virtual link that
are corresponding to SID based on an entry that is preferred by each
SID and that is based on a local SRT. The virtual node is connected
to the EGWby using a virtual link (refer to Figure 1). A del ay,
bandwi dth, and a COST that are of a preferred service instance are
used as link attributes of the virtual link, and fl ood and spread
network metric values are perfornmed in an | GP area, which greatly
reduces a scal e of spreading control-plane information.

| GW Processi ng

| TE policy py-Sidl-EGAM1 |
| Color colorl end-point EGM1-IP |
| SCGLIST:{P1-SID, ..., EGM1-SID} |
I I
| TE policy py-Sid2- EGAM1 |
| Color color2 end-point EGM1 |

|

| SGLIST:{P1-SID, ..., EGM1-SID}
T +
S S R S S S S +
| VRF-1D| Service | EGWIP | COLCR | VPN-SID |
| | Identifier| | | |
Fom e e - - Fomm oo - Fomm e - o - N S +
| EGAD1- | P| col or 1] vi dx- EGM1- SI D|
| 100 |Sidl e e R LR +
| | | EGAD2- | P] col or 1| vi dx- EGM2- SI D|
S Ry S dememaas . +
| EGM1- 1 P] col or 2| vi dx- EGAD1- Sl D
| 100 | Sid2 e A LR +
| | | EGAD2- | P| col or 2| vi dx- EGAD2- SI D]
+o-m - - TS S SRR AR, R +
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Figure 3: TE Cal cul ati on Result and d obal Service Routing Table

As shown in Figure 3, traffic steering fromaccessing the conputing
service SIDon the IGNto preferred node is converted into a
conventional network traffic engineering process: That is, path
conputation is performed between virtual nodes corresponding to SID
connected to the 1GWand the EGWNaccording to an SR-POLI CY-1
constraint corresponding to the service SID, and a correspondi ng SR-
POLI CY-1 path (color, endpoint: SID) is generated, where a
penultinmate SEGQVENT ID (NODE) in the segnment list indicates an EGNV
preferred for service access in a current condition, Convert SR-
POLICY-1 into the required SR-POLI CY-2 path (col or, endpoint: EGW

| P).

After receiving the routing informati on adverti sed by each EGN the

| GW generates global SRTs to nultiple VPNs, that is, the VRFI1D and
SID are used as the KEY, and different EGMIP are used as multiple
next hops. The SR-POLICY-2 is matched based on each COLOR and EGWMI P
in SRTs to obtain the preferred gl obal SRTs and generate the gl obal
SFT, which is delivered to the forwarding plane for traffic steering
requests.

7.4. Control Pl ane WorkFl ow
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+o---- + R + Ao + R i R +
| TGW| | P(undel ay)| | EGW2 | | EGN1 | | Edge Manager |
R R R + Am--d---t R ek i Homm - +
I I I I S1 I
I I I | <---mo-om--- I
I I I I S2 I
I I I il ity I
I I I | S3] I
I I I +- > I
I I I - | I
I I I | S4] I
| S6 | S5 +->| |
R R | <-----mme--- R | |
| S7I I I I I
R e Foommeeooees I I
|- I S8 I I I
| 1S9 | I I I I
| <+ I I I I
| 1--- I I I I
| |S10] I I I I
o> <-4 I I I I
I I I I

Figure 4: Control Pl ane Wrkfl ow

Figure 4 shows the conplete control plane procedure. The rel ated steps
are described as foll ows:

S1: Edge Manager sends a registration/update/deregistrati on message
to the EGAM1, including SID and the list of the corresponding
instance | P,such as [Sidl, IP11, 1P12], [Sid2, |P21, |P22].

S2: Edge Manager periodically sends conputing resource status
information to the EGM1, including SID, the corresponding instance
and conputing METRIC information, such as [Sidl, 1P11 METRIC, |P12
METRI C], and [Sid2, |1 P21 METRIC, and |P22 METRIC].

S3: EGM1 generates a local SRT in accordance with the obtained
conmputing resource status and the deployed VPNs. The entries include
[VRF-1D, Sidl, IP11, METRIC], [VRF-ID, Sid2, 1P21, METRI C.

S4: The EGMN1 preferentially generates the local SRT in accordance
with the SLA of SID. Preferred entries generate virtual nodes and
i nks, such as [vNode Sidl, vLink Sidl], and [vNode Sid2, and vLink
Si d2].
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S5-S6: Flood the information of virtual nodes and |inks between EGW
and P node, and between P node and | GWN.

S7: SR-TE Path Cal cul ati on Between the 1GNand the virtual node
vNode-sidl/2 in accordance with the SLAs corresponding to Sl D.

S8: EGM1 advertises VPNs, such as [Sidl, EGA1-I1P, vidx-EGN1-SID,
RT/RD], and [Sid2, EGAM1-1P, vidx-EGA1-SID, RT/RD

S9: I GWNreceives the service route advertised by EGM1/ 02, and
generates the gl obal SRT entries with nultiple egress next hops, such
as {VRF-I1D, Sidl, [EGNM1-IP, vidx-EGNW1-SID], [EGM2-1P, vidx-
EGW2-SI D) }.

S10: Conbined with S7 and S9 contents, Selects the specified EGVN next
hop based on the SR-POLICY and d obal SRT

Because the service and conputing instance status have been converted
into network virtual nodes and |inks, although the distributed head
node conputing is used as an exanple here, it is still applicable to
the centralized PCE conmputing architecture

This solution unifies the traffic to the end-to-end access del ay,
cost, bandwidth, jitter, and packet |o0ss in accordance with the SLA
target. Based on different objectives: 1) Experience, the system
focuses on delay, jitter, and packet |oss; 2) Costs: Pay attention to
costs and energy consunption, that is, costs; 3) Resource: Check the
resource usage/status. |f the remaining cloud resources are
converted into avail abl e bandwi dth, check the avail abl e bandw dt h.
In actual service deploynent, one of the five nmeasurenent indicators
is selected as the preferred indicator in accordance with different
obj ectives, and other indicators are selected as constraint

condi tions.

Data Pl ane

CATS traffic steering belongs to the late binding nodel, and the
forwardi ng plane has the ability to assign user flows to the "best"
service instance and network path. Wen new traffic arrives, the

| G sel ect the nost appropriate EGVNegress in accordance with the
networ k status and conputing resources, and ensure flow affinity (the
dat a packets of the sane flow are sent to the same service instance).

To be added.
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9. Security Considerations

(1) There are many conputing instances and the resource information
changes rapidly with time, Information is carried in routing
protocol s, and network changes may occur frequently. Section 5.2
provides a solution to avoid sending too many updates.

(2) As the two-level Service routing nodel is used, the EGW does not
need to advertise the details of service instances or aggregate
routes to IGN dient can only access service instances by carrying
SID. In the future, the authorization managenent of SID will be
added, greatly inproving system access security.
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