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Abst ract

Thi s docunent describes an OAM framewor k for Conputing-Aware Traffic
Steering (CATS). The proposed OAM franmework enables the fault and
the performance nmanagenent of end-to-end connections fromclients to
networks and finally to conputing instances. In the follow ng
sections, the najor conponents of the framework, the functionalities,
and t he depl oynent considerations are el aborated in detail.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 26 February 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

As described in [I-D.ietf-cats-usecases-requirenents], edge conputing
provi des | ower response tinme and hi gher transm ssion rate than cl oud
conputing by noving conputing instances to the network edge. To neet
the requirenents of users that are highly distributive, service

provi ders depl oy the sane type of service instances at multiple edge
sites, which involves steering traffic fromclients to the nost
appropriate conputing instance.

Conpute-aware traffic steering (CATS) [I-D.ietf-cats-framework] is a
traffic engineering approach [I-D.ietf-teas-rfc3272bis] devel oped to
address the aforenentioned traffic steering problem This approach
takes into account the dynam c nature of both the conputing resources
and the network states to optinmize the way that traffic is forwarded
towards a given service instance. Various netrics can be taken into
account to devise and enforce such service-specific and conputi ng-
aware traffic steering policies.
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To achieve better service assurance, it is necessary to not only
rapi dly detect whether the QoS provided by the conputing networks
meets the SLA requirements of clients, but also dynamically trigger
the cal cul ati on and the adjustnent of both the conputing and the
net wor ki ng services. There are OAMtechnol ogi es devel oped for
Carrier Networks, but these technol ogies are only deployed in the
network domain to facilitate the operati ons and the maintenance of
net wor k operators, and cannot provi de neasurenments of an end-to-end
connection froma client to a conputing instance.

To this end, this docunent proposes an OAM architecture based on the
CATS framework to extend the coverage of the existing OAM
technol ogies frompurely the network to an end-to-end connection from
a client to the network and finally to the conputing instances.
Besi des the architecture, the major conponents and the associ ated
depl oynent considerations are al so descri bed.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Term nol ogy

Thi s docunent nakes use of the ternms defined in [I-D.ietf-cats-
f ramewor k] .

* FM Fault Mnagenent.

* PM Performance Mnitoring.

* SI-OAM Service Instance OAM

* TCOAM Traffic Cassifier OAM
*  AF-OAM Application Fl ow OAM

* |OQAM In-situ OAM
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Requi rements and Mbtivation

The main objectives of OAM are to detect anonalies before they
intensify, reduce the nunber of traffic flows inpacted by these
abnornalities, and ensure that network operators fulfill their QS
guarantee conmitnments to neet the Service Level Agreenent(SLA) of
clients.

As a traffic engineering method, conmputing-aware traffic steering
(CATS) takes into account the dynamic nature of both the conputing
resources and the network states to optimze the way that traffic is
forwarded toward a given service instance. However, existing OAM
technol ogi es devel oped for the carrier network cannot be used to
collect metrics associated with the conputing resources. Therefore,
it is necessary to extend the existing OAM technologies to build an
end-to-end OAM for CATS. Key objectives include:

* Accel erating the convergence of the CATS control plane: |In CATS,
the status information of the conputing instances is collected by
the CATS Service Metric Agent (C SMA) conponent and processed at
the control plane for performance nonitoring and failure
detection. However, such a processing process cannot adapt to the
rapi d change of the conputing instance status. Consequently, it
is necessary to rapidly detect the degradation of both the
computing i nstances and the network states on the data plane, and
trigger CATS Path Selector (G PS) convergence to avoid bl ack
hol es.

* (C osed-1o0op network SLA eval uation guarantee: |In CATS, the CATS
Path Sel ector (C-PS) cal cul ates and sel ects the paths towards
appropri ate egress PEs and conputing service instances. 1In this
process, it is necessary to verify whether the calculation and the
sel ection results nmeet the SLA requirenents of clients taking into
account both the network states and the conputing instance status.

* (C osed-1oop guarantee of service flow SLAs: | n CATS, subsequent
packets of service flows in an established session are forwarded
through the CATS Traffic Cassifier (CGTC) to the same service
i nstance. However, during such a process, the conputing/network
performance may degrade. To ensure consistent experience for end
users, it is necessary to neasure the flowlevel performance of
service instances and nake appropriate adjustnents, e.g., change
segnments of routing paths or enabl e backup paths, according to the
SLA requi rements
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* Service fault delimting and troubl eshooting: Wen user experience
deteriorates, it is necessary to rapidly |locate the fault on the
end-to-end path fromthe user term nal through the network to the
service instance to inplenent fast end-to-end fault |ocation and
troubl eshoot i ng.

Framewor k and Conponents

The CATS OAM architecture is shown in Fig. 1. |In this architecture,
both the CATS router and the Underl ay node are deployed with the

exi sting OAM technol ogi es that are devel oped for the Carrier Network.
These OAM t echnol ogi es are used to detect anonalies and nonitor
service performance in the network domain, and can be divided into
three categories: link QAM tunnel OAM and service OAM

* In link OAM anonaly detection and perfornmance nonitoring are
conducted for a single Ethernet link. The link layer is an
optional sublayer inplenmented in the data link |ayer between the
Logi cal Link Control (LLC) and the MAC sublayer in the Open
Systens Interconnection (OSI) nodel. Comon detection tools of
I'ink OAM i ncl ude | EEE-802 . 3ah

* A tunnel bears nmultiple services so the tunnel OAM nmust ensure
that the performance of a given service is not degraded when the
network fails or the nunber of services in the tunnel increases.
As a result, failure detection and performance nonitoring are
conducted on the LSP layer to inplenent service protection.
Common detection tools of tunnel OAMinclude ITUT VY.1711, MPLS-
LM DM BFD, etc.

* Service OAMis generally conducted for the L2VPN L3VPN service
|l ayer that is provided by the network to evaluate the service
quality and protect services. Comon detection tools of service
OAM i nclude I TU-T Y.1731, TWAMP, STAMP, etc.
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Fi gure 1: CATS OAM Functional Conponents

Conponent
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To achieve the four objectives nentioned in Chapter 3, we designed a
CATS OAM architecture based on the CATS architecture and the existing
OAM t echnol ogi es that are devel oped for the carrier network. This
CATS OAM architecture can flexibly support existing OAM det ection
tools, e.g., the ones nentioned in the previous section,
of the follow ng three conponents:

and consi sts
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* Sl -O0AM conponent: The functions of this conponent include (but are
not limted to) detecting the failures that happen between the
CATS- Forwarder 2 and the service instance, and neasuring the
associated netrics such as | atency, packet |oss, and bandw dth.
The Sl - OAM conponent generally would not dive into the interna
structure of the network between the CATS-Forwarder 2 and the
service instance and only nmakes the measurenents of the end-to-end
connection. These neasurenents are generally fed back to the
C- SMA component to achi eve faster failure detection and
performance nonitoring than the CATS control plane, which fulfills
the first objective.

* TC- OAM component: The functions of this conponent include but are
not limted to detecting the failures that happen between the
CATS- Forwarder 1 and the service instance of a certain specific
I D, and neasuring the associated netrics such as del ay and packet
| oss. The testing packets are delivered through the CATS Path
Selector (C-PS) to the associated service instance according to
the correspondi ng forwardi ng table entry of the CATS Traffic
Classifier (GTC) to verify whether the nmeasurenments of the
connection neet the service | evel agreenment (SLA) requirements.
And if it does not, recalculation is triggered, which fulfills the
second obj ecti ve.

*  AF- OAM conponent: The functions of this conponent include but are
not limted to neasuring the metrics such as del ay, packet |oss,
and bandwi dth, of the service flowin CATS. |In general, the user
experience of an active connection may be affected by a nunber of
factors, such as the processing |atency of the service instances
may increase or the network performance may degrade due to the
increase of the inconming traffic to the service instance. For
CATS- Forwarder 1, it is necessary to evaluate whether the SLA
requirenents of service flows are achieved, and if the SLA
requirenents are not achi eved, conduct appropriate path
adj ustnents to conpensate for the deviation as nmuch as possible to
ensure the clients have consistent experience. For client
termnals, if the experience is degraded, it is necessary to
accurately |l ocate where the probl em occurs and qui ckly conduct
troubl eshooti ng. Consequently, this conponent fulfills the third
and fourth objectives. It should be noted that related OAM tool s
can al so be devel oped, so that the entire network stack (L2-L7)
can be observed for applications and the entire network stack,
instead of nmerely traditional application-level visibility or
networ k-1 evel visibility, providing a conprehensive solution for
operators’ efficiency.
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5.2. Depl oynent Consideration

To denonstrate the conpl ete CATS OAM procedure, a proper QAM
detection tool needs to be selected and depl oyed on the network and
service instance hosts of the CATS OAM architecture. The selection
of OAM detection tools is out of the scope of this docunent.
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Figure 2: An Example O CATS OAM Depl oynent

As illustrated in Fig. 2, the OMM and the IOAMtool s are sel ected
as exanpl es to describe how the CATS OAM conponent works with these
detection tools to fulfill the four objectives :

* Accel erating the convergence of the CATS control plane: The SI-0AM
conponent i s deployed on the CATS-Forwarder 2 and the OMM t ool
is used to neasure the delay and packet |oss fromthe CATS-
Forwarder 2 to the associated service instance. The source and
the destination IP of the detection packets are the CATS-Forwarder
2 interface IP and the service instance |P, respectively.
According to the returned packets, the status and the netrics of
both the service instance and the network that connects the
service instance with the clients are obtained. The SI-0OAM

Fu, et al. Expi res 26 February 2026 [ Page 8]
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component feeds back the neasurenent results to the C SMA
component, which further spreads the computing resource
information in the CATS network to accel erate CATS Path Sel ector
(G PS) convergence to avoid black hol es.

* (C osed-1oop network SLA guarantee: The TC- OAM conponent is
depl oyed on the CATS-Forwarder 1 and the OMM tool is used to
measure the del ay and packet |1 oss fromthe CATS-Forwarder 1 to the
associ ated service instance. To ensure OMM packets are
delivered according to the table itemof TC, the source and the
destination |IP addresses of the detection packets are set to the
| P address of the interface of CATS-Forwarder 1 and the |IP address
corresponding to the service ID, respectively. OMM packets
usual Iy pass through the tunnel to the egress network and are
forwarded to the service instance. According to the returned
OMMP packets, the TC-OAM obt ai ns the neasurenent results and
feeds back the results to the C-PS conponent. |[|f the neasurenent
results deviate fromthe expected SLAs, recalculation is triggered
to fulfill the closed-1oop network SLA guarantee for the service
I D.

* (Cl osed-1o0op SLA guarantee for service flow. for service flows that
have been initiated, the flow affinity function is executed to
guar ant ee that subsequent packets reach the same service instance
as the first packet. To conduct neasuring and perfornmance
monitoring for the entire end-to-end flows, the flow based
detection tool such as 10AMis selected and the AF- OAM component
i s depl oyed on the CATS-Forwarder 1. Note that the PostCard or
the PassPort nodes are generally used in the fl ow based detection
and a centralized collector is required to obtain the neasurenent
results and feed the results back to the CGPS. The network path
can be adjusted according to the difference between the OAM
measurenent results and the SLA requirenents to ensure a
consi stent user experience.

* Service fault delimting and troubl eshooting: For fast
delinmitation and troubl eshooti ng under user experience
degradation, the AF-OAM conponent can be depl oyed on a user
term nal when a flow detection tool such as OAMis perforned.

The 1 OAM can use the postcard node and can directly report the

| ocati on where packet |oss or |onger delay occurs according to the
measur enent results obtained by a centralized collector. This is
a typical scenario of IOAM and details are not described herein.

For different detection targets, flexible choices of detection

protocol s and nechani sns can be made, which will not be el aborated
upon here.
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Qperation

The OAM architecture proposed in this docunent enables CATS to
provi de robust operations capabilities while forwarding and routing.
It should be noted that both the testing packets and the data packets
shoul d be delivered via the sane path i.e., perfornmance nonitoring
must be conducted in-band, and the testing traffic nust not affect
the data traffic. As a result, the testing traffic does shares the
treatments with the data fl ow being nonitored but does not introduce
congesti on when the network functions nornally.

To be added.
Managemnent

It is necessary to disclose a set of nmetrics to support the decision
of the operator. The follow ng perfornance netrics are useful

* Delay: elapsed tinme fromthe serving gateway to the service
i nst ance.

* Packet |oss: the nunber of |ost packets divided by the total
nunber of packets being transnmitted fromthe serving gateway to
the conpute instance.

* For each CATS traffic flow, at | east one netric that reflects the
end-to-end performance is reported.

* |f nmultiple paths are used for service protection, the paths that
mal functi on are detect ed.

* The service instances that mal function or performance
deterioration are detected.

To be added.

I ndi cator Collection

The nunber of netrics and the frequency that these nmetrics are
coll ected need to be considered when desi gning the OAM nmechani sm
The OAM nechani sm nmay be distributed, centralized, or both. The
mechani sm nay be executed periodically or triggered by an event.

To be added.
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Mai nt enance

Service protection is designed to mtigate sinple network failures
faster than the response tine expected fromthe CATS control plane.
In the events that affect network operations, e.g., link contexts
change, network and conputing devices crash/restart, and traffic
starts/ends, the CATS control plane needs to performrenediati on and
re-optimzation operations to ensure SLAs of all active flows are
satisfied. The control plane should continuously obtain the network
status and eval uate whether the current configurations are suitable.

Furthernore, in the event of a failure, based on the detection

results, it should be possible to pinpoint the |Iocation of the issue

(whether it is at a boundary or el sewhere) which facilitates

troubl eshooting. This capability is crucial for quickly identifying

and resol ving problens, mnimzing downtinme and its associ ated i npact

on services

To be added.

Security Considerations
TBD.
Acknowl edgenent s
To be added upon contributions, coments and suggesti ons.
I ANA Consi derations
TBA
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