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Abst ract

Thi s docunent specifies a hybrid forwarding mechani smfor Conputi ng-
Aware Traffic Steering (CATS). The mechanismintegrates the CATS
forwarding table with the IP forwarding table to optim ze forwarding
table capacity utilization. By custom zing the forwardi ng nodel
based on service identifiers, it accommbdates both experience-
sensitive and non-experience-sensitive services. Additionally, it
supports flowgranularity |oad bal anci ng, enhancing the utilization
of conputing and networking resources while ensuring differentiated
service requirements are satisfied.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 August 2026.
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I nt roduction

Conputing-Aware Traffic Steering (CATS) [I-D.Idbc-cats-franmework]
targets efficient routing at the network edge, directing traffic

bet ween service clients and providers. It relies on real-tine
computing and network status data for inforned decisions. CATS
operates as an overlay system choosing optimal service instances for
requests. The CATS framework does not assune any specific data pl ane
or control plane solutions.

As the integration of networking and conputing deepens, users are

pl aci ng i ncreasingly higher demands on both the experience of network
services and the efficiency of resource utilization. This is
particularly evident for services with |ow |atency requirenents, such
as AR'VR, and services with explicit requirenents for conputing
resources. Traditional traffic steering nechani sns are not capable
of meeting these evolving demands. Relevant studies have
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denonstrated that traffic steering that takes into account conputing
resource conditions can significantly inprove service performnce and
user experience [I-D.ietf-cats-usecases-requiremnments].

To address these chall enges, the Conputing-Aware Traffic Steering
(CATS) framework has been proposed in [I-D.|dbc-cats-franework]. The
primary goal of the CATS framework is to efficiently steer traffic at
the edge device of the network instructed by traffic steering
decisions referring to both conputing and network conditions. The
CATS framework is designed as an overlay nechani smfor selecting the
optimal service instances, without relying on specific data-plane or
control - pl ane sol utions.

Thi s docunent specifies a hybrid forwarding mechani smfor CATS with
the follow ng key features:

* |Integration of Forwarding Tables: The CATS forwarding table is
integrated with the IP forwarding table to achieve shared and
efficient utilization of the forwardi ng table capacity.

* Custom zed Forwardi ng Model: The forwarding nodel is custom zed
based on service identifiers to meet the demands of both
experience-sensitive and non-experience-sensitive services.

* Fl ow Level Load Bal anci ng: The nechani sm supports flowgranularity
| oad bal anci ng, enhancing the utilization of conputing and
net wor ki ng resources while neeting diverse requirements for
differentiated services.

This hybrid forwardi ng mechani sm provides a flexible and efficient
solution for network vendors and service providers, facilitating the
depl oynent of conputing-aware traffic steering.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Ter mi nol ogy

Thi s docunent uses terns defined in [I-D.ldbc-cats-framework],
[1-D. | bdd-cats-dp-sr], and [I-D.fu-cats-flowlb].

Thi s docunent defines the follow ng additional terns:
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CATS-IND: An indicator in the forwarding table to identify CATS
servi ce packets

MODE- I ND:  An indicator to differentiate service requirenents (e.g.,
experience-sensitive vs. non-sensitive services).

Flow Affinity Table: A data plane table maintaining flowto-next-hop
bi ndi ngs to ensure consistent forwarding for packets belonging to
the same fl ow.

CATS Routing Table: A control plane data structure contai ning
network paths, service instances, and associated | oad sharing
ratios for a given service identifier.

CATS Forwardi ng Table: A data plane construct derived fromthe CATS
Routing Tabl e, optinized for packet forwardi ng deci sions.

4. Pr obl em St at enent

To effectively steer service request packets to appropriate
forwardi ng paths and service instances, CATS faces several issues and
chal l enges with existing technical solutions:

Fl ow Affinity Mechani sm Conplexity: To ensure continuous access to
the sane conputing resource during a service session, a flow
affinity nechani sm based on five-tuples or three-tuples is
required. However, incorporating such | ookups into the genera
routing process introduces additional processing overhead, which
significantly increases packet forwarding |atency and consunes
chip resources. This additional processing burden can degrade the
performance of |atency-sensitive services.

Control Plane Overhead: Conputing services are characterized by
ubiquity and state changes over tinme. |If the control plane
indiscrimnately perforns periodic or event-driven route
conmputation and table updates for all managed conputing service
types, it will excessively consune CPU resources and increase the
burden of system managenent and mai nt enance.

tial Packet Handling and Latency: Sone solutions attenpt to

all eviate the control plane |load by throttling and sending the
first conputing request packet to the control plane to generate a
flow affinity tabl e before the packet hits the flow affinity
table. However, there is a risk of packet |oss before the table
entry takes effect, and the control plane processing of the packet
can also lead to high latency for the first packet, which affects
the quality of experience and service continuity.

I'n
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Hybrid Forwardi ng Mdel

To address the aforenmentioned issues, this docunent specifies a
hybrid forwardi ng mechanism This solution features high
flexibility, enabling custonized service strategies tailored to
different service characteristics

Experience-Sensitive Services: Uilize direct table-based forwarding
to guarantee stringent QoS requirenents and optimal user
experi ence.
Non- Sensitive Services: Enploy packet-driven table updates to
nmi ni m ze resource overhead whil e maintaining forwardi ng
ef ficiency.
Key advantages of this nechani smincl ude:

(i) Reduced Control/Forwardi ng Pl ane Overhead: Mtigates update
pressure through optim zed tabl e nanagenent.

(i) Decoupl ed Legacy Router Dependency: Enhances the flexibility
of deploynent in nodern network environnents.

(iii) Hgh Inmplenentability and Scal ability: Supports evol ving
servi ce denmands whil e nmaintaining backward conpatibility.

Thi s approach provides an efficient and scal abl e sol ution for
het er ogeneous service delivery in next-generation networks.

The Hybrid Forwardi ng nechani smoperates within the framework defined
in the CATS architecture [I-D.|dbc-cats-franmework] (see Figure 1).
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Figure 1. CATS Functional Conponents

5.1. Tabl e Managenent and Wor ki ng Mechani sm
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CATS ROUTI NG TABLE

1 C1Db1 1 1 SR-P-1 END- DX6-1
1 GCG-1D1 1 0 SR-P-2 END- DX6- 2
|
\'

Figure 2: CATS Tabl e Managenent by the Control Pl ane

Figure 2 presents a specific formof managing the CATS table entries
on the control plane. The explanation for the entries in the table
is as foll ows:

CS-1D Usage: The CS-1D typically enploys anycast | P addresses to
identify services. As specified in [I-D.|bdd-cats-dp-sr] and
[1-D. fu-cats-nuti-dp-solution], the forwardi ng mechani smvaries
based on service instance connectivity: (1) when an egress gateway
is connected to nmultiple service instances, traffic is forwarded
to a specific instance via either a tunnel or a general interface
(on the sane CATS- Forwarder) using an END. DX4/6 Service SID; (2)
when a single service instance is involved, an END. DT4/6 Service
SI D enabl es direct forwarding via anycast | P. Consequently, each
Service SID nmaintains a strict one-to-one correspondence with its
associ ated service instance.

C- PS Depl oyment and Function: The G PS conponent is deployed on the
head node or a centralized conputation-network controller. It
collects and reports CS-ID, CIS-ID, and netric information rel ated
to service instances via CSMA as well as network-rel ated
capabilities and status information via CGNMA. Based on the
collected information, the CPS cal cul ates the optiml network
forwardi ng path and service instance, which is then referred to as
the CATS routing table. The process of inserting or downl oadi ng
these table entries to the forwarding plane is called the CATS
forwardi ng tabl e update.
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Desi gn and Function of the CATS Forwarding Table: The CATS
forwardi ng tabl e shares space with the traditional |IP forwarding
table. To distinguish CATS service packets from other types of
packets, CS-ID is used for marking and identification, with CATS
IND serving as an indicator. Additionally, to differentiate
service requirements (e.g., delay-sensitive or other types), MODE-
I ND can be used for marking and | abeling services based on CS-I1D
As shown in Figure 2, relevant table entries are provided for
reference. For exanple, MODE-IND = 1 indicates experience-
sensitive services, while MODE-IND = 0 indicates non-sensitive

services. It should be noted that although Figure 2 shows only
one NextHop for the sane CS-1D in the CATS routing and forwarding
tables, nmultiple NextHops can still be supported to achieve flow

| evel |oad bal ancing according to [I-D.fu-cats-flowlDb].

CATS Flow Affinity Table Mechanism To ensure that service sessions
consistently access the sane service instance, CATS introduces the
flow affinity table. This table uses a five-tuple or three-tuple
as the key, with network path and service instance as rel ated
attributes. By looking up the table with the five-tuple or three-
tuple learned fromthe service packet, the relevant attributes are
retrieved, and the forwarding action is executed accordingly.

Consi derations for Hybrid Forwarding

To nmeet the denmands of both experience-sensitive and non-sensitive
services, this docunent specifies the foll ow ng forwardi ng mechani sm
in conjunction with the key table entries discussed in Figure 2

Since the CS-ID is encoded in the formof anycast addresses, the CATS
forwarding table and the IP forwarding table can share the sane
space. Typically, traffic is distinguished by |ooking up the IP
forwarding table. Once CATS packets are identified, further flow
forwardi ng processing is carried out. This approach reduces invasive
nodi fi cations to the forwardi ng nmechani sm whil e mai ntaining high-
performance forwarding for both traditional services and CATS

servi ces

Speci fically:

(i) For the case in which MODE-IND = 1, the issued CATS forwarding
tabl e includes SR-policy and Service SID information. The
control plane only sends updates to the data plane when table
entries change, ensuring that both the first packet and
subsequent packets are processed directly at the forwarding
pl ane, while the control plane is solely responsible for
generating the flow affinity table.
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(ii) For the case in which MODE-IND = 0, the issued CATS forwarding
tabl e does not include SR-policy and Service SID information.
In this case, regardl ess of how the attributes of the CATS
routing table change dynamically, the GPS will not update the
forwardi ng plane to reduce the overhead of table updates. The
first packet is uploaded to the control plane, which queries
the CATS routing table, encapsul ates and forwards the packet,
and generates the flow affinity table to be sent to the
forwardi ng pl ane. Subsequent packets are forwarded based on
the flow affinity table in the data pl ane.
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| Packets| FORWARDI NG | --->| TABLE (HIT) [------ >
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Figure 3: Hybrid Forwardi ng Mechani sm
As shown in Figure 3, the relevant forwardi ng process is as foll ows:

(i) Upon arrival, a packet first |ooks up the IP forwarding table.
If the CATS IND in the | ookup result is 0, the packet is
identified as a conventional non-CATS service packet;
otherwise, it is identified as a CATS service packet, and the
flow forwardi ng process is initiated.

(ii) After entering the flow forwardi ng processing, the MODE-IND
identifier in the | ookup result is further recognized, and
different processing is perforned based on its val ue.

(iii) If MODE-IND = 1, the first packet extracts five-tuple/three-
tuple information, sends it to the control plane to generate
the flow affinity table and send it to the forwardi ng pl ane.
At the same tine, the first packet is encapsul ated and
forwarded directly at the forwardi ng pl ane based on the SR-
policy and Service SID infornmation carried in the | ookup
result (Option 1).

(iv) If MODE-IND = 0, the forwarding table entry does not carry SR-
policy and Service SID information. The first packet is sent
directly to the control plane, which queries the CATS routing
table, generates the flow affinity table, and sends it to the
forwarding plane. At the sane tine, the first packet is
encapsul ated and forwarded at the control plane based on the
SR-policy and Service SID information carried in the | ookup
result (Option 2).
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Based on this, for experience-sensitive services, the first packet
can be forwarded directly at the forwarding plane to reduce first-
packet | atency; for non-experience-sensitive services, the first
packet can be processed at the control plane to reduce the processing
over head of control-plane table updates.

By adopting the above neasures, a flexible CATS hybrid forwarding
solution can be selected according to the characteristics of
different services associated with the CS-1D, ensuring optinal
performance for different service types

Security Considerations
Thi s docunent does not introduce new security considerations beyond
those discussed in [I-D.|dbc-cats-franmework]. The hybrid forwarding
mechanismrelies on the security properties of the underlying CATS
framework and the data plane technol ogi es used (e.g., SRv6).

| mpl ement ati ons SHOULD ensure that:

* Flow affinity table entries are protected agai nst exhaustion
attacks through rate limting of new flow creation.

* Control plane updates to the CATS forwarding table are
aut henti cated and aut hori zed.

* First packets processed by the control plane (MODE-IND = 0) are
subject to appropriate validation to prevent control plane
over | oad.

Acknowl edgenent s
TBD.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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