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Abstract

This draft illustrates use cases of traffic steering for Industrial
Internet in terns of dynami c conputing and networking resource
status,together with the requirenents and solutions for

CATS( Conputing- Aware Traffic Steering).lndustrial production tasks
are tine-sensitive, which put forward high requirements on

col | aborati on of networks and applications. [Industrial nanagenent
platforns need to unify network forwardi ng and conputing tasks at the
sane tine.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

1.1. Backgroud

The Industrial Internet is a new infrastructure, application nbde and
i ndustrial ecology with the deep integration anbng the new

i nformation technol ogy, comunication technol ogy and the industri al
econony. I ndustrial production tasks are tinme-sensitive, which put
forward hi gh requirements on networks and applications, and need to
meet the deterministic requirenments in ternms of delay, jitter
reliability, etc. Industrial determnistic service refers to a

cl osed | oop conposed of comunication paths and control processes in
which two or nore applications participate.lndustrial managenent

pl atforns need to unify network forwardi ng and conputing tasks for
each determ nistic service

1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Definition of Ternmns
TBD.

3. Problem Statenent of I|ndustrial CATS
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I ndustrial production service

In the Industrial Internet, the performance requirenents of
production processes are nmuch higher than the Internet. Therefore,
the industrial network naturally needs the support of conpute-aware
traffic steering. Application services are dynamcally adapted to
i ndustrial scenarios, tasks, and resources. The conputation that
devi ces participate in evolves fromsinple control logic to conpl ex

bi g data decision-making. In the application |ayer of industria
Internet, deterministic service is the conmbination of network

conmuni cati on process and cal culation process. It refers to a closed
| oop fornmed by one or nore application conmunication |inks and
control links. [Industrial CATS needs to manipulate the all steps of

the industrial production cycle fromthe service-initiating devices
through renote devices with dependenci es, such as edge comnputing or

cloud services. 1In this process, the forwarding and cal cul ati on of
data nust conply with the performance requirenents of the service-
initiating device, such as delay, jitter, reliability, packet |oss

rate, etc. TBD.
Determ nistic Industrial Production Service

In smart factories, there are mass producti on systens, edge
conmputing, industrial clouds, renote comunication rel ationships

bet ween various applications, and various services share network
queues and conputing resources. In order to satisfy the requirenents
of time-sensitive industrial production services, it is necessary to
realize the determnistic managenent of conputing power and network
resources based on CATS. The concurrent processing of nultiple
services nust ensure the strict requirenents of delay, jitter,
sequence, and reliability. At present, it is feasible to use
determnistic network and edge conmputing to ensure nulti-service |oad
with mllisecond delay through clock synchronization and resource
reservation. By strengthening the bidirectional perception of
conmputing power and network, all kinds of resources are uniformy

adj usted, and the conprom se between conputing perfornmance and

net wor k conmuni cati on perfornmance i s achi eved on various resource-
competi ng devi ces. TBD

Determ ni stic CATS

Deterministic CATS is adjusting network forwarding configurations
according to the conputing requirements. Taking the comon visua
detection scene in industry as an exanple, industrial robot arm and
edge computing are interconnected by determnistic network, which

i nvol ves the application of industrial robot-arm and i nage processing
application of edge conputing. The robot armperiodically collects
hi gh-definition i mages of the parts or products being machi ned and
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sends the data to matched edge conputing device. Then, edge
computing device feeds the results back to the industrial robot-arm
after processing. The traditional network can only control the

round-trip transm ssion process. |f the edge side bl ocks the visua
detection task due to nultiple services, the processing delay of the
industrial robot armw Il increase. |In existing factories, one

contai ner or edge computing device is often configured for severa
tasks, resulting in a waste of entire plant resources. Determnistic
CATS manages both the comunication process and the cal cul ation
process, accurately ensuring the indicators of the entire visua

i nspection process fromthe perspective of an industrial robot arm
and then splits the overall indicators into the indicators of each
step of the calculation process and the comuni cati on process
according to the strategy. Wen multiple determnistic services run
concurrently, this scheme can conprehensively schedul e resources, do
overall multi-objective optim zation for nmultiple services, and
appropriately adjust the comruni cation cost and network cost ratio of
each determ nistic service. TBD

Use Cases

Conputing- Aware | ndustrial robots

The automatic manufacturing of soft materials has al ways been a
difficult problemin industrial digitization. For the sake of

unpredi ctabl e deformation of materials, it brings difficulties to the
traditional equipnments, unless it can recognize real-tine states of
the deformation for producets. Furthernore, productlines need to
accurately performoperations and correct the negative effects of the
deformation. Wth the inprovenent of industrial intelligence, the

i ndustrial robot can replace the nanual handling of soft materials.
In this case, double robotic arns plan the operation sinultaneously
and can judge the status of the flexible material in real tine.
During the whol e fol ding operation, the offline algorithmupdates the
neural network periodically to optim ze the paraneters of the nodel.
The online algorithmperiodly recognizes the i nage, and the robot arm
wi Il continuously feed back the folding effect to the neural network,
and judge whether to enter the next cycle on the basis of predicting
the operation result and judging the folding effect. The total tine
of this use case is mainly limted by the recognition accuracy and

recognition delay. |If the conputing power resources are enabled
t hrough edge comnputing, and the network-edge comruni cation is ensured
through application-oriented control. The processing complexity,

fol di ng speed and accuracy of flexible objects can be further

i mproved by coordi nate network and conputing power. The new
production line of flexible naterial processing can gradually replace
the production line workers, and the intelligence |evel and
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cooperation level are increased through the cloud business
col l aboration within the network and edge.

Conputi ng- Aware vC oud term ni al

Cloud services are control functions migrated from physical devices
to Industril cloud, datacenter or edge, dramatically reducing
production line costs. Traditional networks do not have the
capability of application-oriented adjustnment, usually directly by
the engineer to estimate the processing and cal culation tine,
subtract the estinated tinme with the control cycle, and finally
determne the network requirements, and the calculation part is
actually inaccurate or overreserved estimates. It will cause a waste
of network or conputing resources. The requirenments of CATS are
proposed to reflect the exact needs fromend to end at the
application level, so as to realize the renpte closed-I1oop contro

bet ween control and execution. Meet the application s high
performance requirenments such as comuni cati on del ay, bandw dth, and
cl oud conputing power. Typical scenarios for cloud X services

i nclude on-site Machine control, automatic guided vehicle control, 5G
PLC, etc. It has the characteristics of nulti-network integration,
broadeni ng the acquisition channel, industrial equipnment reusability,
and i nprovi ng the robustness of production network. PLC |logic
control has a fixed control cycle, assuming that the application
needs to conplete an |1 O data readi ng, processing and witing
operations within a 10ns cycle. Mdttion control is a precision
control business involving robots, servo notors and ot her equi prent,
whi ch requires high requirenments of delay and jitter, with end-to-end
delay to be controlled within 10ns and jitter | ess than 100us.
Machine vision quality inspection is an intelligent quality

i nspection service involving i mage processing and analysis. It has
hi gh requirements for uplink bandw dth capability, and the network
shoul d provi de uplink bandw dth greater than 80Mips. Power
differential protection is a key service related to the safety and
stabl e operation of the power grid. It has high requirenents for
delay and reliability. The service delay requirement is |ess than
15nms, and the reliability reaches 99.999%

Conput i ng- Aware Mil ti-Application collaboration

Wth the increasing degree of networking and digitalization of
industrial enterprises, limted by the 1-3 |ayer network certainty,
the conbi nati on of machine | earning, big data and other technol ogies
with the production line is mainly direct deploynent and sinple

i nterconnection, and the role of advanced algorithnms in resource
optimzation allocation in the life cycle of industrial production is
still not fully reflected. |If the network with high certainty
accuracy is equipped with IT services that try their best to dea
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with IT, it is not enough. There is a risk that sonme links will tine
out, making it difficult to accurately guarantee the conpl ex
production tasks of nulti-equi pment coll aboration. CATS can sol ve
this probl emthrough nulti-application collaborative gl oba
scheduling. Take the intelligent processing line in Figure 2 as an
exanpl e. The edge equipnent carrying I T technology runs a | arge
number of new al gorithns and nodel s, and introduces new conputing
resources into the workshop network architecture through edge cl oud
facilities. |In order to ensure the certainty of the entire
production business, it is necessary to globally nanage a series of
applications and network transni ssion according to constraints to
ensure that the overall service quality neets the needs of users.
The gl obal scheduling of multi-application collaboration needs to
support the information interconnection between various systens at
the data application | evel of the whole network, and regul ate the
real-tine and reliability capabilities of all devices, so as to
strictly neet requirenents of various applications. The certainty
bet ween applications actually includes |ogic, conmputing, network
transm ssion and other links, and it is difficult to achieve the
overall certainty guarantee by using only one |l evel of certainty
guarantee technology. |In the future, the certainty of the
application |ayer should be arranged fromthe network, cal culation,
| ogi ¢ and other aspects to achieve the overall certainty of the
overall high service quality assurance. The certainty of nulti-
application collaboration can be conprehensively controlled for
compl ex business, which is an inportant way to realize unmanned
production line. Automatic application association analysis helps
you connect service planning and device configuration, saving the
cost of service configuration and change.

4.4. Industrial Digital Tw ns

Digital workshop is an information workshop desi gned and constructed
by applying | ean production, lean |ogistics, visual managenent,

st andar di zed managenent, green nmanufacturing and ot her advanced
production control theories and methods. The application of a
deterministic digital twin on the end side provides a conprehensive
under st andi ng of the details of the production environnent situation
The generation of massive data is often conducive to the realization
of big data decisions, but different types of data are often
distributed in several independent information systens or in
different parts of the production process. Through industria

I nternet sensors and other data acquisition devices, valuable

busi ness data is continuously collected in different forns and on an
unprecedented scal e, and then uploaded to digital twi n applications,
and real -tinme graphical display and predictive analysis results can
be effectively responded to energency situations. The digital twin
busi ness conposed of several |inks needs to guarantee determnistic
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paraneters at the application |evel to ensure accurate and reliable
projection of the whole plant in the informati on space. The utility
of end-to-side data integration mainly conmes fromthe massive
application data collected, the diversity of application data and the
accuracy of the collected data. The traditional data integration
generally uses the industrial Ethernet private network to coll ect

i nformati on, and then converges and processes it to the upper data
center through the controller. The whole application to application
link is the conversion of multiple systemprotocols and the
interaction between nultiple |layers of applications. Anong them the
i ndustrial systemdetection, control, inplenentation of high real-
time, industrial production site data has a |arge vol une, and has
real -ti ne demand, sone scenes real-tinme requirenments within 10ns. At
the sane tine, data collected fromendpoints can introduce failure

i nformati on, duplicate information, and other types of problens. The
certainty in traditional data integration scenarios is usually
guaranteed by the network layer, but the certainty between
applications actually includes nmultiple |links such as sequenti al
processi ng, computing, and network transmission, and it is difficult
to rely on a single network | evel guarantee capability to support the
application-to-application data integration requirenents.

Custom zed Production Lines

The new nodel of Custoners to Production Lines (C2PL) applies the new
technol ogy of artificial intelligence to the I ayout of factory
production activities, and pulls custom zed orders and flexible
production with intelligent |arge nodels as the core. Support users
to custom ze their favorite products on the official website, and
freely play in ternms of appearance, material, size, etc. Users

conmpl ete the customni zation, ordering and payment of high-end products
on the Internet side, and the joint business arrangenment of |IT system
and OT systemis conpleted by industrial managenent software
Automatic formation of a tenporary overall certainty, disassenbly
into multiple processing |inks and execution. C2PL realizes unmanned
production line scheduling and can be widely applied to products with
sinmple structure to inmprove user participation and denmand col |l ection

efficiency. The existing Chat GPT can support voice, link, picture
and other forns of data. After the systemgives the effect diagram
the product formcan be inproved interactively. |In this scenario, Al

connects I T and OT workflows, and CATS requires global quality of
service definition, control, nonitoring and eval uati on. Support a
variety of demand expression forms, voice, pictures, links and other
needs can be understood by the system and present the sanple effect;
Through Al | arge nodel engine, order feature interpretation,
production process creation, resource scheduling, etc. Ensure the
industrial Internet certainty under the condition of product
diversification; The overall control is disassenbled into a set of
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processing steps of IT design link and OT production link through Al

| arge nodel engine. Inplement OT infrastructure to provide unified
defined manufacturing services to the control system After
realizing standardi zed production |inks, CATS can predict, adjust and
monitor control results nore accurately. Allocate tenporary
resources in the factory resources to conplete the production task to
ensure that the processing process can be conpleted in real tine.

Requi renent s

Requi rements for Deterninistic CATS Service

a. The industial systemneeds a specific controller to unify
schedul i ng of network resources and conputing resources for
determnistic services;

b. It needs to establish independent network integration diagram for
each determnistic service to accurately reflect "application-

net wor k" correl ation;

c. The performance indicators of deterministic services need to be
converged w thin expected boundaries, such as the overall service
conpl etion delay, overall jitter, bandw dth, packet |loss rate, etc.
d. Industrial equipnments, such as OT devices and | T devices, need
informati on nodel to uniformy define the determ nistic paranmeters of
determni stic devices;

e. Al determnistic devices need to support and enabl e
determnistic application and network determ nistic contro

prot ocol s;

f. The determ nistic managenent and control of determnistic
conmputing tasks need to be supported, and the integrated scheduling
policy of the conmputing network should be split into the resource

al l ocation of determnistic devices and delivered to the target

devi ces through the determ nistic southbound interface.

g. The industial systemrequires determnistic execution of
conputing tasks . After receiving the deterninistic index paraneters
of the determnistic conputing tasks being executed, the
deterministic device ensures the execution speed and out put result
quality of the conputing tasks by means of scheduling priority,

el astic allocation of conputing resources, isolation of conputing
units, etc.

h. The deterninistic controller needs to support determnistic
control of determnistic conputing tasks, convert the integrated
schedul i ng strategy of the conmputing network into resource allocation
for determnistic devices, and issue it to the target device through
sout hbound i nterfaces.

i. It is necessary for determnistic controller to support the
determnistic execution of determnistic conputing tasks. After
receiving the determnistic indicator paranmeters of the ongoing
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determnistic conputing task, deterninistic devices ensure the
execution speed and output quality of the computing task through
scheduling priorities, elastic allocation of conputing resources,

i solation of conputing units, and ot her nethods.

j. The service needs to provide users with synchronization functions
bet ween applications, support the coordination of time sequence

bet ween applications, and ensure consistency in the entire
determnistic systemfor applications. k. TBD.

Requirenents for Determnistic Networks

a. In the case of data transmission with high throughput, it is
required to inplenent multi-channel determ nistic transm ssion
through the deterministic transport |ayer protocol;

b. Network is required to support fast session establishnment,
connection mgration (wireless network), elastic congestion control;
c. Network controller needs application-oriented subfl ow nmanagenent;
d. 1t needs cross-layer configuration and consistency of key
paraneters such as clock, cycle, data unit and priority;

e. Determnistic networks need supporting cross-domain schedul i ng of
data flows, which involves crossing networks at different |evels and
crossi ng boundary devices (devices that nodify protocols such as

gat eways) ;

f. Network controller is required to achi eve nodel - based
predictability for cross-layer, |arge-scale and heterogeneous
networ ki ng, etc. (Predictable function is useful for autonated

confi guration)

g. The network needs to have tinme synchronization function. On the
one hand, it provides synchronization support for upper |ayer
application services. On the other hand, through the synchronization
of network devices and terminals, it can support tinme slot scheduling
of data traffic and inprove the determnistic ability of network
transm ssi on.

h. In the transm ssion of high reliability services, the network
needs to have the function of nulti-path redundant transm ssion,

whi ch can support the transmnission of business data in multiple
paths, to ensure that when the deterninacy of one link is difficult
to neet, other links can still neet the transnission requirenents of
t he busi ness.

i . The network can provide determnistic transm ssion capabilities
based on application business requirenents, including |atency,

bandwi dth, reliability, etc., to allocate network resources and
scheduling strategies for different business traffic needs, achieving
on-demand transm ssi on guar ant ee.

j. TBD.
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5.3. Requirenments for Internal factory conputing

a. Conputing resources information, such as basic information,
conputing information, load information, task list, etc. are required
to upload actively after conputing equi pnents are registered to CATS
controller

b. The conputing equi pnent needs to regularly upload real-tine

i nformati on;

c. CATS controller needs to support calculation force and val uation
function, used to evaluate the scheduling results of own resources;

d. CATS controller support billing and query of external conputing
resour ces;

e. CATS controller needs supporting precise isolation for multi-core
har dwar e, and support the nappi ng of sone certain conputing units to
a determnistic conmputing task;

f. Resource reservation for a determnistic conputing task should be
supported on conputing devices;

g. CATS controller support elastic resource expansion and
contraction of containers;

h. A determnistic information nodel for identifying determnistic
services needs to be supported.

i. Determnistic controller needs to support the cross donmin

i nterconnection of conputing power and the |ong-distance | ossless
data transni ssion of conputing power data.

j. Deterministic controller needs to support public network
computi ng power perception and network active perception of computing
power network application status;

k. Deterministic controller needs to support conputing power
managenent and operation: fine-grained data collection capability,
hyper visual nonitoring capability, autonmated operation and

mai nt enance capability, and intelligent collaborative optimzation;

|. Determnistic controller needs to support intelligent scheduling
and optim zation of conputing resources: neet the QoS service
guarantee requirenents of applications, flexibly optim ze networking
and conputing resource allocation strategi es, and achieve
determnistic conmputing resource supply for business;

m Determnistic controller needs to support trusted conputing power
trading services: trusted real -time dynanmi c conmputing power service
supply and demand configuration, efficient and reliable data

transm ssion, secure and reliable data protection, fair and equa
distribution of benefits;

n. TBD.

5.4. Requirements for External Factory Computing

TBD.
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5.5. Requirenents for G obal Mnagenent

a. CATS controller support differentiated assurance and contro

met hods for determnistic conputing tasks;

b. CATS controller support determ nistic service managenent of two-
way sensing on the cloud side of the network;

c. CATS controller support controlled service migration and service
change downti re;

d. Al determnistic devices need to support determnistic

nort hbound interfaces and determ ni stic southbound interfaces;

e. OPC-UA protocol should be adopted to transnit determnistic
requirenents, nmonitoring information, and determ nistic configuration
anmong application-oriented deterninistic management and contro
systens, determ nistic conputing devices, and determ nistic network
devices.f. CATS controller support the use of OPC-UA protocol to
transmt determnistic requirenments, nonitoring information, and
determnistic configurations between application-oriented
deterministic control systens, deterninistic conputing devices, and
determnistic network devices.

6. | ANA Consi derations
This meno includes no request to | ANA
7. Security Considerations
Thi s docunent should not affect the security of the Internet.
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