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Conventions Used in This Document
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Abst ract

Thi s docunment proposes a minimal, backward-conpatible extension to the
SMIP MIA- STS policy format by adding an optional field "dnssec:" to

i ndi cate whether the recipient domain operator expects DNSSEC validation
to be active. This allows sending MIAs to detect silent DNSSEC stri pping
attacks and apply nore secure delivery behavi or accordingly. The
mechani sm | everages the existing HITPS-secured delivery channel of

MIA- STS and does not require changes to the DNS i nfrastructure or SMIP
pr ot ocol
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1. Introduction

SMIP MTA Strict Transport Security (MIA-STS) [RFC8461] provides a secure
channel for recipient domains to signal their TLS policy over HITPS
However, it was explicitly designed wi thout relying on DNSSEC [ RFC4033],
and does not provide a way to decl are DNSSEC expectations. On the other
hand, DANE [ RFC7672] clients rely on DNSSEC to activate validation. If
DNSSEC data is suppressed via MTM attacks on the resolver path, DANE is
not used at all. The result is not a failed DANE validation, but rather
its absence--leaving the sender to fall back to opportunistic delivery.

Thi s docunent proposes a sinple extension to the MIA-STS policy file
format to include a "dnssec: yes" directive, enabling recipient donains
to declare their DNSSEC depl oyment status explicitly. Sending MIAs can
use this signal to enforce DNSSEC validation and abort or defer delivery
in the absence of signatures.

2. Policy Semantics
The semantics of the ‘dnssec:' field are as foll ows:

- "yes": The dommi n operator expects DNSSEC signatures to be avail able.
- O her values are undefined and MJST be i gnored.

Note that when ‘dnssec: yes' is present, clients MAY still evaluate the
TLS-related fields in the policy (e.g., ‘mode', ‘nmx‘, etc.), depending
on local policy or inplenmentation logic. This allows for m xed-node
policies that signal DNSSEC expectations while retaining conpatibility

with traditional MIA-STS behavi or.



Clients SHOULD al so respect ‘nmax_age’ and associ ated cachi ng behavi or as
defined in the MIA-STS specification.

3. Sender MIA Behavi or

Sendi ng MIAs that support this HITPS-based DNSSEC policy signaling
(e.g., "dnssec: yes") MIST perform DNSSEC val i dati on when retrieving
delivery-related DNS records. In that case, if DNSSEC data is m ssing,
they MUST treat the DNS data as potentially tanpered and MJIST:

- defer delivery (e.g., treating as a 450 tenporary failure),
- or report a pernanent failure.

They MJUST NOT attenpt fallback delivery using opportunistic TLS or
plaintext. This is to prevent downgrade attacks and preserve the intent
of the recipient domain.

This mechanismis intentionally isolated fromtraditional MIA-STS
semantics and acts as an extension to DANE-style validation by providing
an authenticated hint via HTTPS that DNSSEC enforcenent is expected.

I mpl enentati ons MAY refer to this nechani smas "DANE-STS' or anot her

sui tabl e desi gnation when referencing this policy |ayer

4. Exanple Policy File

A typical MIA-STS policy file with the extended DNSSEC directive m ght
| ook like this:

version: STSvl

node: enforce

mx: mail . exanpl e. com
max_age: 86400
dnssec: yes

Thi s exanpl e shows the introduction of the new ‘dnssec’ field in the
context of a valid and conpl ete MIA-STS policy. The field is interpreted
only by clients that support this specification. Al others will ignore
it.



5. Depl oynent Consi derations

While it is theoretically possible to publish DNSSEC enforcenent
expectations directly within the DNS zone (e.g., via custom TXT records
or DNSSEC-based flags), this method cannot provide equival ent security
to the HTTPS-based signaling described in this docunent. Due to the
nature of DNS over UDP and its susceptibility to spoofing, race
conditions, and cache poi soning, any DNS-only flag remains vulnerable to
mani pul ati on--especially in scenarios where the attacker has visibility
into or control over authoritative DNS traffic--which is precisely the
kind of MTMthreat that DANE ains to elimnate. HITPS over TCP provides
a significantly nore robust and authenticated channel for delivering
such policy hints, nmaking it the preferred nechanismin this context.

Encrypted DNS protocols such as DNS-over-HTTPS (DoH) or DNS-over-TLS
(DoT) can protect the client-to-resolver path, but offer no protection
bet ween the resolver and the authoritative name servers. Therefore, an
attacker with access to authoritative DNS traffic--or any point on the
resol ution chain beyond the client--can still suppress or strip DNSSEC
records. This underscores the value of HITPS-based signaling to ensure
policy integrity.

This attack scenario also applies to setups described in [DNSCurve],
where a passive observer of upstream DNS traffic can forge unsigned
responses that arrive before the |egitinmate DNSSEC-si gned ones. Wt hout
a signal like the one proposed here, such attacks remai n undetect ed.

VWhile it would be technically possible to introduce a separate well -
known HTTPS endpoint (e.g., ‘https://dane-sts.exanple.com.well-known/
dane-sts.txt’) for DNSSEC-rel ated policy signaling, this specification
deliberately reuses the existing MIA-STS infrastructure. The MIA-STS
mechanismis already w dely depl oyed, benefits from mature tooling and
operati onal experience, and provides an authenticated HTTPS channe
suited for policy distribution. Leveraging this existing framework
reduces conpl exity, avoids redundant infrastructure, and all ows
operators to nmanage transport-related policies in a unified |ocation--
even if traditional MIA-STS and DANE are generally intended as mutually
excl usive strategies.

6. Security Considerations

The HTTPS-based delivery of the MIA-STS policy protects this netadata
from DNS mani pul ation. This nmakes the "dnssec:" field resistant to MTM
attacks that affect DNS-only channel s. However, this nechani sm does not
protect against forged or msconfigured HITPS certificates on the policy
endpoi nt ..

This proposal mtigates the risk of DNSSEC downgradi ng by forged DNS
reply packets, which could otherw se remain undetected by SMIP senders



7. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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