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Abst ract

Thi s docunent describes how to apply the Statel ess Hash-Based Digital
Signature Algorithmin Merkle Tree Ladder node to the DNS Security
Extensions. This conmbination is referred to as the SLH DSA- MIL

Si gnature scheme. This docunent describes how to specify SLH DSA- MIL
keys and sighatures in DNSSEC. It uses both the SHA2 and SHAKE

fam ly of hash functions. This docunment al so provides gui dance for
use of EDNS(0) in signature retrieval.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Cctober 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Donmai n Name System Security Extensions (DNSSEC), which are
broadly defined in [ RFC4033], [RFC4034] and [ RFC4035], use

crypt ographi c keys and digital signatures to provide data origin
authentication and data integrity in the DNS. Merkle Tree Ladder
(MIL) Mode is a technique for using an underlying signature schene to
aut henticate an evolving series of nessages that is described in
[1-D. harvey-cfrg-ml-node]. MIL Mbde supports several underlying
signature schenes such as the Statel ess Hash-Based Digital Signature
Al gorithm (SLH DSA). This docunment describes the application of MIL
Mode to SLH DSA as the SLH DSA- MIL signature schene for DNSSEC.

O her conbi nations (such as M.- DSA) are possi ble and woul d be
described in separate docunents. SLH DSA is described in the FIPS
205 standard [FI PS205]. As described herein, a DNSKEY resource
record (RR) for an SLH DSA-MIL key contains a SLH DSA key. The SLH
DSA key is used for verifying signatures on Merkle tree | adders
(MILs). An RRSIG resource record for an SLH DSA-MIL Signature
contains a Merkle proof (authentication path) that is verifiable
using a MIL, and optionally also contains the signed MIL.
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The anti ci pation of quantum conputers that can break the current
signature algorithnms led to NI ST sel ecting post-quantum cryptographic
(PQC) algorithms for standardization and devel opi ng specifications
for the algorithns as NI ST standards. These new al gorithns are
expected to replace classical digital signature algorithns (e.g., RSA
and ECDSA) in | ETF standards and to be widely inplenmented and

depl oyed after that. N ST's proposed PQC al gorithns have
significantly | arger signature sizes than RSA and ECDSA. The | arger
sizes may have a significant operational inpact on DNSSEC. For
exanpl e, the size of signed NSEC and NSEC3 responses may exceed UDP
MIUs with this degrading the use of UDP as the preval ent DNSSEC
transport. Larger signature sizes could also substantially increase
menory requirements for in-menory zone dat abases used by
authoritative name servers and for in-nenory caches used by

resol vers

As described in [I-D. harvey-cfrg-ntl-node], MIL node is designed to
reduce the size inpact of PQC signature algorithnms. For DNSSEC, the
size inpact reduction is achieved when signatures provided in RRSIG
RRs are primarily conprised of "condensed signatures"” (Merkle proofs
/ authentication paths) and are only occasionally conprised of "ful
signatures" that contain both a condensed signature and a signed MIL
where the signed | adder includes a signature using the underlying PQC
signature algorithm MIL node reduces the nenory requirenments for
PQC signatures as the signature data in the zone database or cache is
primarily conprised of Merkle proofs and only occasionally of signed
MILs [ CTRSAMIL] .

SLH DSA is a statel ess hash-based PQC signature schene sel ected by
NI ST for standardi zation [ NI STSELECTIONS] in July 2022 and formally
publ i shed as a standard in August 2024 [FIPS205]. This docunent
specifies SLH- DSA for the initial application of MIL node to DNSSEC
based on three considerations: (1) SLH DSA is al so based on Merkle
trees, and thus already has internal functions for conputing |eaf
nodes and internal nodes; and (2) SLH DSA has relatively |arge
signature sizes and conputational costs, and therefore can benefit
significantly fromthe reductions offered by MIL node; and (3) hash-
based techni ques are well understood and offer a conservative choice
for long-termsecurity relative to newer N ST sel ected signature
schenes based on | attice-based cryptography. SLH DSA is based on
SPHI NCS+ [ SPHI NCSPLUS], one of the submissions to NIST's PQC

eval uation project [I|-D. harvey-cfrg-ntl-node] describes the

conbi nati on of MIL node with SLH DSA.

This initial version of the draft focuses on the code-points
applicable to DNSKEY and RRSI G formul ati on and a proposed DNSSEC
protocol change to support retrieval of MIL node condensed signatures
and MIL node full signatures as described in Section 3, Section 9.4,
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and Section 9.5 of [I-D. harvey-cfrg-ntl-node]. Later versions may

descri be DNSSEC protocol and/or operational changes related to zone
si gni ng, zone conposition, zone updates, zone transfer, name server
processi ng, resolver signature processing, and resol ver caching.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Doubl e pi pe characters, "||" are used in this document to indicate
concat enati on of the elenents preceding and follow ng the double pipe
characters.

Al'l nuneric DNSKEY el ements and RRSI G el enents specified in this
docunent are unsigned integers in network byte order (big endian
order).

3. DNSKEY Resource Records

An SLHDSAMILSHA2128S key consists of a 32-octet value, which is
encoded into the Public Key field of a DNSKEY resource record as a
simple bit string. SLHDSAMILSHA2128S keys are generated as SLH DSA
keys using the SLH DSA- SHA2- 128s paraneter set, as defined in 10.1
and 11 of [FIPS205].

An SLHDSAMILSHAKE128S key consists of a 32-octet value, which is
encoded into the Public Key field of a DNSKEY resource record as a
simple bit string. SLHDSAMILSHAKE128S keys are generated as SLH DSA
keys using the SLH DSA- SHAKE- 128s paraneter set, as defined in 10.1
and 11 of [FIPS205].

4. RRS|I G Resource Records

MIL node signatures are either full or condensed as described in

[1-D. harvey-cfrg-ntl-nmde]. SLHDSAMILSHA2128S and SLHDSAMILSHAKE128S
signatures utilize a one-octet prefixed MIL-Type field to indicate
whet her the signature is condensed (0) or full (1).

An SLHDSAMTLSHA2128S si gnature consists of a variabl e-1ength val ue,
which is encoded into the Signhature field of an RRSI G resource record
as a sinmple bit string as the concatenation of the MIL-Type and a
SLH DSA- MIL- SHA2- 128s signhature as described in

[1-D. harvey-cfrg-mtl-node]:
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1111111111222222222233
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| MIL-Type I I
R i i i |
| SLH- DSA- MIL- SHA2- 128s si ghat ure |
/ /
/ /
B i s T T i i o S o T Ji I

An SLHDSAMILSHAKE128S signature consists of a variable-length val ue,
which is encoded into the Signature field of an RRSIG resource record
as a sinmple bit string as the concatenation of the MIL-Type and a
SLH DSA- MIL- SHAKE- 128s signature as described in

[1-D. harvey-cfrg-ntl-node]:

1111111111222222222233
01234567890123456789012345678901
R et e s i o e s i i
| MIL-Type I I
N S S S |
| SLH DSA- MIL- SHAKE- 128s si ghat ure |
/ /
/ /
R et e s i o e s i i

The signature and verification algorithnms for both SLH DSA- MIL-
SHA2-128s and SLH DSA- MTL- SHAKE- 128s are described in 9.1 and 9.2 of
[1-D. harvey-cfrg-ml-node]. The signhature and verification
algorithms for the underlying signature al gorithns used for signing
| adders in SLH DSA- MIL- SHA2- 128s and SLH DSA- MTL- SHAKE- 128s f ul |

si gnatures, SLH DSA- SHA2-128s and SLH DSA- SHAKE- 128s respectively,
are described in 10.2 and 10.3 of [FIPS205].

5. Algorithm Nunmbers for DS, DNSKEY, and RRSI G Resource Records

The al gorithm nunmber associated with the use of SLHDSAMILSHA2128S in
DS, DNSKEY, and RRSI G resource records is TBD. The al gorithm nunber
associated with the use of SLHDSAMILSHAKE128S in DS, DNSKEY, and

RRSI G resource records is TBD. This registration is fully defined in
the | ANA Consi derations section.

6. The ntl-nmode-full EDNS(0) Option
MIL node signatures are either full or condensed. A MIL node- aware
client MAY request that signatures be returned in the full format by

providing the ml-node-full EDNS(0) option in the OPT neta-RR of its
query [ RFC6891].
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6.1. Option Format

The ntl-nmode-full option is encoded as foll ows:

0 8 16
T
| OPTI ON- CODE |

e
| OPTI ON- LENGTH |
e

Wher e:

OPTI ON- CODE  The EDNSO option code assigned to ntl-node-full, TBD.
OPTI ON- LENGTH Al ways zero.

6.2. Use By Responders

When a query includes the ntl-nmode-full option, the response
requi renent depends on the number of RRSIG records in the response
that were produced in MIL node:

* |f exactly one RRSIG record in the response was produced in MIL
nmode, then that RRSIG record MJUST be returned in the full
signature format.

* |If nore than one RRSIG record in the response was produced in ML
nmode, then enough of these RRSIG records MJST be returned in the
full signature format to ensure that every other RRSIGin the
response that was produced in MIL node can be verified.

When the ntl-node-full option is not included, every signature in the
response that was produced in MIL node MJST be returned in the
condensed signature fornmat.

As described in 9.2 of [I-D. harvey-cfrg-ntl-node], when a verifier
receives a condensed signature, the verifier determ nes whether any
of the MILs it has previously verified includes a rung that is
compatible with the authentication path in the condensed signature.
If not, then the verifier requests a new signed |adder. Accordingly,
a resolver SHOULD first query a name server w thout the ntl-node-full
option, and then, if needed, re-issue the query with the ntl-node-
full option. Since responses to queries with the ntl-node-full
option are expected to be large, it is RECOWENDED that queries with
the ml-node-full option be issued over transports (e.g., TCP, TLS,
QUI C) that support |arge responses w thout truncation and/or

fragment ati on.
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7

I mpl ement ati on Consi der ati ons

Signing RRSets in batches rather than as individual nessages can

| everage MIL node to reduce the nunber of public/private key signing
operations perforned with the underlying signature algorithm This
results in reducing the average conputational overhead per nessage
signed. This practice can also reduce the | oad on a hardware
security nodule. Batches also benefit the verifier by reducing the
nunber of full signatures required for validation because multiple
RRSI Gs can be verified by the | adder covering the batch. The
appropriate batch size will depend on the properties of the zone and
the requirenents of the zone operator. Batch size needs to be
considered carefully to ensure that new signatures are available in a
timely manner while still gaining the benefits of batch signing

[ MTL- ENDURANCE]

Exanpl es

Exanpl es with DNS tools are described in Section 10

I ANA Consi derati ons
Thi s docunent updates the | ANA registry for DNSSEC "Domai n Nane
System Security (DNSSEC) Al gorithm Nunbers" |ocated at

https://ww. i ana. or g/ assi gnment s/ dns- sec- al g- nunber s/ dns- sec-al g-
nunbers. xhtm (https://ww. i ana. org/ assi gnment s/ dns- sec- al g- nunber s/
dns-sec-al g-nunbers.xhtm ). The following entries are requested to
be added to the registry subject to the Nunber update:

SLH- DSA- MIL- SHA2- 128s

. e +
Nunber TBD
Descri ption SLH DSA- MIL- SHA2- 128s

Zone Si gning Y
Trans. Sec. *

| | |
| Mhenoni c | SLHDSAMTLSHA2128S |
| | |
| | |
| Reference | |

Thi s specification

oo s o m e e e e e e e e eea oo +
Nunber TBD
Descri ption SLH- DSA- MTL- SHAKE- 128s
Mhenoni ¢ SLHDSAMTLSHAKE128S

Trans. Sec. *

Ref er ence

I I I
I I I
I ic | |
| Zone Signing | Y |
I I I
| | This specification |
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10.

* There has been no determ nation of standardi zati on of the use of
these algorithnms with Transaction Security.

I mpl enent ati on Status

NOTE: Pl ease renove this section and the reference to RFC 7942 prior
to publication as an RFC

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the I ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

For testing purposes, SLH DSA- MIL- DNSSEC has been inplenented in the
foll owi ng DNS open-source applications:

* LDNS for key generation, zone signing, and zone verification with
MIL node: https://github.com Verisign/ml-node-Idns
(https://github. conl Verisign/ntl-node-Idns)

* NSD authoritative name server with MIL node:
https://github. com verisign/ntl-node-nsd
(https://github.com verisign/ntl-node-nsd)

* Unbound recursive resolver with ML node:
https://github. com Verisign/ntl-node-unbound
(https://github. conl Veri sign/ntl-nobde-unbound)

These i npl enent ati ons depend on the reference inplenentati on of MIL
nmode which is available in C.  The MIL library can be found at
https://github. com Verisign/MIL (https://github.con Verisign/MIL).
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11.

12.

13.

13.

Security Considerations

The security considerations of [FIPS205] and
[1-D. harvey-cfrg-ml-node] are inherited in the usage of SLH DSA- MIL
i n DNSSEC.

SLH- DSA- MIL- SHA2- 128s and SLH- DSA- MTL- SHAKE- 128s are intended to
operate at around the 128-bit security |evel against classical
attacks and the 64-bit |evel against quantum attacks, consistent with
NI ST's security level 1I.

A private key used for a DNSSEC zone MUST NOT be used for any other
purpose than for that zone. Qherw se, cross-protocol or cross-
application attacks are possible.
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