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Abst ract

Thi s docunent describes how to apply the Statel ess Hash-Based Digital
Signature Algorithmin Merkle Tree Ladder node to the DNS Security
Extensions. This conmbination is referred to as the SLH DSA- MIL

Si gnature scheme. This docunent describes how to specify SLH DSA- MIL
keys and sighatures in DNSSEC. It uses both the SHA2 and SHAKE

fam ly of hash functions. This docunment al so provides gui dance for
use of EDNS(0) in signature retrieval.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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1.

I nt roducti on

The Domai n Name System Security Extensions (DNSSEC), which are
broadly defined in [ RFC4033], [RFC4034] and [ RFC4035], use

crypt ographi c keys and digital signatures to provide data origin
authentication and data integrity in the DNS. This docunent

descri bes the application of Merkle Tree Ladder (MIL) Mde to the

St at el ess Hash-Based Digital Signature Al gorithm (SLH DSA) as the
SLH DSA- MTL si gnature scheme for DNSSEC. SLH DSA is described in the
FI PS 205 standard [ FI PS205] and MIL node is described in

[1-D. harvey-cfrg-ml-node]. As described herein, a DNSKEY resource
record (RR) for an SLH DSA- MIL key contains a SLH DSA key. The SLH
DSA key is used for verifying signatures on Merkle tree | adders
(MILs). An RRSIG resource record for an SLH DSA-MIL Signhature
contains a Merkle proof (authentication path) that is verifiable
using a MIL, and optionally also contains the signed MIL.

The anti ci pation of quantum conputers that can break the current
signature algorithnms led to NI ST sel ecting post-quantum cryptographic
(PQC) algorithms for standardization and devel opi ng specifications
for the algorithns as NI ST standards. These new al gorithns are
expected to replace classical digital signature algorithns (e.g., RSA
and ECDSA) in | ETF standards and to be widely inplenmented and

depl oyed after that. N ST's proposed PQC al gorithns have
significantly larger signature sizes than RSA and ECDSA. The | arger
sizes may have a significant operational inpact on DNSSEC. For
exanpl e, the size of signed NSEC and NSEC3 responses may exceed UDP
MIUs with this degrading the use of UDP as the preval ent DNSSEC
transport. Larger signature sizes could also substantially increase
menory requirements for in-nmenory zone dat abases used by
authoritative name servers and for in-nenory caches used by

resol vers.

As described in [I-D. harvey-cfrg-ntl-npde], MIL node is designed to
reduce the size inpact of PQC signature algorithns. For DNSSEC, the
size inpact reduction is achi eved when signatures provided in RRSIG
RRs are primarily conprised of "condensed signatures" (Merkle proofs
/ authentication paths) and are only occasionally conprised of "ful
signatures” that contain both a condensed signature and a signed MIL
where the signed | adder includes a signature using the underlying PQC
signature algorithm MIL node reduces the nenory requirenents for
PQC signatures as the signature data in the zone database or cache is
primarily conprised of Merkle proofs and only occasionally of signed
MILs [ CTRSAMIL] .

SLH-DSA is a statel ess hash-based PQC signature schene sel ected by
NI ST for standardi zation [ NI STSELECTIONS] in July 2022 and formally
published as a standard in August 2024 [FIPS205]. This docunent
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specifies SLH DSA for the initial application of MIL node to DNSSEC
based on three considerations: (1) SLH DSA is al so based on Merkle
trees, and thus already has internal functions for conputing |eaf
nodes and internal nodes; and (2) SLH DSA has relatively |arge
signature sizes and conputational costs, and therefore can benefit
significantly fromthe reductions offered by MIL node; and (3) hash-
based techni ques are well understood and offer a conservative choice
for long-termsecurity relative to newer N ST sel ected signature
schenes based on | attice-based cryptography. SLH DSA is based on
SPHI NCS+ [ SPHI NCSPLUS], one of the submi ssions to NIST's PQC

eval uation project [I-D. harvey-cfrg-ntl-node] describes the

conbi nati on of MIL nmode with SLH DSA

This initial version of the draft focuses on the code-points
applicable to DNSKEY and RRSI G formul ati on and a proposed DNSSEC
protocol change to support retrieval of MIL node condensed signatures
and MIL node full signatures as described in Section 3, Section 9.4,
and Section 9.5 of [I-D. harvey-cfrg-ntl-node]. Later versions may
descri be DNSSEC protocol and/or operational changes related to zone
si gni ng, zone conposition, zone updates, zone transfer, name server
processi ng, resolver signature processing, and resol ver caching.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Doubl e pi pe characters, "||" are used in this docunment to indicate
concat enati on of the elenents preceding and follow ng the double pipe
characters.

Al'l nuneric DNSKEY el ements and RRSI G el enents specified in this
docunent are unsigned integers in network byte order (big endian
order).

3. DNSKEY Resour ce Records

An SLHDSAMILSHA2128S key consists of a 32-octet value, which is
encoded into the Public Key field of a DNSKEY resource record as a
sinmple bit string. SLHDSAMILSHA2128S keys are generated as SLH DSA
keys using the SLH DSA- SHA2- 128s paraneter set, as defined in 10.1
and 11 of [FIPS205].
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An SLHDSAMTLSHAKE128S key consists of a 32-octet value, which is
encoded into the Public Key field of a DNSKEY resource record as a
simple bit string. SLHDSAMILSHAKE128S keys are generated as SLH DSA
keys using the SLH DSA- SHAKE- 128s par aneter set, as defined in 10.1
and 11 of [FIPS205].

4. RRS|I G Resource Records

MIL node signatures are either full or condensed as described in
[1-D. harvey-cfrg-ntl-node]. SLHDSAMILSHA2128S and SLHDSAMTILSHAKE128S
signatures utilize a one-octet prefixed MIL-Type field to indicate
whet her the signature is condensed (0) or full (1).

An SLHDSAMILSHA2128S si gnature consists of a variabl e-1ength val ue,
which is encoded into the Signature field of an RRSI G resource record
as a sinple bit string as the concatenation of the MIL-Type and a
SLH DSA- MTL- SHA2- 128s sighature as described in

[1-D. harvey-cfrg-ntl-node]:

1111111111222222222233
01234567890123456789012345678901
B T S i T s i i e e SEI S
| MIL-Type I I
R e s i T |
| SLH- DSA- MIL- SHA2- 128s si gnhat ur e |
/ /
/ /
B T S i T s i i e e SEI S

An SLHDSAMTLSHAKE128S signature consists of a variabl e-1ength val ue,
which is encoded into the Signhature field of an RRSI G resource record
as a sinmple bit string as the concatenation of the MIL-Type and a
SLH DSA- MIL- SHAKE- 128s signature as described in

[1-D. harvey-cfrg-ntl-node]:

11111111112222222222383
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| MIL-Type | |
B Tk i i i S |
| SLH DSA- MIL- SHAKE- 128s si gnat ure |
/ /
/ /
B i aT T e e o S o S S S I T et sl o ST S S S S S S
The signature and verification algorithnms for both SLH DSA- MIL-

SHA2- 128s and SLH DSA- MTL- SHAKE- 128s are described in 9.1 and 9.2 of
[1-D. harvey-cfrg-ml-node]. The signhature and verification
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algorithms for the underlying signature al gorithns used for signing
| adders in SLH DSA- MTL- SHA2- 128s and SLH DSA- MIL- SHAKE- 128s f ul

si gnatures, SLH DSA- SHA2-128s and SLH DSA- SHAKE- 128s respectively,
are described in 10.2 and 10.3 of [FIPS205].

5. Algorithm Nunbers for DS, DNSKEY, and RRSI G Resource Records

The al gorithm nunmber associated with the use of SLHDSAMILSHA2128S in
DS, DNSKEY, and RRSI G resource records is TBD. The al gorithm nunber
associated with the use of SLHDSAMILSHAKE128S in DS, DNSKEY, and

RRSI G resource records is TBD. This registration is fully defined in
the | ANA Consi derations section.

6. The ntl-node-full EDNS(0) Option
MIL node signatures are either full or condensed. A MIL nobde-aware
client MAY request that signatures be returned in the full format by
providing the ml-node-full EDNS(0) option in the OPT neta-RR of its
query [ RFC6891].

6.1. Option Format

The ntl-nmode-full option is encoded as foll ows:

0 8 16
T = S T S T
| OPTI ON- CCDE |

T e T S
| OPTI ON- LENGTH |
I S e e S

Wher e:

OPTI ON- CODE  The EDNSO option code assigned to ntl-node-full, TBD.
OPTI ON- LENGTH Al ways zero.

6.2. Use By Responders
When a query includes the ntl-node-full option, the response
requi renent depends on the nunber of RRSIG records in the response
that were produced in MIL node:
* |f exactly one RRSIG record in the response was produced in MIL

nmode, then that RRSI G record MJUST be returned in the full
signature format.
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* |If nore than one RRSIG record in the response was produced in ML
mode, then enough of these RRSIG records MJST be returned in the
full signature format to ensure that every other RRSIGin the
response that was produced in MIL node can be verified

When the ntl-node-full option is not included, every signature in the
response that was produced in MIL node MJST be returned in the
condensed signature format.

As described in 9.2 of [I-D. harvey-cfrg-ntl-node], when a verifier
recei ves a condensed signature, the verifier determ nes whether any
of the MILs it has previously verified includes a rung that is
conmpatible with the authentication path in the condensed signature.
If not, then the verifier requests a new signed |adder. Accordingly,
a resolver SHOULD first query a name server w thout the ntl-node-ful
option, and then, if needed, re-issue the query with the ntl-node-
full option. Since responses to queries with the ntl-node-ful
option are expected to be large, it is RECOWENDED that queries with
the nml-node-full option be issued over transports (e.g., TCP, TLS,
QUI C) that support |arge responses w thout truncation and/or
fragment ati on.

7. I nplenentation Considerations
TBD
8. Examples

Exanpl es with detail ed processing descriptions are found in
Appendi x A

9. | ANA Consi der ati ons

Thi s docunent updates the I ANA registry for DNSSEC " Dommi n Nane
System Security (DNSSEC) Al gorithm Nunbers" |ocated at

https://ww. i ana. or g/ assi gnment s/ dns-sec- al g- nunber s/ dns- sec-al g-
nunbers. xhtm (https://ww.iana. org/ assi gnment s/ dns- sec- al g- nunber s/
dns-sec-al g-nunbers.xhtm ). The following entries are requested to
be added to the registry subject to the Number update:
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10.

SLH- DSA- MI'L- SHA2- 128s

S o m e e e e e e e e e +
| Number | TBD |
| Description | SLH DSA-MIL-SHA2-128s |
| Mhenonic | SLHDSAMILSHA2128S |
| Zone Signing | Y |
| Trans. Sec. | * |
| Reference | This specification |

oo s o m e e e e e e i e e ee oo +
| Nunber | TBD |
| Description | SLH DSA-MIL- SHAKE-128s |
| Menonic | SLHDSAMTLSHAKE128S |
| Zone Signing | Y |
| Trans. Sec. | * |
| Reference | This specification |

* There has been no determ nation of standardi zati on of the use of
these algorithns with Transaction Security.

I mpl ement ati on Status

NOTE: Pl ease renove this section and the reference to RFC 7942 prior
to publication as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".
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11.

12.

13.

13.

For testing purposes, SLH DSA- MIL- DNSSEC has been inplenented in the
foll owi ng DNS open-source applications:

* LDNS for key generation, zone signing, and zone verification with
MIL node: https://github. conf Verisign/ml-node-I|dns
(https://github.com Verisign/ntl-node-1dns)

* NSD authoritative nanme server with MIL node:
https://github. com NLnet Labs/ nsd/ pul | / 397
(https://github. coml NLnet Labs/ nsd/ pul | / 397)

* Unbound recursive resolver with ML node:
https://github. com Verisign/ntl-node-unbound
(https://github.com Verisign/ntl-node-unbound)

These i npl enent ati ons depend on the reference inplenentati on of MIL
mode which is available in C.  The MIL library can be found at
https://github. com Verisign/ MIL (https://github.conl Verisign/MIL).

Security Considerations

The security considerations of [FIPS205] and
[1-D. harvey-cfrg-ml-node] are inherited in the usage of SLH DSA- MIL
i n DNSSEC.

SLH- DSA- MIL- SHA2- 128s and SLH- DSA- MTL- SHAKE- 128s are intended to
operate at around the 128-bit security |evel against classica

attacks and the 64-bit |evel against quantum attacks, consistent with
NI ST's security level |1

A private key used for a DNSSEC zone MUST NOT be used for any other
purpose than for that zone. Qherw se, cross-protocol or cross-
application attacks are possible.
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Appendi x A.  MIL Mode for DNSSEC Exanpl e

Thi s appendi x gi ves an exanple. The appendi x al so provides a step-
by-step overview of how to verify an exanpl e condensed signature and
an exanple full signature fromthe signed zone file. See

[1-D. harvey-cfrg-ntl-nmode] for additional details on the

crypt ographi ¢ operati ons.

In the follow ng, byte strings are witten in hexadeciml. For
readability, a space or line break is inserted after each group of
four bytes (eight hexadecimal characters). For exanple, the six-byte
string with decimal byte values 1, 2, 4, 8, 16, 32 is witten

01020408 1020

The function toByte(x,n) converts the integer x to a n-byte string,
nmost significant byte first. (The function is defined in [FIPS205].)
For exanple, toByte(16,4) produces the four-byte string

00000010

toByte assunes that 0 <= x <= 2*{8y}-1. This assunption holds in all
calls to toByte within this appendi x.

NOTE: For purposes of illustration we assigned the numeric DNSSEC
algorithmidentifier 50 for SLH DSA- MIL- SHA2-128s. W plan to change
to an experinental identifier in a future version of this draft, and
bef ore publishing any code for MIL node for DNSSEC
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A.l. Initial Signed Zone File

The exampl e zone file bel ow includes several RRsets associated with
the exanpl e.com zone. The SOA RRset has a full signature, while the
A, AAAA, CNAME, MX, NS, NSEC3 and TXT RRsets each has a condensed
signature. The DNSKEY RRset is unsigned. In practice, the DNSKEY
RRset woul d be signed with a key signing key. W omitted this step
for sinplicity in this version of the draft. W plan to add sign the
DNSKEY RRset with a MIL node key signing key in the next version of
the draft.

Any number of the signed RRsets in the zone file could have a ful
signature. W associated the full signature with the SOA record
because the SOA record is updated whenever the zone changes. The
condensed signatures on the other RRsets are all relative to the
signed | adder in the full signature in the SOA RRSIG record. The
correspondi ng full signature on an RRset can be forned by

concat enati ng the condensed signature on the RRset with the signed

| adder in the SOA RRSIG record’s full signature -- see Section 9.4 of
[1-D. harvey-cfrg-ml-node]. As a result, a name server that |oads
this zone file can forma full signature on any of the RRsets when
requested per Section 6 above, w thout access to the signer’s private
key materi al

The full signature is abridged in the exanple below. The conplete
value is given in Appendix A 6

NOTE: The TXT record represented in the zone file bel ow has been
broken into two lines to fit inthis Internet-Draft. Verifying the
signature on the TXT record requires that the text (including spaces)
mat ch the source record which is a single line that reads: "This zone
is an exanple input for SLH DSA-MIL zone signing" with single spaces
bet ween each of the words.

exanpl e.com 3600 I N SOA ns. exanpl e.com adni n. exanple.com (
1719858941 7200 3600 1209600 3600 )

exanmpl e.com 3600 IN RRSI G SOA 50 2 3600 20250701183541 (
20240701183541 53939 exanpl e. com
AWOXFesN5gr vglVk/ TE3ZNEAAEkgbr J3Dnyx AAA
AAGAAAAAAAAAHAANS VgmrBNLf Ho2J8nnZz +kci r
50wSl | Xgmt i | ZzYgNXNt Pj WTkxvxvi gKt dl WEZh
hl AAEKgbr J3Dnyx AAI AAAAAAAAABOwWg g HBFOFW
pS3J9JgTr X0AAAAI AAAACI ) # ... abridged

exanpl e.com 3600 IN A 192.0.2.1

exanpl e.com 3600 IN RRSIG A 50 2 3600 20250701183541 (
20240701183541 53939 exanpl e. com
APNnCCCOkVSqj w6zKSPz40UBAAAEKghr J3DnyxAAA
AAAAAAAAAAAAHAACGVodKI Rgci Vy AG660gDJIAS/
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bl gagTf YUO4UILWETNe9Pj] Wikxvxvi gKt dl \EZh
hl =)

NS nsl. exanpl e. net.

NS ns2. exanpl e. net .

RRSI G NS 50 2 3600 20250701183541 (
20240701183541 53939 exanpl e. com
APVLI | Bj y13ydSa9Fx ADHF4AAEKkgbr J3Dnyx AAA
AAQAAAAAAAAAHAANS p QHOFHI TRUCYK OBt wexgS/
bl gagTf YUD4u9LWETNe9P] Wikxvxvi gKt dl VEZh
hl =)

MX 10 mai |l . exanpl e. net.

RRSI G MX 50 2 3600 20250701183541 (
20240701183541 53939 exanpl e. com
ALnLaReRJQ | 5Z0o1LcM aj EAAEKkgbr J3DnyxAAA
AAWAAAAAAAAAHAAPO+30qRFTOs 9aFxBzbQT Vi r
50WSI | Xgnt i | ZzYgNXNt P} WTkxvxvi gKt dl WVEZh
hl =)

TXT "This zone is an exanple input for
SLH- DSA- MTL zone si gni ng"

RRSI G TXT 50 2 3600 20250701183541 (
20240701183541 53939 exanpl e. com
ADo++BxJN5KgDczdj zV@yyoAAEKghr J3DnyxAAA
ABAAAAAAAAAAHAANI BHbegl OSEdvxj 8Fpuwlhzg
KIndGr75STS6V/ 0/ RqEvdl Nr 1pRx28N2C BwiriX0j
w =)

AAAA 2001: db8::1

RRSI G AAAA 50 2 3600 20250701183541 (
20240701183541 53939 exanpl e. com
Al i R3ec5YTYyuf oN4/ m6nf c AAEKghbr J3DnyxAAA
ABQAAAAAAAAAHAAMCQWQKN j Ti 7+3gCl mVZr 9zg
KIndG75STS6V/ 0/ RqEvdl Nr 1pRx28N2C BwiriX0j
w =)

exanpl e.com 3600 I N DNSKEY 256 3 50 (

PawPGCKuy kH6QCx f h6b8HoJZwax Mi-3(QKvs Tgo
T/5/8= ;{id = 53939 (zsk), size = 0b} )

9v(q38Il j 9gs6slar uer 131nbt sf nvek2p. exanpl e. com 3600 IN NSEC3 1 0 (

1 - Olverorlcjoa2ljibrikOotij3lgoj3l
A NS SOA MX TXT AAAA RRSI G DNSKEY )

9v(q38Il j 9gs6slar uer 131nbt sf nvek2p. exanpl e. com 3600 I N RRSI G (

NSEC3 50 3 3600 20250701183541
20240701183541 53939 exanpl e. com

AFLTi t 749Nggdkh+et QuDk AAEkgbr J3DnyxAAA
ABgAAAAAAAAAHAANMD | HLhQ PRAYdqv KF++j wr
4HJ28ul LKC71 Xr GCYpWNI Nr 1pRx28N2Cl BwiX0j
w =)

www, exanpl e.com 3600 | N CNAME exanpl e. com
www. exanpl e.com 3600 IN RRSI G CNAME 50 3 3600 (

Fregly, et al.

20250701183541 20240701183541 53939
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exanpl e. com
ABaM Ki aAl 8r pj CNLunR9zgAAEkgbr J3DnyxAAA
ABWAAAAAAAAAHAACDZADL I aNHOs GFK2y dA637vr
4HJ28ul LKC71 Xr GCYpWNI Nr 1pRx28N2Cl BwriX0j
w =)

Ol verorlcjoa2ljib5rikOotij3lgoj3l.exanple.com 3600 IN NSEC3 1 0 (
1 - 9vqg38lj9gs6slaruer131nbt sf nvek2p
CNAME RRSI G )

Ol verorlcjoa2lji5rikOotij3lgoj3l.example.com 3600 IN RRSIG (
NSEC3 50 3 3600 20250701183541
20240701183541 53939 exanpl e. com
AD3B1TVBoNgur i kkoA+mxSgAAEkgbr J3DnyxAAA
ACAAAAAGAAAAI AAA= )

ot ai ning the Public Key

As usual in DNSSEC, the verifier obtains the public key for verifying
signatures fromthe DNSKEY RRset (which in this exanple includes only
one record):

exanpl e.com 3600 I N DNSKEY 256 3 50 (
PawPGCKuy kH6QCt f h6b8HoJZwax MiF3(QKvs Tgo
T/5/8=; key id = 53939 )

Foll owi ng Section 2.2 of [RFC4034], the RDATA portion of this record
(the fields to the right of "DNSKEY") includes the follow ng fields:

Fl ag: 256 (zone key bit = 1)

Protocol: 3 (fixed val ue)

Al gorithm 50 (SLH DSA-MTL- SHA2- 128s)

Public Key: PawPGCKuykH6QQ f h6b8HoJZwAxMMIt3(KvsTgoT/ 5/ 8= [ 44
characters in Base64]

* Ok X *

The key tag for this public key, as shown in the comments, is 53939
(decimal). (The key tag is conputed fromthe public key follow ng

Appendi x B of [RFC4034].) The Base64 val ue of the Public Key field
corresponds to the followi ng byte string:

3DACOF18 22AECA41 FA40EB5F 87A6FCLE
8259C38C 4C33EDDO 2AFB1382 84FFE7FF [ 32 byt es]

The verifier parses the byte string follow ng [FI PS205] to obtain the
public key components:

3DACOF18 22AECA41 FA40EB5F 87A6FCLE - PK. seed [16 bytes]
8259C38C 4C33EDDO 2AFB1382 84FFE7FF - PK. root [16 bytes]

gly, et al. Expires 4 Cctober 2025 [ Page 14]
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Verifying a Condensed Signature

This section illustrates how the exanple A RRSIG record can be
verified. Qher RRSIG records with condensed signatures can be
verified simlarly. The exanple A RRSIG record is:

exampl e.com 3600 IN RRSIG A 50 2 3600 20250701183541 (
20240701183541 53939 exanpl e. com
APNCCCkVSqj w6z KSPz40UBAAAEK gbr J3Dny x AAA
AAAAAAAAAAAAHAACGVodKI Rgci Vy AG660gDJAS/
bl gaqTf YUD4u9OLWETNe9P] Wkxvxvi gKt dl WEZh
hl =)

Fol Il owi ng Section 3.2 of [RFC4A034], the RDATA portion of this record
includes the follow ng fields:

Type Covered: A

Al gorithm 50 (SLH DSA-MTL- SHA2- 128s)

Label s: 2

Oiginal TTL: 3600 seconds

Signature Expiration: 1 July 2025 18:35:41 UTC

Signature Inception: 1 July 2024 18:35:41 UTC

Key Tag: 53939

Si gner’s Nane: "exanple.com"

Si gnat ure: APnCCCkVSqgj w6z KSPz40UBAAAEK gbr J3Dny x AAAAAAAAAAAAAAAHAAO
Gvodkl Rgci VWAGE60gDIAS/ bl gaqTf YUO4Uu9LWETNe9Pj Wikxvxvi gKt dl WEZhh! =
[ 120 characters i n Base64]

L I B R

The Base64 val ue of the Signature field corresponds to the foll ow ng
byte string:

00F9C208 E9154AA8 FOEB3292 3F3E3453 A0000049 206EB277
OE7CB100 00000000 00000000 00000700 03865687 6495181C
895C801B AEB48032 404BF6E5 81AA937D 8534E2EF 4B5844CD
7BD3E359 3931BF1B E2A8AB5D 21611986 12 [89 byt es]

Per Section 4 of this docunent, the initial 00 byte of the byte
string indicates that the signature is in condensed format. The
remai ni ng 88 bytes are the condensed signature.

.1. Parsing the Condensed Signature

The verifier parses the condensed signature to obtain the randonizer
the series identifier, the authentication path and other information
followi ng Section 9.5 of [I-D. harvey-cfrg-ntl-node].

For the example A RRSIG record, the parsing produces these fields:

Fregly, et al. Expires 4 Cctober 2025 [ Page 15]
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Random zer
FOC208E9 154A8F0 EB32923F 3E3453A0 - random zer R ntl [16 bytes]
Aut hentication Path

0000 - flags (nust be O per [I-D. harvey-cfrg-ntl-node]) [2 bytes]
49206EB2 770E7CBl1 - series identifier SID [8 bytes]
00000000 - leaf index: i =0 [4 bytes]
00000000 - rung left index: O [4 bytes]
00000007 - rung right index: 7 [4 bytes]
0003 - sibling hash count: 2 [2 bytes]
Si bli ng node hash val ues
86568764 95181C89 5C801BAE B4803240 - V[1:1] [16 bytes]
4BF6ES581 AA937D85 34E2EF4B 5844CD7B - V[ 2:3] [16 bytes]
D3E35939 31BF1BE2 A8AB5D21 61198612 - V[4:7] [16 bytes]

The authentication path for this signature connects the |eaf node
hash value V[0:0] to the |adder rung V[0:7] (see Appendix A 4.1).

The sibling node hash val ues are denoted V[1:1], V[2:3] and V[4:7].
(I'n an inplenentation, a verifier may receive an authentication path
with a different nunber of hash val ues and/or different actual val ues
than the signer intended. The authentication path verification
operation, e.g., Section 8.8 of [I-D. harvey-cfrg-ntl-node], would
check that both the nunber and val ues are correct.)

A.3.2. Formng the MIL Mbde Message | nput

The verifier forms the nessage input Mi] to the MIL node
verification operation followi ng DNSSEC conventions specified in
Section 3.1.8.1 of [RFC4034]: it is the concatenation of the wire
format of the RDATA portion of the associated RRSIG record excludi ng
the Signature field, and the wire format of the associated RRset.
The val ue produced by this step for the exanple A RRset and its
associ ated RRSIG record is:

M 0] = 00013202 OO000OE10 68642A7D 6682F6FD D2B30765 78616D70
6C650363 6F6D0007 6578616D 706C6503 636F6D00 00010001
00000OE10 0004C000 0201 [58 bytes]

NOTE: For cryptography inplenmenters not fanmiliar with DNSSEC, the
message bytes of M O] can be parsed as follows:

RDATA portion of RRSIG (excluding Signature field) wire format

Fregly, et al. Expires 4 Cctober 2025 [ Page 16]
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0001 - Type Covered: 1 (A [2 bytes]
32 - Algorithm 50 (SLH DSA-MIL-SHA2-128s) [1 byt e]
02 - Labels: 2 [1 byte]
00000E10 - Original TTL: 3600 seconds [4 bytes]
68642A7D - Sig Expiration: 1 July 2025 18:35:41 UTC [4 bytes]
6682F6FD - Sig Inception: 1 July 2024 18:35:41 UTC [4 bytes]
D2B3 - Key Tag: 53939 [2 bytes]
07657861 6D706C65 03636F6D 00 - Signer’s Nane:
"exanpl e.com " [vari abl e]

RRset wire formt

A 3.

07657861 6D706C65 03636F6D 00 - Owner Nane:

"exanpl e.com " [vari abl e]
0001 - Type: 1 (A [2 bytes]
0001 - Cass: 1 (IN) [2 bytes]
00000E10 - Tinme to Live: 3600 seconds [4 bytes]
0004 - length in bytes of RDATA portion: 4 [2 bytes]
C0000201 - RDATA portion: Host Address (192.0.2.1) [4 bytes]

3. Conputing the Leaf Node Hash Val ue

The verifier conputes the | eaf node hash value V[i] fromthe nessage
Mi], the per-nessage randomi zer R ntl[i] and certain other

i
[

*

nformation follow ng Sections 5.1 and 8.2.1 of
| -D. harvey-cfrg-ntl-nmode]. The process has two steps:

Hash the nessage Mi] together with the random zer R ntl[i], the
public key seed PK. seed, the public key root PK root, and an
address field to obtain a data value d[i] follow ng Section 5.1 of
[1-D. harvey-cfrg-ntl-node]

Hash the data value d[i] together the public key seed PK seed and
a conpressed address field to obtain a | eaf node hash value V[i]
followi ng Section 8.2.1 of [I-D. harvey-cfrg-ntl-node]

For SLH DSA- MTL- SHA2- 128s, the steps sinplify to the follow ng
operati ons:

ADRS[i] = toByte(0,8) || SID|| toByte(16,4) || toByte(0,8) ||
toByte (i, 4)

dli] = MGF1-SHA2-256 (R.nmtI[i] || PK seed || SHA2-256 (R.nmtlI[i] ||
PK. seed || PK root || toByte(128,1) || toByte (0,1) ||
ADRS[i] || Mi]), 16)

ADRS"c[i] = toByte(0,1) || SID|| toByte(17,1) || toByte(O0,8) ||
toByte (i, 4)

V[i] = SHA2-256 (PK. seed || toByte(0,48) || ADRS*c[i] || d[i])
truncated to the first 16 bytes

Fregly, et al. Expires 4 Cctober 2025 [ Page 17]
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The | eaf node hash value V[i]
input to the interna

For the exanpl e record,

SID=4
ADRS] 0]

RnI[0] =

PK. seed
PK. r oot

M O]

SHA- 256

SHA- 256

M3F1- SHA- 256 i nput =

d[o] =
ADRS" c[

SHAZ2- 25

V[ 0: 0]

Not e.

9206EB2 770E7CBL [8 byt es]

SLH- DSA- MT'L- DNSSEC

Apri

t he val ues invol ved are:

= 00000000 00000000 49206EB2 770E7CB1
00000010 00000000 00000000 00000000 [32 bhytes]

FO9C208E9 154AA8F0 EB32923F 3E3453A0 [ 16 bytes]

= 3DACOF18 22AECA41 FA4OEBSF 87AGFCLE [ 16 byt es]
= 8259C38C 4C33EDDO 2AFB1382 84FFE7FF [ 16 byt es]

6C650363 6F6D0007 6578616D
0000OE10 0004C000 0201 [58
i nput within MGF1- SHA2- 256
EB32923F 3E3453A0 3DACOF18
8259C38C 4C33EDDO 2AFB1382
00004920 6EB2770E 7CB10000
00000001 32020000 OE106864
6D706C65 03636F6D 00076578
00010000 0E100004 C0000201
full
5855C6AA DAA82B18 F9F4E13E
[ 32 bytes]

22AECA41 FA40EB5F 87A6FCLE

DAA82B18 FI9F4E13E 78BF6C63 7ABA745A 593B5DB4 [ 64 byt es]
= 3564B082 FSE79D9D 31B8BA7C BOSE9QEBY

MGF1- SHA2- 256 out put
[ 16 bytes]

0]
[ 22 byt es]

6 input for V[0] = 3DACOF18
00000000 00000000 00000000
00000000 00000000 00000000
0049206E B2770E7C B1110000
BO82F8E7 9D9D31B8 BA7CBO5SE

= V[ 0]
14725345 409890E0 6DCLEC60

out put within M31-SHA- 256 cal

= SHA2- 256 output truncated to 16 bytes =

= 00013202 O0OOOOE10 68642A7D 6682F6FD D2B30765 78616D70

706C6503 636F6D00 00010001
byt es]

call = F9C208E9 154AA8FO0
22AECA41 FA40EBSF 87A6FCLE
84FFE7FF 80000000 00000000
00100000 00000000 00000000
2A7D6682 F6FDD2B3 07657861
616D706C 6503636F 6D000001

[ 140 bytes]

78BF6C63 7ABA745A 593B5DB4

02009241 F02420F6 5855C6AA

= 0049206E B2770E7C B1110000 00000000 00000000 0000

22AECA41 FA40EBSF 87A6FCLE
00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00003564
9EB7 [102 byt es]

[ 16 bytes]

The sinplified operations given above for SLH DSA- MIL-

2025

is alternatively denoted V[i:i] when
node hash val ue operations in the next section

= 02009241 F02420F6

FOC208E9 154AA8F0 EB32923F 3E3453A0 3DACOF18

79A501F4

SHA2- 128s can be derived from|[I-D. harvey-cfrg-ntl-node] as follows:

1. The address value ADRS[i ]

of [I

Fregly,

et al.

-D. harvey-cfrg-ntl-node].

Expires 4 Cctober 2025

has type MIL_MSG = 16 per Section 4.6
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2. The random zed hash function Hntl_mnmsg is the M3F1- SHA2- 256 /
SHA- 256 conbi nati on defined in Section 10.2.1 of
[1-D. harvey-cfrg-ntl-node]. The output of the call to SHA2-256
within this conbination is not truncated; it remains 32 bytes
when input to M3F1- SHA2- 256.

3. The nmessage input to Hntl _nsg is a nessage donai n separator of
type MIL_MSG SEP = 128 with an enpty context string, followed by
ADRS[i], followed by the actual nessage Mi], per Section 5.1 of
[1-D. harvey-cfrg-ntl-node].

4. The conpressed address val ue ADRS*c[i] has type MIL_DATA = 17 per
Section 4.6 of [I-D. harvey-cfrg-nmtl-node].

5. The leaf node hash function F is SHA2-256 where PK seed is padded
with zeroes on the right to 64 bytes per Section 10. 2.3 of
[1-D. harvey-cfrg-mtl-node].

A.3.4. Checking the Authentication Path

The verifier checks the authentication path fromthe | eaf node hash
value V[i:i] to a ladder rung following Section 8.8 of

[1-D. harvey-cfrg-ml-node]. The |adder rung is obtained separately,
either by requesting a full signature on the sanme RRset as descri bed
in Section 6 of this docunent (see also Appendix A 1), or froma ful
signature previously requested (and renenbered) for a different
RRset .

The aut henticati on path checki ng process involves one or nore
iterations of this step:

* Hash a |l eft node hash value and a right node hash val ue together
with the public key seed PK seed and an address field to obtain an
i nternal node hash val ue

For SLH DSA- MTL- SHA2-128s, the step sinplifies to one or nore
operations of the followi ng form

* ADRSMc[L:R] = toByte(0,1) || SID|| toByte(18,1) || toByte(O0,4) |
toByte (L,4)|| toByte (R 4)

* V[L:R] = SHA2-256 (PK. seed || toByte(0,48) || ADRS'c[L: R ||
V[L: M1] || VIMR]) truncated to the first 16 bytes

Here, V[L:R] is the internal node hash val ue being conmputed and

V[L: M1] and VMR are its child left and right node hash val ues
Following [I-D. harvey-cfrg-ntl-node], Mis the unique integer between
L+1 and R that is divisible by the | argest power of two.

For the exanple record, the process involves two iterations

(following the Merkl e node set structure in Appendix A 5.2 froml eaf
to rung):
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* Hash V[0:0] and V[1:1] together with PK seed and an address field
to obtain VO:1 (L =0, R=1, M=1)

* Hash V[0:1] and V[2:3] together with PK seed and an address field
to obtain V0O:3 (L =0, R=3, M= 2)

* Hash V[0:3] and V[4:7] together with PK seed and an address field
to obtain VO:7 (L =0, R=7, M= 4)

V[0:0] = V[0] was conputed in Appendix A 3.3, while V[0:1], V[2:3]
and V[4:7] were obtained fromthe authentication path in
Appendi x A. 3. 1.

The val ues invol ved are:

SI D = 49206EB2 770E7CBl1 [8 byt es]

ADRS”c[ 0: 1] = 0049206E B2770E7C B1120000 00000000 00000000 0001
[ 22 byt es]

PK. seed = 3DACOF18 22AECA41 FA40EBS5F 87A6FCLE [ 16 byt es]

V[ 0: 0] 79A501F4 14725345 409890E0 6DCLEC60 [ 16 byt es]

V[ 1: 1] 86568764 95181C89 5CB801BAE B4803240 [ 16 bytes]

SHA2- 256 i nput = 3DACOF18 22AECA41 FA40EB5F 87A6FCLE 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 0049206E
B2770E7C B1120000 00000000 00000000 000179A5 01F41472
53454098 90E06DC1 EC608656 87649518 1C895C80 1BAEB480
3240 [118 byt es]

V[0:1] = SHA-256 output truncated to 16 bytes = 8ABE74Cl 29655E09
ADBA5673 62A35736 [ 16 byt es]

ADRS”c[ 2: 3] = 0049206E B2770E7C B1120000 00000000 00000002 0003
[ 22 byt es]

V[ 2:3] = 4BF6E581 AA937D85 34E2EFAB 5844CD7B [ 16 byt es]

SHA2- 256 i nput = 3DACOF18 22AECA41 FA40EB5F 87A6FCLE 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 0049206E
B2770E7C B1120000 00000000 00000000 O0O038ABE 74C12965
5E09ADBA 567362A3 57364BF6 E581AA93 7D8534E2 EF4B5844
CD7B [ 118 bytes]

V[ 0: 3] = SHA2-256 output truncated to 16 bytes = D20DAF5A 51C76FOD
D82941C2 65F48F02 [ 16 byt es]

ADRS"c[ 4: 7] = 0049206E B2770E7C B1120000 00000000 00000004 0007
[ 22 byt es]

V[4:7] = D3E35939 31BF1BE2 A8AB5D21 61198612 [16 byt es]
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The interna

SHA2- 256

V[ 0: 7]

i nput

SLH- DSA- MT'L- DNSSEC 2025

Apri

= 3DACOF18 22AECA41 FA40EBSF 87A6FCLE 00000000

00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 0049206E
B2770E7C B1120000 00000000 00000000 0007D20D AF5A51C7
6F0DD829 41C265F4 8F02D3E3 593931BF 1BE2A8AB 5D216119
8612 [118 byt es]

= SHA2- 256 output truncated to 16 bytes = 4C2A8070 45D0559F

A52DCOF4 9813AD7A [ 16 byt es]

Figure 1

node hash value V[0:7] matches the corresponding rung in
the | adder (see Appendix A 4.1),

so the authentication path is

verifi ed.

Note. The sinplified operations given above for SLH DSA- MIL-
SHA2- 128s can be derived from|[I-D. harvey-cfrg-ntl-node]as foll ows:

1. The conpressed address val ue ADRS"c[i] has type MIL_TREE = 18 as

defined in Section 4.6 of [I-D. harvey-cfrg-ntl-node].
2. The |l eaf node hash function His SHA-256 where PK seed is padded

with zeroes on the right to 64 bytes, as defined in

Section 10.2.3 of [I-D. harvey-cfrg-ntl-node].

Verifying a Full Signature
The RRSI G record for the exanmple SOA RRset includes a full signature.
The abri dged Base64 val ue of the signature field of the RRSIG record
is:

AVWOXFesN5gr vg1lVk/ TE3ZNEAAEkgbr J3Dnyx AAAAAGAAAAAAAAAHAANS VgnmBNLT Ho2
J8nnZz+kci r50wWSl | Xgnt i | ZzYQNXNt Pj WTkxvxvi gKt dl WEZhhl AAEkgbr J3DnyxAA
| AAAAAAAAABOWGgHBFOFW pS3J9JgTr X0AAAAI AAAACI gAr e8NNFy48Tcs 96k JKAAA

B6WSN7nZva9FQDM . . .

Thi s val ue

Fregly,

01639715
OE7CB100
1ES8D89F2
36D3E359
0E7CB100
F49813AD
F7A42424

et al.

corresponds to the foll ow ng abridged byte string:

EBODEGOA
00000200
79D9CFE9
3931BF1B
02000000
7A000000
AO00001E

EF835564 FD313764 D1000049 206EB277
00000000 00000700 036C56A9 A604D2DF
1C8ABE74 C129655E 09AD8A56 7362A357
E2A8AB5D 21611986 12000049 206EB277
00000000 074C2A80 7045D055 9FA52DC9
08000000 088A80AD EFOD345C B8F1372C
BODCDEE6 66F6BD15 00CC . .
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The conpl ete Base64 value and byte string are given in Appendi x A 6.
Per Section 4 of this docunent, the initial 01 byte of this string
indicates that the signature is in full format. The renaining 7856
bytes are the full signature

A 4.1. Parsing the Full Signature

The verifier parses the full signature to obtain the random zer, the
series identifier, the authentication path, the | adder, the
underlying signature on the | adder and other information follow ng
Section 9.4 of [I-D. harvey-cfrg-ntl-node].

For the example record, the parsing produces these fields:
Randoni zer

639715EB ODE60AEF 835564FD 313764D1 - randomi zer R ntl [16 bytes]
Aut henti cation Path

0000 - flags (nust be O per [I-D.harvey-cfrg-ntl-node]) [2 bytes]
49206EB2 770E7CBl1 - series identifier SID [8 bytes]
00000002 - leaf index: i =2 [4 bytes]
00000000 - rung left index: O [4 bytes]
00000007 - rung right index: 7 [4 bytes]
0003 - sibling hash count: 2 [2 bytes]
Si bl i ng node hash val ues
6C56A9A6 04D2DF1E 8D89F279 DIOCFE91C - V[3:3] [16 bytes]
8ABE74Cl 29655E09 ADBA5673 62A35736 - V[0:1] [16 bytes]
D3E35939 31BF1BE2 ASAB5D21 61198612 - V[4:7] [16 bytes]

Ladder

0000 - flags (nust be O per [I-D. harvey-cfrg-ntl-node]) [2 bytes]
49206EB2 770E7CBl1 - series identifier SID[8 bytes]

0002 - rung count: 2 [4 bytes]

00000000 - rung left index: O [4 bytes]

00000007 - rung right index: 7 [4 bytes]

4C2A8070 45D0559F A52DC9F4 9813AD7A - rung hash V[0:7] [16 bytes]
00000008 - rung left index: 8 [4 bytes]

00000008 - rung right index: 8 [4 bytes]

8AB0ADEF 0D345CB8 F1372CF7 A42424A0 - rung hash V[8:8] [16 bytes]

S

ghature on | adder

00001EBO - length in bytes of underlying signature: 7856 [4 bytes]
DCDEE666 F6BD1500 CC ... - underlying signature
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The authentication path for this signature connects the |eaf node
hash value V[2:2] to the ladder rung V[0:7]. The sibling node hash
val ues are therefore assumed to be V[3:3], V[0:1] and V[4:7]. (See
Appendi x A 3.1)

The rungs included in the | adder are V[0:7] and V[8:8].

The val ues produced by this step are:

i = 2

Rntl[2] = 639715EB ODE6GOAEF 835564FD 313764D1 [ 16 byt es]

SID = 49206EB2 770E7CBl [8 byt es]

V[3:3] = 6C56A9A6 04D2DF1E 8D89F279 DICFE91C [ 16 byt es]

V[0:1] = 8ABE74Cl 29655E09 AD8BA5673 62A35736 [16 byt es]

V[4:7] = D3E35939 31BF1BE2 A8AB5D21 61198612 [16 byt es]

| adder = 00004920 6EB2770E 7CB10002 00000000 00000007 4C2A8070
45D0559F A52DCOF4 9813AD7A 00000008 00000008 8AS0ADEF 0D345CB8
F1372CF7 A42424A0 [ 60 byt es]

V[0:7] = 4C2A8070 45D0559F A52DCI9F4 9813AD7A [16 byt es]

V[8:8] = 8AB0ADEF 0D345CB8 F1372CF7 A42424A0 [16 byt es]

under|ying signature on | adder (abridged) = DCDEE666 F6BD1500 CC ...

[ 7856 byt es]
A 4.2. Verifying the Underlying Signature

The verifier verifies the underlying signature on the | adder
followi ng Section 9.2 of [I-D. harvey-cfrg-ntl-node].

For SLH DSA- MTL- SHA2- 128s, the steps sinplify to the follow ng
operati on:

* Verify the underlying signature on the byte string
toByte(129,1) || toByte(0,1) || |adder using SLH DSA- SHA2- 128s’ s
internal verification operation

The details of SLH DSA- SHA2-128s are not included here.
For the example record, the values involved are:

* message i nput = 81000000 49206EB2 770E7CB1 00020000 00000000
00074C2A 807045D0 559FA52D C9F49813 AD7A0000 00080000 00088A80
ADEFOD34 5CB8F137 2CF7A424 24A0 [62 bytes]

* underlying signature (abridged) = DCDEE666 F6BD1500 CC ... [7856
byt es]

* public key input = 3DACOF18 22AECA41 FA40EBS5F 87A6FCLE 8259C38C
4C33EDDO 2AFB1382 84FFE7FF [ 32 byt es]
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Once the signhature on the |adder is verified, the rungs of the |adder
can be used to verify authentication paths, e.g., as in
Appendi x A. 3. 4.

Note. The sinplified operation given above for SLH DSA- MIL- SHA2- 128s
can be derived from[I-D. harvey-cfrg-ml-node] as follows:

1. The nessage input to SLH DHA- SHA-128s’s internal verification
operation is the | adder prepended with a domain separator of type
MIL_LADDER SEP = 129 and a context string length of 0, follow ng
Section 9.2 of [I-D. harvey-cfrg-ml-node]. (The context string

is enpty.)

A . 4.3. Form ng the Message, Computing the Leaf Node Hash Val ue and
Checki ng the Authentication Path

These steps are the sane as in Sections A 2.2, A 2.3 and A 2.4 for
condensed si gnat ures.

A.5. How the Example Signed Zone File was Generated
A.5.1. GCenerating the Signed Zone File
W started with the follow ng unsigned zone file:

exanpl e.com | N SOA ns. exanpl e.com adnin.exanple.com 1719172701 (
7200 3600 1209600 3600 )

exanple.com IN A 192.0.2.1

exanpl e.com | N AAAA 2001:db8::1

exanmple.com IN MX 10 nuail . exanpl e. net.

exampl e.com IN TXT "This zone is an exanple input for SLH DSA-MIL
zone si gni ng"

www. exanpl e.com | N CNAME exanpl e. com

exanpl e.com |IN NS nsl.exanpl e. net.

exanpl e.com |N NS ns2. exanpl e. net.

The zone file includes seven RRsets. W added two NSEC3 records to
provi de proof of the non-existence of other RRtypes for exanple.com
and of www. exanpl e.com and of other domain names in the zone,
bringi ng the nunber of RRsets to be signed to nine. As nentioned in
Appendi x A 1, we did not sign the DNSKEY RRset.

W generated a new SLH DSA- MIL- SHA2- 128s public key / private key
pair. The public key is the one in Appendi x A 1.
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We decided to sign all nine non-DNSKEY RRsets in a single nessage
series. W also decided to order the nessages within the series
according to the canonical order of the domain names per [RFC4034]
(exanpl e. com fol | oned by www. exanpl e.com) and within a given donain
nane, by the nuneric values of the RRtypes:

A (1)

NS (2)
SOA (6)

MX (15)
TXT (16)
AAAA (28)
NSEC3 ( 50)

E R B

I mpl enent ati ons may group and order the messages differently.

For the single nessage series, we generated the series identifier SID
= 49206EB2 770E7CBL1.

For each RRset nessage Mi], we then performed the foll ow ng steps:

* W forned the nessages Mfromthe RRset and the RDATA portion of
the anticipated RRSI G record excluding the Signature field
foll owi ng Appendi x A. 3. 2.

* W conputed a randonmizer R ntl[i] followi ng Section 5.1 of
[1-D. harvey-cfrg-ml-node]. (The details of this step are onitted
for sinplicity.)

* W conputed a | eaf node hash value V[i] fromthe nessage Mi], the
random zer R ntl[i] and certain other inputs follow ng
Appendi x A. 3. 3.

As we conputed the | eaf node hash val ues, we al so conputed internal
node hash values in the Merkle node set follow ng the sane hashing
steps as for checking authentication paths in Appendix A 3.4. W
then formed a Merkle tree |adder fromthe internal node hash val ues
following the binary rung strategy in [I-D. harvey-cfrg-ntl-node] and
signed the | adder with the SLH DSA- MIL- SHA2-128s private key.

We next forned condensed signatures to be included in the RRSIG
records associated with each of the nessages being signed, other than
the SOA record. W finally forned a full signature to be included in
the RRSI G record associated with the SOA record.
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A 5.

A 6.

Fre

2

The ni ne-nessage series that we signed produced a Merkle node set
Fol | owi ng the binary rung strategy,
an eight-leaf tree with root

with the structure shown bel ow.

t he node

set

SLH- DSA- MT'L- DNSSEC

Merkl e Node Set Structure

includes two binary trees:

April

2025

hash value V[0:7] and a one-leaf tree with root hash value V[8:8].

In the diagram an asterisk indicates that a node hash value is a
rung in the Merkle tree | adder.

H nsg_ntl

function call.

V[ 0: 7] *

V[ 0: 1]

I
| H
[-ne\

V[ 0]
I i:I
d[ 0]
I :TI
M 0]

Ful |

The full
FD313764
036C56A9
7362A357
OE7CB100
7A000000
BODCDEE6
37C4AB60D
0D39141F
09C9F105
211D7576
2AFD2820
AFC70EA4

gly,

V[ 1]
I i:I
d[ 1]
I :TI
M 1]

signature byte string is:

D1000049
A604D2DF
36D3E359
02000000
08000000
66F6BD15
6874508C
7ABFAEFO
F11246E1
632836A7
B60F0BB1

V[ 2]

| Fl

d[ 2]

(I

M 2]

Si gnature

V[ 2: 3]
ks

M 3]

I i:I

d[ 3]

I :TI

M 3]

206EB277
1ES8D89F2
3931BF1B
00000000
088A80AD
00CC8B96
078363C1
7CEFA113
A2DD2286
FO240FE8
0373C958

2218743C 0023BADF

et al.

The synbol
For simplicity,
inputs to the functions H F and H nsg _ntl

| H

[ S

V[ 4: 5]

H
V4
E
a4
b
M4

0E7CB100
79D9CFE9
E2A8AB5D
074C2A80
EFOD345C
E8BAS6A67
48CCE173
595CA3EA
006D0267
33FCC73D
7A627B38
2264709F

VI 3]

| Fl

d[ 5]

(I

M 5]

VI

T is shorthand for the

6: 7]

|
H

[-ne\

V[ 6]
I i:I
d[ 6]
I :TI
M 6]

00000200
1C8ABE74
21611986
7045D055
B8F1372C
C13C4325
179DCCDB
1B696C57
B13C72CB
BO67E874
9E7F9CEOQ
41428E0E

Expires 4 Cctober 2025

V7]
I i:I
d[ 7]
I :TI
M 7]

00000000
C129655E
12000049
9FA52DC9
F7A42424
08C3C29D
06A08ESE
7984E4E4
765400E0
DEAD53BE
2241709C
1D7AD877

V[ 8]*
I i:I
d[ 8]
I:TI

M 8]

01639715 EBODEG6OA EF835564

00000700
09ADBAS6
206EB277
F49813AD
AO00001E
FFD98566
2FC65C12
25A35556
09F40283
3B74AESB
2BE68B7A
8330E058

t he random zers and ot her
are not shown.
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899E7A3F
BODE85BC
2A0C43C3
1A5CF48C
EBD56F47
EF6278F4
24AAAABL
318BFBAF
0CC6F09A
8E500B3B
99897481
37B3884A
5C346D01
7Cl0CC1C
FO04B4BAS8
91F604C4
A9AC0013
A058665A
DBD5482B
F330F08D
B2814E6GF
526847E9
A3611C5C
312B7FB3
28667081
6B2D4521
AD488A4D
022110A7
9BB30B9A
8CDAS3A7
C3514EED
3F32D09D
O0D4A5SFB1
3C85341A
62D75796
F6EED10D
B3CA2EAB
BBF2BD68
F2FD8CDF
FF6D7A44
B3272897
94838285
341E693F
E4294BCB
35059597
922B802F
56A35D71
FODOD574

Internet-Draft

2415E5BF
97B71121
51A1B24C
58F87AF9
35D9B36F
B048C391
02D6662E
3576547D
D2BEA46GF
C441456D
8FOC57D4
1351FD87
D935D75E
D596C675
F7E80AD9
CoDEACAL
B2C68822
DDBEG64A8
44FD9552
FOE7BB35
D9EAO088
9C414BD9
347823D9
C76CF446
A95043F1
2C46731C
ABC1FF2B
E3197368
66D94951
4C5D5A74
ABE7614E
05EA4A00
F3EEA9DD
EEE90D14
0383148D
C1E433A6
4CAG37E8
6E8125CB
BEDD94E6
FD133E46
90821964
ADOA82CF
66AC2B21
1EAE94C3
B59D7DA6
BB5F96EA
9EOEA3FO
888DD7EQ

et al.
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811796EB
E2F86C90
3EG6FAADS
028C1CCF
FFE2B144
S5F17DA4E
05D45915
B258D910
67491B27
3D6CC46C
A7B385ED
92912F2C
887A0590
c3C2DC29
435306CF
54DEB6F7
3665DB45
8D7C4EL2
48A220CD
BE4E782D
6CB8E233
BA9E3558
3B8280DE
989D32FF
09AE89D9
0420484A
15188214
52AF0C64
F57CEE19
1C244058
E3265BBD
9F7CC2D7
436C6B17
F7752481
F549233F
E04CB874
70E3430A
E4DCB994
3CF14DC7
7B828F3D
21CA7759
FSA2C042
9CBBEFE9
AA227A2F
BEO120F3
DB85SECC6
98AF596D
41803553

97A71BAA
9A445950
A5599D9E
EBCBDA83
85C2EA40
EFO1E77B
8B81FBBD
73074D28
6A03F40D
31B91968
10A9559C
C3EBC824
57B85893
2BF3A0CE
2B8AE120
2CCDCDDE
A6328361
3BCA8792
629E5E42
SF5DEAA4
4E159D47
F11DB57B
242035AC
D2E23770
3ED6D676
BB464C1C
9B68613D
FDFAB881
DD6229BB
A888C0OA0
36B76C97
CFO83EFB
21BF6901
78785507
24CEE6GB8
DCASD93B
DBAAC146
495A659B
977F5632
E9DEDD7A
3340E37C
6009E109
9979E705
5C3D1441
640BEC53
73D4D9C7
5C0E6497
8E2F8CEB

8D21EAAD
651C973C
12260856
5DCB04C5
020FE108
D585007E
ODO7F2E4
1E3F1E9F
600877CA
E255BE46
CCB88AEGS
BO6BEAF2
BA879ED2
A48DAATF
D638B29C
5E247B71
B19B6B22
AB9DC673
1934CAD5
15184240
D8B77E4A
9228BEBB
89C7FEAB
92D0920B
63D5C337
FD397C94
FOADA730
D19E7552
1C195369
6EE61DC2
FE6AG2CA
D1FACCCY
3338FFD2
1BEEE94E
14722A28
B93AA536
7FA39DA9
A3C4AD705
00F74683
6F8646F7
9E89F96B
DA186D6F
8689137E
9D62CODF
BF5599A0
A917BF3B
23E25663
23B618C9
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6EE15C7D
E18B25CF
FOC7F132
B794CCED
455AF337
F34C14D5
9A32CAF6
08F3C498
2709E914
21C6C75A
25899BCE
41B5972F
1B135A47
6F23D0E4
C3146515
795ADB25
27982D95
6D6AE4A9
205BFE4A
3B26843E
DD315A21
7560EEF4
49123849
62BDBE4AB
BD41B176
C791668D
8C1C2F97
97A970A0
A48BABE6
CAOAC2B3
0A20E494
7TTF5E29F
4921E433
04503584
BA377COF
FBBASA10
3416EFB7
2902FFEF
A15FAF81
C16EF195
779B22CE
BES0FCC4
A66B36C1
952C9E74
AC683DB9
FBEBC20F
4012E8C9
DBFBB80C

April

B79E2145
07D779BA
2F9BD297
43D40963
8FED7569
BE41ADAL
4E6EB3D3
09691724
94004FCD
BE21FA7A
15AF960D
05C5EC6B
048DB9BC
1405FDEO
CFE4855E
8CCEE545
8FE46979
81909EE3
FBOADB4D
EE3C2B8F
3A828DAE
50209260
75CD41D5
9593047C
2E5F1AA8
715ADBCE
330FD4AE
ECB899C9
0CD51B37
34B8F74C
SAE7CI9A2
528DCA42
6618595E
E54434BD
FBOF212A
9DDD3BFA
CI968CAEC
73AA11ES
3C95415C
F6F16766
4BB6DAAO
7C252209
C549AAF7
D7FB50CC
BF33E3FC
98A84F9F
C1CAA4ADAS
972C91DC

2025
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2C04F1F3
17D4AD1A1
A35FF3CC
4F52D6 AF
A5E133A0
58900315
61A6A370
D27DCBD2
B2C4A529
34E5635E
4DFB28B7
B22CAF84
B6EDF024
D11B308D
F4DCBDA9
4F347464
E3767180
E7AFOCGE
68816C78
4669442E
0789F997
389DB438
EC44A0B7
83EC7100
19EF476A
CE4A8243
D296A439
FC770B00
7FB85B50
7414D130
9BDO4EAF
5D25A075
DC3A6769
13417434
3EEC61C7
91EFC6BF
FE3AC978
CA73BFE4
6C7F8222
A379BCCD
CCB60118
8A1E9EDF
47B44DAB
7BCBB7F9
016BOA6C
327F0D7F
E5C3270B
CC019B91

Internet-Draft

830CA090
D4C38E9A
D062484F
S5A21E233
2FCF35F2
FBBA452C
S5FB32798
BF89F843
74808206
0D7C554D
FA433A00
0A915D04
6D6D3049
9B9225F9
39BB2159
1E7A651F
EF516987
16CDO9AD
6D6EFC68
136FA4EL
4BC03698
3A1C8058
BO1E6375
35EA1272
FO9BOCDF1
359260CC
98542A70
4F7BFBF7
20502E73
A3E38C05
ABF2ECOF
B13B0A45
8EBFF402
17CB3FOF
7ACCBFA2
E3DAD79F
FOB682D0
E7F4B01B
D646921D
22D19BD6
90E485D5
18E6FF78
C3A35324
32D88FBF
E91DB85F
7326CE79
FBBOFBB3
94C4A6BB8

et al.
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25CFD16E
491BD133
4142F2F4
A508149E
BC85B4C5
40EB0529
354377CF
EF6308A6
829BEACO
1EEFFE70
1BD1C697
CD54E3EF
E2D5192F
F405D79D
42A46073
4C9B518A
5B46E09A
F1B0A412
F5087486
OE501AC0
8ACCFIDB
E84A8DC5
6860E5B4
4C31872C
D66DOA2B
8FO7EG4D
B4EB7451
5CBOECSC
8D83CF5E
576E0A41
1F23E45D
4297A490
BBO1A6F1
E4CAF114
8C601062
2A6245D3
F72A55C7
OE75D4F1
024179BB
11823196
F3482CD2
8A8CA096
FB5B1028
E6073778
26BB2D67
07F897BF
7C5EADAO
DF13B466

588351A3
D7BD3741
5B73B7A6
E0473DEA
9C394592
7TAEB3D4AA
318494DD
66B2BB74
BC1A1E95
16EFDDDC
6A12E287
BF78AFDE
EAOOEOB3
A67C6869
8BECB7AC
06FDF256
389C37DD
2577F8AC
A59A8D56
74B06658
D8BBF1C1
9CC64E67
6BAD510D
5FC905BE
SDDEEOBC
2C55AFAD
7A48C19D
DF4A96CD
AC3D4ABE
C822E097
8642A62E
541EF4A9
642AC919
26C2B770
3E9A2C4A1
5DB3EO73
FD6CBA75
0A44F362
DE98863E
DF7DAAD2
58970973
AEB4F4BE
9F6911F9
3FBA37B9
8AE2254B
2C6FELAG
OD3C7FA3
19F970DA

1A04DBC9
54131B2F
202423DE
E6262DBC
4B323679
C3CACEGA
CB6C62FF
E7420C2F
F6E70AA3
91D8CDB0
20E23F20
S5DDF7F8A
32ACF7B3
A4264EDC
1865AFBA
52149ECS
6C69955A
CAAGBO71
9A90E7AA
1CD63098
174E2385
FF25FD2C
16CF4BAA
C1AFA59E
A2C89DE3
893A56D5
ED48DOAA
ADD784B2
1FOOEB37
333FE4BS
2C32CF04
955ABD69
9785FFC0
4347819B
F395EDE7
B23A36D6
22B27F59
9C50F1AB
7743505E
BDCADCCD
490E3B5C
27B43767
531BDOCD
7CAE289D
18769DDE
79E03B89
61543908
48B7DC74

Expires 4 Cctober 2025

6FFD2736
ABE9FC12
OEBAFD36
11D9B13A
694F20D9
CBF8CDBC
748BA102
C92D8821
11BAAO033
442B1BA1
5DOFODES8
152C5368
35A429A7
DEEOEA32
2AC02966
7BFOSA3D
CAED3F52
111E3F7A
459F1ABC
ES5A3D5C0
65CF888E
E3693089
45F1ECC2
388AECE2
F1DF1200
91AD733E
DF2112CD
F570AA4E
AD7C137E
5846B298
8CD3458A
S5FO5C8AD
9CBFA99B
44718451
478A8A80
951DB1C3
D213D5E9
FF5E6D2B
45D1CAAF
DA750574
912C31F0
7A23058D
98278997
CE36B5A8
158E90BB
334943C4
65A7C54D
BAAE412F

Apri |

F699102F
AOED10F9
9779C68B
06865A5F
586BB0O8E
810A272B
2802EECY
4C5CD699
B272E146
AACF619A
4322C609
04E7CC15
F6080188
7BA4A45A
13646311
FE2E9485
22E777FD
CD79C7AE
F19BDD48
8671BBA2
4A4615E5
457008F2
0082417E
7BBA86F3
CAS55EFB
30064911
AB6E2418
AB9EC31F
D1C515C0
EB648D9A
964FE023
13B428AF
583A0A70
6BDE0569
EOF3ECD4
E30D83C2
D5DF6808
F8FB600D
6B52ED97
6483CD56
7DB093FF
FE7F5AC6
93B647A5
F2324819
AB25A055
EF3334B3
1A17376F
FO93C8432

2025
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C34AE108
1B7C192A
B7A3CFB2
CC5F5A64
83A860CC
DO08DB9B0
4CAD2CFO
AFD2E2AB
203EEC6E
D9F76402
FA7A79A0
5AEB63BD
84F870F7
07D7FFDE
79610DA4
54BCD69C
DE1C2FOD
6BC66DD1
69BA18BA
DB988BB7
545F5975
09B72812
DOF836E4
C0748878
2DD48D74
AC3C10F5
20784221
BD0C2024
5496D62D
76433F5D
71FEA48C
77TE9EEG
3E5E766E
54143119
DF294847
DC2828F5
CCEA717B
9FB67387
7FDB332A
2A530438
4E6CFCDD
189BD1A3
9207DD2A
8CB7114A
4E3EEDO3
8DBEB885
TEC4A7931
9EFCI1AF

Internet-Draft

0D549DAD
S5FBB4CB7
AOA5DC16
FOF70590
FA6312F6
918BDCDO
B12D9900
46C25653
7A78BDDA
BB888A83
033DDO6F
2324D51C
F545F702
39EF97BB
F618E931
33961AB8
6AFCF913
99DCDB53
DD824FF9
8243E968
82109082
98EEOQ94E
F5FB4153
D944EBA7
80ABCEG6
3C6E1DOB
CF2F2430
ESEFDEEO
21CBE3F9
BO896ESC
BBACBFAQ
7ABFC7F6
A85040FA
3AF46B18
96FCC450
83FA3748
76D75784
7FEE7CBA
FOOBDD17
AC3D897A
DAFBE91C
3252C9EE
B5618C90
6CO9647A3
ob11D42C
E0811825
CO5E2099
F8242A97

et al.

SLH- DSA- MT'L- DNSSEC

2EB70BBB
D34EB830
2C19D9A0
9D16B72A
88A5C6B9
6EF73B3D
356CC65F
CC59CF8B
D94EB457
293AFF15
C6792668
41D4AD072
45C0D7DF
351B168F
077C11ES3
OF99AEDF
55876125
D98DC931
C1090260
1399E840
48F3D991
Al1865926
AADA3862
56766B6C
18CCDE47
05B2EDD3
D415CD7F
21606DA2
D7 72A350
OD586AEB
668F2581
7EB6726C
F21E3B4C
AD61B929
E581516E
2E5BBB08
095FD778B
47B94462
DBC4305C
52508471
DAEOAC82
71A7123C
1E79FF1A
50385605
33FF4E2A
61E36D9A
A71B99E3
5B475191

60E48552
ACF707FE
1BA1AEAS8
BEE727F0
OF6BAA8SD
40DD1B0OC
FD5D2A5D
29BAD15F
BDE39E7F
6BOAE2FB
4E59BEE7
DE69C213
A0DB1448
3C5A9815
559BEDDO
C8574FAl
DC76669D
48C107EA
23296CEQ
590CFODB
7676 ACCC
886EFC84
40B62710
1B5E6375
469DD21F
55951391
2C2B5E62
D3EO1El1l
E55BBBD6
3D073A05
40140758B
88D494FE
BCF4B713
BE970F8F
FC9618B9
FEACLF46
A160E339
S5F2C8FCA
76EBB1DB
0676E847
AB64DF98
38A7E950
39719ED2
D6A7TF866
6EE36127
BO908BE82
4BA6B834
19FF6AOE

1A2541EF
S5BCCD1FA
DDDFEDO9
D25F8675
542D3810
405FB324
5773F233
5DBCC294
973FFC58
CD212F23
3C4A517AA
43AA2A2A
56CFB7F8
EO3F80FE
3673010F
04937833
AD688442
9188996F
A99CA0B2
712D20F8
041A0E5F
C2B0156B
65B90DEOQ
BD2A0BD3
FO9BA448
33DEAGCE
64C018AD
DA2BCDIF
Al1AC33B1
7F6B21F8
DE16C33B
F1B8B7CB
97945EF0
34E9C365
9534D28D
B14DD9B5
7AFBAO79
1E46793D
E436A1D0
449612A1
D5D5DF95
ESEDB15E
2BDOFDD8
10803880
D35ED2BF
931C89A8
20031E9A
B8F97DC6

Expires 4 Cctober 2025

A6891DBC
915AA561
DFECCBB7
155AC2EQ
E25D5355
BCBFOA3E
235FCC6A
BD319B9A
BSE41657
0CE4F020
8B70AEB4
9AGE49D6
5157788E
2CB444C4
4BFFDSAO
53947E68
C81BD2BB
19B3D6D5
F7BFA276
15E55273
38072C85
41D17082
C823165F
72A700BF
BO3EAEFO
69ACC262
37E11179
C58BC76E
8ACFOF74
39130267
59495889
4COE7F24
BABFCCAC
BB1A719B
E43867C4
F860A543
6414EC32
13007163
9D3EOASE
2102BD6B
22F1B20A
FC3A7052
B126176B
A8317BlE
13DC2871
28F400FF
1AEAECCE
EFASBCO6

April

6402D1CB
80757555
9F05A45A
DE3AAEAQ
7A566A30
865B0BD5
18835407
4FDAD597
3A974478
A78E89C0
C5C2A5CE
29123094
2088A620
CDF93F38
A271282B
7C3BF500
BFCES55E6
F48011C0
SFCA1443
98248645
D57C284A
E6BAG1EA
4EFF12EB
2D73F653
171FA440
AF421A05
08ACO7ES
9340F27E
299911DA
7B988C08
F7FE917F
8F477936
4D055DA0
53D5295A
B34C2F46
5532AFD1
S53E7EF40
E7254E3A
FAEEF2A5
C5DE7308
314C948C
2DE21B44
11D28EA6
6F6212B2
C2ED51F2
C64DB7ES
F223F08F
DAOACDGA

2025
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Fregly,

0472CD79
05C4FC23
82BEB2D1
4CAB3C75
CF504226
19EA9804
AEA990A0
6FD06D61
E58445C5
112DB70A
C496B177
C1298166
7B04D725
D244F3D5
A4B75978
A3AEEA73
E3836D50
2E74EF21
D699A60F
F65588F8
BE4423AA
2D19F398
C5B79F7A
1FB3A194
8863D8E9
FOBCBOCA
7958F787
694267BF
CF1AC575
CA366CEE
476A6465
7TAF13FEF
24D41DAA
B339F362
2D44B68C
DDG6EF8B9
ALE8BF7F2
EE884F72
A34CI9C2A
20925131
20724602
70489E35
3B4COFB8
22CDEBAO
283E78AF
E1E3AE33
9BBBB51A
ED4656AC

Internet-Draft

648ACA91
7A3C5755
D1F4AA2A
EF10C366
06E6A470
9C79CCAS
AG605ADF8
EAE1950A
0828F650
99F0859F
137CC30A
952AC141
B27F8742
EOC17D97
93784 DA7
1F7ECBC2
BF5CA299
279BA17E
1BFAGC7B
E957A020
73C05FD9
BBO9E131D
1DF7F568
8C42950F
C79BCF9D
88510ABD
BA234459
4CCEOOAB
3041E0BO
A7052B12
71BE2ABB
717D16F6
E1461808
6581C65A
DAF1B375
4F6F6496
7DA5653D
E388D867
857BC10E
AEA4T70AE
DFFA90FD
8E374C35
298A53B1
328DAC3E
014231FA
5477D10B
B34D5CA7
84F00366

et al.

SLH- DSA- MT'L- DNSSEC

7D3792DE
FDOF7B99
39DAESOE
BD220C53
3355555E
841FDOSD
CBB7D4B4
F970D01C
DEA74894
211077EB
9A7AC5C5
5CFAFCFA
9CA9E3EB
76C8E7D7
D7448AC8
9672B11C
C912A831
1893B4CB
558B73F4
1854BB35
94F6F686
5B413416
C677A708
F7D54249
68E56D70
A8001D73
2B908A21
160C323A
8FOD45EB
0403EF97
45090323
1107BB7C
C236DEFA
S51E9A59E
4696081C
4B26CAB4
71A47840
51A866F3
8FEBEOCS
84179356
61DF2906
4DD56459
15752D21
7659D2A6
028F37B2
FD390541
FD19523E
094AB7EQ

2AEFO08DE
5F13280D
9CD83BB4
09CBB530
1A534F20
40F8AF44
3C845601
1C368E70
A2F22764
OCFEEA31
7TA250A74
ACB9FODE
9FD4D0CY
77B4ECAS
1083A7BD
O08EE8FO05
754FA7C5
OBE77EQ7
51225400
DFCBF5CE
6F6EACI3
EEOBEC76
B79076A7
5D008BES
CDOF9195
2E38D608
0926E109
COOD7FF7
E0514DB1
C232036C
7D479288
EF7AB81D
CD3AF2C6
4FF78205
79FFB921
381A1141
E38E131D
3F640F5B
2B053916
2DEAASES
968202A6
2456D9E8
7CE74962
4D5874AA
756CC252
65C15C63
72766460
B419B851

33546BA3
FDBAO2AC
D9D75201
473036D0
3CD84E8A
26637318
ABEG6DDAF
C78357DD
603980AC
A20EBF06
6FE40F75
3DA0433A
CD39FDB3
58509173
CrD12795
36D3ED19
AB5862CB
36DDF543
07DC8523
35D2B12D
B3CBE4BE
4B5D1C12
4FOEE2D1
EA218BES
6F42EOE3
E0699376
05ED7625
9EBC9896
B8C413BE
5B481347
9B171949
87808FD6
255833C0
32558309
1C69B532
7D99C8Al
6FF375D1
23FO0F933
9D154241
9DCA564E
8B11459E
TAAE24EF
92387297
EA6793C6
391E7760
BE924473
ClE2112D
B5604D7B

Expires 4 Cctober 2025

97916102
BO7C1F56
3DAD14A6
8C9132CD
B695E0F2
65886EF8
22AB2430
F6F4163E
EF1858CA
FD33DC5E
BBE2EDF9
717A79D0
979E7EEC
S50FEDSDE
F3EF735B
383F95FB
3D56AD0A
B3A9B645
F19D8588
834D6FFO
5184CBB7
55E73971
DO9B41E72
6282F771
22F83AE9
AABCE93D
131B8B54
301FCDSE
6939600F
28600824
BCOGE34C
893A767B
AB831E71
B77B6AF1
03F54A17
A97C21E1
TF7TES62A
6FCB3889
D776601C
C971FACO
Dr037D47
FOE241AB
C6A3984C
F5A36FFD
BA94A0FA
7124E8A0
BD1AC027
E313B12F

April

011472E4
60E914DD
32EABSFF
681365A3
4ECCE754
B6F306EC
248FF24B
D3F6FC97
D6A2671A
40C0585DB
7675F792
49063787
FASF8FCD
F808F4D5
666FB18D
C967701F
3FDB1D36
FE54182A
95CD1D85
4EB3898B
7CBCCE43
E1407029
1343FFE2
167649AB
9958CAF5
A13E35F1
22CDD1DD
C327892A
A7DAF9C6
91C73293
DB8DR415
9FFBES5A
B6E181EB
E490FC96
5DCEO1E6
5CD4AASEA
B8A17B86
3966540A
DCBFCD3B
8CF4FES7
60AA252D
E886B069
666D3B89
E2153586
23DA8BA74
6ABD1794
5C0771F2
7DEOB817

2025
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Fregly,

9140FESF
A7TF70C3D
F7ALFCCA
075764E6
DADEB304
F6A74C8C
00027F12
FD016048
A7D28185
2BBCBESC
1AS5E3B66
7E544FEB
565DC5D03
F46EDGE2
81923398
61374C51
B8CE8C4D
0B68CF7D
F5B4160C
BABE1D4E
4BD716B2
FFDBDEDF
5ADE3B08
3D8AA993
BC4BB894
CBIF922E
OF7F2494
43507822
800610E6
CD430EF7
AD969594
7FC4858D
S57AFF4Al
85ECD438
36E43857
E116945F
62CE2EES3
9E330748
A82BE7D2
45127D03B
137C650A
FA432423
S59B1ECF3
E2D30A63
491EF851
05135A20
B3867861
8C218ABA

Internet-Draft

B7DB2698
CB997AC6
D4B12634
2B938D80
ABFA4AEF5
F38400A9
E1C04935
35333687
EF477A0C
ED4435D4
BC92B3A8
DCAAA4TF
DFEEF30C
816A3978
862AAFSE
19EF24B2
BO9D3CCFD
112F03B9
93CD18BF
56732D69
ADAOCES3
BF65DE75
B75134E3
7D177AB3
CC69899C
3EACO8CA
98C40446
EO07B32A8
A132C5E2
494F45DC
FBDD265A
14062A28
FBAB5F85
9EF54COF
53DEEFES
6C8CDES1
33897100
E139A149
OE33BEB1
S5E417939
32585460
49BD70B4
1567BA4C
62B61582
FOAA920E
239B8BA37
364E7250
63742292

et al.

SLH- DSA- MT'L- DNSSEC

66D47098
4DFEA7AD
BA6871D5
A2583C98
DBCO02BA
1E2DEOC2
B2DCC120
82C713F2
B242482F
98476649
895F6AAD
ADC5872A
0B8DDOOF
87DA21F8
8B142055
08D4DF31
65A92CE9
23702515
7B6D203B
F2D5162E
EDB5B5FB
34946FC9
26D2E942
78COFBF3
3E081C7B
D3EFDE52
9E1E365F
89B7D01D
DC6EESF3
21057D27
4BBA49B0
223D0E52
D212A141
3B9ABOF9
2429EC88
16F8EB98
1B50BCDF
65A7ED81
18D73AED
2CDACBAE
A9ADC20C
589B69AC
107B9267
BCDD81DA
65713ED7
7E85F36E
BF7010C2
02C94A38

SEDODB56
1961633B
B1A179BD
CB59CD60
C334DBDA
0A92ABB1
FD43FOBC
4F8D264E
B8827332
85B0CODF
6609B979
0BC915F0
BF1492F9
1C0B3B29
DE4AF562C
B5SDD1719
A3AC325B
486D1840
9E924DC6
4F4CAOEQ
CCB835682
F302D4C3
3BOEADAD
D752A5A6
84FC615F
EE25B58C
9663796C
483CF7C2
37623C27
A99D313D
7TF6A6978
D69A2A78
SEEDB1ED
5651F33D
9DE7B900
07D16458B
OBEBDDO7
158EGEOF
F877629C
6E99D779
A0272097
842BA054
67C25FC9
3B3CDC16
F1FF2194
38258277
A9CDB27C
139940B8

81070CE1
FOC104DF
CB89F8DF
8C8CAODA
24710B15
A81BD279
2A867B9D
1C81A3ED
8B84829D
4E6AEFBE
DA4D580D
DB231E88
1DDOSESF
7336D5B0
9BD6 DBAF
BA878109
42562084
FO5D74A6
683EE5B7
8AE95468
4FAA59D5
4F919637
5BEF77D8
0967321E
26FF0411
572744E8
BA41D144
F601980F
C74FEO36
AB56931F
0AAA9CAL
AE4AEFOE
FB7443C7
C2F70301
9E12660B
CC8FE705
44F1B39C
7BB43FDO
5581C64E
470AFF50
87B23FC8
37E761C0
3D3B794D
B2D9BC57
81627B88
0DDD0503
CFC1509C
E2107517

Expires 4 Cctober 2025

F203668F
B7C3038F
ODFCD732
FE576202
0E464BD1
DCB70F9A
FEA782CB
FO4E1A01
1594F69F
E9DAAFES
12EADDGC
B1CA538F
4C7F38B5
A9B6D64D
911C377B
3DCE1EBB
92A1E660
558A84A8
241Cr7291
D469BB4C
FC591269
BFA486C9
43D2AC7D
9E9CEOE4
AGAG157A
61C810DF
A33DAECA
E0CAA286
F2028282
2ED78331
429DFAOD
B26D3B4D
DF3CE903
488230CE
9571FBB4
8FF4E32D
8CA851C7
5DB15870
0B28EBDF
4BDACO47
6CD16CAQ
BC917E17
CBAD20B2
2B693C3F
28E7CD2A
3E9270D0
A01D4721
1D042DC5

April

44294035
E987D6CA
7A0BE545
28E5A7DA
385095C9
90540FA3
2216C923
848D628E
9E4AECO7
75CFEBB4
4012DCAC
12C1CF50
033CB733
23294 AD6
B2D54F4B
D084 3BF5
AOFBDO8E
ACB82CF2
2E39944C
09EESE4E
E60C7238
3CFB8CES
413F69AD
8DBF5AF8
CS5DFB5ES
2442B1EE
2447AF72
ECAS9BCF
8DD2D81D
226A98A2
068E16FC
E6F91764
0303D6A0
0B4BF17B
87BA58B2
A34633DC
AF3762B7
E8F2C587
0CDA9869
CD25442D
FAABG35F
91B28D66
BD221EFF
D1E92149
07CDB82A
SF33AFCO
DDF8998B
51445CB3

2025
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Fregly,

95773936
334147CC
B5789DEO
DF6528FC
07957E10
11A2BAC3
198B4DDC
4A172C27
FB016652
A20BA44D
70E3E635
39EEOA89
BEBE8D45
EC8C92D2
2603460D
BF28C6F4
92C10232
06B980B4
B65E2956
6BD857CE
80B27DF4
711B62CA
770D98D4
EB8C21A8
3DD9D2B2
965FF032
6E01CC09
92C9E372
EE261951
2BB8A988
32FD6F6C
9B54864E
DC85F5AB
01C2AFCO

Internet-Draft

F7DODFBC
28A74F51
4F3217B1
BEO78E23
TEGFE375
462AA6F5
1447CEEF
5F9B4D7D
426F0031
Cl16FBD13
AECD2E87
648A2D6B
C0871334
2FD94715
8FF5CC49
23B1ACA0
8B513A92
006FCrC2
5831AA08
OED469AB
6EES5EE70
128A4911
6E8B4014
6F2D64E8
21BAAD73
EEF2D88C
23786E6B
5010C3A6
DOA19D67
8850DDEE
A298DBEB
F458A0C9
8A180107
11C7BOAF

SLH- DSA- MT'L- DNSSEC

F2808D8B
C9C6A9AA
DD1CD4D2
1A5AE209
A07245B9
CD6028F1
38ED0O9CB
219AD49C
AF5DD9A6
E78DCO37
33F817B0
B6785A63
988C5267
964BE5F2
C8BABO5D
D47725E0
D913E803
1C483C81
0D6870A7
4E9CCA48
BCD62E4F
DECCB486
860A9A78
DOEDOF7A
6269D9AF
OAFBE3BC
E5C5381C
1F78D462
B9B598DE
D26041D8
BD1953BC
78D7329C
2938ADBB
908E0B4C

The Base64 encodi ng of the
AAEk gbr J3Dny x AAAAAgAAAAAAAAAHAANS VgrmBNLf Ho2J8nnZz+kci r 50wSl | Xgnti | Zz
YgNXNt Pj WIkxvxvi gKt dl WEZhhl AAEkgbr J3DnyxAAl AAAAAAAAABOwWggHBFOFW pS3J9
JgTr XoAAAAI AAAACI gAr eBNNFy48Tcs96QkJKAAABEW3NY mZva9FQDM 5bopWhnwTxDJQ
j Dap3/ 2YVNBS2DWhOUI wHg2PBSMzhcxedzNs Gol 5eL8ZcEgO5FB96v67w OthEll co+o
baWkXe YTk5CW WYJyf EFBRIaldl o YAbQIns Txyy3ZUAQAJ9AKDI R11dmvbNgf wlA/ o
M zHPbBn6HTeTVO+G3Sunyr 9KCC2Dwux A3PIWHpi ezi ef 5zgl kFwnCvnmi 3pPxwekl hhOP
AA] ut 8i ZHCF QUKODh162He DMOBYi Z56Py Qv5b+BF5br | 6cbqo0h6qlu4Vx9t 54hRbDehb
yXt XxEhdvhskJpEWBI HIc84Ys| zwf XebogDEPDUaGy TD5vqt i | WZ2eEi YI WnH8TI vimBK
XA z0j Fj 4evkC BzP68vagl3LBMABI Mzt QQQIY+vVb0c12bNv/ +Kx Rl XC6k ACD+EI RVr z
N4/ t dWhivYnj OsEj DkV8X2k7vAed71YUAF vNVFNWQa2hJKggs QLWZi 4F1FkVi 4H7v(QOH3
uSaMsr 2Tn6z0zG.+681dl ROs| j ZEHVHTSgePx 6f CPPEMAl pFy QWkv CaOr 6kb2dJGydgA/
Q\YAh3yi cJ6RSUAE/ N | ALOBRBRW)9bMRs Mok ZaOQJWkYhxsdavi Heepmidl GPDFf Up70

et al.

C3731364
0B7876AB
651B2B1E
EB2991CE
506D5A19
1F5009AF
25653CFE
CACC776E
83745E6D
BCE322EA
85F8BC5B
T7TEF328F
9AF91200
E5584121
7EBDE9E4
8C3E916D
21F32AFA
B13717B0
8B4879B6
760850EF
OB40F4E2
264221A4
3739B6E7
42C73308
BEA8F406
58BDB500
A37690D7
OE2D1278
71C61AA5
Dr70D13D9
F7F2002E
93129476
A1AD8B18
CA1ES88DA

full

D56 DEESE
95BOED1D
6C113033
4DEFCA9A
D602E70F
C39B32B6
BDCOB661
09FB5F2E
9D4D51D7
4A3CDDAF
620C125D
8EBB4EAF
FO0217DE3
45B6328C
974C05B8
4A905A5C
653A7F2C
34EFACCA
A4211147
365DCB53
B2C2D972
C7DE8162
B5308F28
9E953252
EC037013
871AE982
660E8C35
460DF3B1
5D37A494
75ED4248
4ABECO72
F383C1DD
7DF6578D
4E

signature is:

Expires 4 Cctober 2025

3C7DAOSE
E1C82619
871A3997
455C336C
1ACD4790
8F15D3FE
8028654E
87773972
50BOAB7B
BOSEE150
DESDDAFE
134A7817
94362587
5B2D45C9
3B31A424
ESFCB86F
FADCO9ES
8CAA2E1D
CE7473DF
B7C71373
EEDBC748
8762C862
BA78FEBA
BDA2AB38
D3F56C40
6F441926
89ECADCE
99605AFF
07264B83
FEA01787
20B14A85
196B0B37
1FA05478

April

6COC2CF4
ED76B2F9
441B7AAF
96C2A373
28717656
FC73696F
10F07880
49780325
BD792AD8
AO05A881D
7DA96455
A05B61BF
0775A4BB
771476EQ
283E2E7A
86B9CE7F
200B5319
21621105
8COBBE94
84E74A87
D63DFCES
93124F65
586048CB
8A41623F
3B29A28E
C95CF4B5
5B289324
C80A4760
42B41463
4FEEO50A
04C577BA
74A2B557
BO3EO7B9

2025

AVWOXFesN5gr vglVk/ TE3ZNE
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F7RCpVZzM K50JYnbzhW 1 g03s4hKE1HOh5KRLYzD68gks Grq8k Gll y8Fxexr XDRt Adk1
1161 egWQV7hYk7gHnt | bE1pHBI 25vHWMZ Bzl sZ1w8LcKSvzoMskj ap/ by PQ6BQF/ eDwS
Ouo09+gK2UNTBs8ri uEglj i ynMMUZRXP51 Vekf YExMoeTEFU3r b3LM3N3I 4ke3F5W sl j M
71 Rams ABOyxogi NmXbRaYyg2GxnRsi J5gt | Y/ kaXmgWaZa3b5kql 18Thl 7yoeSqJ3Gc21
g5KnBkJ7j 29VI KOT9I VJI oi DNYp5eChkOxNUgW 5K+5r bTf MM81 3557s1vk54LV9d6qQV
GEJAOyaEPu48K4+ygUsv2eoAi Gy44j NOFZ1H2Ld+St OxW E6go2uUrhH6ZxBS9n6nj VY8
R21e51 ovrt 1YO70UCCSYKNnHFwWOe CPZOAKA3iI QgNayJx/ 6r SRI 4SXXNQdUxK3+zx2z0Rp
i dMv/ S4j dwkt CSC2K9j kuVKkwRBKGZ9gal QQ EJr onZPt bWinPVwze9QbF2LI 8aqGst RSE
sRNMcBCBI Srt GTBz90Xy Ux5Fnj XFa286t SI pNg8H KxUYghSbaGE98K2nM welL5¢czDOSu
Al EQp+MZc2hSr wxk/ f q4gdGedVKXgXCg7Li ZyZuzCspn2U ROXzuCGdli KbscGVNppl ur 5
gzV&zeMl OnTFladBwk QFi oi MCgbuYdwsoKwr MDuPdMAVIFO7aj nYU7j JI u9Nr dsl / 5qVYs
&I Csuwif Joj 8y0JOF6koANn3zC188I PvvR+szHd/ Xi n1KNykl NSI +x8+6p3UNsaxchv2k
BMzj / Okkh5DNmGFl ePl U0GuU7pDRT3dSSBeHhVBx v u6U4EXTWES UQOVW.-XV5YDgx SNOUK |
PyTObr gUci oouj d8n/ sPI Sr 27t ENveQzpuBMuHTcpdk7uTql Nvu6i hCd3Tv6s8QugOxGN
+hw40MK261 BRn+j nakOFu+3yW K7LvyvWhugSXL5Ny 51 El aZzZuj xNcFKQ./ 730qEePy/ Y
zf vt 2U5) zxTeceXf 1YyAPdCGg6Ff r 4E8I UFc/ 216RPOTPkZ7g0896d7dem+-GRvf Bbv GVIvF
nZr MiKJeQhl kIl cp3WINA43yei f | rd5si zku22qCUg4KFr qCz/ W wEJgCeEJ2hht b75Q
/ MR8JSI JNB5pP2asKyGecu+/ pmXnnBYaJE36mazbBxUnmg9+QpS8ser pTDqi J6LIWIFEGDY
snfl SyedNf 7UMVLXZWKt Z19pr 4Bl PNk C+x Tv1WZoKxoPbnmi MtP8ki UAL7t f | ur bhezGec9
TZx6kXvzv768| PmkhPnlaj XXGeDgPwnK9ZbVwOzJcj 41 Zj QBLoycHKTaX50NV0i | 3X4EG
ANVOCOL4zr | 7YYydv7uAy XLIHCLATx84MVbJAl z9FuW NRoxoE281 v/ Sc29pk QLxf UDaHU
w46aSRvRMRPe9INOFUEXsvqOn8EqDt EPnj X/ PMDGII TOFC8vRbc7en CQ 3966/ TaXecalLT
1LW 1oh4j O CBSe4Ec950YnmLbwR2bE6BoZaX6XhMbAvzz XyvIl WOXZwW5RZJLM Z5aU8g2V
hr s| 5YKNW+7pFLEDr BSI 66z 1Kw8r Casv4zbyBCGi cr Yaaj cF+zJ5g1(Q3f PMYSU3ct sYv9
0i 6ECKALUx9J9y9K/ i f hD72M prmayu3TnQywy S21 | Uxc1pnyxKUpdl CCBoKb6snBGh6V
9ucKoxG0oDOy cuFGNOV] Xg18VW0e7/ 5wiu/ d3JHYzbBEKxuhpMBhik37KLf 6Qz 0AGOHA

20S40cg4j 8gX@BNGEM xgmy LK+ECpFdBMLU4++/ eK/ eXd9/ i hUs U2gE58wWVt u3wJGLt VE
ni 1RkvegDgszKs97MLpCm9ggBi NEbM 2bki X569AXXnaz8aGrkJk7c3uDgMiukpFr 03L2
pCbshWUKK YHOL71 esGGW ui r AKWTZGVRTz R0OZB56ZROMMLGKBV 3y VI | UnsV781 09/ i 6U
heN2c YDvUWHWbgnj i cN91sazVayuO/ Ui Lnd/ 3nr 5xuFs2zr f GapBI | d/ i sygawc REeP
3r Neceual FseGlu/ G 1CHSGpZgNVpqB6pFnxq882vdSEZpRCATb6 ThDI AawHSWZI gclj
CY5aPVw Zxu6l Hi f mXS8A2m r Mrdv Yu/ HBF04j hWKPi | 5KRhXI QJ200DocgFj 0So3FnMVZ
Qz/ 81 | Szj aTCIRXAI 8uxEoLewHmN1aGDl t Gut UQOW2 OugRf Hs wg CCQX6 D7 HEANe 0 Sc kwx
hyxf yQMwa+l nj i KTQl7uobzGe9Havmwvzf HWhZor Xd7gvKLI nePx3xI Ayl Ve+85Kgk MLk
DM wf mrSxVr 62J0 bVkalzPj 0GSRHSI q@bnFQqcLTr dFF6SMad7 U Zgt 8hEs2r bi QY/ H
cLAE97+/ dcsOxc30qWa3XhLL1cKpOgd 7DH3+4WLAgUCS5zj YPPXqwdSo4f ACs3r XwTf t H
FFcBOFNEwo+OMBVAuCkHI | uCXMe/ kt VhGspj r ZI 2anBBOr 6 y7J8f | +RdhkKnli wyzwSM
O00VKI k/ gl 101 oHW OmpFQrekk FQe 9KnVW 1pXwXI r ROOKK/ cOrdpj r/ OAr sBpvFkKskZ

4X/ wlyPqgZt YOgpwEOFONBf LPwW kyvEUIsK3cENHgZt Ec YRRa94FaT7sYcd6zl +i | GAQY]
6aLEHz| e3nR4qKgODz 7NSR78a/ 49r Xnypi RANds+Bzsj 021pUdscPj DYPC/ j r JePC2gt D
3KI XH W6dSKyf 1nSE9Xp1d90CVRzv+Tn9LAbDNXUSQE82Kc UPG / 15t K/ j 7YALsf 41

lkaSHQIBebvem Y+dONQXk XRxK9r Uu2Xo3nmBz SLROYRgj GAB32q0r 3K3M3adQV0ZI PNV
Sy2ARi @Bl Xv80gsO0l i X2XNJDj t ckSwx8H2Ak/ +KHp7f Gh/ el gvbJaut PS+J7Q3Z30j BY
3+f 1r GR7TRNS80 Uy T7WKAoON2k R+VIMOOM2YJ4nXk 7ZHpXvLt / ky21 +/ 5gc3eD+6N71 8Ti

dzj alqPl ySBkBawps6R24Xya7LWeK4i VLCGHad3hWOkLur JaBVIVhBNf 3vhenkH+Je/ LG h
pnngO4kz SUPE7zM)s+XDIw 7uf uzf F6t kAO8f 6NhVDKI Zaf FTRoOXN2/ MAZURI MRr uN8Tt
GYZ+XDaSLf cdLqu@s/ 5PI Qywor hCA1UnaOut wu7YOSFUhol Qe+mi R28ZALRyxt 8GSpf u0
y30064MKz 3B/ 5bzNH6k Vgl YYB1dVWWB08+yoKXcFi wZ2aAboa603d/ t Cd/ sy7ef BaRazF9
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aZPD3BZCdFr cqvucn8NIf hnUWWsLg3j quol CoYMz6YxXxL2i KXGu@r qolULTgAl 1 TVXpW
aj DQ bmk Yvc0G730z LA3Rs MF+zJLy/ nj 6GNw VTKOs8LEt mQALbMZf / VOgXVdz8j M X
8xqQd NUB6/ S4qt GM ZTzFnPi ynm60Vadv MKUv TGhk/ alZcgPuxueni 92t | Ot Fe9455/ 1 z

/ 8W.XKFI c6l OR42f dkAr ul i oMpOv8Vawr i +80hLy MVBPAgp46JwPp6eaADPdBvxnknmaES
Zvuc8RReqi 3Cut MXCpc5a62M31 y TVHEHUOHLeacl TQeogKppuSdYpEj 2UnPhwo/ VFOWJI F
WNf f oNsUSFbPt / hRV3i O i m Af X/ 94575e7NRsW zxanmBXgP4D+LLREXM35Pzh5Y(QRk9
hj pMUd8Ee NVm+3QNNnMBDOV/ 2aCi ¢ Sgr VLzWhDOWGr gPrra7f y FAPoQSTe DNTI H50f Dv1AN
4clLwlg/ PkTVYdhJdx2Zp2t al RCyBvSu7/ OveZr xm8RmdzbU9nmNy TFI w¥ gkYi Zbxnz 1t X
0gBHAaboYut 2CT/ nBCQIgl yl s4KntcoLL3v6J2X80UQuYi 7eCQ+ 0E5noQFkMBNE x LSD4
FeVSc5gkhkVUX1l 1gh2Qgkj z2ZF2dgzMBBoOXzgHLI XVf ChKCbcoEpj uCUshhl kmi G78h
MWFW BOXCC5r ph5NDANuT1+0FTgt 04YkC2JIx Bl u@gy CMAKO7/ EuvAdl h42UTr plZ2a2
WhXnN1v SoLO3KnAL8t ¢/ ZTLASNdI Cr zmyYYzN5HRp3SH CbpEi wPq7wHx+k GKWBEPU8BbhO
LBbLt 01W/E5Ez3gbGaaz CYq9CGyUgeEl hzy 8k MNQVz X8sK15i ZMAYr Tf hEXKI r Jf ovQag

JOXv3uAhY®R2i O+AeEdor zZ/ Fi 8dukODyf | SWLi O0hy OP513Kj UOVbu9ahr DOxi s8PdCnZE
dp2Qz9dsl | uj AlYaus9BzoFf 2sh+DkTAmd7m wi cf 6kj Lusj 6Bnj yWBQBQHVO4WAzt ZSV
i 59/ 6Rf 3d+nuz6v8f 2f r Zybl j U P7xuLf LTJ5/ JI 9HeTY+XnZuqFBA+vl e0y89Lc Tl 5R
e8Lqg/ zKxNBV2gVBXXGTr Oaxi t YbkpvpcPj zTpw2W GhnGb W UpW 8pSEeW MRQB YFRovy W
GLNVNNKN5Dhnx LNMLObcKC 1g/ 03SC5buwj +r BOGsU3Zt f hgpUNVMY/ Rz Qpxe3bXv4QI X
9d70WDj OXr 7oH kKFOwy U+f vQI+2c4d/ 7ny6R71 EYI 8sj 8oeRnk9EWBx Y+cl Tj p/ 2zMy8A
vdFIVEMx267Hb5Dah0J0+Co767vKI KI MEOKWOI XpSUl RxBnboROSWEQEhAr 1r xd5z CES
s/ NBU++kc2uCsgghk35j V1d+VI vGy G FM | wynmBG M LI7nGnEj wap+l Qee2xXvwecFI t

4ht Ekgf dKr Vhj JAeef 8aOXGe0i vQ di xJhdr EdKOpoy3EUps!| kej XThWBdan+GYQgDi Aq

DF7HnDi Er JOPUODNRHULDP/ Ti pu42En017 SvxPcKHHC7VHyj Y64heCBGCVh422au@ +gp
Mci ago9AD xk235X7EeTHAXI CZpxuZ40umuDQAx6aGur sxvl j 8l +e/ JGv+Cl 1t HUZE
Z/ 20QuPI 9xu+l vAbaCs 1gBHLNeWSKy pFIN5LeKu8I 3j NUa6 OXk WECARRY 5AXE/ CN6PFdV
[ Z97mV8TKA39ugKssHw VmDpFN2Cvr LROf SgKj na6A6¢c2Du02ddSAT2t FKYy6r | / TEs8d

e8Qn2a9l gxTCculMEcwNt CMKTLNaBNI 089QQ YGEqRWMLVVXhpTTy A82E6Kt pXg8k7Mb1
QZ6pgENHNMaYQF 2V1IA+KIEI NNz GGW bvi 28wbsr gmQoKYFr f j Lt 9SOPI RWAaj nBas8i qyQ
wl 1/ yS2/ QoWHg4 ZUK+XDQHBW2] nDHg1f d9v QAPt P2/ Jf | hEXFCG 2UN6NnSJSi 8i dk YDA
r YW Wont aES23CpnwhZ8hEHf r DP7gMal Ovwh9MBx e TAWF28 SWs Xc Tf MVKmmr Fx Xol C
NRv5A91u+Lt +XZ195LBKYFmM Sr BQVz6/ Pqsuf DePaBDOnF6edBJBj eHewTXJbJ/ hOKcge
Prn9TQyc05/ bOXnn7s+l +PzdJE89XgwX2Xdsj n13e07KVYXZFzUP7Y3vgl 9Nkt 11 4k3h

Np9dEi sgQy6e9x9EnI f Pvclt mb7@GNo67qcx9+y8KWer Ec CO6PBThT7Rk4P5X7yWiwH+OD
bVC/ XKKZy RKoMXVPp8W WGELLPVat G / bHTYudO8hJ5uhf hi Tt MsL534HNt 31Q7 Opt kX+V
BgqlpmDxv6ebHt Vi 3POUSIUOAf chSPxnYW | cOdhf ZVi Pj pV6AgGFS7Nd/ L9c410r Et g0
1v8E6zi Yu+RCOgc8Bf 22T290Zvbqy Ts8vkvl GEy7d8vMbDLRNzmLueEx1bQrQA7 gvsdkt

dHBJV52zI| x4UBWKcVWBNn30d9/ VoxnenCLeQdqdPDuLR2bQechNDY +1 f s6GUj EKVDY f VQKI d

Al vl 6i GL6CKCI3EWIknT i GPY6cebz5105Wwz Z+R WO CAOM +Dr pnVj E9f C8s Myl UQq9q

AAdcy441gj gaZN2gqozpPaE+Nf F5WPeHui NEWSUQ | EJJUuEJBe12JRMWhi 1Q zdHdaUJnvO

z QAKsWDDI 6wA1/ 9568mJ YwHB2 0wy e JKs 8ax XUwQe Cwj WlF6+BRTh&AXxBO+aTl gD6f a+chb

KNnz upwUr EgQD75f CMgNsWOg TRy hgCCSRxz KTR2pk ZXG+Kr t FCQM f UeSi Js XGUnBBuUNM
242UFXr x P+9xf Rb2EQe7f C96uB2Hgl / W Tp2e5/ 75Vok1B2g4UYYCM 23vr NOvLGIVgzw
KuDHNG24YHr sznz YmMABx| pR6aWe T/ eCBTIVgwnBe2r x5JD8l i 1Et 0za8bN1RpYIl HHN/ uS
EcabUyA/ VKF13QAebdbvi 5T29kl ksnkLQAGhFBf Znl oal 81 eFc1KXqoej 38n2l ZT1xpHh

A444THW zddF/ f | YQuKF7hu6l T3Lj i NnnUahnmBz9kDlsj 8Pkzb8s4i Tl mVAgj TIwghXvB
Do/ r 4Mgr BTKWARVCQId2YBzcv8071 JIJRVA6KkcK6EF5NW.eql 5Z3EVk7Jcf r A PT+VWByR
gLf +pDOYd8pBpaCAqaLEUVEIWNIR2CqJ S1wsSJ41j j dMNU3VZFkkVt noeq4k7/ Di Qavohr

BpQOyf uCnKU7EVASOhf CdJ Ypl 4cpf GoShMZmD7i SLN66Ayj Uw+dl nSpk1YdKr gZ5P&aN
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v/ el VNYYoPni vAUl x+gKPN7J1bM SOR53YLqUoPoj 20p04e QuMLR30Qv9OQVBZcFcY76S
RHNxJQ gar OXI Ju7t RgzTVyn/ Rl SPnJ2ZGDB4hEt vRr AJ1wHcf Lt Rl ashPADZgl Kt +C0G
bhRt \BNe+MTI's S994LgXk UD+j 7f bJphmlLHCYXt DbVoEHDOHy A2aPRCI NNaf 3DD3LnXr GTf

6nr R hYzvwwQTf t 8MDj +mHLlsr 3of zELILEmMNLpocdWkoXmBy4n43w381zJ6C+VFB1dk5i u
Tj YG VWDy Yy 1nNYI yMoNr +V21 CKOM2t TeswSr +k7128ACusMI290kc B VDkZLOThQ cn2
pOy MB4QAgR4t 4M KkquxqBvSedy3D5qQVA+] AAJ/ EUHASTW 3MVEgQ/ UPw CgGe53+p4LLI

hbJl / 0BYEg1Mza3gscT8k+NJk4cgaPt 8E4aAYSNYo6n00G-70d6DLI CSC+4gnMyi 4SCnR
WJ9p+eSuwHK7y+j OLENdSYR2ZJhbDA305q777p2k/ odc/ rt BpeQ2a8kr Qoi VOgr WJuXn
aTVgNEUTdbEAS3Kx+VE/ r 3Kgkf 63FhyoLy RXw2y Mei LHKU48Swec 9QVI 3F09/ u8wwij dkP
vXSS+R3QXI 9M zi 1Azy3M RuluKBaj | 4h9oh+BwLOyl zNt WvgbbWISMo St aBkj OYhi gvj

osUl FXeT1YsmBbbr 5ECN3uy 1WLYTdMURNVJLI | IN8xt dOXGhqHgXk9zh6701 Q79bj G E
2508z9Zaks6aCsM t CVi 2EKqHMYKD72Y4LaMD9ES8DuSNWI RVI bRhA+V10pl VKhKi suCz
y9bQADIPNGL97bSA7npJNxmy+5bck HHKRLj mUTLg+HUS5Wy 1p8t UALk 9MQOCK6VRo1G?
TAnuPk5L1xayr aDOW21t f vMg1laCT6pZ1f xZEmmnDHI 4/ 9ve3791 3nU0I G J8WLUWO+RI

j e/ pl bJPPuMAlr eOmM 3UTTj Jt LpQ sOr Ulb73f YQOKsT UE/ aa09i qmil'f Rd6s3j A+/ PXUq
WCWyHp6c40SNv 1r 4vEu4l Mkpi Zw+CBx7hPxhXyb/ BBGphVexd+15cuf ki 4+r Jj KO+/

elu4l t YxXJ0ToYcg@yRCse4Pf ySUTMMXERp4eN +WY3l suk HRRKMBr sokR69y Q1B41 uB7
Myi Jt 9AdSDz 3w YBmMA gx KKG7KWbz4 ACGECahMs Xi 3G71 8zdi PCf HT+A28gKCgo3S2B3NQ
w7 3SUWOF3CEFf SepnTE9qFaTHy7XgzEi api i r ZaVl PvdJl pLukmv 2ppe AqgnKFCnf oNBo
4W H EhYOUBI ool j 00Ut aaKni uSu+esnm07Teb5F2RXr / Sh+6t f hdl SoUFe7bHt +3RDx98
86QVDA%9aghezUQI71TA87nr D5VI HzPcL3AwWFI gj DOCOvxezbk OFdT3u/ | JCnsi J3nuQCe
EmYLI XH7t | e6W.LhFpRf bl zegRb465gHOVRbz1 / nBY/ 04y2j R PcYs4u4zQlcQAbULzf C
+vdBOTxs5yMyFHHr zdi t 54zB0j hCaFJZaf t gRWObg97t DY QXbFYc G yx YeoK+f SDj O+sR
j XQu34d2KcVYHGTgs0698M2phpRRI9OL5BeTks1M ChpnXeUcK/ 1BL2sBHz SVELRN8ZQo
yWFRgga3CDKANI JeHsj / | bNFsoPqr Y1/ 6QyQ Sbiwt Fi baay EKEBUN+dhwLyRf heRsolm
WHHs 8xVnukwQe5JnZ8Jf yTO7eU3Lr SCyv Sl e/ +LTCrNi t hWCvN2B2j s83Bay 2bx XK2k8P
9HpI U JHvhR8KgSDnx Pt f x/ yGUgW 7i G nzSoHzbggBRNal Coi j d+hf NuOCWCdw3dBQ
MtknDQXz OvybOGe GE2TnJ Qv 3AQMNNs nz PWV/Cc 0B1HI d34myuM Yq6Y3Q kgLJSj gTrmUC
44hB1FXOELCcVRRFyzI Xc5Nvf @B7zygl 2LW3MIZNVt 7p48f aBebAws 9DNBR8WopO09Rycap
qgt 4dquVsQ0d4cgmel12svnilel3gTzl XsdOc1NJI GysebBEWMWMcaOZdEG3pP32Uo/ L4H

i MaWil J6ynRzk3vyppFXDNs| sKj cweVf hB+b+N1oHJFuVBt WinWAuc PGs 1Hk Chxdl YRor

r DRi gnBc 1gKPEf UAmywSsyt 08V0/ 78c2l vGYt N3BRHzu847QnLJWU8/ r 3At nGAKGVCOEPB
4gEoXLCdf mD191 Zr UnMTMi24J+18uh3c5ckl 4Ay X7 AW SQnBAMR9d2aaDdF5t nULR11Cw
g3u9eSr YogukTcFvvRPnj ck3vOM 6ko83U+wj uFQoFql HXDj 5) WizS6HM gXsl| X4vFti D
BJd303a/ n2pZFUs7gqJZl ot a7Z4WmMN37zKPj r hOTxNKeBegW2 & vr 6NRc CHEZ SYj FInmv
k SAPAhf e QUNi WHB3VWKu+y Mkt | v2UcVI kvl 8uVYQSFFt | KM 1Fy Xc UduAmMAOYN / XVBSCi

6sFl+venkl OwFuDsxpCQoPi 56vyj GICOxr EDUdy Xgj D6RbUqQW zo/ Lhvhr nOf 5LBAj KL
UTgS2RPoAy Hz Kvpl On8s9NwJI6CALUxk GuYCOAG HwhxI Pl GxNxewNO+s x| x KLhOhYhHVt

| 4pVI gxqggNaHCni 0h5t qOhEUf OdHPf j Ju+l GvYV840LGw TpzKSHYI UOB2Xct Tt 8cTc4
TnSoeAsn30buXucLzW.kBLQPTi ssLZcu7bx0j WPf zI cRt i yhKKSRHez LSGIk| hpM egWK
HYshi kxJPZXcNnNRui 0AUhggaeDc5t uelM 8ounj +ul hgSMvr j CGoby 1k6NDt n3pCxzM

npUyUr 2i gzi KQW / PdnSsi G6r XNi admvvqj OBuwDecBPTOWKAOy i j pZf 8DLu8t i MCvvj v
Fi 9t QCHGUMCHb0QZJs! c9LVuAcwI | 3hua+XFOByj dpDXZg6MNYns Tc5bKIMkksnj ¢l AQn6
Yf eNRi Di 0SeEYN87GZYFr / y ApHYO4mGVHQ0Z1 nubWy3nHGGqVANG SUBy ZLgOKOFGWr uKm
I'i FDd7t JgQdj XDRPZde1CSP6gF4dP7gUKMs 1vbKKY2+u9GvO89/ | ALkq+wHl gsUqFBMW3
upt Uhk70VWKDJeNcynJMS| Hozg8HAGWLN3SI t Vf chf Wi hgBByk4r buhr YsYf f ZX] R+gV
H wPge5Ac KvwBHHsK+Q gt Myh6l 2k4=
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