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Abst ract

Thi s docunent ainms to standardize the validation of mutual TLS

aut henti cati on between servers (server-to-server). It outlines
recomended validation flows as well as provides practical design
recommendations. Basically the EKU id-kp-clientAuth and id-kp-
server Auth get more precisely defined to represent their conmmon
under st andi ng by issuing CAs and browsers. id-kp-clientAuth aka.
"TLS WAW cl i ent aut henti cati on” SHOULD mean aut hentication of a
natural or legal entity. id-kp-serverAuth aka. "TLS WWVserver

aut het ni cati on" SHOULD nmean aut hentication of a device. Wen two id-
kp-clientAuth certificates are used this means E2E aut henti cation
between two users. Where as two id-kp-serverAuth certificates being
used nmeans server-to-server authentication. And one user and one
server certificate within one TLS connecti on neans client-to-server
(or technically also server-to-client). The term"TLS-Client" SHOULD
no | onger be used and nean the party sending the initial package
whil e establishing a TLS connection. This helps to avoid design

i ssues noving forward as currently sonme peopl e thought TLS-Cient
auth was only ever used in "client-to-server" and never within
"server-to-server" context. \Which sparked the demand for this
docunent to begin with to keep server-to-server auth with public
trusted certificates working.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. I nt roduction

Recently public CAs have stopped issuing certificates with both
clientAuth and serverAuth fromthe common web root of trust because
of a change in the Chrome Root Program Policy. Some CAs still issue
client auth certificates but only towards invididuals and none
towar ds domai n names (dNSNanes). But even their usage is
questionable as they’'re no |onger issued by the an signing CA within
the sane trust hirarchy. Furthernore the policy now al so states that
going forward all certificates containing both clientAuth and
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serverAuth will be considered invalid. Because of this there are now
new chal | anges for server-to-server usages. This docunent ainms to
address this by relaxing the validation requirenments for TLS
Clientauthentication within the server-to-server usecase. In
addition this docunent al so provi des sone standardi zed validation
flows which formerly weren't fornally standardi zed

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119], [ RFC8174] when, and only when, they appear in al
capital s, as shown here

The reader should be famliar with the ternms defined in [ RFC5280] and
[ RFC8446]

2. Updates to RFC5280: id-kp-serverAuth for rmutual Authentication
Section 4.2.1.12 of [RFC5280] is extended by:
NEW

| "TLS WMV client authentication" SHOULD nean authentication of a

| natural or legal entity. "TLS WWVserver authetnication" SHOULD

| mean authentication of a device e.g. client-to-server or server-

| to-server A certificate with either (or both) of these options MAY
| be used for either side of a TLS-connection. A server expecting

| only end user authentication SHOULD decline id-kp-serverAuth

| certificates and one only expecting server-to-server connections

| SHOULD decline id-kp-clientAuth certificates. The server SHOULD

| validate the certificate it received fromthe TLS connection

| establishing party (TLS-dient) according to draft-frank-ntls-via-
| serverAut h-ext ension

3. Updates to all RFCs using nutual authentication

The foll owi ng nutual authentication scenarious should be
differentiated

3.1. Basic scenario
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Figure 1: Figure 1: Server-to-server
Figure 1 shows a mniml deploynent with two servers

In the nost basic case the authentication is perfornmed between two
servers directly. This case can be further split into:

* application to application: In this case there is an application
on both servers that perforns the authentication and use the tls
aut hentication also for authentication within the application
itself. E.g. to grant different access rights.

* server to server: In this scenario the authentication is performned
outside of the application, e.g. using a separate application to
wap the connection or by the webserver without forwarding it to
the application itself. This can be seen as adding an additiona
| ayer of authentication in cases where the application itself may
not support authentication or where a 2nd dedicated factor is
desired. It is basically simlar to a peer-to-peer VPN |like |PSec
in transport node

Where sone of these MAY be able to use an internal, private, or
enterprise CAthis does not apply to all usages. E.g. XMPP servers
commonly use rmutual TLS but the other parties are not necessarily
known beforehand. The sane applies to sone extend also to SMIP

rel ays between different organizations. The desired |evel of
assurance in these cases is not authentication as in associating a
session to a specific user but nore generic the same as when a server
identifies itself to a end user, to ensure both parties are who they
claimto be. e.g. server-a.exanple.comcomunicating with server-

b. exanmpl e. com

3.2. Advanced scenario

A slightly nore advanced usage is when a 3rd server, |like a | oad-
bal ancer is present within the connection

Figure 2: Figure 2: Sanple Deployment with Load Bal ancer

Figure 2: An extension of Figure 1 with one nore server behind
Server-B which serves as | oad bal ancer.
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In this setup it can be differentiated between these scenari ous:

*

Fr ank

with application | ayer authentication: In this case the | oad

bal ancer uses a mechanismto forward the authentication towards
the application. E.g. by passing the connection through as is or
by using another standard that is outside of the scope of this
docunent. The goal in this case is alnbst always to authenticate
a user.

wi t hout application |layer authentication: This usage is basically
identical to the basic scenario above and the goal is nobst of the
time to add an additional |ayer of authetnication. The |oad-

bal ancer will ternminate the TLS connection and establish a
separate connection with the backend server. The backend server
does not get informed about the presence or state of the mutually
aut henticated TLS connection at all. This is simlar to using

| PSec or an HTTPS- proxy.

with nTLS only between | oad-bal ancer and backend server: nilLS is
used between the | oad-bal ancer and the backend. This is comonly
used within e.g. a service nmesh or where the backend may be spread
accross multiple different cloud providers. It also allows a
backend server to reject all connections that fail nTLS
authentication (e.g. are fromeither another systemwthin the
service mesh, nor fromthe | oad-balancer). It also serves as a
simpler and nore scal able alternative to IP allow lists.

with nTLS only between requestor and | oad-bal ancer: In this case
the backend server is either only unidirectionally authenticated
or may not be authenticated at all. Al so the |aod-bal ancer MAY
forward information of the client certificate to the application
or not. Depending on this it is either the same as the first or
the second case above. Such a configuration is conmonly used to
secure an otherw se insecure application. In such deploynents the
backend server is comonly isolated and only exposed through a
dedi cated transfer network to the | oadbal ancer wi thout any other
systems within that network. Even if the application requires an
out bound internet connection this al nost always all ows for

sel ectively binding the insecure |istening socket of the
application towards only the transfer network and not towards the
upl i nk network used for outbound connections. Depending on the
application the | oad-bal ancer (or reverse proxy) MAY be installed
on the sane systemas the insecure application. |In these cases
the transfer network MAY be either a dedicated network namespace,
a uni x domai n socket, or a dummy network interface. Usage of the
| oopback interface with "127.0.0.1" and "::1" SHOULD be avoi ded as
many | egacy applications have special handling for them and

t heref ore MAY expose nore control than expected.
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3.3. Validation of a certificates with only EKU serverAuth received by
a server fromthe connection establishing party.

The validation of the TLS certificate received by the connection
initiating party is already sufficiently specified within the
original RFCs. However the validation of the certificate received
fromthe client by the server is not. Because this docunent focuses
on the server-to-server usage it is possible to specify the
validation criteria in nore detail:

1. If the received certificate specifies the Extended Key Usage of
"client Auth" any generic application like e.g. a web server
SHOULD assumre this meani ng end user authentication. Wthout
additional configuration it SHOULD reject any otherw se valid
certificate that is not issued towards either an individual or
organi zation. Aka. certificates with an FQDN or | P-Address
within the CN or SAN section. A nore specialized application
can decide for itself if it wants to accept either a certificate
for a system or an enduser.

2. If the received certificate is otherwi se valid, has Extended Key
Usage "serverAuth" and is issued towards an entity of type
dNSNane the receiving server SHOULD perform a forward-confirned
reverse DNS | ookup. This discovered FQDN is then used for
validating the certificate as if it was a certificate received
for an outbound conenction towards that FCQDN

3. If the received certificate is otherwi se valid, has Extended Key
Usage "serverAuth" and is issued towards an entity of type
i pAddress the receiving server MIUST use the source | P-Address of
the connection to validate the certificate against.

4. A generic application MJST NOT pass authentications using
certificates of kind "serverAuth" towards applications. It
SHOULD pass authentication for "clientAuth". It MAY allow for a
configurable overwite to be configured to al so pass
certificates of "serverAuth" towards to the application

5. Appl i cations SHOULD provide a configuration option to reject all
certificates with both clientAuth and serverAut h.

6. A certificate that is issued towards either dNSNane or i PAddress
as well as any other type is invalid

7. A server performng a forward-confirmed reverse DNS | ookup
SHOULD al so query the relevant CAA, TLSA, SVCB, SRV, CERT, and
DNSSEC records. Supporting applications SHOULD check their
application specific records as well (e.g. HITPS, SSHFP, ...).
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10.

11.

12.

13.

14.

15.

Fr ank

In case the certificate is issued towards an entity of type

i pAddress the server SHOULD query the reverse | ookup zone for
these DNS records. It MAY also try to performa forward-
confirmed reverse DNS | ookup but it failing because of m ssing
PTR/ A/ AAAA- RRs SHOULD not fail the entire validation

In case DNSSEC validation fails the forward-confirmed reverse
DNS | ookup fails. Therefore the certificate validation fails as
wel | .

If for a specific DNS zone DNSSEC is not configured at all the
val idation SHOULD NOT fail. An application however MAY specify
a nmore strict requirement depending on its security
requirenents. Hower it then MJST allow for a configurable
overwrite.

If a TLSArecord is received it's certificate usage val ue MJST
be honored. Except the zone is not DNSSEC signed then only
certificate usage 0 and 1 are honored. Wen the zone is
signature certificate usage 2 and 3 al so MJST be honored. See
[ RFC7671], [RFC7672], and [RFC7673].

For Zeroconf ([RFC6762] and [ RFC6763]) donmi ns the DNSSEC
requi renents MJST be ignored

A configuration option listing domains for which DNSSEC i s not
eval uated MJUST be provided. The default Iist SHOULD incl ude
".local", ".localhost", and ".onion". It MAY be disabled by
default though.

Applications SHOULD provide a configuration option to specify a
separate dns resolver to be used for only these specific domains
and MAY provide a configuration option to use for all others

i nstead of using the DNS resol ver of the system

A SRV/ISVCB/ ... record containing the source port SHOULD be
considered while evaluating. 1t’'s absence is not an error
(except when it should be present as determ ned by DNSSEC). It
bei ng present but it not validating doesn’'t cause the validation
to fail either. However it CAN be used while retrieving the
TLSA-RR or for the forward-confirnmed reverse DNS | ookup. See

[ RFC9460] and the | ANA "Underscored and G obally Scoped DNS Node
Nanmes" registry from[RFC8552]. e.g. "_8443. tcp.1.2.0.192.in-
addr . arpa" or "_8443. tcp.exanple.com when "1.2.0.192.in-

addr. arpa" is pointing towards "exanple.conm.An application
specific to sone protocol like e.g. XMPP SHOULD check the

associ ated SRV-RR but MAY al so check other |ess specific ones if
applicable. It should be noted that [ RFC6762] for SRV records
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16.

17.

specifies "Port nunbers SHOULD NOT be used in place of the
symbol i c service or protocol names". Therefore even though
unlikely it MAY still be used in sonme rare cases. Sonme MAY use
a SRV record with port nunbers for reverse | ookups instead of a
NAPTR record.

Except for the above described extensible reverse | ookup and
validation of the received mapping the certificate validation is
exactly the sane as for any certificate the system would have
received as a TLS-client for an outbound connection by a server
The retrieved domain nane is used as a replacenent for the
desired renote target server nane.

Applications MAY ONLY validate the source |IP and host nane.
However applications SHOULD at | east offer the additiona

val i dati on nechani sns outlined above to validate the source port
and service as well. This provides additional security against
protocol confusion and binds certificates (e.g. when the TLSA
record is specified for the SVCB/ SRV record) not just to the
host but to the source port and service as well.
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