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Abst ract

Thi s docunent defines a |lightweight and interoperable profile for
configuring QAuth 2.0 authentication in mail clients using a snal
nunber of manually entered parameters. The profile targets public
clients using PKCE and di scovery endpoints, avoiding the need for
dynamic client registration or hardcoded provider logic. The goal is
to make secure QAuth 2.0-based authentication for | MAP/ SMIP

uni versal |l y depl oyabl e and user-confi gurabl e.
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# I ntroduction

QAuth 2.0 and Openl D Connect are increasingly used for authenticating users to mail serve
rs over | MAP and SMIP. However, mail clients today face interoperability chall enges due t
o the lack of a standardi zed, manual configuration nmethod that works across QAuth 2.0 pro
vi ders.

Thi s docunent defines a profile that allows nmail clients to interoperate with any conplia
nt authorization server using a sinple set of manually entered configuration fields. It a
ssunmes the client is a public native application using PKCE and that the server provides
a conpliant discovery endpoint.

Thi s approach avoids the conplexity and |imted support of dynamic client registration, w
hile pronoting secure and consi stent behavior for users and devel opers.

# Term nol ogy



The key words "MJST", "MJST NOT", "SHOULD', and "MAY" are to be interpreted as described
in RFC 21109.

# Profile Overview

This profile describes how a user or client can configure an email application using the
followi ng fields:

## Required Fields

| Field | Description

I
R R | =
| “discovery url‘ | URL of the QAuth 2.0 discovery endpoint, e.g., ‘https://nmail.exanple.
coni . wel | - known/ oaut h- aut hori zati on-server’ |
| ‘client_id | Public client ID (e.g., ‘thunderbird', ‘ny-mail-app')

I
| ‘scopes’ | Space-separated string of requested scopes (e.g., ‘openid email imap
sntp*) |

## Optional / Assuned

‘redirect _uri‘: MAY be predefined by the client (e.g., ‘urn:ietf:wy:oauth:2.0:00b" or a
regi stered custom URI)

‘code_chal | enge_nethod*: MJUST be ‘ S256°

‘token_endpoi nt _auth_net hod': MJST be ‘ none

## User Configuration Sinplification

I mpl enent ati ons SHOULD al | ow users to enter only the base domain (e.g., idp.exanple.con
rather than a full discovery URL. Cients MAY automatically derive the full discovery URL
by appendi ng /. wel | - known/ oaut h- aut hori zati on-server or /.well-known/ openi d-configuratio
n to the base donmain, as appropriate, in accordance with [ RFC 8414].

# Cient Behavior

Clients inplenmenting this profile MJST:

Use [ RFC 7636] PKCE with ‘ S256'

- Use the ‘.well-known/openid-configuration’ endpoint to retrieve ‘authorization_endpoint
‘, ‘token_endpoint‘, and supported capabilities.

- Use the ‘client_id" provided by the user or a pre-regi stered one.

- Allow manual entry of the configuration fields defined in Section 4.

- otain authorization codes using the authorization code fl ow.

- Authenticate to the token endpoint without a client secret.

# Server Requirenents
Aut hori zation servers supporting this profile MJST:

- Support public clients without client secrets.

- Support the [ RFC 7636] PKCE extension with *S256'

- Provide a conpliant discovery docunment at the ‘discovery url".

- Support scopes necessary for nmmil access (e.g., ‘imap‘', ‘smp‘, ‘emil"’).

- Accept known redirect URI's or support native app nmechanisns like ‘urn:ietf:wy:oauth:2.0
: oob'

# Security Considerations
This profile assunes a native client operating as a public QAuth 2.0 client. As such
- PKCE is required to protect authorization code exchanges.

- No client secret is used or required.
- Cient IDs are not confidenti al



Servers MJST use secure comruni cation (TLS) and validate redirect URIs to prevent injecti
on or phishing.

# | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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# Appendi x A: Exanpl e Configuration

A mail client mght allow the user to enter:

Di scovery URL: https://mail.exanple.com.well-known/ oaut h-authorization-server

Cient ID thunderbird

Scopes: openid nail

The rest of the configuration (endpoints, redirect URIs, etc.) is derived fromdi scovery.
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