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Abstract

The TLS handshake protocol allows authentication of one or both peers
using static, long-termcredentials. In sone cases, it is also
desirable to ensure that the peer runtinme environnment is in a secure
state. Such an assurance can be achi eved using attestation which is
a process by which an entity produces evidence about itself that

anot her party can use to appraise whether that entity is found in a
secure state. This docunent describes a series of protoco

extensions to the TLS 1.3 handshake that enabl es the binding of the
TLS authentication key to a renpte attestation session. This enables
an entity capabl e of producing attestation evidence, such as a
confidential workload running in a Trusted Execution Environment
(TEE), or an |oT device that is trying to authenticate itself to a
network access point, to present a nore conprehensive set of security
metrics to its peer. These extensions have been designed to allow
the peers to use any attestation technology, in any renote
attestation topol ogy, and rutually.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-fossati-tls-attestation/.

Source for this draft and an issue tracker can be found at
https://github. comyaronf/draft-tls-attestation
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any

tine.

It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Novenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Attestation [RFC9334] is the process by which an entity produces

evi dence about itself that another party can use to evaluate the
trustworthiness of that entity. This docunent describes a series of
protocol extensions to the TLS 1.3 handshake that enabl es the binding
of the TLS authentication key to a renote attestation session. As a
result, a peer can use "attestation credentials", consisting of
conmpound pl atform evi dence and key attestation, to authenticate
itself to its peer during the setup of the TLS channel. This enables
an attester, such as a confidential workload running in a Trusted
Execution Environment (TEE) [I-D.ietf-teep-architecture], or an |oT
device that is trying to authenticate itself to a network access
point, to present a nore conprehensive set of security metrics to its
peer. This, in turn, allows for the inplenentation of authorization
policies at the relying parties that are based on stronger security
si gnal s.
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G ven the variety of deployed and energing attestati on technol ogi es
(e.g., [TPML.2], [TPM2.0O], [I-D.ietf-rats-eat]) these extensions have
been explicitly designed to be agnostic of the attestation formats.
This is achieved by reusing the generic encapsul ation defined in
[I-Dietf-rats-nsg-wap] for transporting evidence and attestation
result payloads in the TLS Certificate nmessage.

Thi s specification provides both one-way (server-only) and nutua
(client and server) authentication using attestation credentials, and
all ows the attestation topol ogies at each peer to be independent of
each other. The proposed design supports both background-check and
passport topol ogies, as described in Sections 5.2 and 5.1 of

[ RFC9334]. This is detailed in Section 6 and Section 7.

In addition, the design supports two ways of identifying the peer: a
nmode that comnbi nes normal X 509 certificate authentication with
platformattestation, as well as an attestation-only node.

Thi s docunent does not mandate any particul ar attestati on technol ogy.
Conpani on docunents are expected to define specific attestation
mechani sns.

2. Conventions and Term nol ogy

The reader is assunmed to be faniliar with the vocabul ary and concepts
defined in Section 4 of [RFC9334], and those in Section 2 of
[1-D. bft-rats-kat].

The following terns are used in this docunent:

TLS lIdentity Key (TIK)
A cryptographi c key used by one of the peers to authenticate
itself during the TLS handshake. The protocol’s security is
critically dependent on the provenance, lifetime and protection
properties of the TIK, see Section 3.2 for details.

TIK-C, TIK-S:
The TIK that identifies the client or the server, respectively.

TIK-CID, TIK-S-1D:
An identifier for TIK-C or respectively, TIK-S. This may be a
fingerprint (cryptographic hash) of the public key, but other
i mpl ement ati ons are possi bl e.

The term"renote attestation credentials", or "attestation

credentials", is used to refer to both attestation evidence and
attestation results, when no distinction needs to be nade between
t hem
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Overview

The basic functional goal is to link the authenticated key exchange
of TLS with an interleaved renpte attestation session in such a way
that the key used to sign the handshake can be proven to be residing
within the boundaries of an attested TEE. The requirenment is that
the attester can provide evidence containing the security status of
both the signing key and the platformthat is hosting it. The

associ ated security goal is to obtain such binding so that no replay,
relay or splicing froman adversary is possible.

Thr oughout the docunent, we will assunme the conceptual attester nodel
described in Section 3 of [I-D.bft-rats-kat], where TEE attestation
is provided by a Platform Attestati on Token (PAT) signed by the
attester’s "attesting environment". Anbng other security netrics,
the PAT contains evidence about the integrity of a "Key Attestation
Service" executing within the TEE which issues a Key Attestation
Token (KAT) for the TLS handshake signing key (TIK) as described in
Section 5.1.

The protocol’s security relies on the verifiable binding betwen
these two logically separate units of evidence.

3.1. Authentication vs. Attestation

As noted, the protocol supports either conbined platformattestation
with X. 509 certificate authentication, or attestation only.

Attestation when used alone is vulnerable to identity spoofing
attacks, in particular when zero-day attacks exist for a class of
hardware. (TODO reference). Therefore it needs to be conmbined with
traditional authentication, which in the case of TLS takes the form
of CA-signed certificates.

We RECOMMVEND t hat regul ar applications only use the conbi ned node,
whi ch provides the full security guarantees of an authenticated TLS
handshake (for the peer/peers being authenticated) as well as
guarantees of platformintegrity.
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The attestation-only node is included in this docunent for
speci al i zed use cases, including initial provisioning of the TLS
stack. In these cases, additional security controls SHOULD be
provi ded, such as hardware-enforced tine |limtations, or use of
platformlevel APIs in the case of cloud infrastructure.

3.2. TLS Identity Key (TIK)

A central property of this protocol is that it binds a peer’s
identity key, the TIK, to the TLS handshake. This applies to the
client’s identity (TIK-C), the server’s identity (TIK-S) or both.

In the standard node that conbines attestation with certificate

aut hentication, the TIK MIST be the X 509 certificate’'s end entity
key. The TIK is maintained and protected by the TEE, and this fact
is attested.

In the attestation-only node, the TIK is generated and naintai ned by
the TEE and MJST be used only for TLS handshakes. W RECOMMEND t hat
the TIK be persistent within the TEE. When this is the case, the TIK
may be used by (specialized) applications to provide continuity of
identity between TLS sessions with the sane peer.

4. Attestation Extensions

As typical with new features in TLS, the client indicates support for
the new extension in the CientHell o nessage. The newly introduced
extensions allow renmpte attestation credentials and nonces to be
exchanged. The nonces are used for guaranteeing freshness of the
exchanged evi dence when the background check nodel is in use. Nonces
are not used in the passport nodel, because the expectation of
freshness is nore relaxed and is only governed by the lifetime of the
signed attestation results.

When either the Evidence or the Attestation Results extension is
successfully negotiated, the content of the corresponding Certificate
message contains a payload that is encoded based on the w apper
defined in [I-D.ietf-rats-nmsg-wap]. Both JSON and CBOR
serializations are allowed in CMN with the emitter choosing which
serialization to use.

The attestation payl oad MJIST contain assertions relating to the
client’s TLS Identity Key (TIK-C, which associate the private key
with the attestation informati on. These assertions may cone in the
formof a Key Attestation Token (KAT), or of specific clains in an
attestation result docunment. An exanple of a KAT format utilizing
the EAT fornmat can be found in [I-D. bft-rats-kat].
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The relying party can obtain and appraise the renpte attestation
results either directly fromthe Certificate nmessage (in the passport
nmodel ), or by relaying the evidence fromthe Certificate nmessage to
the verifier and receiving the attestation results. Subsequently,
the attested key is used to verify the CertificateVerify nmessage.

When using the passport nodel, the renpte attestation results
obtained by the attester fromits trusted verifiers can be cached and
used for any nunber of subsequent TLS handshakes, as |ong as the
freshness policy requirenents are satisfied.

In TLS a client has to denonstrate possession of the private key via
the CertificateVerify nmessage, when client-based authentication is
requested. This behavior remains unchanged in the current protocol,
with the CertificateVerify nessage proving possession of the TIK

Thi s protocol supports both nmonolithic and split inplenmentations. In
a monolithic inplenmentation, the TLS stack is conpletely enbedded
within the TEE. In a split inplenentation, the TLS stack is |ocated
outside the TEE, but any private keys (and in particular, the TIK)
only exist within the TEE. In order to support both options, only
the TIK s identity and its public conmponent are ever passed between
the Cient or Server TLS stack and its Attestation Service. Wile
the two types of inplementations offer identical functionality, their
security properties often differ, see Section 10.1 for nore details.

5. Use of Rempte Attestation Credentials in the TLS Handshake
For both the passport nodel (described in section 5.1 of [RFC9334])
and background check nodel (described in Section 5.2 of [RFC9334])
the follow ng nodes of operation are allowed when used with TLS,
nanel y:
* TLS client is the attester,
* TLS server is the attester, and
* TLS client and server mutually attest towards each other.
We will show the nessage exchanges of the first two cases in sub-
sections below Mitual authentication via attestation conbi nes these
two (non-interfering) flows, including cases where one of the peers

uses the passport nodel for its attestation, and the other uses the
background check nodel
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5.1. Handshake Overvi ew

The handshake defined here is anal ogous to certificate-based
authentication in a regular TLS handshake. W use the TLS ldentity
Key (TIK) which is either a stand-alone key or is identical to the
certificate's private key (see Section 3.2). This key is attested,
with attestation being carried in the Certificate message. Follow ng
that, the peer being attested proves possession of the private key
using the CertificateVerify nessage.

Dependi ng on the use case, the protocol supports peer authentication
using attestation only, or using both attestation and a regul ar
public key certificate.

The current version of the docunment assunes the KAT/PAT construct of
[1-D.bft-rats-kat]. Not all platforns support this nodel, and a
docunent that defines private key attestation for use in TLS
Attestation as defined here, nust specify how the key is attested
using a structure carried by the Certificate nmessage.

5.2. TLS dient Authenticating Using Evidence

In this use case, the TLS server (acting as a relying party)
chal l enges the TLS client (as the attester) to provide evidence. The
TLS server needs to provide a nonce in the EncryptedExtensions
message to the TLS client so that the attestation service can feed
the nonce into the generation of the evidence. The TLS server, when
receiving the evidence, will have to contact the verifier (which is
not shown in the diagran.

An example of this flow can be found in device onboardi ng where the
client initiates the comunication with cloud infrastructure to get
credentials, firmvare and other configuration data provisioned to the
device. For the server to consider the device genuine it needs to
present evidence.
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dient Server

Key "~ dientHello
Exch | + evidence_proposa
| + key_share*
| + signature_al gorithns*
v o e >
ServerHello " Key

+ key_share* | Exch
%
{Encrypt edExt ensi ons} ~ Server
+ evidence_proposal | Parans
(nonce) |
{CertificateRequest} v
{Certificate} ~*
{CertificateVerify} | Auth
{Finished} v
R [ Appl i cation Data*]
N {Certificate}
Auth | {CertificateVerify}
v {Finished} -------- >
[ Application Dat a] <------- > [Application Data]

Figure 1: TLS dient Providing Evidence to TLS Server.
5.3. TLS Server Authenticating Using Evidence

In this use case the TLS client challenges the TLS server to present
evidence. The TLS server acts as an attester while the TLS client is
the relying party. The TLS client, when receiving the evidence, wll
have to contact the verifier (which is not shown in the diagram

An exanple of this flow can be found in confidential conputing where
a conpute workload is only subnitted to the server infrastructure
once the client/user is assured that the confidential conputing
platformis genuine.
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dient Server

Key "~ dientHello
Exch | + evidence_request
| (nonce)
| + key_share*
| + signature_al gorithns*
v o e >

ServerHello " Key
+ key_share* | Exch
%
{Encrypt edExt ensi ons} " Server
+ evi dence_request | Parans
I
{CertificateRequest} v
{Certificate} ~
{CertificateVerify} | Auth
{Finished} v
<-me----- [ Appl i cation Data*]
N {Certificate}
Auth | {CertificateVerify}
v {Finished} -------- >
[ Application Dat a] S > [Application Data]

Fi gure 2: TLS Server Providing Evidence to TLS dient.
5.4. TLS Cdient Authenticating Using Attestation Results

In this use case the TLS client, as the attester, provides
attestation results to the TLS server. The TLS client is the
attester and the TLS server acts as a relying party. Prior to
delivering its Certificate nessage, the client nmust contact the
verifier (not shown in the diagram to receive the attestation
results that it will use as credentials
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dient Server

Key "~ dientHello
Exch | + results_proposa
| + key_share*
| + signature_al gorithns*
v o e >
ServerHello " Key

+ key_share* | Exch
%
{Encrypt edExt ensi ons} ~ Server
+ results _proposal | Parans
{CertificateRequest} v
{Certificate} ~*
{CertificateVerify} | Auth
{Finished} v
S [ Application Data*]
N {Certificate}
Auth | {CertificateVerify}
v {Finished} -------- >
[ Appl i cati on Dat a] R > [Application Data]l

Figure 3: TLS Cient Providing Results to TLS Server
5.5. TLS Server Authenticating Using Attestation Results

In this use case the TLS client, as the relying party, requests
attestation results fromthe TLS server. Prior to delivering its
Certificate nessage, the server nmust contact the verifier (not shown
in the diagran) to receive the attestation results that it will use
as credential s.
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dient Server

Key "~ dientHello
Exch | + results_request
| + key_share*
| + signature_al gorithns*
v o e >
ServerHello " Key

+ key_share* | Exch
%
{Encrypt edExt ensi ons} ~ Server
+ resul ts_request | Parans
I
{CertificateRequest} v
{Certificate} ~*
{CertificateVerify} | Auth
{Finished} v
R [ Appl i cation Data*]
N {Certificate}
Auth | {CertificateVerify}
v {Finished} -------- >
[ Application Dat a] <------- > [Application Data]

Figure 4: TLS Server Providing Attestation Results to TLS Cient.

6. Evidence Extensions (Background Check Model)
The Evi denceType structure contains an indicator for the type of
credential expected in the Certificate nessage. The credential can

either contain attestation evidence alone, or an X. 509 certificate
al ongsi de attestati on evi dence.
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enum { CONTENT_FORMAT(0), MEDI A TYPE(1) } typeEncoding;
enum { ATTESTATI ON(0), CERT_ATTESTATION(1) } credenti al Ki nd;

struct {
credenti al Ki nd credential _kind;
t ypeEncodi ng type_encodi ng;
sel ect (EvidenceType.type_encodi ng) {
case CONTENT_FORMAT:
uint16 content format;
case MEDI A TYPE:
opaque nedi a_type<0..2"16-1>;
H
} Evi denceType;

struct {
sel ect (Handshake. nsg_type) {
case client _hello:

Evi denceType supported evi dence_types<l..2/"8-1>;

opaque nonce<8..2"8-1>;
case server _hell o:
Evi denceType sel ect ed_evi dence_t ype;

} evi denceRequest TypeExt ensi on;
struct {

sel ect (Handshake. nsg_type) {
case client_hello:

Evi denceType supported evi dence_types<l..2"8-1>;

case server_hell o:
Evi denceType sel ect ed_evi dence_t ype;
opaque nonce<8..2"8-1>;

} evi denceProposal TypeExt ensi on;

Figure 5: TLS Extension Structure for Evi dence.

Val ues for nedia_type are defined in [iana-nedia-types].
content _format are defined in [iana-content-formats].

6.1. Attestation-only

Apri

2025

Val ues for

When the chosen evidence type indicates the sole use of attestation
for authentication, the Certificate payload is used as a contai ner
for attestation evidence, as shown in Figure 6, and follows the node

of [ RFC8446] .
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struct {
sel ect (certificate_type) {
case RawPubl i cKey:
/* From RFC 7250 ASN. 1 subj ect Publ i cKeyl nfo */
opaque ASN1_subj ect Publ i cKeyl nf o<1..2724-1>;

case X509:
opaque cert_data<l..2724-1>;

case attestation:
/* payl oad used to convey evidence */
opaque evi dence<l..2724-1>;
1
Ext ensi on ext ensi ons<0..2"16-1>;
} CertificateEntry;

struct {

opaque certificate request context<0..2"8-1>;
CertificateEntry certificate_list<0..2"24-1>;
} Certificate;

Figure 6: Certificate Message when using only attestation

The encodi ng of the evidence structure is defined in
[I-Dietf-rats-msg-wap]. Wen using the Key Attestation Token
defined in [I-D.bft-rats-kat], the evidence structure consists of the

KAT and PAT bundl e defined there, and the CMN col |l ecti on MJUST NOT
contain any ot her el enents.

6.2. Attestation Al ongside X 509 Certificates
When t he chosen evi dence type indicates usage of both attestation and
PKI X, the X.509 certificate will serve as the main payload in the

Certificate nessage, while the attestation evidence will be carried
in the CertificateEntry extension, as shown in Figure 7
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struct {
sel ect (certificate_type) {
case RawPubl i cKey:
/* From RFC 7250 ASN. 1 subj ect Publ i cKeyl nfo */
opaque ASN1_subj ect Publ i cKeyl nf o<1..2724-1>;

case X509:
[* X.509 certificate conveyed as usual */
opaque cert_data<l..2"24-1>;

}s

/* attestation evidence conveyed as an extension, see bel ow */
Ext ensi on ext ensi ons<0..2"16-1>;
} CertificateEntry;

struct {
opaque certificate_request context<0..2"8-1>;
CertificateEntry certificate_list<0..2"24-15;
} Certificate;

struct {
Ext ensi onType extensi on_type;
/* payl oad used to convey evidence */
opaque extension_data<0..2"16-1>;

} Extension;

enum {
/* other extension types defined in the | ANA TLS
Ext ensi onType Val ue registry */

/* variant used to identify attestation evidence */
attestation_evi dence(60),
(65535)

} Ext ensionType;

Figure 7: Certificate Message when using PKI X and attestation
The encodi ng of the evidence structure is defined in
[I-Dietf-rats-nmsg-wap]. Wen using the Key Attestati on Token
defined in [I-D.bft-rats-kat], the evidence structure consists of the
KAT and PAT bundl e defined there, and the CMW col |l ecti on MUST NOT
contain any other el enents.

7. Attestation Results Extensions (Passport Model)
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struct {
opaque verifier_identity<0..2"16-1>;
} VerifierldentityType;

struct {
sel ect (Handshake. nsg_type) {
case client_hello:
VerifierldentityType trusted verifiers<l..2"8-1>;

case server_hell o:
VerifierldentityType sel ected verifier;

} resul t sRequest TypeExt ensi on;
struct {
sel ect (Handshake. nsg_type) {
case client _hello:
VerifierldentityType trusted_verifiers<i..278-1>;

case server _hell o:
VerifierldentityType sel ected_verifier;

} resul tsProposal TypeExt ensi on;
Figure 8: TLS Extension Structure for Attestati on Results.
In the Passport nodel, both attestation results and an indication of
key attestation are sent in a CMWstructure within the Certificate
message. The exact contents of this structure is TBD
8. TLS dient and Server Handshake Behavi or
The hi gh-1evel message exchange in Figure 9 shows the
evi dence_proposal, evidence request, results_proposal, and

results_request extensions added to the CientHello and the
Encr ypt edExt ensi ons nessages.
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dient Server
Key ClientHello
Exch + key_share*

AN

I

| + signature_al gorithns*

| + psk_key exchange npdes*
| + pre_shared_key*

| + evidence_proposal *

| + evidence_request*

| + results_proposal *

v + results_request*

ServerHell o

+ key_share*

+ pre_shared_key*

{ Encr ypt edExt ensi ons}
+ evi dence_proposal *
+ evi dence_request*

+ resul ts_proposal *

+ results_request*
{CertificateRequest*}
{Certificate*}
{CertificateVerify*}
{Fi ni shed}

<-me----- [ Appl i cation Data*]

Key
Exch

Server

Par ans

Aut h

<—/ >«<———— ><— >

N {Certificate*}
Auth | {CertificateVerify*}
v {Finished} -------- >
[ Application Data] S > [Application Data]

Figure 9: Attestation Message Overvi ew.

8.1. Background Check Mode

8.1.1. dient Hello
To indicate the support for passing evidence in TLS follow ng the
background check nodel, clients include the evidence_proposal and/or
the evidence_request extensions in the dientHello.
The evi dence_proposal extension in the OientHell o nessage indicates
the evidence types the client is able to provide to the server, when
requested using a CertificateRequest nmessage.
The evi dence_request extension in the ClientHell o nessage indicates

the evidence types the client challenges the server to provide in a
subsequent Certificate payl oad.
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The evi dence_proposal and evi dence_request extensions sent in the
ClientHell o each carry a list of supported evidence types, sorted by
preference. Wen the client supports only one evidence type, it is a
list containing a single el enent.

The client MJST onit evidence types fromthe evidence_proposa
extension in the CientHello if it cannot respond to a request from
the server to present a proposed evidence type, or if the client is
not configured to use the proposed evidence type with the given
server. |If the client has no evidence types to send in the
ClientHello it MJST onmit the evidence proposal extension in the
ClientHello.

The client MJST onit evidence types fromthe evidence_request
extension in the ClientHello if it is not able to pass the indicated
verification type to a verifier. |If the client does not act as a
relying party with regards to evidence processing (as defined in the
RATS architecture) then the client MJST onmt the evidence_request
extension fromthe CientHello.

8.1.2. Server Hello
If the server receives a CientHello that contains the
evi dence_proposal extension and/or the evidence_request extension,

then three outcones are possible:

* The server does not support the extensions defined in this

docunent. In this case, the server returns the
Encrypt edExt ensi ons wi thout the extensions defined in this
docunent .

* The server supports the extensions defined in this docunent, but
it does not have any evidence type in common with the client.
Then, the server termnates the session with a fatal alert of type
"unsupported_evi dence".

* The server supports the extensions defined in this document and
has at | east one evidence type in common with the client. 1In this
case, the processing rules described bel ow are foll owed.

The evi dence_proposal extension in the CientHello indicates the

evi dence types the client is able to provide to the server, when
chal l enged using a CertificateRequest nessage. |f the server wants
to request evidence fromthe client, it MJST include the

evi dence_proposal extension in the EncryptedExtensions. This

evi dence_proposal extension in the EncryptedExtensions then indicates
what evidence format the client is requested to provide in a
subsequent Certificate nessage. The val ue conveyed in the
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evi dence_proposal extension by the server MJIST be sel ected from one
of the values provided in the evidence_proposal extension sent in the
ClientHell o. The server MUST also send a CertificateRequest nessage.

If the server does not send a CertificateRequest nessage or none of
the evidence types supported by the client (as indicated in the

evi dence_proposal extension in the ClientHello) match the server-
supported evidence types, then the evidence_proposal extension in the
ServerHell o MUST be omtted.

The evi dence_request extension in the ClientHello indicates what
types of evidence the client can challenge the server to return in a
subsequent Certificate message. Wth the evidence_request extension
in the EncryptedExtensions, the server indicates the evidence type
carried in the Certificate nessage sent by the server. The evidence
type in the evidence_request extension MJST contain a single value
sel ected fromthe evidence_request extension in the dientHello.

8.2. Passport Model

The results_proposal and results_request extensions are used to
negotiate the protocol defined in this docunent, and in particul ar
the verifier identities supported by each peer. These extensions are
included in the dientHello and ServerHel |l o nmessages.

8.2.1. dient Hello

To indicate the support for passing attestation results in TLS
foll owi ng the passport nodel, clients include the results_proposa
and/or the results request extensions in the dientHello nmessage.

The results_proposal extension in the CientHell o nessage indicates
the verifier identities fromwhich the client can relay attestation
results, when requested using a CertificateRequest nessage.

The results_request extension in the CientHello message indicates
the verifier identities fromwhich the client expects the server to
provide attestation results in a subsequent Certificate payl oad.

The results_proposal and results_request extensions sent in the
ClientHell o each carry a |list of supported verifier identities,
sorted by preference. Wen the client supports only one verifier, it
is alist containing a single el enent.

The client MJST onmit verifier identities fromthe results_proposa
extension in the CientHello if it cannot respond to a request from
the server to present attestation results froma proposed verifier,
or if the client is not configured to relay the results fromthe
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proposed verifier with the given server. |f the client has no
verifier identities to send in the ClientHello it MJUST onit the
results_proposal extension in the dientHello.

The client MJUST onit verifier identities fromthe results_request
extension in the CientHello if it is not configured to trust
attestation results issued by said verifiers. |If the client does not
act as a relying party with regards to the processing of attestation
results (as defined in the RATS architecture) then the client MJST
omt the results request extension fromthe dientHello.

8.2.2. Server Hello
If the server receives a CientHello that contains the
results_proposal extension and/or the results_request extension, then
three outcones are possible:

* The server does not support the extensions defined in this

docunent. In this case, the server returns the
Encrypt edExt ensi ons wi t hout the extensions defined in this
docunent .

* The server supports the extensions defined in this docunent, but
it does not have any trusted verifiers in conmon with the client.
Then, the server termnates the session with a fatal alert of type
"unsupported_verifiers".

* The server supports the extensions defined in this docunment and
has at |east one trusted verifier in common with the client. In
this case, the processing rules described bel ow are foll owed.

The results_proposal extension in the ClientHello indicates the
verifier identities fromwhich the client is able to provide
attestation results to the server, when chall enged using a
CertificateRequest nessage. |f the server wants to request evidence
fromthe client, it MJST include the results_proposal extension in
the EncryptedExtensions. This results_proposal extension in the
Encrypt edExt ensi ons then indicates what verifier the client is
requested to provide attestation results fromin a subsequent
Certificate nessage. The value conveyed in the results_proposa
extension by the server MIST be selected fromone of the val ues
provided in the results _proposal extension sent in the dientHello.
The server MJUST also send a CertificateRequest nessage
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If the server does not send a CertificateRequest nessage or none of
the verifier identities proposed by the client (as indicated in the
results_proposal extension in the ClientHello) match the server-
trusted verifiers, then the results_proposal extension in the
ServerHell o MUST be onitted.

The results_request extension in the CientHello indicates what
verifiers the client trusts as issuers of attestation results for the
server. Wth the results_request extension in the
Encrypt edExt ensi ons, the server indicates the identity of the
verifier who issued the attestation results carried in the
Certificate nessage sent by the server. The verifier identity in the
results_request extension MJST contain a single value selected from
the results_request extension in the CientHello.

9. Exanple Use Cases

This section includes specific usage scenarios of attested TLS. Both
scenari os are based on the background-check validati on nodel.

9.1. doud Confidential Computing

In this exanple, a confidential workload is executed on conputationa
resources hosted at a cloud service provider. This is a typica
scenario for secure, privacy-preserving nultiparty conputation

i ncludi ng anti-noney | aundering, drug devel opment in healthcare,
contact tracing in pandemc tines, Machine Learning (M) node
training, etc.

In such scenarios, the users (e.g., the party providing the data

i nput for the conputation, the party consuming the conputed results,
or the party providing a proprietary M. nodel used in the

comput ation) have two goal s:

* |dentifying the workl oad they are interacting wth,

* Making sure that the platformon which the workl oad executes is a
Trust ed Execution Environnent (TEE) with the expected features.

A convenient arrangenent is to verify that the two requirenents are
met at the same tinme that the secure channel is established.

The protocol flow, alongside all the involved actors, is captured in
Figure 10 where the TLS client is the user (the relying party) while
the TLS server is co-located with the TEE-hosted confidentia
wor kl oad (the attester).
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The flow starts with the client initiating a verification session
with a trusted verifier. The verifier returns the evidence types it
under stands and a nonce that will be used to challenge the attester

The client starts the TLS handshake with the server by supplying the
attestation-rel ated paraneters it has obtained fromthe verifier. |If
the server supports one of the offered evidence types, it will echo
it in the specul ar extension and proceed by invoking a | ocal API
(represented by attest_key(...) in the figure below) to request
attestation using the nonce supplied by the verifier. The returned
evi dence binds the identity key (TIK-S) with the platformidentity
and security state, packaged into a CAB. The server then signs a
transcript hash with the (attested) identity key, and sends the
attestation evidence and the signature in the Certificate and the
CertificateVerify messages respectively. The transcript hash,
denoted hs in the figure below, follows the Transcript-Hash
definition fromSection 4.4.1 of [RFC3446].

The client forwards the attestati on evidence to the verifier using
the previously established session, obtains the attestation result
(AR) and checks whether it is acceptable according to its |oca
policy. |If so, it proceeds and verifies the handshake signature
usi ng the corresponding public key (for exanple, using the PoP key in
the KAT evidence [I-D.bft-rats-kat]).

The attestation evidence verification conbined with the verification
of the CertificateVerify signature provide confirmation that the
presented cryptographic identity is bound to the workl oad and
platformidentity, and that the workload and platformare
trustworthy. Therefore, after the handshake is finalized, the client
can trust the workload on the other side of the established secure
channel to provide the required confidential conputing properties.

|

| 201 Created |

| Location: /76839A9 |

| Body: { I

| nonce, |

| supp- nmedi a-types

I I
I
I
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types(a, b, c)

B . | | |

| TLS handshake | | | |

e +- - - - - I et B +- - -,
| | AdientHello |
| | ) |
| ] | evidence_request ( |
| ] | nonce, |
| I I
[ | |
|| saEEEEEEEE LR > I
| | attest _key( |
| ] | nonce, |
| | TIK-S-I D |
| I ) I
[ | Hoomime e > |
|| I | CAB(KAT, PAT) I
| I [ <----mmmmmmo- + I
| | | ServerHello | | |
| [ { .. _ I I I
| | | Encrypt edExt ensi ons | | |
[ | {...} | | |
| | evidence_request( | | |
| I type(a) I I I
| ) | |
| ] | Certificate(KAT, PAT) | | |
|| | <emmme e * |
| | | si gn(TIK-S-1D, hs) |
| | LR >0
| I I sig I I
| | o e s +
| ] | CertificateVerify(sig) | | |
| | Finished | | |
[ [ <---mmmmmmm e + | |
| | POST /76839A9E | | | |
| | Body: { I I I I
| type(a), I I I I
| CAB I I I I
| |} I I I I
| | <m-mmmmmmmee e + | | |
| | Body: { I I I
| att-result: AR{} | | | |
| 1} I I I I
| Ao >| I I I
|| o _ | |
[ | |overify AR{} | | |
|| | <-- I I I
| +o- - I I I
[ I I I

| | verify sig
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Fi gure 10: Exanple Exchange with Server as Attester
9.2. 10T Device Onboarding

In this scenario, an |0oT device is connected to a renpte device
managenent entity, which could be a cloud service provider or a
network operator. W assune that, initially, the renote device
managenent entity does not trust the device.

The devi ce managenent entity’'s responsibility is to guarantee that
the device is running the intended software version, has not been
tanpered with, and is not being enul ated or cl oned.

The protocol flowis shown in Figure 11 where the client is the
attester while the server is the relying party.

The flow starts with the client initiating a TLS exchange with the
TLS server operated by the cloud service provider. The client
i ndi cates what evidence types it supports.

The server obtains a nonce fromthe verifier, in real-time or froma
reserved nonce range, and returns it to the client al ongside the

sel ected evidence type. Since the evidence will be returned in the
Certificate nessage the server has to request nutual authentication
via the CertificateRequest nessage.

The client, when receiving the EncryptedExtension with the

evi dence_proposal, will proceed by invoking a | ocal APl to request
the attestation. The returned evidence binds the identity key (TIK-
C with the workload and platformidentity and security state,
packaged into a CAB. The client then signs a transcript hash of the
handshake context and the client’s Certificate nessage with the
(attested) identity key, and sends the evidence together with the
signature over to the server
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The server forwards the attestati on evidence to the verifier, obtains

the attestation result and checks that it is acceptable according to
its local policy. The evidence verification conbined with the
verification of the CertificateVerify signature provide confirnmation
that the presented cryptographic identity is bound to the platform
identity, and that the platformis trustworthy.

If successful, the server proceeds with the application |ayer

prot ocol exchange. |If, for sone reason, the attestation result is
not satisfactory the TLS server will term nate the exchange.

| Attestation | dient | B . B

| Service | | | Server | | Verifier

1__+ ________________ oo oo oo ’ 1____+___1 T oo oo
I I I I

T . | | |

| TLS handshake | | | |

oot e e Fom e +---

ClientHello

I
I
L) |
evi dence_proposal ( |
types(a, b, c) |
I

I

I

I

I I
I I
I I
I I
I I
I ) I
| T > |
I I I
|+ | ServerHello POST / newSessi on

| | {...} M >|
| ] | | 201 Created |
| ] | | Location: /76839

| I | Body: { I
| | | | nonce, |
| | Encrypt edEXt ensi ons | types(a, b, c) |
| | {. ..} |} I
| ] | evidence_proposal ( IR +
| ] | nonce, | |
] | e | |
| | CertificateRequest | |
| | Certificate | |
| ] | CertificateVerify | |
| | attest_key( | Finished | |
| | nonce, I e + |
| TIK-CGID | | |
1 ) I I I
| | <e--mmmmee--- + I I
[ I I

5
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| CAB(KAT, PAT) |

I I I I
I R >| Certificate(KAT, PAT) | | |
| R R R >| | |
| |sign(TlIK-C 1D, hs) | | |
| | <e-mmmeee--- + I I I
| ] sig | CertificateVerify(sig) | | |
I >| Fini shed | | |
| AR R R >| I I
[ | | | |
| | | POST /76839A9E | |
| I | Body: { I I
| I I type(a), I I
| I I CAB I I
| I |} I I
[ | SRR >| |
|| I | Body: { I I
| | | att-result: AR{} | |
| I |} I I
| I [ <--mmmmmmme oo + I
|| | +en - _ |
[ | | | verify AR(} | |
|| I | <--" I I
| | +o o I
| I I | verify sig | I
| I | <--° I I
| I I I I
[ | | | |
|| I I I I
[ I I I I
T i o e e e +---
| application data |
Cemmmmmeceecceeeeaaaaa >|

Figure 11: Exanple Exchange with Client as Attester
10. Security Considerations
TBD.
10.1. Security Guarantees
We note that as a pure cryptographic protocol, attested TLS as-is
only guarantees that the ldentity Key is known by the TEE. A nunber
of additional guarantees nust be provided by the platformand/or the

TLS stack, and the overall security | evel depends on their existence
and quality of assurance:
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* The ldentity Key is generated by the TEE
* The ldentity Key is never exported or |eaked outside the TEE

* The TLS protocol, whether inplenented by the TEE or outside the
TEE, is inplenmented correctly and (for exanple) does not |eak any
session key materi al

These properties may be explicitly prom sed ("attested”) by the
platform or they can be assured in other ways such as by providing
source code, reproducible builds, formal verification etc. The exact
mechani snms are out of scope of this docunent.

11. Privacy Considerations

In this section, we are assunmng that the Attester is a TLS client,
representing an individual person. W are concerned about the
potential |eakage of privacy sensitive information about that person,
such as the correlation of different connections initiated by them

I n background-check node, the Verifier not only has access to
detailed informati on about the Attester’s TCB through Evidence, but
it also knows the exact tinme and the party with whomthe secure
channel establishnent is attenpted (i.e., the RP). The privacy
inplications are simlar to online OCSP [ RFC6960]. Wile the RP may
trust the Verifier not to disclose any information it receives, the
same cannot be assuned for the Attester, which generally has no prior
relationship with the Verifier. Sone ways to address this include:

* (dient-side redaction of privacy-sensitive evidence cl ains,

* Using selective disclosure (e.g., SD-JW
[1-D.ietf-oauth-selective-disclosure-jw] with EAT
[I-D.ietf-rats-eat]),

* Co-locating the Verifier role with the RP

* Uilizing privacy-preserving attestation schenmes (e.g., DAA
[I-Dietf-rats-daa]), or

* Uilizing Attesters manufactured with group identities (e.g.,
[ FI DO REQS] ) .

The latter two al so have the property of hiding the peer’s identity
fromthe RP
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12.

12.

12.

Note that the equival ent of OCSP "stapling" involves using a passport
topol ogy where the Verifier’s involvenent is unrelated to the TLS
sessi on.
Due to the inherent asymmetry of the TLS protocol, if the Attester
acts as the TLS server, a nalicious TLS client could potentially
retrieve sensitive information fromattestati on evidence w thout the
client’s trustworthiness first being established by the server.

I ANA Consi derations
1. TLS Extensions
I ANA is asked to allocate four new TLS extensions, evidence_request,
evi dence_proposal, results_request, results_proposal, fromthe "TLS
Ext ensi onType Val ues" subregistry of the "Transport Layer Security
(TLS) Extensions" registry [TLS-Ext-Registry]. These extensions are
used in the CientHell o and the Encrypt edExt ensi ons nessages. The
val ues carried in these extensions are taken from TBD.
2. TLS Alerts
IANA is requested to allocate a value in the "TLS Alerts" subregistry
of the "Transport Layer Security (TLS) Paraneters" registry
[ TLS- Param Regi stry] and populate it with the follow ng entries:
* Val ue: TBD1
* Description: unsupported_evidence
* DILS- K Y
* Reference: [This docunent]
*  Comment :
*  Val ue: TBD2
* Description: unsupported_verifiers
* DILS-OK: Y
* Reference: [This docunent]

*  Comment :
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12.3. TLS Certificate Types

IANA is requested to allocate a new value in the "TLS Certificate
Types" subregistry of the "Transport Layer Security (TLS) Extensions"
registry [ TLS-Ext-Registry], as follows:

*  Val ue: TBD2

* Description: Attestation

* Reference: [This docunent]
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Appendi x A.  Design Rationale: X 509 and Attestation Usage Variants

The inclusion of attestation results and evidence as part of the TLS
handshake offers the relying party information about the state of the
systemand its cryptographic keys, but |acks the means to specify a
stabl e endpoint identifier. Wile it is possible to solve this
problem by including an identifier as part of the attestation result,
sonme use cases require the use of a public key infrastructure (PKI).
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It

is therefore inportant to consider the possible approaches for

conveying X.509 certificates and attestation within a single
handshake.

In general, the foll owi ng conbinations of X 509 and attestation usage
are possible:

1.

X. 509 certificates only: In this case no attestation is exchanged
in the TLS handshake. Authentication relies on PKI alone, i.e.
TLS with X 509 certificates.

X. 509 certificates containing attestation extension: The X 509
certificates in the Certificate nessage carry attestation as part
of the X 509 certificate extensions. Several proposals exi st
that enable this functionality:

*  Custom X. 509 extension:

- Attester-issued certificates (e.g., RA-TLS [RA-TLS]): The
attester acts as a certification authority (CA) and
includes the attestation evidence within an X 509
ext ensi on.

- DICE defines extensions that include attestation
information in the "Enbedded CA" certificates (See
Section 8.1.1.1 of [DI CE-Layering]).

- Third party CA-issued certificates (e.g., ACME Device
Attestation [I-D.acne-device-attest]): Renpte attestation
is perfornmed between the third party CA and the attester
prior to certificate issuance, after which the CA adds an
extension indicating that the certificate key has fulfilled
some verification policy.

* Explicit signaling via existing nethods, e.g. using a policy
ODin the end-entity certificate.

* Implicit signaling, e.g. via the issuer nane.

X. 509 certificates alongside a PAT: This use case assunes that a
keypair with a corresponding certificate already exists and that
the owner wishes to continue using it. As a consequence, there

is no cryptographic |inkage between the certificate and the PAT.
Thi s approach is described in Section 6. 2.

X. 509 certificates al ongside the PAT and KAT: The addition of key
attestation inplies that the TLS identity key nust have been
generated and stored securely by the attested platform Unlike
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in variant (3), the certificate, the KAT, and the PAT nust be
cryptographically linked. This variant is currently not
addressed in this docunent.

5. Conbi ned PAT/KAT: Wth this variant the attestation token carries
information pertaining to both platformand key. No X 509
certificate is transnitted during the handshake. This approach
is currently not addressed in this docunent.

6. PAT alongside KAT: This variant is sinmlar to (5 wth the
exception that the key and the platformattestati ons are stored
in separate tokens, cryptographically linked together. This
approach is covered by this docunent in Section 6.1. A possible
instantiation of the KAT is described in [I-D. bft-rats-kat].
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