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Abst ract

This specification defines a nmethod for two parties in a

conmuni cation interaction to exchange Evidence and Attestation

Resul ts using exported authenticators, as defined in [ RFC9261].
Additionally, it introduces the cnw attestati on extension, which
allows attestation credentials to be included directly in the
Certificate nessage sent during the Exported Authenticator-based

post - handshake aut hentication. The approach supports both the
passport and background check nodels fromthe RATS architecture while
ensuring that attestation remmins bound to the underlying

conmmuni cati on channel

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://tls-
attestation.github.io/exported-attestation/draft-fossati-seat-
expat.htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-fossati-seat-expat/.

Di scussion of this docunent takes place on the SEAT Wirki ng G oup
mailing list (mailto:seat@etf.org), which is archived at
https://datatracker.ietf.org/wy/seat/about/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/seat/.

Source for this draft and an issue tracker can be found at
https://github.comtls-attestati on/exported-attestation
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This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

There is a growing need to denonstrate to a renote party that
cryptographi c keys are stored in a secure elenent, the device is in a
known good state, secure boot has been enabled, and that |owleve
software and firmnare have not been tanpered with. Renpte
attestation provides this capability.

More technically, an Attester produces a signed collection of O ains
that constitute Evidence about its running environnent(s). A Relying
Party may consult an Attestation Result produced by a Verifier that
has apprai sed the Evidence to nake policy decisions regarding the
trustworthi ness of the Target Environnent being assessed. This is,
in essence, what [ RFC9334] defi nes.

At the time of witing, several standard and proprietary renote
attestation technologies are in use. This specification ains to
remai n as technol ogy-agnostic as possi bl e concerning inplenented
renote attestation technologies. To streamine attestation in TLS,
this docunment introduces the cmw attestation extension, which allows
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attestation credentials to be conveyed directly in the Certificate
message during the Exported Authenticator-based post-handshake
authentication. This elimnates reliance on real-time certificate

i ssuance froma Certificate Authority (CA), reducing handshake del ays
whi | e ensuring Evidence remains bound to the TLS connection. The

ext ensi on supports both the passport and background check nodels from
the RATS architecture, enhancing flexibility for different depl oynent
scenari o0s.

Thi s docunent builds upon three foundational specifications:

* RATS (Renpte Attestation Procedures) Architecture [RFC9334]: It
defines how renpte attestation systens establish trust between
parties by exchangi ng Evidence and Attestation Results. These
interactions can follow different nodels, such as the passport or
t he background check nodel, depending on the order of data flowin
the system

* TLS Exported Authenticators [RFC9261]: It offers bi-directiona
post - handshake aut hentication. Once a TLS connection is
est abli shed, both peers can send an authenticator request nessage
at any point after the handshake. This nessage fromthe server
and the client uses the CertificateRequest and the
ClientCertificateRequest nessages, respectively. The peer
recei ving the authenticator request nessage can respond with an
Aut henti cator consisting of Certificate, CertificateVerify, and
Fi ni shed nmessages. These nessages can then be validated by the
ot her peer.

* RATS Conceptual Messages Wapper (CMAN [I-D.ietf-rats-nmsg-wap]:
CMW provi des a structured encapsul ati on of Evi dence and
Attestation Result, abstracting the underlying attestation
t echnol ogy.

Thi s specification introduces the cnw attestati on extension, enabling
Evi dence to be included directly in the Certificate nessage during
the Exported Authenticator-based post-handshake aut hentication
defined in [ RFC9261] .

2. Term nol ogy

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, NOT RECOMMVENDED, MAY, and OPTIONAL in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals as shown
here.
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The reader is assunmed to be faniliar with the vocabul ary and concepts
defined in [ RFC9334] and [ RFC9261].

"Renote attestation credentials”, or "attestation credentials”, is
used to refer to both Evidence and attestation results, when no
di stinction needs to be nmade between them

3. cnw attestation Extension to the Authenticator’s Certificate nessage

Thi s docunent introduces a new extension, called cnmwv attestation, to
the Authenticator’'s Certificate nessage. This extension allows

Evi dence or Attestation Results to be included in the extensions
field of the end-entity certificate in the Authenticator’s
Certificate nessage

As defined in Section 4.4.2 of [I-D.ietf-tls-rfc8446bis], the TLS
Certificate nessage consists of a certificate list, which is a
sequence of CertificateEntry structures. Each CertificateEntry
contains a certificate and a set of associated extensions. The
cnv_attestation extension MIST appear only in the first
CertificateEntry of the Certificate nessage and applies exclusively
to the end-entity certificate. It MJST NOT be included in entries
corresponding to internediate or trust anchor certificates. This
design ensures that attestation information is tightly bound to the
entity being authenticated.

The cnw _attestation extension is only included in the Certificate

message during Exported Authenticator-based post-handshake

aut hentication. This ensures that the attestation credentials are
conveyed within the Certificate nessage, elininating the need for

nmodi fications to the X 509 certificate structure.

struct {
opaque cnmw dat a<l..2716-1>;
} CMMttestation;

cmv_dat a: Encapsul ates the attestation credentials in CMNfornat

[I-Dietf-rats-nsg-wap]. The cmw data field is encoded usi ng CBOR
or JSON.
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Thi s approach elimnates the need for real-time certificate issuance
froma Certificate Authority (CA) and m nim zes handshake del ays.
Typically, CAs require several seconds to minutes to issue a
certificate due to verification steps such as validating subject
identity, signing the certificate, and distributing it. These del ays
i ntroduce |l atency into the TLS handshake, making real -time
certificate generation inpractical. The cnw attestati on extension
circunvents this issue by enbedding attestation data within the
Certificate nessage itself, renoving reliance on external certificate
i ssuance processes.

3.1. Negotiation of the cnw attestati on Extension

Negoti ati on of support cmv attestati on extension follows the node
defined in Section 5.2 of [RFC9261].

Endpoints that wish to receive attestation credentials using Exported
Aut henti cators MJST indicate support by including an enpty
cmv_attestation extension in the CertificateRequest or
ClientCertificateRequest nessage. The presence of this enpty
extension indicates that the requester understands this specification
and is willing to process an attestation credential in the peer’'s
Certificate nessage

An endpoint that supports this extension and receives a request
containing it MAY include the cnmw attestation extension in its
Certificate nessage, populated with attestation data. |If the

cmv attestation extension appears in a Certificate nessage w thout it
havi ng been previously offered in the correspondi ng request, the
recei ver MJUST abort the authenticator verification with an
"unsupported_extension" alert. As specified in Section 9.3 of
[I-Dietf-tls-rfc8446bis], endpoints that do not recognize the

cnv _attestation extension in a CertificateRequest or
ClientCertificateRequest MIUST ignore it and continue processing the
nmessage as if the extension were absent.

3.2. Usage in Exported Authenticator-based Post-Handshake
Aut hent i cati on

The cnw attestation extension is designed to be used exclusively in
Exported Authenticator-based post-handshake authentication as defined
in [RFC9261]. It allows attestation credentials to be transmtted in
the Authenticator’s Certificate nessage only in response to an

Aut henti cator Request. This ensures that attestation credentials are
provi ded on demand rather than being included in the initial TLS
handshake.
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3.

3.

3.

4.

To mai ntain a cryptographic binding between the Evi dence and the

aut henti cation request, the cnmw attestati on extensi on MJST be
associated with the certificate_request_context of the correspondi ng
CertificateRequest or CientCertificateRequest nessage (fromthe
Server or Client, respectively). This association ensures that the
Evi dence is specific to the authentication event.

Ensuring Compatibility with X. 509 Certificate Validation

The cnw _attestati on extension does not nodify or replace X 509
certificate validation mechanisnms. |t serves as an additional source
of authentication data rather than altering the trust nodel of PKI-
based aut hentication. Specifically:

* Certificate validation (e.g., signature verification, revocation
checks) MJUST still be performed according to TLS
[I-Dietf-tls-rfc8446bis] and PKI X [ RFC5280] .

* The attestation credentials carried in cmv_ attestati on MUST NOT be
used as a substitute for X 509 certificate validation but can be
used al ongside standard certificate validation for additiona
security assurances.

* | nplenmentations MAY reject connections where the certificate is
valid but the attestation credentials is missing or does not neet
security policy.

Applicability to Cient and Server Authentication

The cnw attestation extension is applicable to both client and server

aut hentication in Exported Authenticator-based post-handshake

aut henti cati on.

In TLS, one party acts as the Relying Party, and the other party acts

as the Attester. Either the client or the server may fulfill these

rol es depending on the authentication direction

The Attester may respond with either:

* Evidence (Background Check Mdel):

- The Attester generates Evidence and includes it in the
cmyv_attestation extension to the Authenticator’'s Certificate

nmessage.

- The Relying Party forwards the Evidence to an external Verifier
for evaluation and waits for an Attestation Result.
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- The Relying Party grants or denies access, or continues or
term nates the TLS connection, based on the Verifier’'s
Attestation Result.

* Attestation Result (Passport Mbdel):

The Attester sends Evidence to a Verifier beforehand.
- The Verifier issues an Attestation Result to the Attester

- The Attester includes the Attestation Result in the
cnmv attestation extension to the Authenticator’'s Certificate
message and sends it to the Relying Party.

- The Relying Party validates the Attestation Result directly
wi t hout needing to contact an external Verifier.

By all owing both Evidence and Attestation Results to be conveyed
within cnw attestation, this nechani smsupports flexible attestation
wor kf | ows dependi ng on the chosen trust nodel

4. Architecture

The cmw_attestati on extension enables attestation credentials to be
included in the Certificate nessage during Exported Authenticator-
based post-handshake aut hentication, ensuring that attestation
remai ns bound to the TLS connecti on.

However, applications using this nechanismstill need to negotiate
the encoding format (e.g., JOSE or COSE) and specify how attestation
credentials are processed. This negotiation can be done via
application-layer signaling or predefined profiles. Future
specifications may define nmechanisnms to streamline this negotiation

Upon receipt of a Certificate nessage containing the cmw attestation
ext ensi on, an endpoint MJST take the followi ng steps to validate the
attestation credential s:

* Background Check Model

- Verify Integrity and Authenticity: The Evi dence nust be
cryptographically verified agai nst a known trust anchor,
typically provided by the hardware manufacturer

- Verify Certificate Request Binding and Freshness: The Evi dence
must be bound to the active TLS connection by verifying that
the exporter value in the Evidence matches the exporter val ue
conmput ed using the |abel "Attestation Binding" and the
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certificate_request_context as the exporter context. This
verification ensures correct connection binding, provides
freshness, and prevents repl ay.

- Evaluate Security Policy Conpliance: The Evidence nust be
eval uated against the Relying Party’s security policies to
determine if the attesting device and the private key storage
meet the required criteria.

* Passport Model:

- Verify the Attestation Result: The Relying Party MJST check
that the Attestation Result is correctly signed by the issuing
authority and that it nmeets the Relying Party’ s security
requirenents.

By integrating cmv attestation directly into the Certificate nessage
during Exported Authenticator-based post-handshake authenticati on,
this approach reduces | atency and conplexity while maintaining strong
security guarant ees.
In the foll owi ng exanples, the server possesses an identity
certificate, while the client is not authenticated during the initial
TLS exchange.

4.1. dient as Attester

4.1.1. Passport Model

Figure 1 shows the passport nodel.
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dient Server Verifier
I I I

Regul ar TLS Handshake
(Server-only auth)

Aut hent i cat or Request
(CertificateReq)
e mm e e e eeeeaeeaaaaa |

I
Sends Evi dence

|
I
I
I
ti me passes ... |
I
|
I

|
O R EEE |
| Exported Authenticator (| |
| Certificate with | |
| cmv_attestation, | |
| CertificateVerify, | |
| Fini shed) | |
I I

Figure 1: Passport Mdel with Cient as Attester
4.1.2. Background-check Mdel

Figure 2 shows an exanpl e using the background-check nodel, where TE
represents the Target Environment and AE represents the Attesting
Environment. The TLS Cient within TE establishes a TLS connection
with the Server. At a later tinme, the Server triggers an

Aut henti cat or Request. The TE requests Evidence fromthe AE. The
Evi dence produced includes the TE s TCB measurenents, including those
relating to the TLS dient code and configuration. The TE enbeds
this Evidence into an Exported Authenticator and sends it to the
Server. The Server forwards the Evidence to a Verifier for appraisal
and receives an Attestation Result.
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Aut henti cat or Request (CertificateReq)

Request Evi dence |

Attestation |
Evi dence |

cmv_attestation,
CertificateVerify,

I
I
| |
| Exported Authenticator(Certificate with
I
I
| Finished)

I
Regul ar TLS Handshake (Server-only auth)

Attestation
Resul t

Fi gure 2: Background Check Model with Cient as Attester

Server as Attester

The flow for the Server as Attester is anal ogous, except that it uses
a CientCertificateRequest instead of CertificateRequest.

APl Requirenents for Attestation Support

To enabl e attestati on workfl ows, inplenentations of the Exported

Aut henti cator APl MJST support the foll ow ng:

1. Authenticator Generation

* The APl MJUST support the inclusion of attestation credentials
within the Certificate message provi ded as input.

2. Authenticator Validation

dar, et al. Expi res 31 August 2026
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5.

.1

*  The APl MJST support verification that the Evidence in the
Certificate nessage is cryptographically valid and correctly
bound to the TLS connection and the associ ated
certificate request_context.

Crypt ographi ¢ Bi nding of the Evidence to the TLS Connection

The cryptographi c operations defined in this section bind attestation
Evi dence to a specific TLS connection. This binding prevents repl ay
and relay of attestation Evidence across different TLS connecti ons,
and ensures that attestation Evidence presented during a handshake
corresponds to the authenticated TLS connection in which it is
conveyed.

Attestation Evidence is generated by a TEE and signed using an
attestation key. The signed Evidence includes inputs originating
fromdifferent trust domains.

* The attestation binder is provided by the TLS stack and serves as
an attestation challenge that ensures freshness and bi nds the
attestation to a specific TLS connecti on.

* A claimgenerated by the TEE itself, such as a hash of the AIK

public key, which ensures that the attested environnent controls

the AIK private key used for TLS authenti cati on.

Attestation Binder

The attester binds the attestation Evidence to the active TLS

connection. To do so, the attester derives a binding value using the

TLS exporter. The exporter invocation uses:

* the label "Attestation", and

* the certificate_request_context fromthe CertificateRequest
message as the context _value (as defined in Section 7.5 of
[1-D.ietf-tls-rfc8446bis]). |In a Background Check nodel, this
val ue contains the Verifier-provided nonce; and

* a key length set to 256-bit (32 bytes).
TLS-Exporter("Attestation", certificate request _context, 32)

The binding value is defined as:

Hash(public_key || exported_val ue)
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where exported_value is the output of the TLS exporter and public_key
is the public key corresponding to the end-entity certificate used
for authentication. The Hash function is the hash algorithm
associated with the negotiated TLS 1.3 cipher suite (i.e., the HKDF
hash) .

This binding value is included as an attestation chall enge (or nonce)
in the attestation Evidence. It binds the Evidence to the specific
TLS connection and to the associated certificate_request_context,

t hereby providing freshness and preventing replay across TLS

sessi ons.

The TLS endpoint that receives the attestation Evidence conputes the
bi ndi ng val ue using the same exporter and hash function invocation
described for the attester. The endpoint either verifies the
exporter binding itself or delegates this check to the Verifier. |If
it perforns the check locally and the val ues do not match, the
attestation Evidence is rejected. |If the check is del egated, the
endpoi nt conveys the conmputed binding value to the Verifier so that
the conparison can be carried out during attestation validation

5.2. Binding the Authenticator ldentity Key (AIK) to the TEE

Thi s specification assunmes that the private key corresponding to the
end-entity certificate carried in the exported authenticator referred
to as the Authenticator ldentity Key (AIK) is generated inside a TEE
and never leaves it. A platformcould instead generate the AIK
private key outside the TEE and conpute the CertificateVerify
signature using that external key. A Relying Party cannot detect
this attack unl ess additional safeguards are in place.

This risk is particularly relevant in split deployments, where the
TLS stack does not reside inside the TEE. In such architectures,
attesting the TEE al one does not prove that the AIK private key used
by the TLS endpoint was generated, is stored, or is controlled by the
TEE.

To address this risk, the Evidence MJST include the hash of the AIK
public key (Al K pub_hash). The AIK public key MJST be hashed using
the hash al gorithm associated with the negotiated TLS ci pher suite
for the TLS connection in which the Evidence is conveyed.

The Relying Party MUST conmpute the hash of the Al K public key
extracted fromthe TLS end-entity certificate using the same hash

al gorithmand verify that it matches the Al K pub_hash included in the
Evi dence. Successful verification binds the attestati on Evidence to
the TLS identity used for authentication.
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6. Operational Overview

This specification follows the Exported Authenticator nodel defined
in Section 7 of [RFC9261]. In this nodel, the TLS stack creates and
val i dat es post-handshake aut hentication nmessages, while the
application triggers the exchange and conveys the Authenticator
Request and Aut henti cator nessages between peers.

Whenever attestation is required, the application initiates Exported
Aut hent i cat or based post-handshake authentication. The TLS stack
constructs an Authenticator Request, using either a
CertificateRequest or CientCertificateRequest nessage, and indicates
support for attestation by including an enpty cmwv _attestation

ext ensi on.

On the attesting side, the platform generates RATS conceptua

message, either in the formof Evidence or an Attestation Result,
dependi ng on the depl oynent nodel. The TLS stack enbeds the RATS
conceptual nessage in the cnw attestation extension and conpletes the
Exported Authenticator by generating the correspondi ng
CertificateVerify and Fini shed nmessages. The application then
conveys the resulting Authenticator to the peer, as defined in

[ RFCO261] .

Upon receipt, the application delivers the Authenticator to the TLS
stack for processing. The TLS stack validates the certificate chain,
the CertificateVerify signature, and the Finished nessage, and
extracts the cnw attestation extension. The TLS stack treats the
contents of the cnw attestation extension as opaque.

If the cmv_attestation extension carries Evidence, the application
acting as the Relying Party forwards it to a Verifier to obtain an
Attestation Result. |If the extension carries an Attestation Result,
the application validates it directly. Based on the outcone of this
processing, the application determ nes whether to continue using the
TLS connecti on.

Waile it is technically possible to create or validate Authenticator
Requests and Authenticators at the application |ayer, Section 7 of

[ RFC9261] recommends that their creation and validation be handl ed
within the TLS library.
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7. Security Considerations

Thi s docunent inherits the security considerations of [RFC9261] and
[ RFC9334]. The integrity of the exported authenticators nust be
guaranteed, and any failure in validating Evidence SHOULD be treated
as a fatal error in the conmunication channel. Additionally, in
order to benefit fromrenote attestation, Evidence MJST be protected
usi ng dedi cated attestati on keys chaining back to a trust anchor.
This trust anchor will typically be provided by the hardware
manuf act urer.

Thi s specification assunes that the Hardware Security Mdule (HSM or
Trusted Execution Environment (TEE) is responsible for generating the
Aut henticator ldentity Key (Al K) key pair and produci ng either

Evi dence or Attestation Results. The Evidence or Attestation Results
MAY be included in a Certificate Signing Request (CSR), as defined in
[I-D.ietf-lanps-csr-attestation], enabling the CAto verify that the
Al K private key is securely generated and stored and that the
platform nmeets the required security standards before issuing a
certificate.

7.1. Security Guarantees

Note that as a pure cryptographic protocol, attested TLS as-is only
guarantees that the identity key used for TLS handshake is known by
the confidential environment, such as confidential virtual machine.

A nunber of additional guarantees nust be provided by the platform
and/ or the TLS stack, and the overall security |level depends on their
exi stence and quality of assurance:

* The identity key used for TLS handshake is generated within the
trustworthy environnent, such as Trusted Pl atform Module (TPM or
TEE.

* The identity key used for TLS handshake is never exported or
| eaked outside the trustworthy environment.

* For confidential conputing use cases, the TLS protocol is
i mpl emented within the confidential environment, and is
i mpl emented correctly, e.g., it does not |eak any session key
mat eri al

* The TLS stack including the code that perforns the post-handshake
phase rmust be measured

* There nust be no other way to initiate generation of evidence
except from signed code.
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These properties may be explicitly pronmised ("attested") by the
platform or they can be assured in other ways such as by providing
source code, reproducible builds, formal verification etc. The exact
mechani sns are out of scope of this docunent.

7.2. Using the TLS Connection

Renpte attestation in this docunment occurs within the context of a
TLS handshake, and the TLS connection remains valid after this
process. Care nust be taken when handling this TLS connection, as
both the client and server nust agree that renote attestation was
successfully conpl eted before exchanging data with the attested

party.

Sessi on resunption presents special challenges since it happens at
the TLS level, which is not aware of the application-I|eve

Aut henticator. The application (or the nodified TLS |ibrary) nust
ensure that a resuned session has al ready conpl eted renote
attestation before the session can be used nornmally, and race
conditions are possible.

One possi bl e approach to avoid race conditions is as follows:

* For any TLS handshake in which renote attestation is required, the
TLS client ensures that any NewSessionTi cket nessages received
fromthe TLS server are ignored or discarded

* The client and server performrenote attestation over the
establ i shed TLS connecti on.

* For subsequent TLS connections, the client applies the sane
policy: if rempote attestation is required for a connection before
any application traffic is exchanged, PSK-based resunption is
prevent ed.

From a TLS handshake perspective this is possible.

7.3. Timng for Renote Attestation
Renote attestation MJST be conpl eted before sending any application
data to the peer. For use cases that require only a one-tine

attestation for the lifetinme of a TLS connection, renpte attestation
can be performed i mediately after the TLS handshake conpl et es.

Sardar, et al. Expi res 31 August 2026 [ Page 16]



I nternet-Draft Application Layer Attestation February 2026

7

8.

8.

4. Evidence Freshness

The Evidence carried in cnw_attestati on does not require an

addi tional freshness nmechani sm (such as a nonce [RA-TLS] or a
timestanp). Freshness is already ensured by the exporter val ue
derived using the certificate request _context, as described in
Section 5. Because this value is bound to the active TLS connecti on,
the Evidence is guaranteed to be fresh for the connection in which it
i s generated.

The Evidence presented in this protocol is valid only at the tine it
is generated and presented. To ensure that the attested peer
continues to operate in a secure state, renote attestation may be re-
initiated periodically. In this protocol, this can be acconplished
by initiating a new Exported-Aut henti cat orbased post-handshake

aut henti cati on exchange, which results in a new

certificate request_context and therefore a newy derived exporter
val ue to maintain freshness.

Privacy Consi derations
1. dient as Attester

In this section, we are assunmng that the Attester is a TLS client,
representing an individual person. W are concerned about the
potential |eakage of privacy-sensitive information about that person,
such as the correlation of different connections initiated by them

I n background-check nodel, the Verifier not only has access to
detailed informati on about the Attester’s TCB through Evidence, but
it also knows the exact tinme and the party (i.e., the RP) with whom
the secure channel establishnment is attenpted [RA-TLS]. The privacy
inplications are simlar to OCSP [ RFC6960]. While the RP may trust
the Verifier not to disclose any information it receives, the sane
cannot be assuned for the Attester, which generally has no prior
relationship with the Verifier. Sonme ways to address this include:

* Attester-side redaction of privacy-sensitive evidence cl ains,

* Using selective disclosure (e.g., SD-JW
[1-D.ietf-oauth-selective-disclosure-jw] with EAT [ RFC9711]),

* Co-locating the Verifier role with the RP

* Utilizing privacy-preserving attestati on schenes (e.g., DAA
[I-D.ietf-rats-daa]), or
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* UWilizing Attesters manufactured with group identities (e.qg.,
Requi rement 4.1 of [FIDO REQS]).

The last two al so have the property of hiding the peer’'s identity
fromthe RP.

Note that the equival ent of OCSP "stapling" involves using a passport
topol ogy where the Verifier’s involvenent is unrelated to the TLS
connecti on.

8.2. Server as Attester
For the case of the TLS server as the Attester, the server can ask
for client authentication and only send the Evidence after successfu
client authentication. This limts the exposure of server’s
hardware-level Cains to be revealed only to authorized clients.

9. | ANA Consi derations

/1l Note to RFC Editor: in this section, please replace RFCthis with
the RFC nunber assigned to this docunment and renove this note.

9.1. TLS Extension Type Registration

I ANA is requested to register the foll owi ng new extension type in the
"TLS Ext ensi onType Val ues" registry [I ANA. tl s-extensiontype-val ues]:

B Sl et el e el sl gy

| Val ue| Extension Name |TLS| DTLS-Only | Recommended | Reference

I I | 1.3 I I I

B bl oo e ey e e oo ool s gy s e

| TBD | cnw attestation |CT | N | Yes | RFCthis

+----- I e I T B I F-- - - - - - F--- - - - +
Table 1

9.2. TLS Flags Extension Registry

IANA is requested to add the following entry to the "TLS Fl ags”
extension registry established by [I-D.ietf-tls-tlsflags]:

* Val ue: TBD1
* Flag Name: CMW Attestation
*  Messages: CH, EE

*  Recommended: Y
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* Reference: RFCthis
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Appendi x

Post - handshake vs. |ntra-handshake Privacy

Fromthe view of the TLS server, post-handshake attestation offers
better privacy than intra-handshake attestati on when the server acts
as the Attester. In intra-handshake attestation, due to the inherent
asymetry of the TLS protocol, a nmalicious TLS client could
potentially retrieve sensitive information fromthe Evidence without
the client’s trustworthiness first being established by the server.

I n post-handshake attestation, the server can ask for client

aut hentication and only send the Evidence after successful client

aut henti cati on.
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Post - handshake vs. |Intra-handshake Security
I ntra-handshake attestation proposal [I-D.fossati-tls-attestation] is
vul nerable to diversion attacks [ID-Crisis]. It also does not bind
the Evidence to the application traffic secrets, resulting in relay
attacks [Rel ayAttacks]. Formal analysis of post-handshake
attestation is a work-in-progress.
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