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Abst ract

The TLS handshake protocol allows authentication of one or both peers
using static, long-termcredentials. In sone cases, it is also
desirable to ensure that the peer runtime environment is in a secure
state. Such an assurance can be achi eved using renpte attestation
which is a process by which an entity produces Evi dence about itself
that another party can use to apprai se whether that entity is found
in a secure state. This docunent describes a series of TLS

ext ensi ons that enable the binding of the TLS authentication key to a
renote attestation session. This enables an entity capabl e of
produci ng attestation Evidence, such as a confidential workload
running in a Trusted Execution Environnent (TEE), or an |oT device
that is trying to authenticate itself to a network access point, to
present a nore conprehensive set of security nmetrics to its peer
These extensions have been designed to allow the peers to use any
attestation technology, in any renote attestation topology, and to
use them nutual ly.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://yaronf.github.io/draft-fossati-seat-early-attestation/draft-
fossati-seat-early-attestation.htm. Status information for this

docunent nmay be found at https://datatracker.ietf.org/doc/draft-
fossati-seat-early-attestation/.
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1.

I nt roducti on

Renote Attestation (RA) [RFC9334] is the process by which an entity
produces evi dence about itself that another party can use to eval uate
the trustworthiness of that entity. This docunent describes a series
of extensions to the TLS handshake that enable the binding of the TLS
connection and its authentication key to a renote attestation
session. This enables an attester, such as a confidential workload
running in a Trusted Execution Environnent (TEE)
[I-D.ietf-teep-architecture], or an |oT device that is trying to
authenticate itself to a network access point, to present a nore
conprehensi ve set of security netrics to its peer. This, in turn,
allows for the inplenmentation of authorization policies at the
relying parties that are based on stronger security signals.

G ven the variety of deployed and energing attestati on technol ogi es
(e.g., [TPML. 2], [TPM2.0O], [I-D.ietf-rats-eat]) these extensions have
been explicitly designed to be agnostic to the attestation fornmats.
This is achieved by reusing the generic encapsul ation defined in
[I-Dietf-rats-nsg-wap] for transporting Evidence and Attestation
Results payloads in the attestati on extension

Thi s specification provides both one-way (server-only) and nutual
(client and server) authentication using traditional TLS

aut hentication conbined with attestation, and allows the attestation
topol ogi es at each peer to be independent of each other. The
proposed desi gn supports both background-check and passport
topol ogi es, as described in Sections 5.2 and 5.1 of [RFC9334]. This
is detailed in Section 6.1 and Section 6. 2.

The protocol we propose is inplenented conpletely at the TLS | evel,
resulting in several related advantages:

* |Inplementation is within a single system conponent.

* Security does not depend on application-Ilevel code, which tends to
be | ess secure than widely shared infrastructure conponents.

* It is easier to reason about the application’s security, since the
peers’ identities and security postures are known as soon as the
handshake conpl etes and the TLS connection is established.

* Application code does not need to change. At nost, sone
configuration is needed, simlar to the current use of certificate
trust stores.

Thi s docunent does not nmandate any particular attestation technol ogy.
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2

Conventi ons and Ter m nol ogy

The reader is assunmed to be familiar with the vocabul ary and concepts
defined in Section 4 of [ RFC9334].

The following terms are used in this docunent:

The ternms "appraise" and "verify" are used with distinctive

semanti cs throughout the docunent:
" Appr ai se" covers the act of checking the validity of Attestation
Resul ts or Evidence, as per [RFC9334], performed by Relying
Parties and Verifiers respectively. "Verify" covers all other
checks performed by the two TLS peers, intended to assess the
correctness of the cryptographic and protocol operations of the
TLS | ayer.

TLS ldentity Key (TIK)
A cryptographic key used by one of the peers to authenticate
itself during the TLS handshake. The protocol’s security is
critically dependent on the provenance, lifetinme and protection
properties of the TIK  The TIK MIJST be the X 509 certificate' s
end entity key and is naintai ned and protected by the TEE

TIK-C, TIK-S
The TIK that identifies the client or the server, respectively.

TIK-CG 1D, TIK-S-ID;
An identifier for TIK-C or respectively, TIK-S. This may be a
fingerprint (cryptographic hash) of the public key, but other
i npl ement ati ons are possi bl e.

Attestation binder:
A cryptographi c nonce val ue provided by the TLS stack to the TEE
It is used for binding attestation Evidence to a specific TLS
handshake and for providing freshness.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

3.

Overvi ew

The basic functional goal is to link the authenticated key exchange
of TLS with an interleaved renpte attestation session in such a way
that the key used to sign the handshake can be proven to be residing
within the boundaries of an attested TEE. The requirenment is that
the attester can provide Evidence containing the security status of
both the signing key and the platformthat is hosting it. The

associ ated security goal is to obtain such binding so that no replay,
relay or splicing froman adversary is possible.

The protocol’'s security relies on the verifiable binding between the
TLS lIdentity Key, the specific TLS session and the platformstate
through attestation Evidence or Attestation Results conveyed in the
CMWV ( Conceptual Message Wapper) [I-D.ietf-rats-nmsg-w ap] payl oad

1. Authentication vs. Attestation

The protocol conbines platformattestation with X. 509 certificate
aut henti cati on.

Attestation when used alone is vulnerable to identity spoofing
attacks, in particular when zero-day attacks exist for a class of
hardware. (TODO reference). Therefore it needs to be conbined with
tradi tional authentication, which in the case of TLS takes the form
of CA-signed certificates.

We RECOMMEND t hat regul ar applications use authentication and
attestation in tandem to gain the full security guarantees of an
aut henti cated TLS handshake (for the peer/peers bei ng aut henticated)
as well as guarantees of platformintegrity.

2. Integration into the TLS Handshake

The |ightweight integration of attestation into the TLS handshake is
designed to have mininmal inmpact on the existing TLS security
properties. The changes consist of:

*  Negotiation extensions: New TLS extensions are added to
ClientHell o and Encrypt edExt ensi ons nessages to negotiate the use
of attestation and indicate supported attestation fornmats and
Verifiers. A new Attestation extension is introduced to the
Certificate nessage. This extension carries attestation Evidence
or Attestation Results.
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* | ndependent key derivation: Binder derivation for attestation (see
Section 5.1) is conpletely independent of the regular TLS key
schedule. Attestation processing does not affect the standard TLS
key derivation and security properties.

This minimal integration approach provides an intuitive explanation
of why the addition of attestation does not adversely affect TLS
security. The attestation conponents operate independently, |eaving
the core TLS handshake protocol and key derivation mechani snms

unnodi fied. Nevertheless, formal validation of these security
properties is still required.

4. Attestation Extensions

As typical with new features in TLS, the client indicates support for
the new extension in the ClientHell o nessage. The newy introduced
extensions allow attestation Evidence or Attestation Results to be
exchanged. Freshness of the exchanged Evidence is guaranteed through
an Attestation Binder nechanism (see Section 5.1) when the Background
Check Model is in use. |In the Passport Mddel, freshness expectations
are nore rel axed and are governed by the lifetinme of the signed
Attestati on Results.

When either the Evidence or the Attestation Results extension is
successfully negotiated, attestation Evidence or Attestation Results
are conveyed in an attestation extension (see Section 4.1). The CMN
payl oad in the Attestation extension contains the attestation

Evi dence or Attestation Results encoded according to
[I-Dietf-rats-nsg-wap].

The attestation payl oad MJIST contain assertions relating to the
attester’s TLS ldentity Key (TIK-C for client attester, TIK-S for
server attester), which associate the private key with the
attestation information. The TEE s signature over the Evidence, or
the Verifier's signature over Attestati onResults within the CMN MJST
include an attestation binder derived fromthe nessage transcri pt
(see Section 5.1) and the attester’s TLS identity public key, as
specified in Section 4. 1.

The relying party can obtain and appraise the renpte Attestation
Results either directly fromthe Attestation extension (in the
Passport Model), or by relaying the Evidence fromthe Attestation
extension to the Verifier and receiving the Attestati on Results.
Subsequent verification of possession of the attested key in the
CertificateVerify message remai ns unchanged from baseline TLS.
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When using the Passport Mdel, the renpte Attestation Results
obtained by the attester fromits trusted Verifier can be cached and
used for any nunber of subsequent TLS handshakes, as |ong as the
freshness policy requirenents are satisfied.

Thi s protocol supports both nmonolithic and split inplementations. In
a monolithic inplementation, the TLS stack is conpletely enbedded
within the TEE. In a split inplementation, the TLS stack is |ocated
outside the TEE, but any private keys (and in particular, the TIK)
only exist within the TEE. In order to support both options, only
the TIK s identity, its public conponent and a short generated bi nder
are ever passed between the Client or Server TLS stack and its
Attestation Service. Wile the two types of inplenmentations offer
identical functionality, their security properties often differ, see
Section 8.1 for nore details.

4.1. Attestation Extension

As defined in Section 4.4.2 of [I-D.ietf-tls-rfc8446bis], the TLS
Certificate nessage contains a certificate_list, which is a sequence
of CertificateEntry structures

When attestation is negotiated via the extensions defined in this
docunment, the attestation extension defined in this document MJST
appear only in the first CertificateEntry of the Certificate nessage
and applies exclusively to the end-entity certificate.

The extensi on MUST NOT appear in any other CertificateEntry.
If the attestation extension is received in any other position, the
recei ver MJST abort the handshake with a fatal illegal _paraneter

alert.

Thi s nessage carries a CMVN (Conceptual Message Wapper) payl oad as
defined in [I-D.ietf-rats-nmsg-wap].

The attestation extension structure is defined as follows:
struct {
opaque crmw_payl oad<l..2724- 1>;
} Attestation;
Figure 1: Attestation Extension Structure.
The cnmw_payl oad field contains a CMNVstructure as defined in

[I-D.ietf-rats-nsg-wap]. Both JSON and CBOR serializations are
allowed in CMW with the emtter choosing which serialization to use.
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The CMW payl oad MJUST contain attestation Evidence (in Background
Check Mbdel) or Attestation Results (in Passport Mdel) that binds
the TLS Identity Key (TIK) to the platformand workl oad state. The
TEE s signature over the Evidence or AttestationResults within the
CMW MUST i nclude a binder ensuring that the attestation is associated
with this particular TLS connection, as well as the attester’s TLS
identity public key (TIK-C for client attester, TIK-S for server
attester).

Thi s binding ensures that the attested key is the one used in the TLS
handshake and provi des freshness guarantees through derivation from
bot h peers’ randommess. See Section 5.1 for details.

5. Use of Attestation in the TLS Handshake

For both the Passport Model (described in Section 5.1 of [RFC9334])
and Background Check Model (described in Section 5.2 of [RFC9334])
the followi ng nodes of operation are allowed when used with TLS,
namel y:

* TLS client is the attester,
* TLS server is the attester, and
* TLS client and server nmutually attest towards each other

As noted, each peer’s attestation is carried in the Attestation
extension within that peer’s Certificate nmessage. This section
descri bes how the attestation is produced, bound to the TLS handshake
and verified by the recipient.

5.1. Cryptographic Operations

The cryptographi c operations defined in this section bind attestation
Evi dence to a specific TLS handshake. This binding prevents replay
and relay of attestation Evidence across different TLS connecti ons,
and ensures that attestation Evidence presented during a handshake
corresponds to the authenticated TLS session in which it is conveyed.

The attestation Evidence or Attestation Results are generated by a
TEE and signed using an attestation key. The signed Evi dence
includes inputs originating fromdifferent trust donmains.

The attestation binder is provided by the TLS stack and serves as a

nonce that ensures freshness and binding to a specific TLS handshake,
as well as binding to the attester’s TLS public key.
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5.1.1. Attestation Binder Definition

The attestation binder is computed using primtives defined in
Section 4.4.1 and 7.1 of [I-D.ietf-tls-rfc8446bis].

Bot h peers derive a single attestation base fromthe sane transcript
checkpoint, CientHello...ServerHello.

attest _base = HKDF- Expand-Label (0, "attestati on base",
Hash(CientHello...ServerHell o), Hash.|ength)

c_attest binder = HKDF- Expand- Label (attest base, "attestation",

Hash(TLS dient_Public_Key), Hash.|ength)
HKDF- Expand- Label (attest base, "attestation",

Hash( TLS_Server_Public_Key), Hash. | ength)

s_attest binder

TLS Cient_Public_Key and TLS Server Public_Key denote the DER-
encoded Subj ect PublicKeylnfo of the peer’s end-entity certificate.
Hash is the cipher suite hash function for the handshake (Section 7.1
of [I-D.ietf-tls-rfc8446bis]).

We note that HKDF-Expand-Label is used to produce binding val ues
rat her than keying material. HKDF-Extract is not invoked, as there
is no input key material to conbine. The "0" paraneter denotes a
byte string of Hash.length zeroes.

5.1.2. Verification

Upon recei pt of an attestation extension, the peer MJST conpute the
attestation binder.

If the peer’'s Evidence is rejected (binder msmatch, failed Evidence
appraisal, or malformed CMA, the receiver MJST send an

attestation failed fatal alert and abort the handshake (see

Section 10. 2).

Dependi ng on the architecture (see also Section 5.3), either the peer
verifies the binding or else it delegates this responsibility to an
external Verifier.

* |In the former case, the peer MJST conpare the conputed bi nder
value to the attestation binder included in the signed Evidence or
signed Attestation Results. |[If the values do not match, the peer
MJST treat the attestation as invalid.
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* In the latter case, the RP MJST convey the binder to the Verifier
The Verifier MJST apprai se that the conveyed binder is identica
to the one that was signed in the Evidence or Attestation Results.
If appraisal fails, the receiver MIST treat the attestation as
i nval id.

/] TODO define a way to transport the binder to a renote Verifier.
/1 Possibly as a (new) conceptual nessage (CM within a collection
/1 This would provide the Verifier whatever information it cannot
/1 conpute on its own, while not forcing the TLS stack to parse the
/1 Evidence

3. Security Properties

Bi nding attestation Evidence to the TLS handshake transcript hash
provides the followi ng security properties:

* Replay protection: Evidence generated for a previ ous handshake
cannot be reused in a | ater handshake.

* Relay protection: Evidence obtained fromone TLS connecti on cannot
be successfully presented in a different TLS connection, even in
the presence of a M TM attacker

In typi cal deploynments where the TLS handshake executes outside the
TEE, a conprom sed host can execute the TLS handshake in the rich
operating systemand use the TEE as a signing oracle by presenting
the attestation binder value to obtain valid-Iooking attestation
Evi dence

However an endorsed TEE (one that is operating as required by this
protocol) is required to verify the binder against the TLS public key
associated with the private key that it holds. This verification, in
conjunction with the TEE' s endorsenent bei ng apprai sed, ensures that
relay attacks are prevented.

The attestation binder prevents replay of Evidence across TLS
connections. The binding to the TLS identity key ensures that

Evi dence produced by one endpoint cannot be replayed in a TLS
connection involving a different endpoint, as the verifier checks
that the binder natches the public key presented in the current TLS
connection. The additional binding to the transcript through
ClientHell o and ServerHell o ensures that Evidence cannot be replayed
across TLS connections, as CientHello.random and ServerHel |l o. random
are independently generated by each peer for every TLS connecti on.
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5.2. Binding the TIK to the TEE

Thi s specification assunmes that the TIK private key corresponding to
the end-entity certificate used in the TLS handshake is generated
inside a TEE and never leaves it. A platformcould instead generate
the TIK private key outside the TEE and conpute the CertificateVerify
signature using that external key. A relying party cannot detect
this attack unl ess additional safeguards are in place.

This risk is particularly relevant in split deploynents, where the
TLS stack does not reside inside the TEE. In such architectures,
attesting the TEE al one does not prove that the TIK private key used
by the TLS endpoint was generated, is stored, or is controlled by the
TEE.

To address this, the signed Evidence MJST include an Attestation
Bi nder generated using the hash of the TIK public key (TIK pub_hash)
(see Section 5.1).

The Relying Party MJST conpute the hash of the TIK public key
extracted fromthe TLS end-entity certificate using the same hash
algorithmand verify that it matches the TIK pub_hash included in the
Evi dence. Successful verification binds the attestati on Evidence to
the TLS identity used for authentication. This verification is
performed by the Relying Party, as the Verifier may not be co-|ocated
with the Relying Party and may not have access to the TLS handshake
or the TLS end-entity certificate, consistent with the RATS
architecture. Alternatively, in deploynments where the Verifier is
not co-located with the Relying Party, the Relying Party MAY supply
the Verifier with the hash of the TIK public key. The Verifier then
conmpares this value with the TIK public key hash included in the

Evi dence. |If the values do not match, the attestati on MJUST be

consi dered invalid.

Wthout this binding, a non-TEE TLS endpoi nt can obtain Evidence from
a separate TLS endpoint that genuinely runs inside a TEE and rel ay
that Evidence to the relying party while executing the TLS handshake
itself. |If the Evidence only attests that a TLS stack is running in
a TEE, the relying party cannot determ ne whether the attested TLS
stack is the one that actually perfornmed the handshake. Binding the
Evi dence to the TIK public key prevents this relay attack.

The proposed binding ensures that the relying party does not
establish a TLS session with a TLS endpoi nt whose TIK i s not
generated and controlled by the TEE. It does not - in and of itself
- ensure security of the TLS stack when the stack is outside the TEE
and see Section 8.1 for a further discussion
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5.3. The TLS Stack’'s Interface to the TEE

When the TEE signs the Evidence or Attestation Results, it also binds
themto the TLS Identity public key and the TLS session. TEE

i npl ementations differ, and sone only allow a single user-provided
chal l enge value to be added to the Evidence with no associ ated
checks.

Architecturally we propose to add a thin shim between the traditional
TLS stack and the TEE as shown in Figure 2. Inplenentations wll
choose whether to incorporate the shiminto the TEE (naking for a
"smarter" TEE and better protection for the renpte attestation
protocol), or in case of a |legacy TEE that cannot be nodified, the
shim can be added to the TLS st ack.

o +  ------ +
I I I
| TLS Stack I I
I I I
F-- - - - o m m e e e e e e e e e e e e e e e e e e e e e e e mmemmao + |

| , " , |

| Transcript hash | CMW (Signed |

| | Evi dence/ AR, |

| TIK public key hash | Nonce) |

v I I
o mm e e e e e e e e e e e e e oo o e e e e m e i oo + |
| | Measured &
| Early Attestation Shim | Reported
| | Conponent s
S R ... + |

I . _ I

| Nonce | Signed Evidence/ AR |

v | |
T o e e e e oo + |
I I I
| TEE | |
| e + | |
| | TIK Private Key | | |
R + | |
o +  ------ +

Figure 2: TLS Stack Interface with the TEE
We adopt a defense-in-depth approach:
* Separate attesting applications within the sane TEE SHOULD NOT be

capabl e of inpersonating each other via Evidence or Attestation
Results. Therefore, if multiple applications are expected to use
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attestation credentials, evidence/ AR generation APls SHOULD
reflect identifiers for the calling contexts into the generated
credential. These identifiers can be reflected as separate cl ains
in the credential, or can be neasured as part of nobre generic
clains. A Relying Party SHOULD be capabl e of differentiating

bet ween the attesting applications based on their credential s.

* The RP SHOULD NOT base its trust decision only on the Attester’s
trust root. |t SHOULD al so ensure that the entire attested
sof tware stack i s endorsed

* The TEE itself, when possible, SHOULD generate the attestation
secret by running the derivation operations defined in
Section 5.1, and, if it holds the TIK, SHOULD validate the public
key. The attestation secret can be generated by the TEE only if
TLS is running inside the TEE

* As shown in the diagram the TEE itself as well as the TLS stack
and the shim SHOULD all be measured and reported as part of the
platfornmis renmpte attestation

4. Reattestation

Attestation Evidence or Attestation Results may becone stal e over
time. For long-lived TLS connections, a relying party may require
updat ed assurance that the peer continues to operate in a trustworthy
state.

4.1. Post-Handshake Reattestation Using Cient Authentication

Post - handshake client authentication defined in Section 4.6.2 of
[I-Dietf-tls-rfc8446bis] can be used to obtain updated attestation
Evi dence or Attestation Results fromthe TLS client. |In this case,
the TLS server sends a CertificateRequest nessage after the TLS
handshake authentication. The client responds with the standard TLS
aut henti cation nmessages (Certificate, CertificateVerify, and
Finished). |If attestation has been negotiated for the TLS
connection, the client includes the attestation extension in the
Certificate nessage carrying updated Evidence or Attestation Results.

The attestation binder can be derived fromthe post-handshake
aut hentication transcript defined in Section 4.4 of
[1-Dietf-tls-rfc8446bis].
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Thi s mechani smallows a server to request updated attestation from
the client. However, TLS currently does not define a mechanismfor
post - handshake server authentication. To address this limtation,
t he subsequent sections di scuss design options for handling
attestation freshness.

5.4.2. Option 1. Carrying Attestation in Extended Key Update

One possi bl e approach is to extend the Extended Key Update (EKU)
mechani sm by introduci ng a new Ext endedKeyUpdat e nmessage subtype to
carry attestation Evidence or Attestation Results.

However, this approach tightly couples attestation to EKU, even
though the two serve different purposes.

5.4.3. Option 2: No Reattestation (Reconnect for Freshness)

Anot her approach is to not support reattestation within an
establ i shed TLS connection. When fresh attestation is required, the
client and server termnate the existing TLS session and establish a
new one, during which fresh Evidence or Attestation Results are
exchanged as part of the handshake.

Thi s approach keeps the TLS protocol unchanged and avoi ds introducing
post - handshake nechani sns. However, it will be disruptive for Iong-
I'ived TLS connecti ons.

5.4.4. Option 3: Post-Handshake Reattestation Using CertificateUpdate

In this design, reattestation is supported using the
CertificateUpdate nessage defined in [I-D.rosonmakho-tls-cert-update].
Under this approach, the attester sends a CertificateUpdate nessage
carrying a new Certificate nessage with updated attestation
information. The refreshed attestation is bound to the existing TLS
sessi on usi ng post-handshake TLS context.

6. Negotiating This Protoco

This section defines the TLS extensions used to negotiate the use of
attestation in the TLS handshake. Two nodels are supported: the
Background Check Model, where Evi dence is exchanged and apprai sed
during the handshake, and the Passport Moddel, where pre-appraised
Evidence in the formof Attestation Results are presented. The

ext ensi ons defined here allow peers to indicate their support for
attestation and negotiate which attestation format and Verifier to
use.
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[l Can we sinmplify this structure: renove the dual request/proposal,
/1 and unify the evidence+AR to a single negotiation extension. But
/1 also express Passport node with and wi thout freshness.

6.1. Evidence Extensions (Background Check Mdel)

The Evi denceType structure contains an indicator for the type of
Evi dence expected in the Attestation extension. The Evidence
contained in the CMN payload is sent in the Attestati on extension
(see Section 4.1)

enum { CONTENT_FORMAT(0), MEDIA TYPE(1l) } typeEncodi ng;

struct {
typeEncodi ng type_encodi ng;
sel ect (Evi denceType.type_encodi ng) {
case CONTENT_FORNAT:
uint16 content format;
case MEDI A TYPE:
opaque medi a_t ype<0..2"16-1>;
b
} Evi denceType;

struct {
sel ect (Handshake. nsg_type) {
case client_hello:
Evi denceType supported_evi dence_t ypes<1..2"8-1>;
case server_hell o:
case encrypt ed_extensions:
Evi denceType sel ect ed_evi dence_t ype;

} evi denceRequest TypeExt ensi on;

struct {
sel ect (Handshake. nsg_type) {
case client_hello:
Evi denceType supported_evi dence_types<1..2"8-1>;
case server _hell o:
case encrypt ed_extensions:
Evi denceType sel ect ed_evi dence_t ype;

} evi denceProposal TypeExt ensi on;
Figure 3: TLS Extension Structure for Evi dence.

Val ues for nedia_ type are defined in [iana-nedi a-types]. Values for
content format are defined in [iana-content-fornmats].
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6.2. Attestation Results Extensions (Passport Model)

struct {
opaque verifier_identity<0..2"16-1>;
} VerifierldentityType;

struct {
sel ect (Handshake. nsg_type) {
case client_hello:
VerifierldentityType trusted verifiers<l..2"8-1>;

case server_hell o:
case encrypt ed_extensions:
VerifierldentityType sel ected_verifier;

} resul t sRequest TypeExt ensi on;

struct {
sel ect (Handshake. nsg_type) {
case client_hello:
VerifierldentityType trusted_verifiers<l..2"8-1>;

case server_hell o:
case encrypt ed_extensions:
VerifierldentityType sel ected_verifier;
} resul tsProposal TypeExt ensi on;
Figure 4: TLS Extension Structure for Attestation Results.
In the Passport Mddel, Attestation Results are sent in an Attestation
ext ension (see Section 4.1) containing a CMNstructure. The CMN
structure is defined in [I-D.ietf-rats-nmsg-wap].
7. TLS dient and Server Handshake Behavi or

The hi gh-1evel message exchange in Figure 5 shows the
evi dence_proposal , evidence_request, results_proposal, and

results_request extensions added to the CientHello and the
Encr ypt edExt ensi ons nessages.
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and/ or

extension in the ClientHell o nessage indicates
is able to provide to the server.

7.1. Background Check Mode

7.1.1. dient Hello
To indicate the support for passing Evidence in TLS follow ng the
Background Check Model,
the evidence_request extensions in the
The evi dence_proposa
the Evidence types the client
The evi dence_request extension in the ClientHello nessage indicates
the Evidence types the client challenges the server to provide in an
attestation extension.
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The evi dence_proposal and evi dence_request extensions sent in the
ClientHell o each carry a list of supported Evidence types, sorted by
preference. Wen the client supports only one Evidence type, it is a
list containing a single el enent.

The client MJST onit Evidence types fromthe evidence_proposa
extension in the CientHello if it cannot respond to a request from
the server to present a proposed Evidence type, or if the client is
not configured to use the proposed Evidence type with the given
server. |If the client has no Evidence types to send in the
ClientHello it MJST onmit the evidence proposal extension in the
ClientHello.

The client MJUST onit Evidence types fromthe evidence_request
extension in the ClientHello if it is not able to pass the indicated
verification type to a Verifier. |If the client does not act as a
relying party with regards to Evidence processing (as defined in the
RATS architecture) then the client MJST onmt the evidence_request
extension fromthe CientHello.

7.1.2. Server Hello
If the server receives a CientHello that contains the
evi dence_proposal extension and/or the evidence_request extension,

then three outcones are possible:

* The server does not support the extensions defined in this

docunent. In this case, the server returns the
Encrypt edExt ensi ons wi thout the extensions defined in this
docunent .

* The server supports the extensions defined in this docunent, but
it does not have any Evidence type in common with the client.
Then, the server termnates the session with a fatal alert of type
"unsupported_evi dence".

* The server supports the extensions defined in this document and
has at | east one Evidence type in common with the client. 1In this
case, the processing rules described bel ow are foll owed.

The evi dence_proposal extension in the CientHello indicates the

Evi dence types the client is able to provide to the server. |If the
server wants to request Evidence fromthe client, it MJST include the
evi dence_proposal extension in the EncryptedExtensions. This

evi dence_proposal extension in the EncryptedExtensions then indicates
what Evidence format the client is requested to provide in an
Attestation extension in the Certificate nessage. The signed

Evi dence contained in the CMWN payl oad MJST include an Attestation
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Bi nder as a nonce val ue (see Section 5.1) in the TEE s signature.
The val ue conveyed in the evidence_proposal extension by the server
MJST be sel ected from one of the values provided in the

evi dence_proposal extension sent in the CientHello.

I f none of the Evidence types supported by the client (as indicated
in the evidence_proposal extension in the dientHello) match the
server-supported Evidence types, then the evidence_proposal extension
in the ServerHell o MIST be onitted.

The evi dence_request extension in the ClientHello indicates what
types of Evidence the client can challenge the server to return in an
Attestation extension. Wth the evidence_request extension in the
Encrypt edExt ensi ons, the server indicates the Evidence type carried
in the Attestation extension sent after the CertificateVerify by the
server. The signed Evidence contained in the CMV payl oad MJUST
include an Attestation Binder as a nonce value (see Section 5.1) in
the TEE s signature. The Evidence type in the evidence_request

ext ensi on MJUST contain a single value selected fromthe

evi dence_request extension in the dientHello.

7.2. Passport Mdel

The results_proposal and results_request extensions are used to
negoti ate the protocol defined in this docunent, and in particular to
negotiate the Verifier identities supported by each peer. These
extensions are included in the CientHell o and ServerHel | o messages.

7.2.1. dient Hello

To indicate the support for passing Attestation Results in TLS
foll owi ng the Passport Mbdel, clients include the results_proposa
and/or the results_request extensions in the dientHell o message.

The results_proposal extension in the CientHello nessage indicates

the Verifier identities fromwhich the client can relay Attestation

Results. The client sends the Attestation Results in an Attestation
extension in the Certificate message.

The results_request extension in the CientHell o nessage indicates
the Verifier identities fromwhich the client expects the server to
provide Attestation Results in an Attestation extension in the
Certificate nessage

The results_proposal and results_request extensions sent in the
ClientHell o each carry a |list of supported Verifier identities,
sorted by preference. Wen the client supports only one Verifier, it
is alist containing a single el enent.
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The client MUST onit Verifier identities fromthe results_proposa
extension in the CientHello if it cannot respond to a request from
the server to present Attestation Results froma proposed Verifier,
or if the client is not configured to relay the Results fromthe
proposed Verifier with the given server. |f the client has no
Verifier identities to send in the ClientHello it MJST omt the
results_proposal extension in the dientHello.

The client MJST omit Verifier identities fromthe results_request
extension in the ClientHello if it is not configured to trust
Attestation Results issued by said Verifiers. |If the client does not
act as a relying party with regards to the processing of Attestation
Results (as defined in the RATS architecture) then the client MJST
omt the results_request extension fromthe dientHello.

7.2.2. Server Hello
If the server receives a CientHello that contains the
results_proposal extension and/or the results_request extension, then

three outcones are possible:

* The server does not support the extensions defined in this

docunent. In this case, the server returns the
Encrypt edExt ensi ons wi t hout the extensions defined in this
docunent .

* The server supports the extensions defined in this docunent, but
it does not have any trusted Verifiers in conmon with the client.
Then, the server term nates the session with a fatal alert of type
"unsupported_verifiers".

* The server supports the extensions defined in this docunent and
has at |east one trusted Verifier in conmon with the client. In
this case, the processing rules described bel ow are foll owed.

The results_proposal extension in the CientHello indicates the
Verifier identities fromwhich the client is able to provide
Attestation Results to the server. |If the server wants to request
Attestation Results fromthe client, it MJST include the
results_proposal extension in the EncryptedExtensions. This
results_proposal extension in the EncryptedExtensions then indicates
what Verifier the client is requested to provide Attestation Results
fromin an Attestation extension in the Certificate nessage. The
val ue conveyed in the results_proposal extension by the server MJST
be selected fromone of the values provided in the results_proposa
extension sent in the dientHello.
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If none of the Verifier identities proposed by the client (as
indicated in the results_proposal extension in the CientHello) match
the server-trusted Verifiers, then the results_proposal extension in
the ServerHell o MIUST be onitted.

The results_request extension in the CientHello indicates what
Verifiers the client trusts as issuers of Attestation Results for the
server. Wth the results_request extension in the
Encrypt edExt ensi ons, the server indicates the identity of the
Verifier who issued the Attestation Results carried in the
Attestation extension sent in the Certificate by the server. The
Verifier identity in the results _request extension MJST contain a
single value selected fromthe results_request extension in the
ClientHello.

8. Security Considerations
TBD.
8.1. Security Quarantees
We note that as a pure cryptographic protocol, attested TLS as-is
only guarantees that the Identity Key is known by the TEE. A nunber
of additional guarantees nust be provided by the platformand/or the
TLS stack, and the overall security | evel depends on their existence
and quality of assurance:
* The ldentity Key is generated by the TEE.
* The ldentity Key is never exported or |eaked outside the TEE
* The TLS protocol, whether inplenented by the TEE or outside the
TEE, is inplenmented correctly and (for exanple) does not |eak any
session key materi al
These properties nmay be explicitly promsed ("attested") by the
platform or they can be assured in other ways such as by providing
source code, reproducible builds, formal verification etc. The exact
mechani sms are out of scope of this docunent.
8.2. Freshness Guarantees

/1 TODO Discuss freshness guarantees provided by the Attestation
/1 Binder. Differences between Background Check and Passport node.
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9.

10.

Privacy Considerations

In this section, we are assum ng that the Attester is a TLS client,
representing an individual person. W are concerned about the
potential |eakage of privacy sensitive information about that person,
such as the correlation of different connections initiated by them

I n background-check nmode, the Verifier not only has access to
detailed informati on about the Attester’s TCB through Evidence, but
it also knows the exact tinme and the party with whomthe secure
channel establishnent is attenpted (i.e., the RP). The privacy
inplications are simlar to online OCSP [ RFC6960]. Wile the RP may
trust the Verifier not to disclose any information it receives, the
same cannot be assuned for the Attester, which generally has no prior
relationship with the Verifier. Sonme ways to address this include:

* (dient-side redaction of privacy-sensitive evidence clains,

* Using selective disclosure (e.g., SDJW
[1-D.ietf-oauth-selective-disclosure-jw] with EAT
[I-Dietf-rats-eat]),

* Co-locating the Verifier role with the RP,

* Utilizing privacy-preserving attestation schenmes (e.g., DAA
[I-Dietf-rats-daa]), or

* Uilizing Attesters manufactured with group identities (e.g.,
[ FI DO REQS]) .

The latter two al so have the property of hiding the peer’'s identity
fromthe RP.

Note that the equival ent of OCSP "stapling" involves using a passport
topol ogy where the Verifier’'s involvenent is unrelated to the TLS
sessi on.

Due to the inherent asymetry of the TLS protocol, if the Attester
acts as the TLS server, a malicious TLS client could potentially
retrieve sensitive information fromattestati on Evidence w thout the
client’s trustworthiness first being established by the server.

| ANA Consi der ati ons
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10.

10.

1. TLS Extensions

I ANA is asked to allocate five new TLS extensions, attestation,

evi dence_request, evidence _proposal, results_request,
results_proposal, fromthe "TLS ExtensionType Val ues" subregistry of
the "Transport Layer Security (TLS) Extensions" registry

[ TLS-Ext-Registry]. These extensions are used in the CientHello and
t he Encrypt edExt ensi ons nessages. The values carried in these

ext ensi ons are taken from TBD

2. TLS Alerts

I ANA is requested to allocate values in the "TLS Alerts" subregistry
of the "Transport Layer Security (TLS) Paraneters" registry

[ TLS- Param Regi stry] and populate it with the follow ng entries:

* Val ue: TBD1

* Description: unsupported_evidence

* DILS- K Y

* Reference: [This docunent]

*  Conment :

*  Val ue: TBD2

* Description: unsupported verifiers

* DILS- K Y

* Reference: [This docunent]

*  Comment :

* Val ue: TBD3

* Description: attestation_failed

* DILS-OK: Y

* Reference: [This docunent]

*  Comment :
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Appendi x A, Document Hi story

A1l

*

A 3.

draft-fossati-seat-early-attestation-04

Regi ster the attestation failed alert for Evidence verification
failure after the attestation extension is processed; clarify
roles of the three attestation-related alerts in Section 10. 2.
Hash TLS public keys in HKDF- Expand-Label context so Hkdf Label
stays within the 255-octet |limt (post-quantum public keys); see
Section 5. 1.

Sinplify attestation binder derivation to a single shared
transcript checkpoint (ClientHello...ServerHello) for both peers
(see Section 5.1).

Repl aced Derive-Secret w th HKDF- Expand- Labe
draft-fossati-seat-early-attestation-03

Repl ace the Attestation nmessage by an Attestation (certificate)
extension, to bring this protocol within the requirenents of the
SEAT charter.

Define the attestati on binder and decouple it fromthe TLS key
schedul e.

List nultiple design options for reattestation
Add architecture diagramfor TLS stack interface with the TEE

Add def ense-in-depth gui dance for neasuring TEE, TLS stack, and
shim

Renove various outdated sections.
draft-fossati-seat-early-attestation-02
Fix typo in key schedule. Cdarify (again) that this is only

adding to the schedul e, not nodifying any existing key
derivati ons.
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A 4. draft-fossati-seat-early-attestation-01
(Subm tted by m stake.)
A.5. draft-fossati-seat-early-attestation-00
Initial version of draft-fossati-seat-early-attestation.

This version represents a major architectural change from
[I-D.fossati-tls-attestation]. The key changes i ncl ude:

* Renoved certificate extension mechani smfor conveying attestation
Evi dence

* Introduced new Attestati on handshake nessage for carrying CMN
(Conceptual Message W apper) payl oad

* Attestation nmessage sent after CertificateVerify when server is
attester

* Attestation nmessage sent after CertificateVerify nessage when
client is attester

*  Renpved use cases section

*  Removed KAT (Key Attestation Token) and PAT (Platform Attestation
Token) references, using CMNVdirectly

* Nonces (client and server) and attester’s TLS identity public key
are included in TEE-signed Evidence/ Attestati onResults within CMNV

* CertificateVerify remai ns unchanged from baseline TLS (no proof -
of - possessi on needed)

* Added session resunption discussion (resunption MJST be rejected
if reattestation is required per local policy)

* Added reattestation
Aut hors’ Addr esses
Yar on Sheffer

Intuit
Emai |l : yaronf.ietf@nmail.com

|l onut M hal cea
ArmLimted
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Emai |l : | onut. M hal cea@r m com

Yogesh Deshpande
Arm Limted
Emai | : Yogesh. Deshpande@r m com

Thomas Fossati
Li naro
Enmai | : thonmas.fossati @inaro.org

Ti rumal eswar Reddy
Noki a
Enmai | : k.tirunmal eswar _reddy@oki a. com
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