Net wor k Wor ki ng Group F. Cbser
I nternet-Draft Rl PE NCC
I ntended status: |nformational 24 June 2025
Expires: 26 Decenber 2025

DNS Resol ver Information Key for DELEG
draft-fobser-resinfo-del eg- 00

Abst r act

Thi s docunment specifies a DNS Resol ver Information Key to inform DNS
clients of DELEG support.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 26 Decenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

The Extensible Delegation for DNS [I-D.draft-ietf-deleg] specifies
the DELEG record type that is authoritative in the parent zone of a
zone cut. To prevent downgrade attacks, [|I-D.draft-ietf-del eqg]

i ntroduces a new DNSKEY fl ag.

A Validating Stub Resolver that is DELEG aware has to know if the
Recursive Resolver it uses is DELEG aware. A DELEG aware Recursive
Resol ver using a Forwarder has to know if the Forwarder is DELEG
awar e.

[ RFC9606] specifies a DNS resource record (RR) type RESINFO to al |l ow
resolvers to publish informati on about their capabilities and
policies. This can be used to informDNS clients that DELEG is
supported by the DNS resol ver.

1.1. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. deleg Resolver Information Key

del eg: The presence of this key indicates that the DNS resol ver
supports DELEG

A resol ver which supports [ RFC9606] SHOULD add the deleg key if it
supports [I-D.draft-ietf-del eq].

Note that, per the rules for the keys defined in Section 6.4 of

[ RFC6763], if thereis no = in a key, then it is a bool ean

attribute, sinply identified as being present, with no val ue.
3. Security Considerations

The security considerations of [RFC9606] apply.
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4. | ANA Consi derations

The 1ANA is requested to add the key "del eg", with the description of
"The presence of the key indicates that DELEG is supported.”, and a
reference to this docunent.

| Narme | Description | Reference |
[} ety e —p—p———(————————————————————————— Ll —(—(———r
| deleg | The presence of the key indicates | RFC ED TOR: |
| | that DELEG is support ed. | THI'S DOCUMENT |
dememaas I . +
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