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Abst ract

This specification defines a profile of the QAuth Identity and

Aut hori zati on Chai ni ng Across Donmai ns
[I-D.ietf-oauth-identity-chaining] mechanismthat uses a Transaction
Token (Txn-Token) [I-D.ietf-oauth-transaction-tokens] as the subject
token in a Token Exchange [ RFC8693] request to obtain a JWI

Aut hori zation Grant for crossing a trust boundary.

A Txn-Token is scoped to a single trust domain and represents the
full authorization context of an in-progress transaction, regardless
of whether that transaction was initiated by a human user calling an
external API, by an internal systemevent, or by an autonated
wor kl oad. This profile specifies how a service operating within that
trust domain can present its Txn-Token to obtain a JWI Authorization
Grant that carries the necessary context across a trust boundary,
enabl ing an access token to be issued for a partner service, wthout
exposing internal trust-donmain credentials or token formats beyond
the trust boundary.

Note to Readers
_RFC EDI TOR pl ease renove this section before publication_
Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Group mailing list (oauth@etf.org), which is
archived at https://mail archive.ietf.org/arch/browse/ oauth/
(https://mil archive.ietf.org/arch/browse/oauth/).
Source for this draft and an issue tracker can be found at
https://github. com george-fletcher/draft-fletcher-transacti on-token-
chaining-profile (https://github.confgeorge-fletcher/draft-fletcher-
transacti on-token-chai ni ng-profile).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction
Organi zations routinely deploy services that, in fulfilling a

transaction for a user or an automated process, nust call one or nore
partner APls that |ie outside the organization’'s own trust boundary.
The challenge is to carry the authorization context of the origina
transaction — including the identity and authorization of the
Initiating Principal — across that boundary in a way that is
trustworthy to the partner, w thout |eaking internal credentials or
internal token formats.
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Transaction Tokens (Txn-Tokens) [I-D.ietf-oauth-transaction-tokens]
address the first half of this problem A Txn-Token is a short-
l'ived, cryptographically signed JW scoped to a single trust domain
(for exanple, an enterprise or a cloud service provider’'s interna
environment). It is minted by a Transacti on Token Service (TTS) at
the point where a transaction enters the trust domain and captures,
inimmutable form the identity of the initiating principal, the
purpose of the transaction, and rel evant request paranmeters. Every
wor kl oad within the trust domain that handl es the transaction
receives and validates this Txn-Token, ensuring a consistent and
authoritative authorization context throughout the internal cal

chai n.

A Txn- Token may represent any of several originating contexts:

External User Request: A human user or external client calls an AP
exposed at the trust dommin’s perineter (e.g., a financial
services APl that adds a stock to a watch Iist on behalf of the
user, authenticated via an QAuth 2.0 access token). The TTS mints
a Txn- Token anchored to the user’s identity and the authorized
scope of that external access token

Internal System Event: An internal systemtriggers processing that
has no direct external human caller (e.g., an SMIP server
recei ving an i nbound nmessage and initiating storage of that
message in the recipient’s mailbox). The TTS mints a Txn-Token
representing the systems identity and the purpose of the
transacti on.

Aut omat ed Wor kl oad Request: One workload within the trust domain
i nvokes another as part of an automated pipeline (e.g., a
schedul ed job triggering a data aggregation service). The Txn-
Token represents the workload identity and the pipeline s
aut hori zati on scope.

In all three cases, the Txn-Token provides a uniform interna
representation of the authorization context. The problemthis

speci fication addresses is what happens when a service within the
trust domain, in the course of executing such a transaction, needs to
call a service in a different_ trust domain — a partner

organi zation, a SaaS provider, or a third-party APl — in order to
conpl ete the transaction.

Consider a mail service within an enterprise trust domain. Upon
recei ving an i nbound nmessage via SMIP, the mail service is issued a
Txn- Token representing the mail delivery transaction on behal f of the
reci pient user. Before storing the nessage, the mail service nust
call a partner spamrating APl in the spamservice's trust donmain
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The mail service cannot present its internal Txn-Token to the spam
service — the Txn-Token is scoped to the enterprise trust donmain and
carries internal context that nust not be disclosed externally.
Instead, the nail service nust obtain a credential that is meaningfu
to the spam service’s authorization server while preserving the

rel evant authorization context of the original transaction.

The QAuth ldentity and Authorizati on Chaini ng Across Domai ns
specification [I-D.ietf-oauth-identity-chaining] defines a genera
mechani sm by which a client in Trust Domain A can obtain a JW@

Aut hori zation Gant fromthe Authorization Server of Trust Domain A
and present it to the Authorization Server of Trust Domain B to
recei ve an access token. The base specification deliberately |eaves
the choi ce of subject token type open, allowing profiles to constrain
and specialize the nechanismfor specific depl oynent scenari os.

Thi s specification defines the additional details necessary to use a
Txn- Token as the subject _token in the Token Exchange request
described in Section 2.3 of [I-D.ietf-oauth-identity-chaining]. The
Txn- Token i s consumed by the Authorization Server of Trust Domain A
which validates it, applies clains transcription and ninimzation
policy, and issues a JW Authorization Gant targeted at the

Aut hori zati on Server of Trust Donmain B. The JWI Authorization G ant
crosses the trust boundary carrying only the context that Trust
Domain B is authorized to see. The Txn-Token itself never |eaves
Trust Domain A

This profile is conplenentary to the Identity Assertion JW@

Aut hori zation Grant profile
[I-D.ietf-oauth-identity-assertion-authz-grant], which targets

depl oynents where the target authorization server already trusts a
common |1 dP for SSO and subject resolution, using an Openl D Connect 1D
Token or SAML 2.0 assertion as the subject token. That profile is
optimzed for the human-user, single-sign-on scenario, where the
trust relationship between AS-A and AS-B is nediated through a shared
identity provider. This profile addresses scenarios where the trust
rel ationship between AS-A and AS-B is established through a bilatera
or federated Cross-Domain Trust Agreenent, and where the input
credential is a Txn-Token representing any authorized transaction
within Trust Domain A

A detailed structural conparison of the two profiles appears in
Appendi x B
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2.1. Roles

The following roles are used in this document. They extend the QAuth
2.0 roles defined in [RFC6749] as used in
[I-D.ietf-oauth-identity-chaining].

Initiating Principal: The entity whose authorization context is
captured in the Txn-Token. The Initiating Principal nmay be a
human user who made an external request to Trust Dormain A an
internal systemacting on its own behal f, or an automated workl oad
operating within Trust Domain A. The Initiating Principal is not
necessarily the same entity as the Requesting Wrkl oad that
performs the cross-donmi n token exchange.

Requesti ng Workl oad: A service operating inside Trust Domain A that,
in the course of processing a transaction, needs to call a
Protected Resource in Trust Domain B. The Requesting Wrkl oad
hol ds a Txn-Token representing the current transaction context and
acts as the QAuth 2.0 client in the Token Exchange fl ow with AS-A

Transaction Token Service (TTS): The service within Trust Donmain A
that mnts and signs Txn-Tokens. The TTS is the authoritative
source of transaction authorization context within Trust Domain A
In sone deploynents the TTS and AS-A MAY be co-located; in others
they are separate services within the same Trust Donai n.

Aut hori zati on Server of Trust Domain A (AS-A): The QAuth 2.0
Aut hori zation Server within Trust Dormain A that receives the Token
Exchange request fromthe Requesting Workl oad, validates the
presented Txn-Token, applies clains transcription and ninimzation
policy, and issues the JWI Authorization Grant targeted at AS-B
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Aut hori zation Server of Trust Domain B (AS-B): The QAuth 2.0
Aut hori zation Server within Trust Domain B that receives the JW§
Aut hori zation Grant fromthe Requesting Wrkl oad and i ssues an
access token for the Protected Resource.

Protected Resource: The resource server in Trust Domain B that the
Requesti ng Wrkl oad needs to call in order to conplete the
transaction in progress in Trust Domain A

2. 2. Terns

Transaction: A unit of work initiated by an Initiating Principa
that may span multiple workl oads within Trust Donmain A and that
has a single, coherent authorization context. A transaction is
identified by the txn claimin the Txn-Token

Trust Dormmi n: A depl oynent-specific security and administrative
boundary within which services, identifiers, credentials, and
policy decisions are nmutually trusted. This termis used in
[I-D.ietf-oauth-identity-chaining] without a formal definition;
this profile formalizes it. Txn-Tokens are scoped to a single
Trust Domain. In this specification, Trust Domain Ais the Trust
Domain in which the transaction originates and in which the
Requesti ng Workl oad operates. Trust Donain B is the Trust Domain
in which the Protected Resource and AS-B operate.

Cross-Domain Trust Agreenent: A bilateral or federated configuration
t hrough which AS-A and AS-B establish nutual trust, pernmitting
AS-A to issue JWI Authorization Grants that AS-B will accept, and
defining the subject identifier nmappings, permtted clains, and
aut hori zation policy that apply to cross-domain requests. The
mechani sm for establishing this trust is out of scope for this
speci fication, but MJIST be established prior to any cross-domain
t oken exchange under this profile.

3. Overview
3.1. Transaction Token Context Wthin a Trust Donmin

A transaction enters Trust Domain A at its perineter. The initiating
event nmay be:

(a) *An inbound APl call froman external client*, in which case the

external client presents an QAuth 2.0 access token or simlar
credential at the trust domain’s APl gateway;
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(b) *An internal systemevent*, such as an SMIP server receiving an
i nbound message, where the triggering input arrives from outside the
enterpri se boundary; or

(c) *An autonmated workload trigger*, with no direct external caller,
such as a scheduled job or an event-driven pipeline invocation

In all cases, the workload that first handles the transaction
requests a Txn-Token fromthe TTS, presenting whatever inbound
credential or context is available. The TTS validates the inbound
context and nmints a Txn-Token that captures the Initiating
Principal’s identity (which nmay be a user identity, a system
identity, or a workload identity), the purpose of the transaction
(scope), and relevant request parameters (rctx). The Txn-Token is
propagated to all downstream workl oads within Trust Domain A that
participate in processing the transaction.

3.2. Cross-Domain | nvocation

When a Requesting Workload within Trust Domain A determines that it
needs to call a Protected Resource in Trust Domain B in order to
conplete the transaction, it follows the flow defined in this
profile. The conplete end-to-end sequence is illustrated in

Fi gure 1.
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Figure 1: Transaction Token Chaini ng Fl ow

The steps are as foll ows:
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1. An inbound request arrives at the Requesting Wirkload' s
perineter. This may be an QAuth 2.0-protected APl call from an
external user or client, an SMIP nmessage delivery, a schedul ed
job trigger, or any other initiating event.

2. The Requesting Wirkload (or the first workload within Trust
Domain A that receives the transaction) requests a Txn-Token from
the TTS, presenting the avail able inbound context (e.g., the
external QAuth 2.0 access token, an internal system credential,
or a workload identity), follow ng the Txn-Token issuance
procedures defined in [I-D.ietf-oauth-transaction-tokens]. The
TTS records the Initiating Principal’s identity in the sub claim
and the transaction purpose in the scope claimof the Txn-Token.

3. The TTS issues a Txn-Token to the Requesting Wrkload. The Txn-
Token is scoped to Trust Domain A and MJUST NOT be presented to
any entity outside Trust Donain A

4. The Requesting Workl oad di scovers AS-B using the mechani sms
defined in Section 2.2 of [I-D.ietf-oauth-identity-chaining],
such as the authorization_servers nmetadata property in the
Prot ect ed Resource Metadata [ RFC9728] published by the Protected
Resource. The Requesting Wrkl oad obtains AS-B' s issuer URL for
use as the audience paranmeter in the Token Exchange request.

5. The Requesting Wrkload presents the Txn-Token as the
subj ect _token in an QAuth 2.0 Token Exchange [ RFC8693] request to
AS-A, identifying AS-B in the audi ence paraneter and optionally
specifying the target Protected Resource in the resource
paraneter. See Section 4.3 for the full paraneter specification

6. AS-A validates the Txn-Token, verifies that a Cross-Domai n Trust
Agreenment exists with the indicated AS-B, applies subject
identifier mapping (Section 7.3) and clains mnimzation
(Section 7), and issues a signed JW Authorization Gant. The
Txn-Token is consuned entirely within Trust Domain A and is not
f or war ded

7. The Requesting Wrkload presents the JW Authorization Gant to
AS-B using the JWI Profile for QAuth 2.0 Authorization Gants
[ RFC7523] .

8. AS-B validates the JWI Authorization G ant and i ssues an access
token for the Protected Resource.

9. The Requesting Workload calls the Protected Resource with the

access token, conpleting the cross-donmain portion of the
transacti on.
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4. Transaction Token as Subject Token
4.1. Subject Token Requirenents

When this profile is used, the subject token in the Token Exchange
request (Step 5 of Figure 1) MJST be a Txn-Token as defined in
[1-D.ietf-oauth-transaction-tokens].

The subj ect_token_type paraneter MJST be:

subj ect _token_type =
"urn:ietf:parans: oaut h:t oken-type: txn_t oken"

This value is defined in [I-D.ietf-oauth-transaction-tokens].

The Txn-Token presented as the subject token MJUST satisfy all of the
validity requirenents specified in
[1-D.ietf-oauth-transaction-tokens], including:

* The Txn- Token MJST NOT be expi red.

* The Txn-Token MJUST be signed and verifiable by AS-A using keys
publ i shed by the TTS

* The Txn-Token's aud claim MJST identify AS-A (or a value that AS-A
accepts as a valid audience for presented subject tokens).

A Txn-Token failing any of the above checks MJUST be rejected per
Section 2.2.2 of [RFC8693].

4.2. Txn-Token Initiating Principal Context

The Txn-Token’s sub claimidentifies the Initiating Principal of the
transaction. The Initiating Principal type is not constrained by
this profile; a Txn-Token may represent any origi nating context
defined by the Transaction Token specification
[I-D.ietf-oauth-transaction-tokens]. The follow ng are conmmon
exanpl es:

Human User ldentity: The sub claimidentifies a human user whose
identity was established when the transaction entered Trust Domain
A via an QAuth 2.0-protected APl call. |In this case the sub value
is typically derived fromthe user’s identity in the externa
access token presented at the APl gateway, and the Txn-Token's
rctx claimcaptures relevant attributes of the external request
(such as the QAuth client identifier and originating |IP address).

System ldentity: The sub claimidentifies an internal system
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conponent (such as an SMIP server or a messagi ng gateway) acting
inits om right, with no external user as the Initiating
Principal. The scope claimis particularly significant in this
case, as it conveys the reason for the transaction in the absence
of a user-facing authorization context.

Wor kl oad Identity: The sub claimidentifies an autonated workl oad
(such as a schedul ed job or pipeline service). Wrkload
identifiers MAY take the formof SPIFFE URIs [I-D.ietf-w nse-arch]
when W MSE-conpatible infrastructure is in use within Trust Donain
A

The above exanples are illustrative; other Initiating Principal types
are possible. The claims transcription rules in Section 7 and the
subject identifier mapping rules in Section 7.3 apply regardl ess of
which Initiating Principal type the Txn-Token represents. AS-A MJST
map the sub claimto an identifier appropriate for Trust Domain B,
appl ying the mapping logic defined in the Cross-Donain Trust
Agreenent for the Initiating Principal type in question

4.3. Token Exchange Request Parameters

In addition to the subject token requirements in Section 4.1, the
Token Exchange request ([ RFC8693] Section 2.1) MJIST include the
foll owi ng parameters when this profile is in use

4.3.1. ldentifying the Target Authorization Server and Resource

This profil e uses the audi ence and resource paraneters follow ng the
convention in [I-D.ietf-oauth-identity-assertion-authz-grant]

Section 4.3. The two paraneters serve distinct purposes and MJST NOT
be confl at ed.

audi ence: REQUI RED. The issuer identifier of AS-B ([ RFC8414]
Section 2). Becones the aud claimof the JW Authorization Gant.
| mpl enent ati ons MJUST use this paraneter to identify AS-B and MJST
NOT pass the AS-B issuer URL as resource.

resource: OPTIONAL. A URI identifying the Protected Resource
(resource server) in Trust Donmain B, as defined in [ RFC8707]
Section 2. Wen present, AS-A SHOULD propagate this value into
the resource claimof the JW Authorization Gant.
4.3.2. Remuining Paraneters

grant _type: REQU RED. The value MJST be
urn:ietf:parans: oaut h: grant-type:token-exchange.
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subj ect _token: REQU RED. The Txn-Token as described in Section 4.1

subj ect _token_type: REQU RED. The val ue MJIST be
urn:ietf:parans: oaut h:t oken-type: txn_t oken

requested _token type: OPTIONAL. Wen present, the value MJST be
urn:ietf:paramnms: oauth:token-type:jw. |f absent, AS-A MJST stil
produce a JW Aut horization Grant conformng to this profile when
the other paranmeters conformto this profile.

scope: OPTIONAL. Space-separated |ist of scopes requested for the
JWI' Aut horization Grant. AS-A MJUST NOT issue a grant with scope
exceedi ng the scope claimof the presented Txn-Token (see
Section 7).

The actor_token and actor_token type paranmeters defined in [ RFC8693]
are not used in this profile.

4.3.3. Exanple Token Exchange Request

The following is a non-normative exanple conformng to this profile.
A mail service workload in an enterprise (Trust Domain A) has

recei ved an SMIP nessage and hol ds a Txn-Token representing a mail -
delivery transaction. The mail service needs to call a spamrating
APl operated by a partner spam servi ce whose Authorization Server is
https://as. spamsvc. exanpl e and whose spamrating APl is
https://api.spansvc. exanpl e/ spamrati ng.

POST /token HTTP/ 1.1

Host: as.enterprise. exanple

Cont ent - Type: application/ x-wwmwform url encoded

Aut hori zation: Bearer <nmil-service-client-credential >

grant _type=ur n%BAi et f ¥8Apar ans¥BAoaut h¥BAgr ant -t ype¥BAt oken- exchange
&subj ect _t oken=<t xn-t oken>

&subj ect t oken_type=ur n%BAi et f ¥BApar anms¥BAoaut h¥BAt oken-t ype¥B8At xn_t oken
&audi ence=ht t ps¥BAYRFY2Fas. spansvc. exanpl e

& esour ce=ht t ps¥BAWRFY2Fapi . spansvc. exanpl e¥2Fspamrati ng
&scope=spam rati ng. read

4.3.4. Token Exchange Response
If the request is valid and the Requesting Wrkload is authorized to
receive a JW Authorization Grant for the indicated audi ence, AS-A
returns a Token Exchange response as defined in Section 2.2 of
[ RFC8693] .

access_token: REQUI RED. The JWI Authorization Grant. (Token
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Exchange uses the access_token field for the returned token for
hi storical conpatibility reasons; this is not an QAuth access
t oken.)

i ssued_token_type: REQUI RED. The val ue MJST be
urn:ietf:parans: oaut h: t oken-type:jw.

token_type: REQU RED. The value MJST be N_A

expires_in: RECOWENDED. The lifetinme of the JWI Authorization
Grant in seconds. This value SHOULD reflect the exp claimof the
returned grant JW and SHOULD be short (see Section 6.1.2).

refresh_token: This paraneter SHOULD NOT be present.

On error, AS-A returns an error response as defined in Section 5.2 of
[ RFC6749] and Section 2.2.2 of [RFC8693].

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token": "eyJ...<JW Authorization Gant>...",
"issued_token_type": "urn:ietf:parans:oauth:token-type:jwt",
"token_type": "N_A",
"expires_in": 60

}

5. Processing Rul es
5.1. AS-A Processing Rules

Upon recei pt of a Token Exchange request confornming to this profile,
AS- A MUST performthe foll ow ng steps:

1. Aut henticate the client (Requesting Workload) using the
mechani sms specified in Section 5.1 of
[I-D.ietf-oauth-identity-chaining] and Section 2.5 of [RFC9700].

2. Val i date the Txn-Token signature using the public keys of the
TTS that issued it. AS-A MIST be configured with the TTS s
jwks_uri or equival ent key material

3. Val idate that the Txn-Token is not expired.
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4. Val idate that the aud claimof the Txn-Token identifies AS-A or
a value AS-A is configured to accept as a valid audience for
present ed subject tokens.

5. Verify that the audience value identifies a known AS-B for which
a Cross-Donmai n Trust Agreenent has been established. AS-A MJST
NOT accept a resource server URI in audience in place of an AS-B

i ssuer identifier. |If the audience is unknown or disallowed by
policy, AS-A MJIST return an error per Section 2.2.2 of
[ RFC8693] .

6. If the resource paraneter is present, validate that it

identifies a Protected Resource within Trust Domain B consi stent
with the indicated AS-B. AS-A SHOULD propagate the resource
value into the resource claimof the JW Authorization G ant.

7. Validate that the requested scope, if present, does not exceed
the scope claimof the Txn-Token. AS-A MJUST NOT issue a JWI
Aut hori zation Gant with broader scope than the Txn- Token
asserts.

8. Determine the Initiating Principal type fromthe Txn-Token and
apply the appropriate subject identifier mapping as described in
Section 7.3. |f no mapping can be determ ned, AS-A MJST return

an error.
9. Apply clainms transcription and m nimzation policy as described
in Section 7.

10. Construct and sign the JWI Authorization Grant as described in
Section 6, setting the aud claimto the AS-B issuer identifier
resolved in step 5.

11. Return the JWI Authorization Gant in the Token Exchange
response as described in Section 4. 3.

5.2. AS-B Processing Rules
Upon receipt of a JW Bearer grant request ([RFCr7523]) conforming to
this profile, AS-B MJST performthe following steps in addition to
the processing rules specified in Section 2.4.2 of
[1-D.ietf-oauth-identity-chaining]:

1. Validate the typ header of the JW Authorization Gant. The
val ue MJUST be txn-chain+jw as defined in Section 6

2. Validate that the aud claimmtches AS-B' s own issuer identifier
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3. Validate that the iss claimidentifies an AS-A with which a
Cross-Domai n Trust Agreenent has been established, and validate
the JW signature using the public keys advertised by that AS-A.

4. Validate that the JWF is not expired and that the jti val ue has
not been previously presented (single-use enforcenent).

5. Resolve the subject fromthe sub claimaccording to the mapping
rules defined in the Cross-Domain Trust Agreenment. AS-B SHOULD
eval uate the sub claimagainst its configured cross-donmain access
policy; supplenentary identifiers in txn clains (e.g., emil) MY
al so be used for subject resolution where the Cross-Donmain Trust
Agreenent permits. |If subject resolution fails and the Cross-
Domai n Trust Agreenent does not permit Just-In-Time provisioning,
AS-B MUST return an error.

6. |If present, evaluate the txn clainms claimto apply context-aware
aut hori zation policy (see Section 7), for exanple verifying that
the scope value is consistent with the requested scope.

7. Issue an access token constrained by the scope and, if present,
the resource claimin the JW Authorization Gant. AS-B SHOULD
NOT issue refresh tokens, consistent with Section 5.4 of
[1-D.ietf-oauth-identity-chaining].

6. JWI Authorization G ant
6.1. Gant Format
The JWI Aut hori zation Grant produced by AS-A in response to a Token
Exchange request conforming to this profile is a JW [RFC7519] that
MJST conformto the JWI Authorization Grant requirenments specified in
Section 2.3.3 of [I-D.ietf-oauth-identity-chaining].
6.1.1. JWI Header
typ: REQUI RED. The value MJST be txn-chain+jwt ([RFC8725]).
alg: REQU RED. An asymmetric signing algorithm Depl oyments SHOULD
use PS256, PS384, PS512, ES256, ES384, or ES512 as defined in
[ RFC7519]. The none al gorithm and symetric algorithns are
prohi bi t ed.

kid: RECOMMENDED. The key identifier corresponding to the signing
key.
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6.1.2. JW dainms Requirenments
The foll owi ng clainms MIST be present:
iss: REQU RED. The Issuer identifier of AS-A ([ RFC8414] Section 2).

sub: REQUIRED. The Initiating Principal’s identity as mapped by
AS- A according to Section 7.3. The value MJST be neani ngful to
AS-B within the context of the Cross-Domain Trust Agreenent.

aud: REQUIRED. The Issuer URL of AS-B, derived fromthe audi ence
paraneter of the Token Exchange request. MJST be a single val ue
to prevent grant replay at an unintended authorization server

iat: REQU RED. Issuance tine ([RFC7519] Section 4.1.6).

exp: REQUI RED. Expiration tine ([RFC7519] Section 4.1.4). The
lifetime SHOULD be short. Deploynents SHOULD use a val ue no
greater than 300 seconds and SHOULD prefer values of 60 seconds or
| ess, consistent with the short-lived nature of Txn-Tokens.

jti: REQURED. A unique identifier for this JW ([ RFC7519]
Section 4.1.7). AS-B MJIST enforce single-use semantics by
tracking presented jti values within the grant’s validity w ndow.

scope: RECOMMENDED. The authorized scope ([RFC6749] Section 3.3).
MJUST NOT be wider than the scope claimof the source Txn-Token

The foll ow ng clains SHOULD be present:

txn: The unique transaction identifier fromthe originating Txn-
Token ([I-D.ietf-oauth-transaction-tokens]). AS-B SHOULD record
this value in its audit | ogs.

The foll owi ng clains MAY be present:

resource: A URl or array of URIs identifying the Protected
Resource(s) in Trust Domain B ([ RFC8707] Section 2), derived from
the resource parameter of the Token Exchange request. AS-B SHOULD
use this to issue a resource-bound access token

txn_clainms: A JSON object containing a curated subset of Txn-Token
clainms, selected and minimzed per the policy in Section 7. AS-B
MAY use these clainms for context-aware authorization decisions.

cnf: |If sender-constraining is in use (see Section 9.2), the

confirmation nmethod clai mconveying the Requesting Wrkl oad’ s
public key, as defined in [ RFC7800].
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6.1.3. Exanple JW Authorization G ant

The following is a non-normative exanpl e corresponding to the mai
service scenario in Section 4.3. The Initiating Principal is the
mai | service's systemidentity (nmail-gateway@nterprise. exanple) and
the Txn-Token’s rctx carries the SMIP envel ope sender. The scope and
a mnimzed rctx are transcribed into txn_clains.

Header :

{
"typ": "txn-chaintjw",
"al g": "ES256",
"kid": "as-enterprise-2026-01"

}
C ains
{
"iss": "https://as.enterprise.exanple”,
"sub": "mail -gat eway@nterprise. exanpl e”,
"aud": "https://as.spansvc. exanpl e",
"iat": 1746700000,
"exp": 1746700060,
"jti": "8f14e45f - ceee- 467a- al9e- ab8f 290alf 30",
"scope": "spamrating.read",
"resource": "https://api.spansvc. exanpl e/ spamrating”,
"txn": "a9b2c3d4- e5f 6- 7890- abcd- ef 1234567890",
"txn_clains": {
"scope": "mail-delivery"
"retx": {
"smp_froni: "sender @xternal.exanple"
}
}
}

The aud claim (https://as.spanmsvc. exanple) identifies the

aut hori zati on server of Trust Domain B. The resource claim
(https://api.spanmsvc. exanpl e/ spamrating) identifies the specific API
endpoint. These are distinct values serving distinct purposes.

7. dains Transcription

This profile constrains and extends the clainms transcription rul es of
Section 2.5 of [I-D.ietf-oauth-identity-chaining] as follows.
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7.1. Mandatory Transcriptions

AS- A MIUST derive the sub claimof the JW Authorization Gant from
the sub claimof the Txn-Token, applying the subject identifier
mappi ng defined in Section 7. 3.

AS-A MUST include the txn claimfromthe Txn-Token as the txn claim
in the JW Authorization Gant, preserving the transaction
correlation identifier across the domai n boundary.

7.2. Constrained Scope Transcription

The scope in the JW Authorization G ant MJST be the intersection of
the Txn-Token’s scope claimand the scope paraneter of the Token
Exchange request (if present). AS-A MJST NOT expand scope beyond the
Txn- Token’ s scope under any circunstances.

7.3. Subject ldentifier Mapping

The sub claimof the Txn-Token identifies the Initiating Principa
within Trust Domain A's nanmespace. AS-A MJIST translate this
identifier to a formthat is both neaningful and authorized for use
in Trust Donmain B, according to the napping rules defined in the
Cross-Domai n Trust Agreenent. The Cross-Domain Trust Agreenent MJUST
define mapping rules for every Initiating Principal type that may
appear in Txn-Tokens exchanged under this profile. |f no mapping can
be determined for the Initiating Principal presented, AS-A MJST deny
the Token Exchange request.

7.4. dains Mnimzation

Txn- Tokens MJUST NOT be forwarded across trust boundaries. The JW
Aut hori zation Gant is the only artifact that crosses the boundary,
and AS-A MUST apply strict clains mnimzation

The optional txn_clainms object in the JW Authorization Gant MAY
carry a curated subset of Txn-Token clains that are relevant to AS
B's authorization policy. AS-A MJST apply the followi ng m nimzation
rul es:

Purpose Claim (scope): SHOULD be included when it is neaningful to
AS-B' s authorization policy (e.g., to enable the Protected
Resource to apply different handling based on transaction type).

Requester Context (rctx): MAY be included in a mnimzed form
Information relevant to the cross-domain request (e.g., the
originating client IP address for a user-initiated transaction, or
the SMIP envel ope sender address for a mail delivery transaction)
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9
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MAY be included. Internal network addresses, internediate
wor kl oad identifiers, and internal infrastructure topol ogy details
MUST be onmitted.

Internal Call Chain: dains that record internedi ate workl oads or
the internal call chain within Trust Donmain A MJUST NOT be i ncl uded
in txn_clains.

Suppl ementary ldentity Claims: For human user Initiating Principals,
clains such as email MAY be included in txn_clains if the Cross-
Domai n Trust Agreenent explicitly permts their disclosure and
AS-B requires them for subject resolution

The Cross-Domain Trust Agreement SHOULD define the set of clains
permtted to appear in txn_clains and their expected semantics, to
ensure that AS-A and AS-B have a shared, nornative understandi ng of
each transcribed claim

Aut hori zati on Server Metadata

This profile adds to the Authorization Server Metadata franmework
defined in [ RFC8414] and Section 3 of
[1-D.ietf-oauth-identity-chaining].

An Aut hori zation Server that supports this profile MJST include the
val ue urn:ietf:parans: oauth:token-type:txn_token in its
i dentity_chaini ng_requested_token_types_supported netadata paraneter

Security Considerations
1. dient Authentication

The Requesting Workl oad MJST aut henticate to AS-A when perform ng the
Token Exchange request. The use of asymmetric key-based client
authentication (e.g., a JW client assertion per [RFC7523]) is
RECOMVENDED. Static shared secrets SHOULD NOT be used. AS-A SHOULD
follow the client authentication guidance in Section 2.5 of

[ RFCO700] .

2. Sender Constraining Tokens

AS- B SHOULD i ssue sender-constrai ned access tokens. Both DPoP (QAuth
2.0 Denonstrating Proof of Possession) and Mitual - TLS ([ RFC9700]
Section 2.3) are RECOMVENDED mnechani sis.

When AS-A acts as the client toward AS-B (the authorization-server-
as-client topol ogy described in Appendix B.2 of
[I-Dietf-oauth-identity-chaining]), the del egated key bi nding
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mechani sm descri bed in Appendi x B.3 of that document SHOULD be used.
AS- A MUST verify proof of possession of the Requesting Wrkl oad s key
and convey it to AS-B using the cnf claimin the JW Authorization

G ant.

9.3. Txn-Token Confidentiality

A Txn- Token MJUST NOT be forwarded to any entity outside Trust Domain
A. Al comunication between the Requesting Wrkl oad and AS-A MJUST
be encrypted and the Requesting Workload MUST be authenticated (e.g.,
via mutual TLS; see also Section 9.1). Txn-Token |ifetimes SHOULD be
short.

4. JW Authorization G ant Replay Prevention

The JWI Aut horization Grant is a bearer token. AS-B MJST enforce
singl e-use semantics on the jti claim AS-A SHOULD set a short
validity lifetime (see Section 6.1.2). Additional guidance is
provided in Section 5.5 of [I-D.ietf-oauth-identity-chaining].

.5.  Scope Boundary Enforcenent

AS- A MUST enforce that the JWI Authorization Grant scope does not
exceed the Txn-Token's scope. AS-B MJST independently enforce that
the access token it issues does not convey scope exceeding the JW
Aut hori zation Grant. These controls together prevent the chai ning
mechani sm from bei ng used to escal ate privil eges beyond the
originating transaction's authorized scope.

.6. Cross-Donain Trust Agreenent Integrity

Qperators MJST ensure that:

* AS-A issues JW Authorization Grants only for AS-B instances with
which a bilateral Cross-Domain Trust Agreenent has been explicitly

established and is actively naintained.

* AS-B accepts JWI Aut horization Gants only from AS-A instances
listed in its trusted issuers configuration

* The Cross-Dommin Trust Agreenent, including subject identifier
mappi ngs and pernmitted txn_clains, is reviewed whenever the
participating services or their authorization policies change.
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11.

11.

F

7. Refresh Tokens

AS- B SHOULD NOT issue refresh tokens. Because Txn-Tokens are short-
lived and transaction-specific, re-obtaining a new Txn-Token and
repeating the chaining flowis the correct renewal nechani sm
Issuing a refresh token woul d decouple the access lifetinme fromthe
originating transaction’s authorization context and create a

persi stent credential outside the control of Trust Domain A

Privacy Consi derations
Txn- Tokens may contain clains that relate to the Initiating
Principal, including personal identity information for human-user-
initiated transactions (e.g., user identifier, email address, IP
address) that nmay be subject to applicable privacy regul ations.

AS-A MUST apply clains mninization (Section 7) before issuing a JW
Aut hori zation Grant. Specifically:

* Only identity clains necessary for AS-B to resolve the subject and
apply authorization policy SHOULD be included in txn_claimns.

* (Cains that could be used to reconstruct internal activity
patterns within Trust Dormain A MJST NOT be incl uded.

* The Cross-Domain Trust Agreenment MJIST specify which identity
clains ASSAis permtted to disclose to AS-B, consistent with the
data handling and privacy policies of both organizations.

The txn cl ai menables end-to-end transaction correlation across the

domai n boundary. Operators SHOULD eval uate whether the auditability

benefits outweigh the privacy inplications for their specific

depl oynent, particularly for human-user-initiated transactions.

I ANA Consi derations

1. JW Typ Registration

Thi s specification requests registration of the follow ng value in

the "JSON Wb Signature and Encryption Header Paraneters" registry

(mai ntai ned by | ANA):

* Header Paraneter Nanme: txn-chai n+jwt

* Header Paraneter Description: JW type for a Transacti on Token
Chai ning Authorization Gant as defined in this docunent

* Change Controller: |IETF
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* Specification Docunent(s): Section 6 of this docunent
11.2. JW Cdains Registry

Thi s specification requests registration of the follow ng clai mnane
in the "JSON Web Token C ai ms" registry (naintained by | ANA):

* ClaimNanme: txn_clains

* ClaimDescription: Transcribed clains froma Transacti on Token,
included in a JWI Authorization Grant to convey cross-donain
aut hori zati on cont ext

* Change Controller: |IETF

* Specification Docurment(s): Section 7 of this docunent
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The APl gateway workl oad requests a Txn-Token fromthe TTS,
presenting the user’s access token as the inbound credential. The
TTS mints a Txn-Token with sub set to the user’s enterprise
identifier, scope set to watchlist-update, and rctx capturing the
mobile client’s QAuth client identifier and I P address. This Txn-
Token propagates through the internal portfolio service call chain.

To enrich the watch list entry with current market data, the
portfolio service nust call a market-data APl operated by a partner
financial data provider in Trust Domain B. The portfolio service
exchanges the Txn-Token for a JW Authorization Gant using this
profile. AS-A naps the user’s enterprise identifier to a cross-
domai n user identifier agreed with the partner (e.g., the user’s
emai | address or a pairwise identifier), and includes a m nimzed
txn_cl ains carrying scope: watchlist-update.

The partner’s authorization server issues an access token that
identifies the user (enabling per-user rate limting and audit

| ogging at the partner) without receiving the enterprise’s interna
Txn- Token, internal access token, or internal user database
identifiers.

A 2. Systemlnitiated Event Requiring a Partner Service

An enterprise mail service receives an i nbound email nessage via
SMIP. The SMIP server is an internal system conmponent operating
under its own systemcredential; no external QAuth client is

i nvol ved. The SMIP server requests a Txn-Token fromthe TTS with sub
set to its systemidentity (system nuail-gateway@nterprise.exanple),
scope set to mail-delivery, and rctx carrying the SMIP envel ope
sender address and the recipient user’s internal identifier. This
Txn- Token propagates to the mail storage service workl oad.

Before storing the nessage in the recipient’s mail box, the mail
storage service nust call a spamrating APl operated by a partner
spam service in Trust Domain B (whose Authorization Server is
https://as. spanmsvc. exanpl e and whose spamrating APl is
https://api.spansvc. exanpl e/ spamrating).

The mail storage service exchanges the Txn-Token for a JW

Aut hori zation Grant using this profile. AS-A nmaps the system
identity to the cross-donmain service identifier agreed with the spam
service, and includes a nininized txn_clains carrying scope: mail -
delivery and rctx.sntp_from (the envel ope sender address, stripped of
internal routing netadata).
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The spam service’s authorization server issues an access token for
the spamrating API. The spam service can apply per-sender and per-
reci pient policy based on txn_clains, enabling personalized spam
filtering without requiring the enterprise to expose internal user
tokens or the Txn-Token outside its trust boundary.

A. 3. Automated Workl oad Requiring a Partner Service

An enterprise data platformruns a nightly telenetry aggregati on job.
The job is an automated workl oad with no direct external caller,
triggered by an internal scheduler. The schedul er requests a Txn-
Token fromthe TTS with sub set to the job's SPI FFE wor kl oad UR
(spiffe://enterprise.exanplel/telenetry/nightly-agg), scope set to

tel emetry-aggregati on, and no user context in rctx.

To conpl ete the aggregation, the job nust query a third-party

anal ytics APl in Trust Donmain B. The job exchanges the Txn-Token for
a JWI Authorization Grant using this profile. AS-A maps the SPIFFE
wor kl oad URI to a cross-domain workl oad identifier agreed with the
anal ytics provider, and includes scope: tel emetry-aggregation in
txn_cl ai ns.

The anal ytics provider’s authorization server issues a scoped access
token. The txn claimin the JW Authorization Grant allows the

anal ytics provider to correlate APl calls to the originating job run
for billing and audit purposes, wi thout receiving the internal SPlIFFE
URI or other Trust Domain A infrastructure details.

Appendi x B. Relationship to Related Specifications

This specification is one of a fanily of profiles of
[I-D.ietf-oauth-identity-chaining].

B.1. ldentity Assertion JW Authorization G ant

[I-D.ietf-oauth-identity-assertion-authz-grant] (the "I D JAG

speci fication, adopted by the OQAuth Wrking Group as of April 2026)

targets deploynments where AS-B already trusts AS-A (acting as an |dP)

for Single Sign-On (SSO and subject resolution, using an Openl D

Connect |1 D Token or SAML 2.0 assertion as the subject token

The key structural differences between the two profiles are:

Subj ect Token Type: The ID-JAG profile uses an Openl D Connect |ID
Token or SAML 2.0 assertion as the subject_token. This profile
uses a Txn-Token (urn:ietf:parans: oaut h:token-type:txn_token).

Initiating Principal Scope: The ID-JAG profile is exclusively
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centered on a human End- User whose authenticated session at the
IdP drives the cross-domain access. This profile supports al

three Initiating Principal types — human user, internal system
and automated workl oad — uniformy, because Txn-Tokens capture all
t hree.

Trust Rel ationship Basis: The ID-JAG profile relies on a pre-
existing SSO trust relationship between AS-A (the IdP) and AS-B
(the Resource AS) for the sanme user population. This profile
relies on a bilateral Cross-Domain Trust Agreenent between AS-A
and AS-B, which may exist independently of any shared identity
provi der.

audi ence and resource Paraneters: Both profiles use audience to
identify AS-B (the target authorization server) and resource
([ RFC8707]) optionally to identify the target Protected Resource.
These paraneters serve the sanme distinct purposes in both
profiles: audience — AS-B issuer URL — aud in the grant; resource
— resource server URI — resource claimin the grant.

client_id Requirenent: The ID-JAG includes a REQURED client_id
claimidentifying the QAuth 2.0 client at AS-B acting on behal f of
the resource owner. This is appropriate where the application has
a pre-registered client relationship with AS-B. This profile does
not require a pre-registered client_id at AS-B; the Requesting
Workl oad’ s identity is conveyed through client authentication to
AS- A and the subject mapping in the JW Authorization G ant.

Mul ti-Tenancy: The ID-JAG profile defines tenant, aud_tenant, and
aud_sub clains for multi-tenant SaaS depl oyments. This profile
does not define equival ent tenant-scoping clains, as Trust Donain
boundaries are typically organi zati onal or service-provider
boundari es rather than tenant partitions within a shared platform

Ri ch Authorization Requests (RAR): The I D JAG profile supports the
optional authorization_details claim ([RFC9396]) in the grant.
This profile does not currently define RAR integration; a future
revi sion MAY define how aut horization details froma Txn-Token are
transcribed into the JWI Authorization G ant.

SAML 2.0 Interoperability: The ID JAG profile includes SAM.L 2.0
identity assertion interoperability. This profile addresses only
JWI- based Txn- Tokens.

Sender Constraining: Both profiles use the cnf claimto convey a
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sender-constraining key to AS-B. The ID-JAG profile enbeds cnf in
the ID-JAGitself; this profile includes cnf in the JWI

Aut hori zation G ant, derived fromthe Requesting Wrkload s client
credential presented to AS-A (see Section 9.2).

The two profiles are conplenentary. A deploynent MAY support both:
the ID-JAG profile for human-user cross-domain access coordi nated
through a shared identity provider, and this profile for any
transacti on-driven cross-domain access (user-initiated, system
initiated, or workload-initiated) where the trust relationship is
established through a bilateral Cross-Domain Trust Agreenent. An
Aut hori zation Server inplenenting both MJUST distinguish between them
by inspecting the JWI typ header: oauth-id-jag+jw for the ID JAG
profile and txn-chain+jwt for this profile.
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