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Abstract

The SRv6 Network Progranmmi ng architecture allows an application to
control the end-to-end journey of traffic flows through different
network domains in a unified and statel ess nanner, w thout requiring
i ntermedi ate network devices to maintain per-flow information.

Thi s docunent covers its application to the integration of data
center (DC) and wide area network (WAN) architectures using SRv6 with
uSID (NEXT-CSID). It describes a unified IPv6 data plane fromtenant
wor kl oads through the DC frontend to Internet peering, replacing
designs that stitch separate overlay protocols at the Data Center
Interconnect (DCl). The solution enhances scalability and enabl es
flexible statel ess service insertion by unifying underlay, overlay,
and service steering under SRv6.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 Decenber 2026.
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1. Introduction

Traditionally, Data Centers (DCs) and Wde Area Networks (WANs) are

desi gned and operated as independent network domai ns, each with its

own architecture. This separation introduces operational conplexity
and nakes it challenging to seam essly integrate and depl oy network

services, such as security appliances or |oad bal ancers, across the

end-to-end pat h.

Segnment Routing [ RFC8402] over |Pv6 (SRv6) [ RFC8986] enables a
uni fi ed approach to networking by | everaging source routing.

SRv6 uSI D (NEXT-CSI D) [ RFC9800] provi des:

* *Stateless Traffic Engineering*: Any path in the fabric can be
enforced by sinply encodi ng a sequence of SRv6 instructions in the
packet header. There is *no per-flow state in the fabric* (unlike
MPLS RSVP- TE)

* *Stateless Service Insertion*: Any service (e.g., Firewall, 1DS)
may be inserted in the packet delivery path. This is achieved
simply by adding the correspondi ng segnent to the packet. *There
is no per-flow state required on the services*.

* *|ntegrated Overlay*: SRv6 provides per-tenant segnentation,
ensuring flows fromdifferent tenants are isolated while sharing
the sane physical infrastructure. This capability may be conbi ned
with stateless traffic engineering and statel ess service
insertion, *w thout requiring any additional overlay
encapsul ati ons*.

* *End-to-end, with mnimum overhead*: A sinple *IPv6 encapsul ation
suffices to encode up to six uSIDs in the Destination Address*.
These instructions encode a path end-to-end across domains in a
provider network. If nore instructions are required, a sinple
Segnent Routing extension Header (SRH) [ RFC8754] can be added.

Thi s docunent presents an SRv6 end-to-end solution for integrating
the DC frontend with the WAN, elim nating the conplexity and
inefficiencies of traditional fragmented architectures. Section 1.2
defines the scope of this docunent and its relationship to the
conpani on Al backend docunent.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1.2. Scope and Docunent Rel ationship

Thi s docunent addresses the *DC frontend*: the tenant-facing portion
of a data center that connects workl oads to external destinations
through a WAN and the Internet. Typical elenents include Top-of-Rack
(TOR) switches, |leaf and spine nodes, optional service |eaf (SL)
nodes for security appliances, a DCl node at the DC edge, WAN
provider (P) routers, and Border Routers (BR) toward the Internet.

In production-oriented designs, a *cloud gateway (CGN* on the host
or hypervisor often perfornms SRv6 encapsul ati on and L3VPN PE
functions on behal f of virtual workloads, while the TOR |eaf, spine,
and DCI provide IPv6 locator forwarding only. The illustrations in
this docunment use a TOR-based PE for clarity; the sane SRv6
mechani sns apply when the PE role is inplenented on a CGN The

| egacy baseline is a fragnented stack: VXLAN EVPN in the DC (often
between the CGWVNand the DCl) and L3VPN over SR-MPLS in the WAN, with
protocol stitching at the DCl.

Qperational experience froma |arge-scale cloud deploynent is
summari zed in Section 6

Thi s docunent does *not* cover the *Al backend* fabric: the high-
radi x, often multi-plane C os network that interconnects GPUs and Al
accelerators for training and inference. That environment is
described in [I-D.filsfils-srv6ops-srv6-ai-backend], which docunents
determnistic path placenent, nultipath spraying, and transport
integration in hyperscale Al clusters. Together, the two docunents
describe a consistent SRv6 operational nodel: the Al backend draft
for east-west GPU traffic inside the training fabric, and this draft
for north-south and DC-to-Internet connectivity through the frontend
and WAN.

Bot h documents are informational use-case descriptions within the
SRv6 Operations (srvéops) work. They assunme a single adm nistrative
domai n or closely coordi nated domai ns where the operator controls

| ocator allocation, |IGP/BGP design, and SR Policy provisioning end to
end.
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2.

3.

Ter mi nol ogy
SRv6 Segnent Routing over |Pv6 [ RFC3986].

uSID Mcro-segnent Identifier, formally defined as NEXT-CSID in
[ RFC9800] .

The term _uSID (micro SID)_ predates the formal nam ng and has
been wi dely adopted across the industry - including operators with
| ar ge-scal e depl oynents, vendors, open-source inplenentations, and
used consistently in nulti-vendor interoperability reports.
To maintain alignment with the fornal specification while also
acknow edgi ng the wi despread and practical use of the term this
docunent uses uSID and NEXT-CSI D i nterchangeably.

ECMP Equal - Cost Multi-Path

uUN uSID associated with a Node, the short notation for the End
behavi or with NEXT-CSID, PSP, and USD fl avors as defined in
[ RFC9800] .

UA uSID associated with an Adjacency, the short notation for the
End. X behavior with NEXT-CSID, PSP, and USD flavors as defined in
[ RFC9800] .

DC frontend Tenant-facing DC edge: TOR, |eaf, spine, optional SL,
DCl, and their connectivity toward the WAN and I nternet.

Al backend GPU or accelerator fabric inside the DC, as described in
[1-D.filsfils-srvbops-srv6-ai-backend].

VXLAN Virtual Extensible LAN [ RFC7348]

DCI Data Center Interconnect, interconnecting DC and WAN donai ns

PE Provider Edge router

TOR Top-of - Rack router

BR Border Router, interconnecting WAN dormain and t he | nternet

CGW Coud Gateway: virtual or host-based router that connects tenant
}/\ﬁ;k{/\g\&l\llds to the DC fabric and may act as the SRv6 L3VPN PE toward

Initial Fragnmented Network Architecture
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3.1. Overview

In a coomon baseline (the *l egacy* design), the WAN core runs L3VPN
over SR-MPLS while the DC frontend runs an EVPN VXLAN overl ay between
wor kl oads, a cloud gateway, and the DCI. The DCl perforns
*stitching*: it term nates EVPN VXLAN fromthe DC and attaches
traffic to L3VPN SR- MPLS toward provider edge routers and the BR
This split increases operational overhead and linmts traffic

engi neering and service chaining across the full path.
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Figure 1: Traditional data center architecture

This is depicted in Figure 1. A workload on the host sends traffic
toward the Internet; VXLAN encapsul ation starts on the hypervi sor
(cloud gateway). Traffic is carried in the DC overlay (VXLAN EVPN)
to the DCI. At the DCl, the packet is translated fromthe DC overl ay
into the WAN VPN (SR-MPLS). The BR ultimately provides Internet
reachability after MPLS/ SR processing in the WAN.

3.2. Challenges with a Fragnmented DC/ WAN
Thi s design presents the foll ow ng chall enges:
* *DCl Protocol Translation*:

- Perfornmance Penalty: Sonme hardware incurs a perfornmance
degr adat i on.

- Availability: Not all vendors support the functionality
honogeneousl y.

- Scalability bottl eneck: These boxes nmintain VRF state,
reduci ng scal ability.

- Conplexity: Information |ike Goup Policy Objects (GPO, tags,
or context nust be conveyed across and between the DCs.

- Reliability: The increased conplexity introduces additiona
potential points of failure.

- Cost: The increased functionality typically incurs an
addi tional cost.
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4.

*Limited traffic engineering end to end*: SR-MPLS in the WAN does
not extend into the DC frontend, and VXLAN offers no traffic-

engi neering capabilities there. There is no uniform source-routed
path fromthe workl oad across DC and WAN.

*Service Insertion*: Service chaining with VXLAN often requires
rigid designs (policy-based routing, default gateways, or VRF/ VLAN
hand-offs). Firewalls are typically deployed as |arge clusters
near the perimeter; as clusters grow, state synchronization across
instances leads to significant state expl osion and operationa
cost.

*| Pv4 Loopback dependency*: Many vendors still require |Pv4d
| oopbacks on both VXLAN and SR-MPLS networks, adding unnecessary
operational conplexity and limting pure |IPv6 depl oyments.

End-t o- End SRv6 across DC Frontend and WAN

The transition froma fragnmented network architecture to an end-to-
end SRv6 uSI D design enabl es seanm ess conmmuni cati on between data
center (DC) workl oads and the w de area network (WAN)

The key benefits of this architecture include:

*

*El i mination of protocol translation*: Renoving EVPN VXLAN-t 0- SR-
MPLS stitching at the DCl inproves efficiency and reduces
processi ng over head.

*Enhanced scal ability*: The nature of SRv6 supports flexible
traffic engineering with no per-flow state in the fabric.

*Sinplified service chaining*: Native SRv6 capabilities enable the
efficient insertion of services without requiring additiona
protocol s or conplex policy-based routing policies.

*Optimzed forwarding with mnimum MIU*: A sinple | Pvb
encapsul ati on all ows encoding up to six instructions in the |Pv6
Destination Address. |If additional instructions are needed, a
Segnment Routing extensi on Header can be added to encode additiona
i nstructions.

*| Pv6-native*: The architecture enables a fully | Pv6-native

depl oynent, elimnating dependencies on | Pv4 | oopbacks while
simplifying managenent. Transitioning away from fragnented | Pv4
dependenci es eases uni form addressing across the entire network
fabric.
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4.1. DC Integration Model

End-to-end DC/WAN integration is clearer when exam ning the | ayers
are separately; this is *unified* design in contrast to the |egacy
design in Section 3):

* *Underlay*: A single |IPv6 topol ogy across |eaf, spine, DCl, and
WAN provi der routers. Nodes forward on sunmarized | ocator
prefixes; only PE nodes and service nodes term nate SRv6
behavi ors.

* *Qverlay*: SRv6 L3VPN services on DC and WAN edge PEs (CGWor TOR,
and BR). VRFs, route targets, and End. DT service SIDs provide
tenant isolation and Internet/VPN reachability wi thout a separate
VXLAN or MPLS VPN encapsul ation stitched at the DCl.

* *Services*: Optional service insertion via uA SIDs on an SL and SR
Policy / Color steering on the PE headends. Firewalls may be
SRv6- unawar e NFVs on hosts, connected to an SRv6-capable SL.

*Rol es*: The *PE* at the DC edge (CGWor TOR) originates the SRv6
network programtoward the BR PE. The *spine* and *DCl* are transit
routers in the locator underlay (no overlay translation). The *BR*
is the WANInternet PE. This nodel renopves the DCl stitching
function required in the | egacy VXLAN-EVPN plus SR-MPLS design

4.2. Service Insertion

Service insertion typically relies on conplex policy-based routing
mechani snms that direct traffic through predefined service clusters,
such as firewalls. These approaches often lead to scalability
limtations and suboptimal traffic paths. By using SRv6 services can
be seam essly integrated into the forwarding plane wi thout requiring
addi tional tunneling mechani sns or extensive policy configurations.

Services are inserted into the forwarding path for a specific flow
sinmply by adding the corresponding uSID to the source routed network
program This all ows:

* *Stateless steering*: SRv6 uSID (NEXT-CSI D) encodi ng renoves the
need for per-flow state on internedi ate nodes, inproving
scal ability.

* *F| exible service chaining*: Miltiple services, such as firewalls,
| oad- bal ancers, intrusion detection (1DS), or deep packet
i nspection (DPl), can be chai ned together dynanmically by appendi ng
addi tional uSl Ds.
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Using the firewall service as an exanple, when a workload within the
DCinitiates traffic requiring inspection, the ingress node includes
the necessary SIDs in the SRv6 network program These SIDs guide the
packet through the firewall, ensuring conpliance with security
policies. The firewall processes the traffic and forwards it al ong
the next segment in the chain, with mniml overhead.

4. 3. Uni fied SRv6 Architecture

Figure 2 depicts the unified end-to-end architecture. A single SRv6/
uSI D donai n spans the DC frontend and the WAN. A host-based *cl oud
gateway (CGN* or a TOR and the BR act as SRv6 PE nodes; |eaf, spine,
DCl, and P routers forward | Pv6 on | ocator prefixes only.

e S S ISR +
I bC || WAN I

| | | |

| || | (-

| Rk T S + -+ 4o + -4 -+ ! )
| Host--|Leaf|--|Spine|--|SL|--] DA |--] P|--] BR|--( Internet )
| I T S I e I e ( -7
| NI 0 )

| yok ] |

| P ] |

I +-- | | I

| <------ SRv6 uSID/I1Pv6 forwarding------------- >|

o o e e e +

Figure 2: Unified SRv6 DC frontend and WAN architecture

Wor kl oads attach to hypervisors or TOR ports. The CGN (or TOR)
encapsul ates traffic with an SRv6 network program (uSl D cont ai ner
and/or SRH) toward a rempte PE SID, an intermedi ate service SID, or
both. Internediate nodes forward on the | ongest-match | ocator
prefix. No EVPN VXLAN-to-SR-MPLS stitching is required at the DCl.
Services (e.g., Firewall service) may be inserted into the forwarding
pat h dynami cal ly.

4. 4, Rol e of the DCl in SRv6 Mde

In the fragmented design (Section 3), the DCl often inplenents a
*protocol gateway*: it term nates EVPN VXLAN fromthe DC and inserts
traffic into L3VPN SR-MPLS toward the WAN. I n the unified SRv6
design, the DCl is an ordinary *IPv6 router* in the |ocator topology,

al ongside the spine. It participates in the same SRv6 underlay, wth
no protocol boundary in between. It does not naintain per-tenant
VXLAN VNI s or perform MPLS | abel inposition on behalf of the DC

overl ay.
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Functions that may remain at the DC edge, on the DCl, CGN TOR, or

BR, are orthogonal to segment routing: Internet peering policy, NAT
DDoS mtigation, and L3VPN route reflection. SRv6 L3VPN term nation
and service insertion are anchored on the DC-edge PE (CGWor TOR) and
on the BR, the spine and DCl only contribute to | ocator reachability.

4.5. Control Plane Overview

The control plane ties |ocator advertisenent, L3VPN services, and
traffic steering together

* *Locator allocation*: The operator allocates an SRv6 SID space
once (for exanple 5f00:0::/32 or fc00:0::/32) and assigns /48
| ocators per SRv6-enabl ed node (CGWor TOR, SL, BR). Hierarchica
addressing all ows sumrari zation at spine, DCl, and WAN boundari es,
keeping the IGP small and avoi ding | ater renunbering when
extendi ng SRv6 across domains. Locator reachability is advertised
inthe DC (typically via BGP) and in the WAN (typically via IS 1S
or BGP). Operators SHOULD set the SRv6 Locator attribute
consistently at redistribution boundaries, as specified in
[ RFC9800] .

* *SRv6 L3VPN*: PE nodes (CGWor TOR, and BR) use BGP L3VPN with
SRv6 service SIDs (End.DT4, End.DT6, End.DT46) per [RFC9252] and
[ RFCB8986] .

* *SR Policy and Color steering*: For traffic that nust traverse a
service (firewall) or a specific path, the operator provisions SR
Pol i ci es on headends [ RFC9256]. BGP Col or Extended Communities
[ RFC9012] signal the mapping of routes to SR Policies, as
specified in [RFC9256]. Color-Only BGP Destination Steering can
be used to reduce the nunmber of SR Policies.

*  *Redundant BRs*: Muiltiple BRs may advertise the sane anycast
| ocator for Internet-facing service Sl Ds depending on the
operator’s redundancy nodel. DC-edge PEs (CGWor TOR) sel ect the
appropriate inmport path and SR Policy per VRF and col or.

Section 5 provides concrete forwardi ng exanpl es.
4.6. Egress Peer Engineering

Egress Peer Engineering (EPE) is the practice of steering outbound
traffic toward specific external peers, links, or link groups at the
BR. Therefore, the BR allocates SRv6 Peering SIDs [ RFCO087]. The
i ngress headend then inposes a segnent |ist whose final segnent is
the chosen peering SID, instructing the BRto forward the packet out
the selected external interface to the selected peer. Because the
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egress choice is carried in the segnent |list, the WAN core renains
stateless: P routers forward on | ocator prefixes only.

5. Illustration

In this section we illustrate how an end-to-end SRv6 converged DC WAN
architecture operates.

5. 1. Unsecured Traffic Fl ow

R R i R +
I bC | | WAN I

| HL1--+ | | | L

I I || I ( )--

| I T ST N +  4----- + +---+  H---+ V! )
| | TORL| --| Leaf|--| Spine|--] DCl |--] P |--|BR6]--( Internet )
| R S IS R P + oo + 4---4 -+ ( -7
I || I - ( )

R R i R + Ta-t

Figure 3: Reference network topol ogy

Figure 3 illustrates one DC and the WAN. The network within the DC
has a spine-leaf Cos design. BGP is used as the routing protocol in
the DC. The WAN network uses 1S-1S as the IGP. CQher routing
protocols may be used in the DC and the WAN. The Border Router (BR)
connects the WAN to the Internet.

SRv6 i s enabl ed on nodes TORL and BR6 in this exanple. SRv6 endpoint
behavior is not required on |eaf, spine, and DCl, since they only
perform I Pv6 | ocator forwarding. In a COGMbased depl oynent, only the
CGW and BR6 require SRv6 endpoi nt behavior; |eaf, spine, and DC
perform 1 Pv6 | ocator forwarding only.

The operator provisions the foll ow ng:
* SRv6 SID Space in the fabric 5f00:0::/32

* TORL |locator prefix: 5f00:0:1::/48. This prefix is advertised in
t he network.

* BR6 locator prefix: 5f00:0:6::/48. This prefix is advertised in
t he networKk.

Host H11 represents a virtual workload. The TORlL (or an equival ent
cloud gateway on the host) and BR6 act as SRv6 Provi der Edge (PE)
nodes, providing SRv6 L3VPN connectivity between the workl oad and the
Internet. The SRv6 PEs advertise their VPN routes in BGP [ RFC9252].
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As an L3VPN PE, BR6 advertises its |IPv4 and | Pv6 I nternet
reachability in its VRF I NTERNET to the TORs using BGP. The BR
typically advertises its Internet reachability as a default route. A
single BRis illustrated, but nultiple BRs nay exist for redundancy.

As an SRv6 L3VPN PE, BR6 advertises the VPN routes with an SRv6 L3VPN
service SID of behavior End.DT4 for |Pv4, End. DT6 for |Pv6, or

End. DT46 for both IPv4 and | Pv6 [ RFC8986]. BR6 advertises the SRv6
L3VPN service SI D 5f00:0: 6:e000:: for the Internet routes, with

5f 00: 0: 6::/48 an SRv6 | ocator of BRG6.

TORL is configured with a VRF named UNSECURED for unsecured
connectivity. Host H1l is connected to TORL in VRF UNSECURED. TOR1
imports the L3VPN routes advertised by BR6 into this VRF.

TORL advertises the IPv4 and | Pv6 service routes in VRF UNSECURED
with an SRv6 L3VPN service SID 5f00:0:1:e001::. BR6 inports the
routes of this VRF into its single local VRF | NTERNET.

TOR1 steers a traffic flow fromHL1l in VRF UNSECURED to the |nternet
via BR6. As a result:

*  TORLl: encapsul ates packets with | Pv6 Destination Address:
5f 00: 0: 6: e000: :

* Leaf, Spine, DCl, P: performI|Pv6 routing based on the prefix
5f00: 0: 6::/48

* BR6: receives the packet with I Pv6 DA 5f00:0:6:e000::. This
mat ches a FIB entry locally instantiated as an SRv6 SID associ at ed
with the End. DT behavior. As a result, it decapsul ates the packet
and forwards the exposed inner packet to the internet.

The reverse direction is symretrical .

SRv6 encapsul ati on and PE functions nmay be inplenented in either of
two ways: on a *cl oud gateway* on the host (hypervisor), with the
physi cal fabric forwarding on IPv6 locators only, or on a *TOR*
switch as illustrated in Figure 3. Both options use the sane SRv6
L3VPN and | ocat or-forwardi ng mechani sns.

5.2. Secured Traffic Flow
This section describes the scenario of an SRv6-unawar e
[1-D.ietf-spring-sr-service-progranm ng] standal one firewall service.

SR Policies [ RFC9256] steer the packet flows requiring inspection
through the firewall.
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Figure 4: Reference network topol ogy with standal one firewall service

Figure 4 illustrates the network topology with a firewall service
FWB. This firewall service is connected to service |eaf (SL) node
SL2. The firewall FWB is dual-connected to the SL node via an inside
interface (FWB-IN) and outside interface (FWB-QUT).

FWB i nspects the received packets and forwards the all owed ones. FW3
i nspects the inner packet and does not nmodify the outer |Pv6 header,
apart fromthe HL field.

The SL node SL2 is SRv6-enabl ed and advertises a |ocator prefix
5f 00: 0: 2: : / 48.

SL2 allocates and installs a uA SID (5f00:0:2: e000::) directing
packets to the inside interface of the firewall (FWB-IN) and a uA SID
(5f00:0:2:e001::) directing packets to the outside interface of the
firewal I (FWB-QUT).

*Traffic fromthe Host to the Internet:*

TORL encapsul ates traffic fromHL2 with | Pv6 DA

5f 00: 0: 2: e000: 6: €e000:: (a uSID container). The network program sends
the packet to SL2, which executes its | ocal uA 5f00:0:2:e000::,
forwardi ng the packet towards the inside interface of FWB (FWB-IN)
FWB i nspects the inner packet and returns the whol e packet to SL2,
which then forwards it to BR6 via End. DT service SID 5f00:0: 6: e000: :
BR6 decapsul ates and sends the inner packet to the Internet. Leaf,
spine, DCl, and P forward on | ocator prefixes 5f00:0:2::/48 and
5f00: 0: 6::/48 wi thout SRv6 endpoi nt processing.

The reverse direction is symretrical: BR6 applies a segnment list to
first steer the packet towards the outside interface of FWB
(FWB-QUT), using the uA 5f00:0:2:e001:: of SL2. FWB inspects the

i nner packet and returns the whole packet to SL2, which then forwards
it to the TOR via the service SID
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This configuration ensures that forward and reverse traffic flows
pass through the sanme firewall.

Note that in a typical deploynment the service (e.g, Firewall) may be
clustered. This is grouping multiple service instances as a single
| ogi cal device. The connections are synchroni zed across the

i nstances, which ensures redundancy. SRv6 uSID supports this easily
by | everagi ng an anycast service SID. This is detailed in

Section "Cluster Firewall Service"

In Section "SRv6 Service Considerations”" we remind the difference
bet ween SRv6-aware and SRv6-unaware services, and provide
consi derations for each of them

6. Depl oynent Experience

This architecture has been applied in a |arge-scale GPU cloud with an
| Pv6-only DC frontend, a WAN built with two different network
vendors, and in-house cloud gateway and firewall NFVs on hosts. SRv6
endpoi nt behavior is limted to the cloud gateway and BR;, the

physi cal |eaf, spine, and DCI forward on IPv6 |ocators only. An
open-source cloud gateway inplenentation based on VPP is used for
SRv6 PE functions on the host.

Further operational detail is available in the Nebius presentation at
MPLS & SRv6 World Congress, Paris, March 2026: https://ww. segnent -
routing. net/conferences/ Pari s26- Nebi us- Al exey- Gor ovoy/ .

A rel ated operator architecture di scussion was presented by Deutsche
Tel ekom at the sane congress. That work is at an early planning
stage and explores simlar unified SRv6 integration themes across DC
and WAN domai ns: https://ww. segnent -routing. net/conferences/ Pari s26-
Deut sche- Tel ekom Ni col ai - Leymann/ .

7. Mgration and Brownfield Integration

The architecture in this document can be introduced increnmentally
into existing SR-MPLS depl oynents without a full network redesign,
service interruption, or imediate hardware refresh across the entire
infrastructure. Section 7.1 describes the end-to-end nmigration path
fromthe | egacy fragnented design in Section 3. Section 7.2
describes the control -plane steps that enable SRv6 to coexist with
exi sting SR-MPLS and | Pv4 services in the WAN and data center
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7.

7.

1.

2.

End-to-End M gration Path

Qperators typically mgrate froma fragmented EVPN VXLAN DC pl us SR-
MPLS WAN design i n phases, keeping production traffic on the |egacy
path until the SRv6 frontend is validated. Deploynents use

coexi stence of |egacy and SRv6 stacks rather than a single cutover.

* *Phase 1 — Locator blueprint*: Allocate the SRv6 SID space once
(for example /32) with hierarchical /48 |ocators per future PE,
SL, and BR  Advertise locators and verify IPv6 reachability end
to end while the workl oad overlay (VXLAN EVPN) nmay still be in
use. Complete the data center enablenment steps in Section 7.2.2
as part of this phase.

* *Phase 2 — Parallel WAN and pilot PEs*: Run SR-MPLS and SRv6 in
parallel in the WAN using the dual -stack integration steps in
Section 7.2.1. Enable SRv6 L3VPN on the cloud gateway (or TOR)
and BR for pilot VRFs while | egacy VPNs continue to serve
production tenants. Use the dual PE practices in Section 7.2.3 to
manage coexi st ence.

* *Interimstitching (optional)*: Were a domain cannot nove in one
step, transitional gateways may stitch VXLAN EVPN to SRv6 at the
DC edge, or SRv6 to SR-MPLS toward | egacy WAN PEs, until |ocators
and VPN routes are ready on both sides. These gateways are
retired as Phase 3 conpl etes.

* *Phase 3 — Per-VRF cutover and DCl sinplification*: Mgrate
tenants VRF by VRF from EVPN VXLAN and SR-MPLS to SRv6 L3VPN on
the CGWTOR and BR. Once locators are reachabl e through the DCl
as plain I Pv6 routes, remove EVPN VXLAN-to- SR-MPLS transl ation on
the DCl; the DCl and spine remain | Pv6 transit only.

* *Phase 4 — Services and policies*: Mve firewall and other service
insertion to SRv6 UA and SR Policy. Deconmission rigid PBR or
perimeter-only clusters where SRv6 provides equival ent policy.

Brownfield Control -Plane I ntegration

The foll owi ng subsections apply when SRv6 is introduced al ongsi de an
exi sting SR-MPLS WAN and an | Pv4-based data center control plane.
Only PE nodes and service nodes require SRv6 endpoi nt behavi or;

i nt ermedi at e nodes continue to provide |IPv6 | ocator forwarding as
described in Sections 4.3 and 5.1. Locator allocation, advertisenent
across routing domains, and redistribution semantics are covered in
Section 4.5.
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7.2.1. SR Dual -Stack Integration in the WAN

In a brownfield WAN depl oynent, SRv6 can be introduced al ongsi de an
existing SR-MPLS infrastructure by enabling I Pv6 routing while

mai ntai ni ng exi sting | Pvd-based forwardi ng and MPLS servi ces.
Assumi ng the existing depl oynment uses an | Pv4-based IGP with MPLS and
Segnent Routing enabled, integration of SRv6 typically requires:

* Enable IPv6 on all WAN point-to-point interfaces.

* Enable | Pv6 address-fanily routing within the existing | GP
i nstance.

* Enable SRv6 capabilities within the IGP for the | Pv6 address
famly.

SRv6 endpoi nt behavior can initially be linmted to edge nodes
participating in SRv6 services, while provider routers in the WAN
core continue to forward on | ocator prefixes only. This phased
approach sinplifies integration into environments where sone

pl atforns may not yet support SRv6 endpoi nt processing in hardware.

7.2.2. Dual-Stack Integration in the Data Center

When BGP is used as the data center fabric routing protocol,

i ntroduction of SRv6 requires | Pv6 reachability within the fabric in
parallel with the existing |Pv4 control plane. Typical steps

i ncl ude:

* Enable IPv6 on all point-to-point fabric Iinks.

* Establish BGP peering sessions over |Pv6 transport addresses in
parallel with existing |Pv4-based sessions, as required by the
desi gn.

This allows the existing I Pv4 control plane and services to remain
operational while SRv6 | ocator prefixes and VPN routes are
i ntroduced.

7.2.3. Dual PE Qperation

A migration period nay require PE routers to sinmultaneously support
SR- MPLS and SRv6 VPN services. A dual -capable PE can originate,
receive, and process VPN routes carrying SRv6 service SIDs with | Pv6
next hops, and VPN routes carrying MPLS service |labels with |IPv4d next
hops. This enables SR-MPLS and SRv6 services to coexi st and provides
a straightforward mgration path between the two technol ogi es.
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Qperationally, it is RECOWENDED that SRv6 VPN routes and MPLS VPN
routes be originated by separate route-reflector infrastructures or
separate BGP sessions. For exanple, an SRv6 VPN route refl ector may
advertise SRv6 service routes while an MPLS VPN route reflector
continues to advertise MPLS-based VPN routes.

Where both route types are present, BGP policy SHOULD control route
preference during different nmigration phases. The BGP LOCAL_PREF
attribute can prefer either SRv6 VPN routes or MPLS VPN routes unti
cutover is conplete for a given VRF or tenant.

8. Security Considerations

Thi s docunent is informational and does not define a new protocol
Baseline security for SRv6 data pl ane and segnment routing is
specified in [ RFC8986] .

*Source routing trust*: In the depl oynment nodel described here, DC
edge PE nodes (cloud gateway or TOR) and BR PE nodes origi nate SRv6
encapsul ati on on behal f of workl oads. A conpromni sed headend coul d
encode segment |lists that bypass policy (for exanple, skip a firewal
SID). Operators SHOULD restrict which devices may origi nate SRv6
progranms and SHOULD val i date that BGP Col or and SR Policy bindings
mat ch the intended service topol ogy.

*Tenant isolation*: Per-tenant separation relies on L3VPN VRFs, route
targets, and distinct service SIDs on PE nodes, in addition to

| ocator forwarding in the underlay. M sconfiguration of inport/
export or SID assignnment could | eak routes between tenants; standard
BGP VPN operational controls apply.

*Servi ce bypass*: If Color conmunities or SR Policies are

i nconsi stent between the DC-edge PE and BR, traffic may reach the

I nternet w thout passing through a required firewall. Operationa
change control on BGP policy and SR Policy color values is essential

*I nternet exposure*: BR nodes term nate VPN and connect to externa
networ ks. They SHOULD foll ow the sane hardeni ng as any I|nternet-
facing PE: control-plane filtering, rate limting, and nonitoring.

| ssues specific to firewalls or IDS products are outside the scope of
t hi s docunent.
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This use case was presented at MPLS & SRv6 Wrld Congress in Paris in
March 2025 and updated in March 2026. Recordings are avail abl e here:
htt ps: //ww. segnent - routi ng. net/ conf er ences/ Pari s25- Nebi us- Al exey-
Gorovoy/ and https://ww. segnent -routing. net/conferences/Pari s26-

Nebi us- Al exey- Gor ovoy/ .

Illustrati on Extension
Cluster Firewall Service

Clustering groups multiple firewalls in a single |ogical device. The
firewal | sessions (connections) are synchroni zed across the devices
in a cluster. This ensures seanl ess failover and uninterrupted
traffic flows. It also allows forward and reverse traffic flows of a
firewal | session to be hashed on different ECVMP pat hs, passing
through different firewall cluster menbers. For exanple, for a TCP
sessi on between H12 and a server on the Internet, the forward fl ow
may be hashed on firewall cluster menber FWB, while the reverse flow
may be hashed on nenber FWb of the same firewall cluster.

Al'l menbers advertise the same anycast service SIDs to | everage ECWP
| oad-sharing across firewall cluster nenbers. |If the firewall

cluster is SRv6-unaware, the SRv6 nodes in front of the firewall

i nstances instantiate the sane anycast SIDs, directing the traffic to
the appropriate firewall instance.

For exanple, the service | eaf nodes connected to firewall cluster
menbers FWB and FWb bot h advertise the anycast | ocator 5f00:0:24::/48
and instantiate common uA Sl Ds 5f00:0: 24: e000: : and 5f 00: 0: 24: e001:
for the inside and outside firewall interfaces, respectively.

Figure 5 illustrates the network topology with a cluster firewall
service with cluster nenbers FWB and FWo. These firewal |l services
are connected to service leaf (SL) nodes SL2 and SL4, respectively.
Each firewall is dual-connected to the SL node via an inside and
outside interface.
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Figure 5: Reference network topology with cluster firewall service

The SL nodes SL2 and SL4 are SRv6-enabl ed and respectively advertise
| ocator prefixes 5f00:0:2::/48 and 5f00:0:4::/48. In addition, SL2
and SL4 both advertise the sanme anycast |ocator prefix

5f 00: 0: 24: :/ 48.

These SL nodes allocate and install a common uA SID
(5f00:0:24:e000::) directing packets to the inside interface of the
firewall (FWB-IN for FWB, FWb-IN for FWh) and a conmon uA SID
(5f00:0:24:e001::) directing packets to the outside interface of the
firewall (FWB-OUT for FWB, FWs-CQUT for FW).

This scenario is simlar to the standalone firewall scenario, with
the difference being the SIDIlist of the SR Policies to steer the
traffic through the firewall service

SR Policy POLTOR on TORL has a SID list <5f00:0:24:e000::> Due to
the anycast locator, this SIDIist steers the packets to either SL2
or SL4 into the inside interface FWB-IN of FWB or FWs-1N of FW5,
respectively.

SR Policy POLBR on BR6 has a SID |ist <5f00:0:24:e001::> This SID
list steers the packets to either SL2 or SL4, into the outside
interface FWB- QUT of FWB or FWs- OUT of FWh, respectively.

SRv6 Servi ce Consi derations
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SRv6- Unawar e Servi ce

If the service is SRv6-unaware
([1-D.ietf-spring-sr-service-programmng]), it nust be connected to
an SRv6-capable entity, a physical or virtual elenent that can handl e
SRv6 packets. In section 5, this entity is a physical service |eaf
node. The requirenments for the SRv6 entity depend on the service
capabilities.

If the service (e.g., firewall, IPS, IDS, etc.) can process the inner
packets w thout nodifying the outer |Pv6 header, which may include a
Segnment Routing Header (SRH), it is sufficient for the connected SRv6
entity to inplement uN and uA SRv6 SI D behaviors ([ RFC9800]) to
direct the packets into the service. The service returns the
processed packets to the SRv6 entity, where they continue their
journey to their destinations.

If the service cannot process encapsul ated packets, proxy SRv6 SID
behaviors ([I-D.ietf-spring-sr-service-programm ng]) mnust be

i npl emented on the connected SRv6 entity. The service processes the
decapsul at ed packet, as the proxy entity provides, and returns the
processed packets to the proxy. The proxy restores the packet
encapsul ati on and forwards the packet towards its destination

SRv6- Awar e Servi ce

The SRv6-aware Service does not depend on an additional connected
SRv6 node to execute the SRv6 SID behaviors related to the service.
The SRv6-aware service node is reachable via its SRv6 | ocator and
executes the behavior of its local SID matching the outer |Pv6 DA of
the recei ved packets.
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