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Abst ract

The SRv6 Network Programm ng architecture allows an application to
control the end-to-end journey of traffic flows through different
network domains in a unified and statel ess manner, neani ng

i ntermedi ate network devices do not store per-flow information.

Thi s docunent covers its application to the integration of data
center (DC) and wi de area network (WAN) architectures using SRv6 with
uSID (NEXT-CSID). This elimnates the conplexities and
inefficiencies associated with traditional fragnmented network
designs. The solution enhances scalability and enables flexible
statel ess service insertion by unifying the DC and WAN under a single
SRv6 domai n.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 9 July 2026
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Traditionally, Data Centers (DCs) and Wde Area Networks (WANs) are

desi gned and operated as independent network domai ns, each with its

own architecture. This separation introduces operational conplexity
and nakes it challenging to seam essly integrate and depl oy network

services, such as security appliances or |oad bal ancers, across the

end-t o-end pat h.

Segnent Routing over | Pv6 (SRv6) [ RFC8986] enabl es a unified approach
to networking by | everaging source routing.
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SRv6 uSI D (NEXT-CSI D), [RFC9800]) provides:

* *Stateless Traffic Engineering*: Any path in the fabric can be
enforced by sinply encoding a sequence of SRv6 instructions in the
packet header. There is *no per-flow state in the fabric* (unlike
MPLS RSVP- TE).

* *Stateless Service Insertion*: Any service (e.g., Firewall, IDS)
may be inserted in the packet delivery path. This is achieved
sinmply by adding the correspondi ng segnent to the packet. *There
is no per-flow state required on the services*.

* *|ntegrated Overlay*: SRv6 provides per-tenant segnentation,
ensuring flows fromdifferent tenants are isolated while sharing
the sanme physical infrastructure. This capability may be conbi ned
with stateless traffic engineering and statel ess service
insertion, *without requiring any additional overlay
encapsul ati ons*.

* *End-to-end, with m nimum overhead*: A sinple *IPv6 encapsul ation
suffices to encode up to six uSIDs in the Destination Address*.
These instructions encode a path end-to-end across domains in a
provider network. |If nore instructions are required, a sinple
Segnment Routing extension Header (SRH) [ RFC8754] can be added.

Thi s docunent presents an SRv6 end-to-end solution for the
integration of data center (DC) and wi de area network (WAN),
elimnating the conplexity and inefficiencies of traditiona
fragnmented architectures. By extending SRv6 capabilities across both
environments, the architecture renmoves the necessity for traditional,
often conplex, Data Center Interconnect (DCl) gateways that typically
transl ate between separate DC and WAN routing domains.

SRv6 uSI D (NEXT-CSI D) renoves protocol translation overhead, inproves
scalability, and enables flexible service insertion (e.g., firewall
servi ces).

The docurent [draft-filsfils-srv6ops-srv6-ai-backend] documents the
usage of SRv6 to optim ze workloads in the Al backend.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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2.

3.

3.

Ter mi nol ogy
SRv6 Segnent Routing over |Pv6 [ RFC3986].

uSID Mcro-segnent Identifier, formally defined as NEXT-CSID in
[ RFC9800] .

The term _uSID (micro SID)_ predates the formal nam ng and has
been wi dely adopted across the industry - including operators with
| ar ge-scal e depl oynents, vendors, open-source inplenentations, and
used consistently in nulti-vendor interoperability reports.
To maintain alignment with the fornal specification while also
acknow edgi ng the wi despread and practical use of the term this
docunent uses uSID and NEXT-CSI D i nterchangeably.

ECMP Equal - Cost Multi-Path

uUN uSID associated with a Node, the short notation for the End
behavi or with NEXT-CSID, PSP, and USD fl avors as defined in
[ RFC9800] .

UA uSID associated with an Adjacency, the short notation for the
End. X behavi or with NEXT-CSID, PSP, and USD flavors [ RFC9800].

VXLAN Virtual Extensible LAN [ RFC7348]

DCI Data Center Interconnect, interconnecting DC and WAN donai ns

PE Provider Edge router

TOR Top- of - Rack router

BR Border Router, interconnecting WAN dormain and t he | nternet
Initial Fragnented Network Architecture

1. Overview

The traditional data center architecture utilizes VXLAN for intra-DC

conmuni cation, while the WAN enpl oys SR-MPLS. Stitching these

domai ns requires conplex DCl gateway functions and protocol

transl ati ons, which increase operational overhead and hi nder service
agility. These gateways translate between VXLAN and SR- MPLS.
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Figure 1: Traditional data center architecture

This is depicted in Figure 1. The Host sends traffic towards the
Internet. Upon traffic reception at the DC, it is encapsulated with
VXLAN. This packet continues all the way up to the DCl, where there
is protocol translation between VXLAN and SR-MPLS, requiring
informati on that needs to be carried fromone data-plane to another
Once the packet reaches the Border Router (BR), the SR-MPLS
encapsul ati on is renoved, and the packet continues up to the

I nternet.

3.2. Challenges with a Fragnmented DC/ WAN
This design presents the follow ng chall enges
* *DCl Protocol Transl ation*:

- Perfornmance Penalty: Sone hardware incurs in a perfornmance
degr adati on.

- Availability: Not all vendors support the functionality
honogenousl y.

- Scalability bottl eneck: These boxes maintain VRF state,
reduci ng scal ability.

- Conplexity: Information |ike Goup Policy Objects (GPO, tags,
or context nust be conveyed across and between the DCs.

- Reliability: The increased conplexity introduces additiona
potential points of failure.

- Cost: The increased functionality typically incurs an
addi tional cost.

* *Service Insertion*: insertion of services, such as firewalls,
require conplex policies, with rigid traffic steering.

This results in inefficient designs. For exanple, in the case of
firewal | services, due to the rigid routing, firewalls are
typically deployed as a |arge cluster near the network perineter.
This results in scalability challenges (i.e., stateful firewall
state synchroni zati on between instances).
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4.

* *| Pv4 Loopback dependency*: Many vendors still require |IPv4
| oopbacks on both VXLAN and SR-MPLS networks, adding unnecessary
operational conplexity and limting pure |IPv6 depl oyments.

End-t o- End SRv6 across DC Frontend and WAN

The transition froma fragnmented network architecture to an end-to-
end SRv6 uSI D design enabl es seanml ess conmmuni cati on between data
center (DC) workl oads and the w de area network (WAN)

The key benefits of this architecture include:

* *Elimnation of protocol translation*: Renmoving VXLAN-to-SR-MPLS
protocol conversion inproves efficiency and reduces processing
overhead at the DCl.

* *Enhanced scal ability*: The nature of SRv6 supports flexible
traffic engineering with no per-flow state in the fabric.

* *Sinplified service chaining*: Native SRv6 capabilities enable the
efficient insertion of services without requiring additiona
protocol s or conpl ex policy-based routing policies.

* *Optinmized forwarding with m ni num MTU*: A sinple | Pv6
encapsul ati on all ows encoding up to six instructions in the |Pv6
Destination Address. |If additional instructions are needed, a
Segnment Routing extension Header can be added to encode additiona
i nstructions.

* *|Pv6-native*: The architecture enables a fully IPv6-native
depl oynent, elimnating dependencies on | Pv4 | oopbacks while
simplifying managenent. Transitioning away from fragnented | Pv4
dependenci es eases uni form addressing across the entire network
fabric.

Service Insertion

Service insertion typically relies on conplex policy-based routing
mechani sms that direct traffic through predefined service clusters,
such as firewalls. These approaches often lead to scalability
limtations and suboptinal traffic paths. By using SRv6 services can
be seamessly integrated into the forwardi ng pl ane wi thout requiring
addi tional tunneling mechani sms or extensive policy configurations.

Services are inserted into the forwarding path for a specific flow
sinmply by adding the corresponding uSID to the source routed network
program This all ows:
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5.

5

* *Stateless steering*: SRv6 uSID (NEXT-CSI D) encoding renoves the
need for per-flow state on intermnmedi ate nodes, i nproving
scal ability.

* *Flexible service chaining*: Miltiple services, such as firewalls,
| oad- bal ancers, intrusion detection (I1DS), or deep packet
i nspection (DPl), can be chai ned together dynanically by appendi ng
addi ti onal uSl Ds.

Using the firewall service as an exanple, when a workload within the
DCinitiates traffic requiring inspection, the ingress node includes
the necessary SIDs in the SRv6 network program These SIDs guide the
packet through the firewall, ensuring conpliance with security
policies. The firewall processes the traffic and forwards it al ong
the next segment in the chain, with mninml overhead.

Illustration

In this section we illustrate how an end-to-end SRv6 converged DC/ VAN
architecture operates.

1. Unsecured Traffic Flow
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Figure 2: Reference network topol ogy

Figure 2 illustrates one DC and the WAN. The network within the DC
has a spine-leaf Clos design. BGP is used as the routing protocol in
the DC. The WAN network uses I1S-1S as the 1G. Qher routing
protocols may be used in the DC and the WAN. The Border Router (BR)
connects the WAN to the Internet.

SRv6 is enabl ed on nodes TORL and BR6. The renmining nodes are
performng | Pv6 forwardi ng, and do not require to be SRv6 enabl ed.

The operator provisions the foll ow ng:

* SRv6 SID Space in the fabric 5f00:0::/32
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* TORL locator prefix: 5f00:0:1::/48. This prefix is advertised in
t he networ k.

* BR locator prefix: 5f00:0:6::/48. This prefix is advertised in
t he network.

Hosts H11l represents a virtual workl oad connected to a TOR  The TOR
and BR act as SRv6 Provi der Edge (PE) nodes, providing SRv6 L3VPN
connectivity between the hosts and the Internet. The SRv6 PEs
advertise their VPN routes in BGP [ RFC9252].

As an L3VPN PE, BR6 advertises its |IPv4 and | Pv6 | nternet
reachability in its VRF INTERNET to the TORs using BG°. The BR
typically advertises its Internet reachability as a default route. A
single BRis illustrated, but nultiple BRs may exist for redundancy.

As an SRv6 L3VPN PE, BR6 advertises the VPN routes with an SRv6 L3VPN
service SID of behavior End.DT4 for |Pv4, End.DT6 for |Pv6, or

End. DT46 for both IPv4 and | Pv6 [ RFC8986]. BR6 advertises the SRv6
L3VPN service SID 5f00:0: 6:e000:: for the Internet routes, with

5f00: 0:6::/48 an SRv6 | ocator of BR6.

TORL is configured with a VRF naned UNSECURED for unsecured
connectivity. Host Hll is connected to TORL in VRF UNSECURED. TORL
imports the L3VPN routes advertised by BR6 into this VRF.

TOR1 advertises the IPv4 and | Pv6 service routes in VRF UNSECURED
with an SRv6 L3VPN service SID 5f00:0:1:e001::. BR6 inports the
routes of this VRF into its single |local VRF | NTERNET.

TOR1 steers a traffic flow fromHL1l in VRF UNSECURED to the | nternet
via BR6. As a result:

*  TORL: encapsul ates packets with I Pv6 Destination Address
5f 00: 0: 6: e000:

* Leaf, Spine, DCl, P: performI|Pv6 routing based on the prefix
5f00: 0: 6::/48

* BR6: receives the packet with I Pv6 DA 5f00:0:6:e000::. This
mat ches a FIB entry locally instantiated as an SRv6 SID associ at ed
with the End. DT behavior. As a result, it decapsul ates the packet
and forwards the exposed inner packet to the internet.

The reverse direction is symretri cal
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Note that in this illustration, the first SRv6-capabl e node is the
TOR switch, which encapsulates traffic with the appropriate SRv6
policy towards the destination. However, in some deploynents, the
SRv6 encapsul ation may be perfornmed by a virtualized gateway (e.g., a
software router or hypervisor-based function), nmaking the TOR Leaf,
and Spine devices operate purely as I Pv6 forwarders. This
flexibility enables SRv6 to integrate seam essly into diverse data
center designs wthout requiring SRv6 support across the entire
fabric.

5.2. Secured Traffic Fl ow

This section describes the scenario of an SRv6-unaware
[1-D.ietf-spring-sr-service-progranm ng] standal one firewall service.
SR Policies [ RFC9256] steer the packet flows requiring inspection
through the firewall
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Figure 3: Reference network topol ogy with standal one firewall service

Figure 3 illustrates the network topology with a firewall service
FWB. This firewall service is connected to service |eaf (SL) node
SL2. The firewall FWB is dual-connected to the SL node via an inside
interface (FWB-IN) and outside interface (FWB-QUT).

FWB i nspects the received packets and forwards the all owed ones. FW3
i nspects the inner packet and does not modify the outer |Pv6 header,
apart fromthe HL field.

The SL node SL2 is SRv6-enabl ed and advertises a | ocator prefix
5f 00: 0: 2: :/ 48.

SL2 allocates and installs a uA SID (5f00:0:2:e000::) directing
packets to the inside interface of the firewall (FWB-IN) and a uA SID
(5f00:0:2:e001::) directing packets to the outside interface of the
firewall (FWB-QUT).
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*Traffic fromthe Host to the Internet:*

For TOR1 to direct service traffic flows through the firewall FWB, it
does the follow ng:

*  *TORL*: Encapsul ates the traffic fromHL2 with an | Pv6 header with
DA 5f 00: 0: 2: e000: 6: e000: :

- This network programinstructs the packet to go to node SL2,
take the interface FWB-IN, go to node BR6, execute the VPN
behavi or.

*  *Leaf*:

-  Packet in: DA=5f00:0:2:e000:6:e000::

- Lookup in FIB, and forward according to the route for prefix
5f00:0:2::/48

-  Packet Qut: DA=5f00:0:2: e000: 6: e000: :
*  *Spi ne*:
- Packet in: DA=5f00:0:2:e000:6:e000::

- Lookup in FIB, and forward according to the route for prefix
5f00:0:2::/48

- Packet Qut: DA=5f00:0:2:e000: 6:e000::
*  *GL2*:
-  Packet in: DA=5f00:0:2:e000:6: e000::
- Lookup in FIB. WMatch in FIB entry 5f00:0: 2: e000: :,
instantiated as a local uA SID. Process and xconnect on the
interface FWB-in.

-  Packet Qut: DA=5f00:0:6:e000::

* *FWB*: Process the inner header of the packet according to
security policy.

* *m*-

- Packet in: DA=5f00:0:6:e000::

Filsfils, et al. Expires 9 July 2026 [ Page 10]



I nternet-Draft SRv6 End-to-End DC Frontend and WAN January 2026

6

- Lookup in FIB, and forward according to the route for prefix
5f00:0:6::/48

- Packet Qut: DA=5f00:0: 6:e000:
* *P*:
- Packet in: DA=5f00:0:6:e000:

- Lookup in FIB, and forward according to the route for prefix
5f00: 0: 6::/48

-  Packet Qut: DA=5f00: 0: 6:e000:
*  *BR6*:
- Packet in: DA=5f00:0:6:e000:

- Lookup in FIB. WMatch in FIB entry 5f00:0: 6: e000: :
instantiated as a |l ocal End.DT SID. Decapsul ate and forward
the i nner packet towards the internet.

The traffic flow fromthe Internet to the Host is symetrical, with
the remark that on SL2 the SID 5f00:0:2:e001 is used to xconnect the
packet on the FWB-out interface.

This configuration ensures that forward and reverse traffic flows
pass through the sane firewall. The illustration is expanded in
Appendi x A. 1 showi ng how this use-case is realized froma control -

pl ane point of view |leveraging the SR Policy and the notion of Col or-
Only BGP Destination Steering [ RFC9256] .

Note that in a typical deploynment the service (e.g, Firewall) may be
clustered. This is grouping multiple service instances as a single
| ogi cal device. The connections are synchroni zed across the

i nstances, which ensures redundancy. SRv6 uSID supports this easily
by | everagi ng an anycast service SID. This is detailed in

Appendi x A. 2.

In Appendix B we rem nd the difference between SRv6-aware and
SRv6- unawar e services, and provide considerations for each of them

Benefits

* *Gateway Renoval *: Elimnates stateful DCl translation, renmoving a
critical bottleneck in traditional architectures. This leads to
better performance, reliability, scalability, and | ower
operational costs.
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* *End-to-End*: Unified underlay and overlay from DC to WAN

* *Scal ability*: The internediate nodes do not nmaintain any per-flow
state.

* *Lower MIU Tax*: SRv6 uSID (NEXT-CSID) allows encoding up to six
uSIDs within the | Pv6 Destination Address field. This eliminates
the VXLAN overhead, inproving transport efficiency.

* *Flexible Service Insertion*: Dynamcally steer selected traffic
through services (e.g., security appliances) w thout conplex
pol i cy-based routing nmechani snms. |Insert services anywhere in the
network and apply the policy on a per-vm per-prefix, or per-
cust omer basis.

* *Smaller Clusters*: Due to the flexible traffic steering
capabilities provided by SRv6, the operator nmay choose to depl oy
smal l er service clusters (e.g., firewall clusters) distributed
along the network. This drastically reduces the scaling challenge
of clusters.

* *Egress Peer Engineering (EPE)*: SRv6 enabl es precise outbound
traffic control, optimzing interconnection with externa
net wor ks.

Security Considerations

The depl oynent nodel described in this docunent does not require any
new security mechani sm asi de of those defined in [ RFC3986].
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9.2. Informative References
Appendi x A.  Illustration extension
A.1. Control Plane for Secured Traffic Fl ow

Figure 3 illustrates the network topology with a firewall service
FWB. This firewall service is connected to service leaf (SL) node
SL2. The firewall FWB is dual-connected to the SL node via an inside
interface (FWB-IN) and outside interface (FWB-QOUT)

FWB i nspects the packets received on FWB-I N and sends the all owed
packets to FWB-QUT. FWB inspects the inner packet and does not
modi fy the outer | Pv6 header, apart fromthe HL field.

The SL node SL2 is SRv6-enabl ed and advertises a | ocator prefix
5f 00: 0: 2:: / 48.

SL2 allocates and installs a uA SID (5f00:0:2:e000::) directing
packets to the inside interface of the firewall (FWB-IN) and a uA SID
(5f00:0:2:e001::) directing packets to the outside interface of the
firewall (FWB-QUT).

For TORL to direct service traffic flows through the firewall FW3,
TOR1 steers the packets into an SR Policy named POLTOR, with a SID
list <5f00:0:2:e000::> This SIDIist steers the packets to SL2,
directing theminto the inside interface FWB-IN of FWB. SR Policy
POLTOR has a col or COLFI REWALL and an I Pv6 null endpoint (::)

([ RFC9256]) .
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For BR6 to direct service traffic flows through the firewall FWB, BR6
steers the packets into an SR Policy named POLBR, with a SID |i st
<5f00:0:2: e001::>. This SID list steers the packets to SL2,
directing theminto the outside interface FWB-QUT of FWB. SR Policy
POLBR has a col or COLFWB and an I Pv6 null endpoint (::).

The devi ces connected to TORL that require firewall inspection of
their communication with the Internet, such as host H12, are placed
in a VRF named SECURED on TORL.

As an SRv6 L3VPN PE, TORl advertises the |IPv4 and |IPv6 service routes
of VRF SECURED with an SRv6 L3VPN service SID 5f00:0:1:e000:: and a
Col or Extended Community ([ RFC9012]) named COLFWB for ease of
reference. COLFWB has Col or-only Types Field ([draft-ietf-idr-sr-
policy-safi]) set to 1 (Specific or Null Endpoint Match) to enable
the routes with this color for Color-Only BGP Destination Steering

([ RFC9256]) .

BR6 imports the routes of VRF SECURED into its single |ocal VRF

I NTERNET. Since the routes have a color COLFWB of Color-only type 1
and there is an active color-only SR Policy POLBR with col or COLFWB
on BR6, BR6 steers the inported routes into SR Policy POLBR

Consequently, packets arriving at BR6 fromthe Internet, destined for
H12, are encapsulated in an outer |Pv6 header with a SID I|ist
<5f00: 0: 2: e001::, 5f00:0:1:e000::> This SIDlist may be conbi ned
into a single uSID contai ner 5f00:0: 2: e001: 1: e000:: in the |IPv6 DA
This SID list directs the encapsul ated packets through FWB and then
to TORL.

BR6 advertises its VRF INTERNET routes with an SRv6 L3VPN service SID
5f 00: 0: 6: e000: : without a Col or Extended Community. TORl inports
these VRF I NTERNET routes into its | ocal VRF SECURED. Using a |oca
policy, TORl colors the routes inported into VRF SECURED with a Col or
Ext ended Community naned COLFI REWALL for ease of reference

COLFI REWALL has its Color-only Types Field
([I-D.ietf-idr-sr-policy-safi]) set to 1.

Since the routes have a col or COLFI REWALL of Color-only type 1, and
there is an active color-only SR Policy POLTOR with col or COLFI REWALL
on TORL, TORL steers the inported routes into SR Policy POLTOR

Consequently, packets arriving at TOR1L from H12, destined for the
Internet, are encapsulated in an outer |Pv6 header with a SID |i st
<5f00: 0: 2: e000: :, 5f00:0:6:e000::> This SIDIlist nmay be comnbi ned
into a single uSID contai ner 5f00:0: 2: e000: 6: e000:: in the | Pv6 DA
This SID list directs the encapsul ated packets through FWB and then
to BR6.
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Each TOR in the DC advertises its VRF SECURED routes with a Col or
Ext ended Community that identifies the firewall instance FWK it
requires for external comunications. The BR steers the routes it
receives with this color into the appropriate firewall service

Each TOR in the DC locally colors the routes inported into VRF
SECURED with the color of the local SR Policy that steers egress
packets through the sane firewall service FW

A.2. Cluster Firewall Service

Clustering groups multiple firewalls in a single |ogical device. The
firewal | sessions (connections) are synchroni zed across the devices
in a cluster. This ensures seanl ess failover and uninterrupted
traffic flows. It also allows forward and reverse traffic flows of a
firewall session to be hashed on different ECVP pat hs, passing
through different firewall cluster menbers. For exanple, for a TCP
session between H12 and a server on the Internet, the forward fl ow
may be hashed on firewall cluster menber FWB, while the reverse flow
may be hashed on nenber FWb of the same firewall cluster.

Al'l nmenbers advertise the sane anycast service SIDs to | everage ECWP
| oad-sharing across firewall cluster nmenbers. |If the firewall

cluster is SRv6-unaware, the SRv6 nodes in front of the firewal
instances instantiate the sane anycast SIDs, directing the traffic to
the appropriate firewall instance.

For exanple, the service | eaf nodes connected to firewall cluster
menbers FWB and FWb both advertise the anycast | ocator 5f00:0:24::/48
and instantiate common uA SI Ds 5f00: 0: 24: e000: : and 5f 00: 0: 24: e001:
for the inside and outside firewall interfaces, respectively.

Figure 4 illustrates the network topology with a cluster firewal
service with cluster nenbers FWB and FWb. These firewall services
are connected to service leaf (SL) nodes SL2 and SL4, respectively.
Each firewall is dual-connected to the SL node via an inside and
out side interface.
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Fi gure 4: Reference network topology with cluster firewall service

Fi l

The SL nodes SL2 and SL4 are SRv6-enabl ed and respectively advertise
| ocator prefixes 5f00:0:2::/48 and 5f00:0:4::/48. In addition, SL2
and SL4 both advertise the sanme anycast |ocator prefix

5f 00: 0: 24: :/ 48.

These SL nodes allocate and install a common uA SID
(5f00:0:24:e000::) directing packets to the inside interface of the
firewall (FWB-IN for FWB, FWb-IN for FWh) and a conmon uA SID
(5f00:0:24:e001::) directing packets to the outside interface of the
firewall (FWB-OUT for FWB, FWs-CQUT for FW).

This scenario is simlar to the standalone firewall scenario, with
the difference being the SIDIlist of the SR Policies to steer the
traffic through the firewall service

SR Policy POLTOR on TOR1, as specified in section A1, has a SID |ist
<5f00: 0: 24: e000: : >. Due to the anycast locator, this SIDlist steers
the packets to either SL2 or SL4 into the inside interface FWB-1N of
FWB or FWb-1N of FWh, respectively.

SR Policy POLBR on BR6, as specified in section A1, has a SID |i st
<5f00: 0: 24: e001::>. This SID list steers the packets to either SL2
or SL4, into the outside interface FWB-OUT of FWB or FWs- OUT of FWb,
respectively.

sfils, et al. Expires 9 July 2026 [ Page 17]



I nternet-Draft SRv6 End-to-End DC Frontend and WAN January 2026

Appendi x B. SRv6 Service Considerations
B.1. SRv6-Unaware Service

If the service is SRv6-unaware
([I-D.ietf-spring-sr-service-progranmng]), it nust be connected to
an SRv6-capable entity, a physical or virtual elenment that can handl e
SRv6 packets. In section 5, this entity is a physical service |eaf
node. The requirenments for the SRv6 entity depend on the service
capabilities.

If the service (e.g., firewall, IPS, IDS, etc.) can process the inner
packets w thout nodifying the outer | Pv6 header, which may include a
Segnment Routing Header (SRH), it is sufficient for the connected SRv6
entity to inplement uN and uA SRv6 SI D behaviors ([ RFC9800]) to
direct the packets into the service. The service returns the
processed packets to the SRv6 entity, where they continue their
journey to their destinations.

If the service cannot process encapsul ated packets, proxy SRv6 SID
behaviors ([I-D.ietf-spring-sr-service-progranmm ng]) nust be

i npl emented on the connected SRv6 entity. The service processes the
decapsul at ed packet, as the proxy entity provides, and returns the
processed packets to the proxy. The proxy restores the packet
encapsul ati on and forwards the packet towards its destination

B.2. SRv6-Aware Service

The SRv6-aware Service does not depend on an additional connected
SRv6 node to execute the SRv6 SID behaviors related to the service.
The SRv6-aware service node is reachable via its SRv6 | ocator and
executes the behavior of its local SID matching the outer |Pv6 DA of
the recei ved packets.
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