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Abst ract

Thi s docunent describes how SRv6 uSI D (NEXT-CSI D) enabl es
determnistic path placenent in Al backend fabrics through L3-L4
integration: the transport stack on the N C encodes each path as an
ordered list of segnents (a uSID network program in the packet
header, while the fabric forwards statelessly. It explains
operational benefits including determninistic probing and alignnent
wi th hyperscal e production depl oynments.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Filsfils, et al. Expires 5 Decenber 2026 [ Page 1]



Internet-Draft SRv6 for Al Backends June 2026

This Internet-Draft will expire on 5 Decenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .
1.1. Requirenents Language
Ter m nol ogy . .
Al Traffic Character|st|cs and Challenges
SRv6 for Determnistic Path Pl acenent
Statically Provisioned Fabric
Det ermi ni stic Probing
Illustration
1. SRv6 Fabric PrOV|S|on|ng . .
.2. SRv6-Based Deterninistic Path Select|on . .
3 Transport-Controll ed Path Selection with Cbngestlon
Feedback e e e e e ..
8. Benefits . .
9. Massive Scal e
10. Depl oynent .
11. Security CDnS|derat|ons
12. Contributors .
13. Acknow edgenents
14. Normative References
15. Informative References
Aut hors’ Addresses

Noohwn

NN~

1. Introduction

Hyperscale Al training clusters rely on massive GPU-to-GPU data

OCOOO~NOUTPA,WWN

exchanges, where training-step synchronization del ays from congestion
and packet loss directly degrade training performance and operationa

cost.
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These workl oads generate *large, predictable flows* that require
ultra-low | atency, high bandwi dth, and preci se congestion control to
mai ntain efficiency. Traditional networking approaches, such as
ECMP- based per-flow | oad bal ancing, suffer from poor entropy due to
the limted nunber of RoCEv2 flows, |leading to fabric hotspots,
congestion, and slow reconvergence after failures.

SRv6 uSI D (NEXT-CSID) enables *L3-L4 integration* in Al backend
fabrics: the transport stack on the NIC (i.e., SmartN C, DPU)
control s which path each packet follows by encoding an ordered |i st
of segnents in the outer |Pv6 header, while switches performsinple,
static forwarding without per-flow state. This ensures predictable
performance, fine-grained traffic control, and rapid reaction to
congestion without fabric reconvergence.

Thi s nodel is deployed at hyperscale. OpenAl, Mcrosoft, and Oracle
Cloud Infrastructure operate training clusters using Miltipath
Rel i abl e Connection (MRC) over static SRv6 source routing. MC
extends RoCEv2 with multipath packet spraying and transport-|ayer
path sel ection; SRv6 provides a determnistic mapping fromeach path
identifier to a unique physical path through the fabric. Section 10
sunmari zes these depl oynments and provi des references.

[ SRv6- E2E- Front end- WAN] expl ai ns how SRv6 uSID (NEXT-CSID) is applied
to an end-to-end DC Frontend and WAN fabri c.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Term nol ogy

SRv6 Segnent Routing over |Pv6 [ RFC8986] .

uSID Mcro-segnent. Formally defined as NEXT-CSID in [ RFC9800].
The term uSID (micro SID)_ predates the formal naming and has
been wi dely adopted across the industry - including operators with
| ar ge-scal e depl oynents, vendors, open-source inplenentations, and
used consistently in multi-vendor interoperability reports.
To maintain alignnment with the formal specification while al so

acknow edgi ng the w despread and practical use of the term this
docunent uses uSlI D and NEXT-CSI D i nt erchangeably.
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ECMP Equal - Cost Mul ti-Path

uN The uN is a short notation for the End behavi or with NEXT-CSI D
PSP, and USD flavors as defined in [ RFC9800].

UA The uA local behavior is a short notation for the End. X behavi or
with NEXT-CSID, PSP, and USD fl avors [ RFC9800].

ROCEv2 RDMA over Converged Et hernet version 2 [|BTA- ROCEv2].

NIC Network Interface Card, a hardware conponent that connects a
conputer to a network

Smart NIC A Network Interface Card with enbedded processing
capabilities, designed to offload network and storage tasks from
t he host CPU.

DPU Data Processing Unit, a specialized processor designed to
of fl oad and accel erate data-centric tasks, often used in network
and storage functions.

GPU Graphics Processing Unit, a processor designed for rendering
graphi cs and perform ng parallel conputation tasks, comonly used
for Al and nachi ne | earning workl oads.

L3-L4 integration Coordination between the network |ayer (static
SRv6 forwarding in the fabric) and the transport layer (NI C
controll ed path sel ection, congestion response, and probing),
wi t hout switch-based dynamic routing or per-flow network state.

Determ ni stic path placenment Encoding by the source transport of the
path as an SRv6 uSID network program (an ordered |ist of segments
in the packet) so each packet or spray round follows a fixed
physical path through the fabric. Distinct path identifiers map
to disjoint segnment prograns over the multi-plane topol ogy. Paths
are not assigned by a centralized flow scheduler or traffic-
engi neering controller; the network holds no per-flow state and
does not pre-install paths.

3. Al Traffic Characteristics and Chall enges
Al wor kl oads exhibit highly structured traffic patterns:
*  *Predictabl e El ephant Flows*: Collectives’ conmunications require
multiple GPUs to exchange data in a structured manner that is

known in advance. Flows between GPUs are | arge, |long-lived, high
t hroughput and predictabl e.
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* *Synchroni zed Bursts*: Mdel synchronization causes periodic,
coordi nated traffic spikes.

* *Low ECMP Entropy*: Data exchange between GPUs relies on a snal
nunber of flows (ROCEv2 Queue Pairs), |eading to poor performance
of traditional |oad-balancing solutions. A 5-tuple based ECW
| oad- bal ancing results in non-honmogenous utilization across the
fabric, |eading to congestion.

* *Resilience*: The fabric must mnimze avoi dabl e disruption and
support fast, predictable recovery. Even brief hotspots or
reconvergence delays can anplify tail |atency across a
synchroni zed job. Designs that provide nultipath spraying over
di sjoi nt encoded segnent programs, transport-controlled rerouting,
and accurate probing reduce the risk that the network becones the
limting factor during long training runs.

At hyperscale, faults are routine rather than exceptional. In a
54-day Llama 3 405B pre-training run on 16,384 GPUs, Meta reported
419 unexpected interruptions (about 78% hardware-rel ated; 8.4%
networ k switches and cabl es) [LIana3-Herd]. Synchronized training
makes fabric congestion, |oss, or degraded paths costly for jobs that
run for weeks. Meta’'s |arge-scal e RoCE backend design is described

i n [ Met a- RoCE- SI GCOWWR4] .

4, SRv6 for Determnistic Path Pl acenent

The source encodes each path as a uSID network programin the packet
header; transports spray packets across di sjoint network paths, and
choose a different path upon congestion. SRv6 enables L3-L4
integration: the transport stack on the NIC controls the Al workl oad
traffic journey through the fabric by encoding an ordered |ist of
segnents in the packet header, while the network | ayer provides
statel ess static forwarding.

* *Control plane and orchestration*: At bring-up, the orchestrator
di scovers topol ogy and the SRv6 uSlI Ds configured on each link
These uSID instructions are statically configured on the routers
and are independent of any dynami c routing protocol state.

- The orchestrator provides to the NICs with topol ogy

i nformation, including the uSIDs available on each link in the
fabric.
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5.

- Based on that information, the NIC transport conposes a path as
a sequence of uSIDs and encodes the resulting network program
in the outer 1 Pv6 Destination Address of each packet. Encoding
a path in this way *does not require any per-path comunication
bet ween the orchestrator and the fabric*.

*  *Transport stack on the NIC: Before sending RoCEv2 traffic, the

transport stack encapsul ates the packet with an outer |Pv6 header
that carries the uSID program selected on the NIC for that packet
or spray round.

- An outer IPv6 header allows encoding 6 uSIDs in the Destination
Address. This inplies that even with a super-spine in a 3-tier
Clos fabric, the entire path can be encoded wi t hout an
addi tional Segnent Routing Header (SRH).

* *Highly Scal able Stateless Fabric*: Routers enforce the path by
following SRv6 instructions in the packet header. There is *no
per-flow state in the network* (unlike MPLS RSVP-TE, which would
require per-path state for each GPU-to-GPU determnistic path).

* *Congestion feedback | oop*: The transport stack reacts in rea
time to congestion notifications (ECN, in-band |atency
measur enent, Packet Trinming, in-band packet loss). At any tine,
wi t hout fabric wi de signaling, the source NIC can change the path
by updating the outer IPv6 Destination Address. Only the source
changes; internedi ate devices renmai n unchanged.

Statically Provisioned Fabric

In a dynamically routed fabric, protocols such as BGP maintain
reachability across the Clos fabric. Wen a link fails or the

topol ogy changes, sw tches nust reconverge: prefixes are wthdrawn or
re-advertised, each device updates its RIB, and forwarding entries
are reprogramred. A point-to-point |ink-down may be detected within
m | 1iseconds, but conpleting BGP reconvergence in a | arge datacenter
fabric typically takes on the order of tens of nilliseconds to a sub-
second interval in optimzed designs, and can be substantially |onger
when many paths or prefixes are affected [RFC7938]. At extrene
scal e, convergence may require nmany round-trip tinmes across the
fabric before forwarding is stable [ MRC- SRv6- Paper].

In the statically provisioned SRv6 nodel in this document, GPU
traffic paths do not depend on that reconvergence cycle. uSID
instructions are configured at fabric bring-up and remain in place on
the routers. Wen a |ink degrades or fails, the fabric does not wait
for BGP or other dynamic routing to install a new path. The source
NI C or transport stack detects the problemthrough | oss, ECN
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| at ency, or probing, selects another uSID network programfromthe
topol ogy information it already holds, and encodes it in the outer

| Pv6 Destination Address of subsequent packets. That change is |oca
to the sender, takes effect within mcroseconds, and does not require
signaling to internediate switches or coordination with routing
protocol timers [Mcrosoft-Fairwater].

6. Determnistic Probing

Accurate visibility into fabric health is essential for Al backend
operations: scheduling repairs, tuning performance, and correl ating
transport behavior with physical paths. Traditional approaches face
limtations at scale.

Wth ECMP-based forwardi ng, probe and data packets may traverse
different paths because hashing is sensitive to header fields.
Mechani sns that send probes to renpte nodes depend on renote
availability and do not always localize faults precisely. |CW
probes to switches are often handl ed by the control plane, liniting
probe frequency. Dynamic routing can change forwardi ng while probes
are in flight, reducing the ground truth of measurenents.

SRv6 uSI D source routing enables *determ nistic probe pinning*: a
probe encoded with the sane segnent programas data traffic follows
the identical physical path through the fabric. There is no ECWP
anbi guity, no dependence on switch control -plane | CvWP handling for
path validation, and no interaction with dynam c routing
reconvergence during neasurenent.

* *Path pinning*: Each probe is assigned a specific SRv6 network
program so operators and transport stacks know exactly which
links and switches a nmeasurenent traverses.

* *Dataplane fidelity*: Probes are forwarded |ike data traffic in
t he dat apl ane, enabling hi gh-frequency nonitoring suitable for
| arge clusters.

* *Self-probes and | ocalization*: Agents on cluster nodes can
source-route probes to a top-of-rack switch and back, or to
aggregation switches and back, localizing NNCto-fabric or fabric-
internal faults without requiring a renote peer to be up

* *Transport alignnent*: \Wen the transport stack sel ects paths
usi ng SRv6 prograns, health probes and background path validation
use the sanme encodi ng, so nmeasurenents reflect the paths data
actual |l y uses

Filsfils, et al. Expires 5 Decenber 2026 [ Page 7]



Internet-Draft SRv6 for Al Backends June 2026

Determ nistic probing sinplifies denylist and spray/path-sel ection
policies on the NIC, supports resurrection of paths after transient
failures, and provi des operations teans ground-truth telenetry

i ndependent of switch control-plane health.

Illustration

The following figure depicts a typical 2-tier C os topol ogy.
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Figure 1: Reference Topol ogy

The topol ogy consists of two Spine devices. Each of the Spines is
connected to four Leaf devices.

There are 4 NICs, which are connected through the host interface

(e.g., PCle) toa GPU. In this exanple each NIC is dual -honed to two
Leaf devices.

.1. SRv6 Fabric Provisioning

At a dayO cluster build-up (fabric bring-up), the topology is
provisioned with SRv6 SIDs on the Spine and Leafs devices. These
SIDs are statically configured and thus independent of any routing
protocol dynanic state. The followi ng is provisioned:

* SRv6 SID Space in the fabric 5f00:0::/32

* Leaf*1* instantiates the SID 5f00: 0: 0*1*00: : / 48 associated with
the uN instruction (End with NEXT-CSID, PSP & USD)
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7.

2.

* Leaf*2* instantiates the SI D 5f00:0: 0*2*00::/48 associated with

the uN instruction (End with NEXT-CSID, PSP & USD)

* Leaf*3* instantiates the SID 5f00: 0: 0*3*00: : / 48 associated with
the uN instruction (End with NEXT-CSID, PSP & USD)

* Leaf*4* instantiates the SI D 5f00:0: 0*4*00: : /48 associated with

the uN instruction (End with NEXT-CSID, PSP & USD)

* Spine*5* instantiates the SID 5f00: 0: 0*5*00::/48 associated with
the uN instruction (End with NEXT-CSID, PSP & USD)

* Spine*6* instantiates the SID 5f00: 0: 0*6*00::/48 associated with
the uN instruction (End with NEXT-CSID, PSP & USD)

SRv6- Based Determnistic Path Sel ection

During a collective, GPUL and GPU2 send traffic to GPU3. The
transport on each N C sprays packets across disjoint uSID network
progranms, each encoded as an ordered segnment list in the outer |Pv6
header. The orchestrator supplies topology and uSID information at

bring-up; path choice and spraying are perfornmed by the NIC transport
(e.g., MRC) at send tinme. Exanple prograns:

*  GPUL->GPU3: via Leafl, Spineb, Leaf3 (uSID program
5f 00: 0: 0100: 0500: 0300: :)

*  @GPU2->GPU3: via Leaf2, Spine6, Leaf4 (uSID program
5f 00: 0: 0200: 0600: 0400: :)

When sending RoCEv2 traffic from GPUL to GPU3:
* NI Cl: creates a ROCEv2 packet that nust be sent to NIC3. N C1
encapsul ates the ROCEv2 packet with an outer |Pv6 Header
(H. Encaps. Red behavi or).
- |1 Pv6 DA: 5f00:0:0100: 0500: 0300: :
- The packet has no SRH
*  Leaf 1:
- Packet in: (IPv6. DA=5f00:0:0100: 0500: 0300: : ) ( ROCEV2)
- Leafl has the SID 5f00:0:0100::/48 instantiated with the End

with NEXT-CSID, PSP & USD behavior. As a result, it shifts,
| ookup, and forwards the packet.
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- Packet out: (IPv6. DA=5f00:0:0500: 0300::)(ROCEv2)
*  Spi neb:
- Packet in: (1Pv6. DA=5f00:0:0500: 0300::) (RCCEV2)

- Spine5 has the SID 5f00:0:0500::/48 instantiated with the End
with NEXT-CSID, PSP & USD behavior. As a result, it shifts,
| ookup, and forwards the packet.

- Packet out: (IPv6. DA=5f00:0:0300::)(RCCEV2)
*  Leaf 3:
- Packet in: (I1Pv6. DA=5f00:0:0300::) (RCCEv2)

- Leaf3 has the SID 5f00:0:0300::/48 instantiated with the End
with NEXT-CSID, PSP & USD behavior. As a result it renoves the
outer | Pv6 header and forward the inner packet.

- Packet out: (ROCEv2)

* NI C3: receives the ROCEv2 packet, process it, and passes data to
the GPU3.

*Note that Leafl, Spine5, and Leaf3 do not hold any state for this
specific flows. It is a single uSID instruction per node instantiated
upon cluster build-up and reused by all traffic using that program
GPU2- >CGPU3 uses the second exanple program forwarding is the sane
stat el ess nodel on each hop.

VWhile in this example we have used the uN instruction, it can al so be
encoded using UA instructions specifying the sequence of interfaces.

7.3. Transport-Controlled Path Sel ection with Congestion Feedback

At any time during the execution of the Al job, Spine5 may experience
congestion. The transport stack on NICl detects this via ECN, in-
band | at ency, packet trinmm ng, or |oss feedback.

Wthin mcroseconds, without fabric signaling or new state at

i ntermedi ate devices, the transport stack steers traffic to a
different path. N Cl switches the path from<Leafl, Spine5, Leaf3>
to <Leafl, Spine6, Leaf3> by encapsulating new traffic for GPUl->GPU3
with | Pv6 DA 5f00: 0: 0100: 0600: 0300: : .
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*This is not switch adaptive routing* (e.g., dynam c ECWMP or BGP
reconvergence). Path changes are made only at the source N C

swi tches continue static SRv6 forwarding. The fabric is entirely
statel ess, and the packet path is encoded in the | Pv6 header built at
the source. Separating transport-controlled path selection from

swi t ch-based adaptive routing avoids unpredictable interactions at
scale and is essential because Al workloads cannot tol erate slow
reconvergence [M crosoft-Fairwater].

8. Benefits

* *Deterministic Path Placenment*: SRv6 allows the NIC to encode, per
packet or spray round, distinct uSID network prograns that pin
traffic to disjoint paths through the fabric.

* *Mnimum MIU*: A plain outer |Pv6 encapsulation allows to encode 6
uSIDs in the outer DA. This inplies that w thout the need of
addi ti onal extension headers, only with 40Bytes of |Pv6
encapsul ati on, we can encode up to 6 internedi ate waypoi nts
allowing to enforce a path in a 3-tier Cos network. This is
sufficient to control a path hop-by-hop (link by Iink) through a
| eaf, spine, super-spine, spine, |eaf.

* *Congestion Feedback Loop*: Instant rerouting at the source based
on ECN, in-band neasured One-Way and Two-\Way | atency, Packet
Tri mmi ng feedback and in-band packet |oss, w thout any dependency
of routing protocols. There is neither any control-pl ane
signaling involved between the GPU and the fabric, nor between the
Al orchestrator and the fabric devices.

* *Standardi zati on*: Qpen, vendor-agnostic inplenmentation

* *Ease of operation*: As opposed to bl ack-box proprietary sol utions
that pack opaque | ayer-2 optim zations, the SRv6 solution is
m nimalistic, |P-based, fully standardi zed, and supported by a
rich ecosystem (vendor, merchant silicon, and open source). The
determnistic and open nature of the solution sinplifies
troubl eshoot i ng.

* *Production validation*: Hyperscale Al training clusters operate
static SRv6 source routing at scale; see Section 10.
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9

Al

Massi ve Scal e

wor kI oads are depl oyed across thousands of GPUs in multi-tier Cos

networks, requiring a networking architecture that scal es
efficiently. SRv6 uSID (NEXT-CSID) ensures deternministic path
pl acement while maintaining scalability through the follow ng
mechani sns:

*

*Stateless Fabric*: Unlike RSVP-TE or MPLS-TE, which require per-
flow state on network devices, SRv6 enforces paths by including
all instructions in the packet header. This elimnates state
expl osi on as the nunber of GPUs increases.

*uSI D Encapsul ati on*: The SRv6 uSI D ( NEXT-CSI D) encodi ng all ows
paths to be efficiently encoded even in rmulti-tier topol ogies,
reduci ng encapsul ati on overhead while supporting | arge

depl oynents. |If nore than 6 instructions are required, a sinple
| Pv6 Segnent Routing Extension Header can encode additiona

i nstructions.

*Mul ti-plane topol ogi es*: High-radix, multi-plane C os designs
spread NI C capacity across parallel network planes, inproving
physi cal redundancy and enabling clusters well beyond 100K GPUs in
two-tier fabrics while keeping |latency | ow.

*Cross-Dat acent er Extension*: The sanme SRv6-based nechani sm can
extend beyond a single cluster to nmulti-datacenter Al fabrics
(inter-DC Al training), where determnistic path placenent ensures
efficient inter-cluster data transfers. SRv6 network prograns can
be extended to forward between clusters using the same path-
encodi ng nodel .

*Overlay Tenant Separation*: SRv6 can provi de per-tenant network
segnentation, ensuring Al workloads fromdifferent tenants or jobs
are isolated while sharing the same physical infrastructure.

Dedi cat ed network resources can be assigned on a per-tenant basis
in the fabric, providing resource isolation so that bandw dth

pat hs, and forwardi ng capacity for one tenant are not confl ated
with another. By adding VPN Service SIDs into the encoded network
program distinct path identifiers and network planes per tenant
can be enforced at the network | evel without additional overlay
encapsul ati ons.
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10.

Depl oyment

Static SRv6 uSID (NEXT-CSID) source routing is deployed at hyperscal e
in production Al training clusters together with Miultipath Reliable
Connection (MRC), an RDMA transport devel oped col | aboratively by
QpenAl, Mcrosoft, NVIDIA AMD, Intel, and Broadcom [ MRC- SRv6- Paper ]

[ OpenAl - MRC]. MRC extends RoCEv2 Reliable Connection with multipath
packet spraying, selective retransm ssion, packet trimrng for

incast, and transport-layer path health managenent; it runs Ethernet
in best-effort nbde and relies on fast recovery at the transport

| ayer rather than Priority Flow Control. |In these fabrics, dynamc
routing in switches is disabled: each packet’'s path is encoded in the
outer I Pv6 destination using uSID, path identifiers map
algorithmcally to SRv6 network prograns, and the transport stack
gains determnistic control while routers forward statelessly. This
conbi nation has been used to train frontier |arge | anguage nodel s on
clusters exceedi ng 100,000 GPUs, with inplenentations on 400 and 800
Go/s RDMA NI Cs and SRv6 forwarding across nmultiple switch platforns
and NOS distributions [ MRC- SRv6- Paper] .

The sane architecture spans QpenAl, Mcrosoft, and Oracle d oud
Infrastructure (OCl) training sites that operate as one coherent
design rather than isol ated experinments. OpenAl runs MRC over static
SRv6 on its largest NVIDI A GB200 superconputers [ OQpenAl - MRC|

[ MRC- SRv6- Paper]; M crosoft’s Fairwater superconputer applies the
same nodel on a two-tier, multi-plane fabric, renoving BGP and ot her
dynamic routing fromthe scal e-out network in favor of conpact uSID
source routing, with probe traffic followi ng the sanme paths as data
for ground-truth visibility [Mcrosoft-Fairwater]; and OCl's Oracle
Accel eron mul ti pl anar networ ki ng depl oyed MRC and SRv6 source-based
routing at scale, including the Stargate datacenter in Abilene,

Texas, with path intelligence at the NIC and sinple static forwarding
in the network [ Oracl e-Accel eron-MRC] [ Oracl e- Accel eron- Arch].

Across these environnents, nultipath spraying and SRv6 path pinning
reduce flow collisions, inprove utilization across network planes,
and all ow | arge synchronous training jobs to continue through Iink
flaps and partial failures that previously caused restarts

[ OpenAl -MRC] [Mcrosoft-Fairwater]. Mcrosoft has additionally open-
sourced MRC software interfaces and SONi C SRv6 enhancenents for Al
backend networks [Mcrosoft-Fairwater].
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11.

12.

13.

Security Considerations

Thi s docunent is informational and does not define a new protocol
Security for the SRv6 data plane and segnment programmng is covered
in [RFC8986]. The depl oynent nodel assunes a dedicated Al backend
fabric in a single adm nistrative domain: an orchestrator statically
provi sions uSIDs on routers and supplies topology to NICs, and
transport stacks on GPU hosts encode segnment prograns in each packet
while the fabric forwards wi thout per-flow state. Security therefore
depends on integrity of provisioning, access control over router
configuration, and path-selection |logic on each host.

Because t he source encodes the full segnent list, a conpronised or

m sconfi gured host could steer traffic al ong unintended pat hs.
Operators SHOULD limt which workl oads may send SRv6-encapsul at ed
traffic and constrain hosts to prograns authorized by the
orchestrator. Backend fabrics are typically isolated fromuntrusted
net wor ks, and operators SHOULD nmaintain that separation. Security of
RoCEv2 and Multipath Reliable Connection (MRC) transports is outside
the scope of this docunent.
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